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Information processing

Everything is always
connected everywhere

Continuum between software
and hardware
ASIC (microcode) — FPGA —
fully programmable
processor

Research « Practice

DES, RSA, DH, CBC-MAC
Provable security (PKC), 70
ZK, ElGamal, ECC, stream

ciphers 80
Quantum crypto

MD4, MD5

Provable security (SKC)
Key escrow

SOFTWARE %
GSM, PGP

C libraries (RSA, DH)

SSL/TLS, IPsec, SSH, SIMIME

; tanalysi oe
Quantum cryptanalysis Java crypto libraries

How to use RSA? WLAN

Alternatives to RSA

PKI EVERYWHERE i
\\AES Trusted computing, DRM,

3GPP, RFID, sensor nodes

i ﬂ}lD—Based Crypto
N

Implementations in embedded systems

o Confidentiality
” Integrity Protocol: Wireless authentication protocol
Identification deslgn

ipht ign, . " .
Cé'?uf"re?,?;g" Algorithm: Embedded fingerprint matching
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algorithms, crypto algorithms

Architecture: Co-design, HW/SW, SOC

Micro-Architecture: co-processor design

Circuit: Circuit techniques to combat side
channel analysis attacks

!E\ Technology aware solutions?

Slide credit: Prof. Ingrid Verbauwhede 5

Lightweight crypto design

+ Overall protocol crucial
« Security architecture: SK-PK, central-distributed

* Relative cost of
computation/communication/storage

 Architectural decisions
— area
— clock frequency
— power consumption and energy

* Flexibility can be sacrificed
fé\ Side channel attacks
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Challenges for crypto Outline
» security for 50-100 years
« authenticated encryption of Terabit/s * Context
networks  Block ciphers
* ultra-low power/footprint » Stream ciphers
performance .
* Hash functions
* (MAC algorithms)
* Public-key cryptography
» Secure implementations
Py ‘ algorithm agility ‘ cost security Fay
"«'.:-"j \?
7 I — N
Block cipher Block ciphers
‘ P1 H P2 H P3 ‘ 64-bit block 96-bit block 128-bit block
3-DES (112-168) SEA (96) AES (128-192-256)
? l ? l ? l IDEA (128) PRINTCipher-96 (160)  CAMELLIA
MISTY1 (128)
LN block R block L block KASUMI (128-3G, 64-2G) EEEHA
cipher cipher cipher HIGHT (128)
PRESENT (80-128)
l l l TECAR(JS?)ON 96) 56 bits: 4 seconds with M$ 5
m 80 bits: 2 year with M$ 5
‘ Cl H C2 H C3 ‘ KATAN (80) 128 bits: 256 billion years with B$ 5
* larger data units: 64...128 hits Symmetric key lengths
PR o
\ 5 « repeat simple operation (round) many times \ 5 0 50 80 128
9 10
3-DES: NIST Spec. Pub. 800-67 AES (2001) m—
(May 2004) * FIPS 197 published on December 2001after 4-year open
competition
+ single DES abandoned (56.bi — other standards: ISO, IETF, IEEE 802.11,...
« double DES not go gh (72 bit) « fast adoption ih the.market
« 2-key triple DESZTntil 2009 (80 bit) - ;T;?Pt ffl’_;f'?ancl_'at' iicé‘z’r ermentat
: . : f - vallgation list: Implementations
* 3_key triple DES until 2030 (100 blt) . http://csrc.nist.gov/groups/STMlca‘?/pldocuments/aes/aesval.html

* 2003: AES-128 also for classified information and AES-
192/-256 for secret and top secret information!

ClOX |y | DES | mump [ DES™ | mump| DES | mump 2 -+ securiy:
text @&"( — algebraic attacks of [Courtois+02] not effective
— side channel attacks: cache attacks on unprotected
? TZ ?3 N implementations
o e : :
’\:@ 1 ”g [Shamir ’07] AES may well be the last block cipher
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AES implementations: AES variants (2001)
efficient/compact + AES-128 - AES-192 - AES-256
« 10 rounds « 12 rounds « 14 rounds
* HW: 43 Gbit/s in 130 nm CMOS [‘05] *  sensitive + classified + secretitop secret
* Intel: new AES instruction in Westmere processors
0.75 cycles/byte [09-10] o | =9 =0 =6
« SW: 7.6 cycles/byte on Core 2 or 110 Mbyte/s 2 [+ = o |15
bitsliced [K&sper-Schwabe’09] Iﬂ S E |Cound] é ey
> (%] : 3] [round |
g d [round] > N | =D
* HW: most compact: 3600 gates i ¥ g
— PRESENT: 1029, KATAN: 1054, CLEFIA: 4950 =9
fé\ fé\ Light weight key schedule, in particular for the 256-bit version
hed hed
14
What is a related key attack? Should | worry about a related key attack?
» Attacker choosgs plaintexts and key difference C « Very hard in practice (except some old US banking
* Attacker gets ciphertexts schemes and IBM control vectors)
+ Task: find the key « If you are vulnerable to a related key attack, you are
7 4C making very bad implementation mistakes
v plaintextz
$ B
=0 =@ =D
[round | + This is a very powerful attack o
217 % 'T%_‘ model: if XOR is replaced by E '
T | =P o |=0 AND, any cipher can be broken o |=+=>D
5 | | Cround S 5 | | Cround
D | =D N | =D L )
o (T gl ¢ 3|1 :
X : H
_@ « If you are worried, hashing the _
o\ =P T . keyis an easy fix
L) 5
3 —— e
Related key attacks on AES-256 and KASUMI KASUMI (2002)
Security level
in bits Exhaustive search AES [Biryukov-
300 1 Khovratovich'09] * Widely used in all 3G phones
...................................... | 4related k .
250 e g + Present in 40% of GSM phones but not
200 Exhau?tive search KASUMI ;?1': E'f;';!s yet used
150
T *. ....................... 7 }'I/
Practical / [Bunkelman- 0 * Good news: related key attacks do not
' eller-shamir . .
S ) AR Y(' .......... Related key app|y in in the GSM or 3G context
0 T i T attack: 4 keys,
0 5 8 10 14 15 2% data & 2%
fé\‘ rounds time <<2'?8 fé\‘
N\ N\
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Keeloq [Smit+/-'85] KATAN/KTANTAN

H [De Canniére-Dunkelman-Knezevi¢'09]
aka the M$1O Clpher http://www.cs.technion.ac.il/~orrd/KATAN/

« block length: 32 NI » blocklength: 32, 48, 64 462-1054 gates

* key length: 64 o531 . 6] = 0] —.[9] . [2]1]0 * key Iength: 80
* rounds: 528 * rounds: 254

-

{DHHID)

Ly
I ¥
QMlcnncnp NLF 3ASC7A2E . ] A D L
Y b e
s’ ’_q;_.j[ 64-bit key FSR [o ]-7 f‘ 1 \-‘
() - &) | L |
[\ [\
19
Low cost hw: throughput versus
PRINTcipher area [Bogdanov+08,Sugawara+08]
100 KHz clock h | H 10
[Knudsen-Leander-Poschmann-Robshaw’10] 600 (technology in 10 nm)
» IC printing technology (different for each print) 0 mCRYPTON-96 (13)
« block length: 48, 96 = "
+ key length: 80, 160 402-967 gates < 400
+ rounds: 48, 96 — CLEFIA (9) n
» 3-bit S-boxes =300
» key-dependent bit-permutations 3200 PRESENT-128 (18) HIGHT (25)
° TDEA (9)
= 100 TEA(18),  seA (as MISTY4(18)
KATAN g9 AES (35) " AES(13) 4
0 ; . . . .
Py P 1000 2000 3000 4000 5000 6000
\? \? PRESENT-80 (18) Gate equivalents
22

_ _ Self-Synchronising Stream Cipher (SSSC)
Block ciphers: conclusions
, , V= state V-—f= state
» Several mature block ciphers available = =
» Security well understood next "
— in particular against statistical attacks (differential, K ex K nex
linear) and structural attacks Stat_e state
« More work: Y function ? function
— algebraic attacks | D ] L ......... t
— related key attacks Y :
— understanding of structural tradeoffs — fOUtp_Ut — OUtp.Ut
* What are the limitations for lightweight block unction function
ciphers?
o P P s C R P
\ ﬁ & T\ % e
N N
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. M 's Law: i 2000-202
Stream C|phers oore’s Law: computation/storage 2000-2020

— Storage: Gigabyte/s
Ethernet: speed in Gbps

. hi . .
historically very important (compact
y very imp ( P ) —~ Microprocessor performance: Gflops/s

— LFSR-based: A5/1, EOQ — practical attacks known

‘ . 1000000 ]
- soﬂwar.e-orle.nted: RC4 — serious weaknesses 100000
— block cipher in CTR or OFB (slower) 10000-

« today: 1000~

— many broken schemes 100+ |
— lack of standards and open solutions 10 /
—standards: SNOW2.0, SNOW3G, MUGI, Rabbit, 1
DECIM, K2,.. Q 4 & L O I X, 0
o /N O V" " "NV NV NV Y
\& \& ,1/0 ,1/0 ,1/0 ,1/0 ,1/0 ,1/0 ,1/0 ,1/0 ,-,/0

Low cost hw: throughput versus area Hash functions
100 I;(;Jz clock (technology in 10 nm) * MDC (manipulation + collision resistance
— detection code
GRAIN[8] (13) _  __ Trivium[8](13) . ) * preimage resistance
800 Enocore 80[81(18) Protect short hash value -
2700 rather than long text © 2 _ptrelmage
= resistance
2
:’600 mCRYPTON-96 (13)
= 500 L] Thisisan input to a crypto-
=3 graphic hash function. Theinput
=400 CLEFIA (9) m isavery long string, that is
3’300 reduced by the hash functiontoa
° 20 PRESENT-128 (18) HLGHT (25) :&?Soﬂgﬁg&nmﬁgﬁ —_— 1A3FD4128A198FB3CA345932
= 100 GRAIN (13) Trivium(13) g TDEA (9) should be very hard to find an
¥ EA-(13) input hashing to a given val
KATAN (1) TEA (18)  AES @5)msTY1 (18) o8 s et o i
0 T T T T T inputs (a collision).
(E\‘ 0 1000 2000 3000 4000 5000 6000 (E\‘
\#/ PRESENT-80 (18) Gate equivalents NS/
27
Certificate HER
The complexity of collision attacks MD5 e ] e
stow: TSR ~ |
Brute force: 4 million PCsor US$ 100K hardware (1 year) * Advice (RIPE since ‘92, RSA | — T r

since ‘96): stop using MD5 =] vesin

V3

90 « Largely ignored by industry ]St b ETONSEQIT 5377 5345 4
P (click onacert...) Ef;fjj}“’”‘w”m m,cpmm 2
70 ‘-\ EVal\d From ‘Wednesday, June 04, 2003 1:0..
g0 | " w4 * Collsions for MDS 2 by ot 2
50 \ \ MD5 - ,b”}(t)% force (2%4): 1M$ 10 hours =] Public Key RSA(1024BE) =
\ —&— SHA-0 in , .
40 — [Wang+'04] collision in 15
30 \ M SHA-1 minutes on a PC
\ NN —— Brute force — [Stevens+'09] collisions in
20 —o—o \ milliseconds
10 AN « 2nd preimage:
0 —T— T T D — [Sasaki-Aoki'09] 212
f\\(pqq/ Qqq/ qu( %qb c;q(b QQQ Qeq/ QQD( ng de Q'& . et Propetes: Copy to Fie
M NN NN Y Y Y Y YD ]
\&) L
N :
- 3]
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SHA-1 Hash function attacks:
+ SHA designed by NIST (NSA) in ‘93 . PP .
- redesign after 2 years (95) to SHA-1 cryptographic meltdown yet with limited impact
log, complexity « collisions problematic for future
90 — digital signatures for non-repudiation (cf. traffic tickets in Australia?)
80 - + 2 preimage:
70 — MD2: 273 [Knudsen+09]
60 | [Wang+04] — MD4: 297/270 with precomputation [Rechberger+10]
50 | — MD5: 2123 [Sasaki-Aoki'09]
0 (Sugita+06] — SHA-1: 48/80 steps in 21593 [Aoki-Sasaki'09]
30 1
20 4 Most attacks * RIPEMD-160 seems more secure than SHA-1 ©
10 | unpublished/withdrawn « use more recent standards (slower and larger)
— SHA-2 (SHA-256, SHA-224,...SHA-512)
0 ‘ ‘ ‘ ‘ ‘ ‘ ‘ — SHA-3?
2003 2004 2005 2006 2007 2008 2009 2010 fé\,
prediction: collision for SHA-1 in the next 12-18 months
Hash function attacks: impact NIST AHS competition (SHA-3)
. : - f » SHA-3 must support 224, 256, 384, and 512-bit message digests, and
ngh proflle attack on CAs in December 2008 must support a maximum message length of at least 254 bits
» TLS/SSL has been designed for algorithm
negotiation and flexible upgrades Call: 02/11/07
— ...but the negotiation algorithm uses MD5 || SHA-1 Read el e
— negotiation cannot be upgraded without changing the 80 Round 1 (51)5 9/12/08
standard: TLS 1.1-> 1.2 64 Round 2 (14): 24/7109
. ) . ) 60 51 Standard: Q3/2012
— brings serious cost: no upgrade until there is an

economic attack
*« HMAC: HMAC-SHA-1 ok

Q4/08 Q3/09 Q4/10 Q3/12

B (8)
N/ &/ round 1 round 2 final
33

The Candidates

16/06/2009

=

T
| B 1 1
N N

ide credit: Christophe De Canniére 35 Slide credit: Christophe De Canniere 36
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End of Round 1 Candidates Round 2 Candidates

L :
=y R\ | o }- ek B
i ' B = o 5 24712005
&) &)
“Slide credit: Christophe De Canniére 37
Lightweight (?) hash functions _ _
Hash functions: conclusions
Area (GE) | Throughput | Throughput/
Kb, A
(@100p;Hz) (bpsr/eéE) » Cryptographic meltdown but fortunately
SHA-2 (256) 10900 45 4.1 implications so far limited
MAME (256) 8100 267 33.0 . Eﬁ?)?(ifp:ﬁé)sﬂ)en too optimistic (usually need 2x
Cubehash8/1 (512) 7630 2 0-26 » Other weaknesses have been identified in
PRESENT-based (128)| 4256 200 47.0 general approach to construction hash functions
2330 11 4.7 » Today, our understanding has improved
Quark (224) 4640 50 10.5 substantially, so probably it is likely that it will
2206 3.1 1.36 take > 20 years before we have a SHA-4
competition
Py Block cipher-based designs require strong key schedule & ¢ No really lightweight hash functions
(fl] - otherwise risky )
N hd
Outline . .
Public key algorithms
» Context
* Block ciphers * RSA
+ Stream ciphers * ECC/HECC
+ Hash functions * NTRU
* (MAC algorithms)
» Public-key cryptography
» Secure implementations
8\ 8\
&) &
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Factorisation records g
) . Factorisation
2009: 768 bits or 232 digits
B Size (digits) « New record in 2009: 768 bits (or 231 digits) using NFS
1 digit ~3.3 bits B Effort (log) « New record in May 2007: 219%-1 (313 digits) using SNFS
250
> 768 bits » hardware factoring machine: TWIRL [TS’03]
200 (The Weizmann Institute Relation Locator)
» 512 bits — initial R&D cost of ~$20M
150 — 512-bit RSA keys can be factored with a device costing $5K in about
10 minutes
100 — 1024-bit RSA keys can be factored with a device costing $10M in
about 6 weeks
50 « ECRYPT statement on key lengths and parameters
I IML L“I http://www.ecrypt.eu.org
i\ ofrrd A g 2
\? 64 68 72 76 80 84 88 92 96 102000 2009 \\ﬁ 896-hit factorization in 2012, 1024-bit factorization in 2020?
' i3

Key lengths for confidentiality
http://www.ecrypt.eu.org
duration symmetric | RSA ECC
days/hours 50 512 100
5 years 73| 1024 146
10-20 years 103| 2048 206
30-50 years 141| 4096 282
Fay Assumptions: no quantum computers; no
\5 breskthroughs; limited budget

Public key performance comparison
ECC
6 )
g oV
W
2! BEC [Preprint]
@400kHz
e I B HECC
.l 1B P V)
6 — - == R
NTRUEme  [ABFVO'08]
4 L L @s00kHz
Z — B 5 ENTRUEm-
o | | , Dec
Area Deley Energy & Hz
[kGates] [uw] 110 Cycles] 103l
* ECC/BEC over GF(2169)
/2N “ HECC over GF(2%9)
8 * NTRU parameters: N=167, q=128, p=3

RFID technology

2N

1. Passive tag
2. Battery assisted (BAP)
3. Active tag with onboard power source

\

%)

Slide credit: L. Batina/l.V erbauwhede/J. Fan 47

Challenge: low power public key
-_—
- « Protocol : asymmetric (most work
=T for the reader;
= e « Algorithm: Elliptic curve (163 bits)
« Field Operation: Binary and not
Prime fields: easier field operations
ova GFZ) + Projective coordinate system: (X,
Projecive Y, Z) instead of (x,y): no field
[Mongomery Tadoe | inversions
[ CommonZ coord | . Speé:ial coor({(inatedsystem: no
B need to store Y coordinates
% (Lopez-Dahab) and common Z
T (only one Z coordinate)
- « Minimize storage: Only 5 registers
(with mult/add/square unit) or 6
registers (with mult/add-only unit)
) ,
& Addressat all abstraction levels!

Slide credit: L. Batina/l.V erbauwhede/J. Fan 48
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Performance results

Models and reality

Circuit Area (Gate Eq.) 14,566
Cycles for EC point multiplication 59,790
Frequency 700 KHz
Power 13.8 yw
Energy for EC point multiplication 1.18 uJ
o
" Slide crediit: L. Batinall.VerbauwhedelJ, Fan 49
Implementations: side channel attacks Implementation attacks
S mannen b mneiihnii Sun Tzu, The Art of War:
First round of DES In war, avoid what is strong and attack what is weak
* measure: time, power, electromagnetic
radiation, sound
!Eiiii_i_i_iﬂigiliil « introduce faults (even in CPUs — bug attacks)
» combine with statistical analysis and
il cryptanalysis
okt bbbl b i pebakt ik » software: API attacks
* major impact on implementation cost
’E\ RSA || ’E\ L.R. Knudsen: "It is not cryptanalysis, it is vandalism"
N N
51

Classification of Physical Attacks

» Active versus passive
— Active: Perturbate and conclude
— Passive: Observe and infer

* Invasive versus non-invasive

— Invasive: open package and contact chip
— Semi-invasive: open package, no contact
—  Non-invasive: no modification

» Side channel: passive and non-invasive
— Very difficult to detect
— Often cheap to set-up
— Often: need lots of measurements > automating

« Circuit modification: active and invasive

— Expensive to detect invasion (chip might be without power)
— Very expensive equipment and expertise required

Non-Invasive

active

passive

Invasive

G

Side channel attacks on
unprotected implementations?
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Challenges for crypto The power challenge:
AES-128 speed/power for various platforms (Joule/Gb)

» security for 50-100 years

+ authenticated encryption of Terabit/s 1Gbivs
networks
+ ultra-low power/footprint “1Mbits 10°
performance

10°
1

CMOS FPGA Pl C-Emb. Java-

Sparc  Emb.

Spar

security

o agorithm agility cost

"-—)

‘l speed M power O power/speed ‘

55

demand in http://www.ecrypt.eu.org/lightweight/
applications
k | o iz DR -n ‘.. . B -..,-..;.... BB - I-‘
. hash =m) publickey |, MAC block T
hlgh functions operatlons-. ciphers wliibiead
simple
stream tocol
c|phers ' protocols
histicated
low f)?%tcljotljls ' maturity
() low high
3/
57

Conclusions

« Major challenges remain in cryptographic algorithm
design
 Lightweight crypto has many dimensions
— no single optimal solutlon for RFID, sensor nodes, co-
processor for 8-bit C
— pushing the edge for aII aspects
« Symmetric crypto with less than 1000 gates is feasible
— Cost is then dominated by memory (2 to 8 gates per bit)
— Energy consumption may be high
— Software: RAM usage is critical
« Public key crypto with less than 15,000 gates is
feasible (if hard-coded and security < 10 years)
« Challenges for implementers: upgrading algorithms
and implementation attacks

/)
&

10



