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Abstract. This paper deals with perfectly secure distributed commit-
ment and verifiable secret sharing schemes. We consider linear secret
sharing schemes induced by monotone span programs with size m, as
well as non-homomorphic schemes. Our achievements are as follows. We
improve the efficiency of several (fundamental) distributed perfectly se-
cure protocols, and generalize some existing protocols by proposing non-
homomorphic variants. We also show that an existing scheme possesses
the property of public verifiability.
More precisely, we first propose a new linear verifiable secret sharing
scheme. We prove that this scheme is perfectly secure and that its com-
munication complexity is Ω(m) times better than the scheme published
by Cramer et al. at EC’00. We also present a more efficient general
treatment of perfectly secure verifiable secret sharing schemes (not nec-
essarily linear), following the idea of Cramer et al. at STOC’00 and gen-
eralizing the known schemes. In addition, we design a non-homomorphic
commitment transfer protocol. Next, we propose a commitment sharing
protocol with communication complexity Ω(m) times better than the
scheme given by Cramer et al. in EC’00. The proposed commitment
sharing protocol works even if the underlying secret sharing scheme is
non-homomorphic. Finally, we point out that the verifiable secret sharing
scheme with reduced round complexity (by Gennaro et al. in STOC’01),
is in fact, a publicly verifiable scheme, to our knowledge this is the first
known perfectly secure publicly verifiable secret sharing.
A possible application of our results is as follows as Cramer et al. have
shown distributed commitment, verifiable secret sharing, commitment
transfer protocols, and commitment sharing protocols are the basic build-
ing blocks for commitment multiplication protocol and multi-party compu-
tation. As a result of our improvements, the communication complexity
of the commitment multiplication protocol and the multi-party compu-
tation is improved with a factor of Ω(m).

Keywords: perfect security, distributed commitments, (publicly) verifiable
secret sharing.



1 Introduction

In this paper we consider two related topics, namely perfectly secure verifiable
secret sharing and distributed commitments. In Secret Sharing Schemes (SSS) it
is assumed that the dealer and the players follow the protocol correctly. When
this assumption is dropped we come to the harder problem of verifiable secret
sharing (VSS) scheme: here, some players (including the dealer) may not follow
the protocol and, even worse, may provide incorrect information. Still, the honest
players should be able to reconstruct the secret, even without the dealer’s help.
When such a reconstruction is not possible without the help of the dealer, we
get a weaker version, namely distributed commitments (DC).

The classical result of Cramer et al. [3] is that perfectly secure VSS and DC
for general access structure can be efficiently built on top of any linear secret
sharing (LSS) scheme. This result has been extended by Cramer et al. [1] by
showing that VSS and DC for general access structure can be efficiently built
even on top of any SS scheme. Note that the main goal of the authors of [1]
is not only to provide generic constructions, but to make them efficient [3].
Cramer et al. [3] introduced three auxiliary commitment protocols in order to
describe a perfectly secure multi-party computation (MPC) solution: commitment
transfer protocol (CTP), commitment sharing protocol (CSP) and commitment
multiplication protocol (CMP).

Any improvement of the (communication) complexity of the above mentioned
protocols (VSS, DC, CTP, CSP) will reduce the overall complexity of many com-
mitment multiplication protocols (CMP) and multi-party computation protocols
(MPC), where they are used as basic building blocks. This observation motivates
our research. In short, we improve the efficiency of the linear VSS and CSP and
the non-linear VSS, CTP and CSP protocols.

Stadler [7] defined the so called publicly verifiable secret sharing (PVSS)
scheme, in which the definition of VSS is extended such that the sharing should
be publicly verifiable. Later Schoenmakers [8] added a requirement that even
the reconstruction should also be publicly verifiable. Note that both Stadler and
Schoenmakers define and consider public verifiability only for computationally
secure schemes. In [6] Gennaro et al. have improved the round complexity of
VSS. We will show that the protocol of Gennaro et al. is in fact the first perfectly
secure PVSS.

The outline of this paper is as follows: Sect. 2 introduces the basic notions:
access and adversary structure, (linear) secret sharing, monotone span program,
verifiable secret sharing, and distributed commitments; it also describes the se-
curity model we are working on. In Sect. 3 we review the previous work on
perfectly secure DC and auxiliary DC protocols, VSS and PVSS. Our results
both on linear and non-linear VSS and DC schemes are presented in Section 4:
We suggest a more efficient VSS and CSP in the linear case. Then, continuing
the idea from [1] a general treatment of perfectly secure VSS schemes is given.
We also show that more efficient VSS, CTP, and CSP could be built even if the
underlying SS is non-homomorphic. We pointed out that the VSS protocol with
reduced round complexity [6] is in fact PVSS. Then, we conclude in Section 5.



2 Preliminaries

Denote the participants of a secret sharing (SS) scheme by P = {P1, . . . , Pn},
and by the dealer D . The dealer possesses a value s ∈ F as a secret input for the
scheme, and then he shares it among the players. We will consider the general
access structure case. The groups which are allowed to reconstruct the secret
are called qualified (denoted by Γ ) and the groups which should not be able to
obtain any information about the secret are called forbidden (denoted ∆). We
will consider the complete case where ∆ is equal to Γ c (the complement of Γ ).

Consider an adversary A who may corrupt some of the players. The adversary
is characterized by a particular subset ∆A of ∆ called adversary structure while
the set ∆ is called privacy structure. The set of players belonging to ∆ are curious
but execute the protocol correctly, while the set of players belonging to ∆A
are corrupt and may not follow the protocol. In other words, one distinguishes
between passive and active corruption. If ∆A 6= {∅} the adversary is called
active, and otherwise passive. The adversary can also be static, meaning that
the set of corrupt players is chosen by the adversary once and for all before the
protocol starts, or adaptive meaning that the adversary can at any time during
the protocol choose to corrupt additional player. Further on we consider the so
called mixed adversary model.

An adversary A is called Q` if no ` sets in ∆A cover the full set of players P.
An adversary is called rushing if in any round of communication, corrupt players
receive messages before the honest players, and then, based on those messages
the adversary can decide whom to corrupt next.

A secret sharing scheme based on an access structure Γ is a pair (Share,
Reconstruct) of protocols (phases), namely, the sharing phase, where dealer D
shares among the players a secret s from a field F, and the reconstruction phase,
where the players try to reconstruct s, such that the following two properties
hold:
Privacy - the players of any set B ∈ ∆ learn nothing about the secret s as a
result of the sharing phase;
Correctness - the secret s can be computed by any set of players A ∈ Γ .

An SS scheme is linear (denoted by LSS) if the dealer uses only linear oper-
ations to share (to reconstruct) the secret among the participants.

Definition 1. A Monotone Span Program (MSP)M is a quadruple (F,M, ε, ψ),
where F is a finite field, M is a matrix (with m rows and d ≤ m columns)
over F, ψ : {1, . . . ,m} → {1, . . . , n} is a surjective (labeling) function and
ε = (1, 0, . . . , 0)T ∈ F d is called target vector. The size of M is the number
m of rows.

As ψ labels each row with a number i from {1, . . . ,m}, corresponding to player
Pψ(i), one can imagine that each player owns one or more rows from the matrix.
Also, consider a “function” ϕ from {P1, . . . , Pn} to the sets of subsets of P ,
P ({1, . . . ,m}) which gives for every player Pi the set of rows he owns (denoted
by ϕ(Pi)). In some sense ϕ is the “inverse” function of ψ. For any set of players



B ⊆ P, consider the matrix consisting of the rows these players own in M ; thus,
let MB denote the restriction of M to these rows (i.e. for i with i ∈ B).

An MSP is said to compute an access structure Γ when: ε ∈ im(MT
A ) if and

only if A is a member of Γ . Hence, when a set A is accepted by M there exists
a so-called recombination vector (column) λ ∈ F|ϕ(A)| such that MT

Aλ = ε (or
in other words there exists λ ∈ Fm such that MTλ = ε and supP(λ) ⊆ A).
Using the recombination vector λ it is easy to see that for the qualified group A
the following relation holds: 〈λ,MA(s,ρ)T 〉 = 〈MT

Aλ, (s,ρ)T 〉 = 〈ε, (s,ρ)T 〉 = s
for any secret s and any random vector ρ. Notice that the vector ε /∈ im(MT

B )
(i.e. B is forbidden group) if and only if there exists a vector k ∈ Fd such that
MBk = 0 and k1 = 1. When both matrix rows and columns are labeled by a
function ψ, we call such a matrix doubly-labeled. We present as an example the
protocol for LSS in Fig. 1.

LSS - Sharing Phase:

1. Let s ∈ F. Dealer D chooses at random a vector b (with length d) such that
b1 = s.

2. Dealer D gives privately share si = Mib to player Pi.

LSS - Reconstruction Phase:
1. For any qualified group of players A ∈ Γ there exists a recombination vector
λ such that MT

Aλ = ε.
2. Then, the secret is computed as s = 〈λ, sA〉.

Fig. 1. LSS [3]

A verifiable secret sharing (VSS) scheme consists of two stages. In the first
stage, the dealer commits to a unique value s′ independent of the action of the
corrupt players. Moreover, whenever the dealer is not corrupt s′ is equal to s. In
the second stage, the already committed value s′ will be recovered by all honest
players independent of the action of the corrupt players.

When the adversary has unlimited computing power one refers to this as
the information theoretic model (abbreviated i.t.) and talks about unconditional
security. In contrast to this, when the parties are limited to probabilistic poly-
nomial time computations, one refers it as the cryptographic model and uses
the term computational security. When in the information theoretic model ad-
ditionally zero error probability is achieved, one talks about perfect security. We
consider the secure-channels (i.t.) model with broadcast (which may be given
as primitive or simulated) and focus on perfect secure protocols. Also we will
consider an adversary, which can be active, adaptive and rushing. Now a formal
definition of VSS follows.



Definition 2. A verifiable secret sharing scheme secure against a ∆A-adversary
is a pair (Share, Reconstruct) of protocols (phases). At the beginning of the Share
phase the dealer D inputs to the protocol a secret s ∈ F, at the end of a Share
phase each player Pi is instructed to output either “accept” or “reject”. At the
end of the Reconstruct phase each player Pi is instructed to output a value in
F. The protocol is unconditionally secure if the following properties hold:

– Acceptance (Termination): If one honest player “rejects” at the end of Share,
then all honest players “reject”. No honest player “rejects” if D is honest.

– Correctness (Verifiability): Share is either rejected, or D is committed to a
unique value s′. In Reconstruct all honest players will output the same value
s′. Moreover if the dealer is not corrupt s′ = s.

– Privacy (Unpredictability): If D is honest and shares a secret s, the adversary
learns nothing about s from his view of the Share protocol.

The main difference between SS and VSS is that in VSS the players and even
the dealer can be corrupt. That is why the Detection sub-phase is included in
both Share and Reconstruct phases in order to detect incorrect behavior of the
players and/or the dealer. Another difference is that VSS provides robustness,
i.e., the players can reconstruct the secret without the dealer’s help.

In a commitment scheme, a committer D commits to a secret value s by
publishing a commitment in such a way that the commitment reveals nothing
about the secret s. This is the first important characteristic of the scheme, called
hiding. The player can later open the commitment to reveal s in a verifiable way,
in the sense that the player cannot open the commitment to any other value than
s. This is the second important characteristic of the scheme, called binding.

A typical way to use commitments is to require the committer to prove cer-
tain relations among his committed values, without revealing these committed
values in the process. A player committed to two secrets can be required to
prove a commitment to their sum or product, provided that addition and mul-
tiplication of secrets is defined. A commitment scheme is called homomorphic
when it is additive, which is the case with many known commitment schemes.
Obviously homomorphic schemes handle trivially the additive relations, even
non-interactively.

Generally speaking a commitment scheme consists of two phases. The Com-
mit phase allows D to commit to a value s ∈ F, and the Open phase allows D
later to open the commitment. Both phases can end by honest players rejecting
their outcome, in which case D is declared corrupt. D’s commitment to a value s
is denoted by [s]D, which means the total information distributed to the players
during the protocol Commit.

There are known efficient interactive zero-knowledge protocols in the two-
players setting and there are natural adaptations of these protocols to distributed
setting with n players, where some of them are corrupt. A Distributed Commit-
ment (DC) scheme is a pair of protocols, (Commit, Open), among a possibly
corrupt dealer (committer) D and a set of players P1, . . . , Pn. Certain distributed
commitment protocols do not involve any interaction between players P1, . . . , Pn
and hence, can be described as taking place between the committer and just a



single verifier. Most computationally secure distributed commitments are of this
special form, where each of the players independently plays the role of the veri-
fier. But in the information theoretic setting the interaction between the players
is crucial.

Definition 3. A distributed commitment scheme secure against a ∆A-adversary
is a pair (Commit, Open) of protocols (phases). At the beginning of the Com-
mit phase the committer (dealer) D inputs to the protocol a secret s ∈ F; at the
end of the Commit phase each player Pi is instructed to output either “reject”
or “accept”. In the beginning of the Open phase the dealer opens his commit-
ment. At the end of the Open phase each player Pi is instructed to output either
“reject” or “accept”. The protocol is secure if the following properties hold:

– Acceptance: If one honest player “rejects”, then all honest players “reject”.
No honest player “rejects” if D is honest.

– Binding: Commit is either rejected, or D is committed to a unique value s.
Open is either rejected, or the committed value is correctly opened.

– Hiding: If D is honest and commits to a value s, the adversary learns noth-
ing about s from his view of the Commit protocol.

It is well-known that commitments in the two party setting can be either uncon-
ditionally hiding or binding, but not both. In contrast, the information theoretic
distributed commitments can be both unconditionally hiding and binding.

It is important to note that information held by the honest players in DC
uniquely determines the committed value. If in a scheme the honest players can
efficiently reconstruct the committed value, even in the presence of an adversary,
such a scheme is identical to a VSS. Recall that if the scheme is not a VSS, then
the honest players cannot efficiently determine the value without D’s help, but
they should be able efficiently to verify and to accept (or to reject) the value in
the Open phase. Thus, DC can be seen as a reduced (weaken) version of VSS.

3 Previous Work

In this section we will give a short description of the main known schemes. From
now on let M = (F,M, ε, ψ) be an MSP, ϕ be the “inverse” of ψ, and M be
an m × d matrix. Let M compute an access structure Γ and consider a ∆A-
adversary which is Q3 and which can be active, adaptive and rushing. Recall
that we consider the secure-channels (i.t.) model with broadcast (which may be
given as primitive or simulated by the participants) and we focus on perfect (i.e.
error-free unconditionally) secure protocols.

3.1 Distributed Commitments

We will describe a perfectly secure DC scheme, given by Cramer et al. [3]. The
idea is to extend the LSS, induced by the MSP, to a commitment scheme by



Commitment Protocol - Distribution Phase
1. Let s ∈ K. Dealer D chooses at random a symmetric d×d matrix R subject

to s being in its upper left corner.
2. Dealer D gives privately share Ui = MiR to player Pi (Ui is a |ϕ(Pi)| × d

matrix). We call the first column of Ui (i.e. Uiε) the “true part” of the
share.

Commitment Protocol - Detection Phase
1. Each player Pi computes for 1 ≤ j ≤ n the |ϕ(Pi)| × |ϕ(Pj)| check matrix

Cij = UiM
T
j and, for all j > i, sends it privately to Pj .

2. Each player Pj checks for all i > j whether CT
ij = Cji. If this fails, Pj

broadcasts a complaint and D must broadcast Cji. If the check fails for a
set of indices i forming a set A /∈ ∆A, then Pj broadcasts an accusation
against D, who must then broadcast Uj .

3. Each player performs all relevant verifications on the values broadcast by
D (due to the complaints and accusations) and those known to him and
accuses D if there is an inconsistency. Now, D has to make public Ui for
any new accusing player Pi. This process continues until no new accusations
are made.

4. If D refuses to perform the protocol correctly, publishes inconsistent in-
formation, or if the set of players who accused D is not in ∆A, then D is
declared corrupt and the Commit phase is “rejected”. Otherwise, the accus-
ing players take the published information as their shares and the Commit
phase is “accepted”.

Commitment Protocol - Share Setting Phase

1. Player Pi stores only the first column si of Ui, i.e. the players only need to
store the “true part” of their shares.

2. D stores only the first column (row) b = (s, c) of R.

Fig. 2. DC - Commitment Protocol [3]

ensuring that even when the dealer is corrupt, the correct players are guaranteed
to receive consistent shares of the secret (see Fig. 2).

A way D to open the commitment is to broadcast s and the full set of the
“true parts” of the players’ shares i.e. (s′1, . . . , s

′
n). In this case the “consistency”

of the shares should be verified, e.g. by solving the system of linear equations
Mb = s′ regarding b and taking into account that b1 = s. Since b ∈ Fd the
complexity of this approach is O(d3).

Another (more efficient) way to open the commitment is to broadcast b, i.e.
s and c. In this case each player Pi accuses D if his stored value si does not
match, i.e. if Mib 6= si.

We stress here the following differences between i.t. DC and the two-party
computationally secure commitments: The commitment of D to s is [s]D =
(s1, . . . , sn). The private information of D is (s, c) (c a random vector).



Note that i.t. DC schemes are interactive, i.e. in the commit phase the play-
ers should interact in order to accept or reject the commitment, while compu-
tationally secure commitment schemes could be non-interactive. The protocol
described in the Detection phase is referred also as pair-wise checking [3, 4], but
we will refer to it as pair-wise checking with accusations.

A sharing is called one or two-dimensional when the dealer shares the secret
by means of a vector (see Fig. 1) respectively a matrix (see Fig. 2). Using a two-
dimensional sharing one is able to perform pair-wise with accusations consistency
checking. Notice that the commitments [si]D form an m ×m matrix MRMT ,
which is doubly-labeled and the matrix R is symmetric.

3.2 Auxiliary Commitment Protocols

In [3] the authors describe the following auxiliary homomorphic commitment
protocols: Commitment Transfer Protocol (CTP) and Commitment Sharing Pro-
tocol (CSP).

A Commitment Transfer Protocol
This is a protocol that allows a dealer D committed to a value s by a commitment
[s]D to transfer his commitment to another player R who therefore becomes
committed to the same value by a commitment [s]R. The players in P may or
may not be involved in this protocol. Both D and R may also be players from
P. A CTP is secure against a ∆A-adversary [3] if the following principles hold:

– Correctness: After the protocol, either R is committed to s or D is identified
by all honest players as being corrupt. An honest D will never be accused of
being corrupt.

– Privacy: If both D and R are honest, then the adversary obtains no infor-
mation about s from observing the CTP.

If D is honest, then a corrupt player R cannot achieve anything by cheating dur-
ing the CTP (see Fig. 3). We stress here that the complexity of the so described
CTP is the same as of a DC.

Notice that CTP can also be used to prove that two values s and s′ are equal
provided that the corresponding commitments [s]D and [s′]D are given.

A Commitment Sharing Protocol
The CSP allows a dealer D already committed to a value s by [s]D to share s,
resulting in shares (a1, . . . ,an), in such a way that every player is committed
to his share ai of s by [ai]Pi

. A CSP is secure against ∆A-adversary [3] if the
following principles hold:

– if D is honest, then (a) every player is committed to his share of s, and (b)
the adversary learns nothing about s.

– If D is corrupt, then either condition (a) holds or D is by all honest players
detected as being corrupt.



Commitment Transfer Protocol:

The following protocol converts [s]D into [s]R.

1. Let [s]D = (s1, . . . , sn) and the private information of D be (s,b), i.e.
M(s,b) = (s1, . . . , sn).

2. Dealer D sends privately to R the shares determining s, i.e. (s1, . . . , sn) and
his private information (s,b). If this information is not consistent then R
broadcasts a complaint, and the protocol continues with the last step.

3. Player R commits to s (independently), resulting in [s]R. Let [s]R =

(s̃1, . . . , s̃n) and let the corresponding private information be (s, b̃).
4. Using the linearity of commitments, R opens the difference [s]D − [s]R to

reveal 0, using the information from the first step as if he has created [s]D
himself. In other words R publishes the vector (0,b− b̃).

5. Every player Pi is now able to verify that his share si − s̃i corresponds to
the public vector (0,b− b̃), i.e. that Mi(0,b− b̃) = si− s̃i. If this succeeds,
the protocol ends. Otherwise go to the next step.

6. If we arrive at this step, it is clear that at least one of D or R is corrupt,
so D must then open [s]D in public, and we either disqualify D (if he fails)
or continue with a default commitment to s assigned to R.

Fig. 3. CTP [3]

As we will see in the next sections committing to a and then, performing CSP is
equivalent to applying a VSS to a and then, proving that this is a commitment
to the same secret. The purpose of this protocol is that the commitments to the
shares will prevent the corrupt players from contributing false shares when the
secret is reconstructed (see Fig. 4). We stress here that the complexity of the so
described CSP is equal to the complexity of d DC plus m CTP and hence, in
total the complexity of Ω(m) DC (recall that d ≤ m).

Notice that, as in Section 3.1, the commitments [ai]D form an doubly-labeled
m×m matrix MRMT , but now the matrix R (used in Fig. 4) is not symmetric.

3.3 Verifiable Secret Sharing

As stated in [3, 1] a VSSs can be considered as DC schemes in which in addition
every player is committed to his share.

Theorem 1. [3] For any field F and any LSS M with Q3 adversary structure
∆A, there exists an error-free VSS scheme in the i.t. model, secure against any
active and adaptive adversary A.

The proof consists of two steps: first the DC scheme (see Fig. 2) is proven to be
secure against such an adversary, second committing to s and then, performing
CSP (which is secure against such an adversary) is proven to be equivalent to
VSS.



Commitment Sharing Protocol:

The following protocol converts [s]D into [ai]Pi for 1 ≤ i ≤ n.

1. Let [s]D = (s1, . . . , sn) and the private information of D be (s,b), i.e.
M(s,b) = (s1, . . . , sn).

2. Dealer D chooses a random vector c ∈ Fd−1 and commits to every co-
ordinate cj , by means of the value [cj ]D for 2 ≤ j ≤ d. In other words
[cj ]D = (a1,j , . . . ,an,j) and the corresponding dealer’s private information
is (cj , c

j) (cj ∈ Fd−1 random vectors) such that M(cj , c
j) = (a1,j , . . . ,an,j)

holds.
3. Let (a1, . . . ,an) = M(s, c), i.e. ai be the share of Pi for a secret s with c as

a random choice. Denote by R a d× d matrix with first column (s,b) and
with (cj , c

j) as j-th column for j = 2, . . . , d. Note that MR is an m × d
matrix with columns the commitments of D to s and to the coordinates of
c. The first column is (s1, . . . , sn) and the j-th column is (a1,j , . . . ,an,j) for
j = 2, . . . , d.

4. Each [ai]D is a linear function of the committed values [s]D and [cj ]D, be-
cause ai = Mi(s, c). Hence, the players can compute [ai]D noninteractively.
In other words [ai]D = MRMT

i holds, since RMT
i = (ai, ∗, . . . , ∗).

5. Finally, D uses CTP to convert [ai]D into [ai]Pi for 1 ≤ i ≤ n.

Fig. 4. CSP [3]

Recall that the complexity of a CSP (see Fig. 4) is Ω(m) times the complexity
of a DC (see Fig. 2). Thus, the complexity of the VSS scheme, described in [3],
is also Ω(m) the complexity of a DC scheme.

In the full version of [3] the authors point out that apart from the threshold
case, their DC protocol (i.e. Fig. 2) is a VSS, (i.e. efficient reconstruction without
the help of the dealer is possible) only in the case when for each set B whose
complement is in ∆A the matrix MB has full rank. In this case, players should
store all information received from the dealer to reconstruct efficiently. How-
ever, the authors thought that in general, the scheme cannot guarantee efficient
reconstruction, so it can only be used as a commitment scheme.

3.4 Publicly Verifiable Secret Sharing Scheme

A publicly verifiable secret sharing (PVSS) scheme (as introduced by Stadler in
[7]) is a VSS scheme with the property that the validity of the shares distributed
by the dealer can be verified by any party; not only by the players. Hence, the
verification is not limited to the respective participants of the scheme. More ef-
ficient PVSS schemes have been proposed in [5, 8]. Note that all known PVSS
schemes are computationally secure and non-interactive. In the PVSS model
considered in [7, 8] it is assumed that the secret is computationally hidden, since
in a secure channel model the communications between the participants is per-



formed over bilateral private channels and thus, it is not publicly verifiable. It
is assumed that there is a broadcast channel and that this communication is
publicly verifiable. In [8] the PVSS definition from [7] has been extended with
the requirement that the reconstruction should also be publicly verifiable. Here
we describe a model of non-interactive PVSS (see Fig. 5).

PVSS - Sharing Phase:

1. Each player Pi has a public key to be used with a public key encryption
method Ei.

2. Distribution of the shares. Let s ∈ K. Dealer D generates the corresponding
shares si for the player Pi. For each player Pi the dealer broadcasts his
encrypted share Ei(si) together with a commitment to it, i.e. [Ei(si)]D.
Furthermore, these commitments (for 1 ≤ i ≤ n) commit the dealer to s.

3. Verification of the shares. Any party can verify the commitments to the
encrypted shares and any player Pi can non-interactively verify that Ei(si)
is a correct encryption of his share.

PVSS - Reconstruction Phase:
1. Decryption of the shares. Every participant Pi decrypts his share si from

Ei(si). Then, Pi broadcasts si, Ei(si) and [Ei(si)]Pi , which allows any party
to verify that the released share is correct.

2. Pooling the shares. Commitments [Ei(si)]Pi are used to exclude corrupt
players, the secret s is reconstructed from the shares of remaining honest
players.

Fig. 5. PVSS [8]

4 Our Results

4.1 An Efficient linear VSS Scheme

In this section we present a new construction, and we will prove that this scheme
is more efficient perfectly secure linear VSS (see Fig. 6) comparing to [3]. We
revisit the commitment protocol (see Fig. 2), namely the Distribution and the
Detection Phases which together will form the Share Phase of the new VSS
scheme.

Note that the “pair-wise” checking protocol ensures the consistency of the
shares. We distinguish two flavors of this protocol: the first one - “with accu-
sations”, used in the detection phase, is interactive and gives the dealer also
the role of judge/verifier; the second one is “non-interactive”, it is used in the
reconstruction phase (in VSS schemes) and does not involve the dealer but it is
assumed that only certain shares are not consistent with each other in that case.



VSS - Distribution Phase:
1. Let s ∈ K. Dealer D chooses at random a symmetric d×d matrix R subject

to s being in its upper left corner.
2. Dealer D gives share Ui = MiR to player Pi (Ui is a |ϕ(Pi)| × d matrix).

VSS - Detection Phase:
1. Each player Pi computes for 1 ≤ j ≤ n the |ϕ(Pi)| × |ϕ(Pj)| check matrix

Cij = UiM
T
j and, for all j > i, sends it privately to Pj .

2. Each player Pj checks for all i > j whether CT
ij = Cji. If this fails, Pj

broadcasts a complaint and D must broadcast Cji. If the check fails for a
set of indices i forming a set A /∈ ∆A, then Pj broadcasts an accusation
against D, who must then broadcast Uj .

3. Each player performs all relevant verifications on the values broadcast by
D (due to the complaints and accusations) and those known to him and
accuses D if there is an inconsistency. Now, D has to make public Ui for
any new accusing player Pi. This process continues until no new accusations
are made.

4. If D refuses to perform the protocol correctly, publishes inconsistent infor-
mation, or if the set of players who accused D is not in ∆A, then D is
declared corrupt and the Sharing phase is “rejected”. Otherwise, the accus-
ing players take the published information as their shares and the Sharing
phase is “accepted”.

VSS - Reconstruction Phase:
1. Each player Pi sends his share Ui to P` (1 ≤ ` ≤ n and ` 6= i).
2. After receiving all shares P` applies the non-interactive pair-wise checking

for all received shares, namely: first computing Cij = UiM
T
j , for all j > i

and then, filling a “consistency” 0 − 1 matrix C (n × n) by setting Ci,j =
Cj,i = 1 if CT

ij = Cji and otherwise setting Ci,j = Cj,i = 0.
3. Every player broadcasts his “consistency” matrix C.
4. Each player P` computes a subset of consistent shares A ∈ Γ , using the

broadcast “consistency” matrices.
5. Next, since A ∈ Γ , P` computes a recombination vector λ such that MT

Aλ =
ε.

6. Finally, the secret is computed as s = 〈λ, UAε〉.

Fig. 6. VSS

Therefore in the first variant at the end of the detection phase (in this case the
dealer can be corrupt) the goal is to find a set of consistent shares belonging to
a group of honest players or the dealer is declared to be corrupt if such a set
does not exist.

To prove that the scheme is robust we first point out that all honest players
have consistent shares at the end of the share phase (as it was the case for the DC
schemes). Recall that we consider an adversary with Q3 adversary structure ∆A.



Thus, having performed the pair-wise checking in the reconstruction phase one
can always detect a group of qualified and honest players with consistent shares,
which ensures the robustness. An efficient algorithm to find such set of consistent
shares works as follows. First, all players which have inconsistent shares with any
qualified group are excluded. Note that this could only be corrupt players and
no honest player is excluded in this way. Denote the set of remaining players by
A. Second, from the Q3 property it follows that in the set of remaining players a
group of qualified and honest players exists. Denote such a group by G (G ⊆ A).
From the consistency of the shares it follows thatMjU

T
G = UjM

T
G for every player

Pj ∈ A, otherwise Pj does not belong to A. Hence, MjU
T
Gλ = UjM

T
Gλ = Ujε

holds, since G ∈ Γ and λ is the recombination vector corresponding to G.
Now notice that Ujε is just the “true” part of Uj ’s share, and that MjU

T
Gλ

is uniquely determined by the shares of G. Hence, the equality between them
implies that the “true” part of Uj ’s share is uniquely determined by the shares
of G. This observation ensures that all players in A have consistent “true” parts
of their shares. Finally, one needs only the “true” parts of the shares in order to
reconstruct the secret, this observation concludes the proof.

Comparing the VSS scheme described in Fig. 6 with the scheme from [3] (see
Theorem 1) it is easy to see that our scheme has the same complexity as the DC
scheme described in Fig. 2 and thus, it is Ω(m) times more efficient (see Section
3.3). Recall that m is in the worst case super-polynomial of n. Also as we have
shown it is not necessary MB to have a full rank in order this protocol to be
VSS like it is the case in [3].

We would like to note that the proposed scheme cannot be directly compared
with the scheme from [2] because of the following reasons: we consider perfectly
secure, i.e. error free protocols, while the protocols of Cramer et al. are with
negligible failure probability; we consider the general access structure case, while
the focus of [2] is on the threshold case.

Security proofs of the schemes proposed in this section can be easily derived
from the arguments given in [1, 3]. Due to the lack of space here we omit the
proofs, but they will be provided in the full version of the paper.

4.2 A Generalized Treatment of VSS Schemes

The perfectly secure VSS schemes can be considered as schemes in which every
player has the usual “one-dimensional share” plus shares of the “one-dimensional
share” of the other players. We will show that these additional shares-of-the-true-
share allow consistency checking. Thus, in this way the sharing phase achieves
that the dealer is committed to the secret and that every player is committed to
his share. This is achieved in the following way: first the dealer is committed to
the secret and to each share, and then for every player the dealer’s commitment
to his share is transferred to the player, in such a way that every player becomes
committed to his share. Note that for a linear VSS scheme the “one-dimensional
share” corresponds to the “true part” of the share (the first coordinate of the
vector). Hence, such a protocol could be built on top of any SS, not necessarily



an LSS. As a generalization we propose perfectly secure VSS scheme, which is
not necessarily linear, described in Fig. 7 and Fig. 8.

A Generalized VSS - Distribution Phase:

1. Let us consider a share distribution function f(s, r) = (s1, . . . , sn), which
for a given secret s and a random information r computes the corresponding
player’s shares si for i = 1, . . . , n.

2. Dealer D chooses a random string r and commits to s, i.e. he computes
f(s, r) = (s1, . . . , sn). The computation of f(s, r) = (s1, . . . , sn) is analogous
of the commitment [s]D to the secret s with randomness r.

3. Dealer D chooses random strings ri and for i = 1, . . . , n commits to si, i.e.
he computes f(si, ri) = (si,1, . . . , si,n). These computations are in fact the
dealer commitments [si]D.

4. D gives privately to player Pi his share si (of the secret s) his random
string ri, i.e. the private information of the commitment to his share. Thus,
D commits to [s]D and at the same time starts CTP transferring [si]D to
Pi. In addition D gives privately Pi his share-of-the-other-players-true-share
s1,i, . . . , sn,i.

A Generalized VSS - Detection Phase:
1. Each player Pi using the given random information computes f(si, ri) =

(s̃i,1, . . . , s̃i,n), i.e. the commitment [si]Pi to his share.
2. Next, Pi privately sends to Pj his share s̃i,j of si for j = 1, . . . , n (i.e. the

share-of-the-true-share). The goal of the pair-wise checking is to ensures
that every player is committed to his share, which will finish the CTP.

3. Each player Pj checks whether s̃i,j = si,j (recall that the second one Pj

received from the dealer). If this fails, Pj broadcasts a complaint and D
must broadcast si,j . If the check fails for a set of indices i forming a set
A /∈ ∆A, then Pj broadcasts an accusation against D, who must then
broadcast all information he has sent to Pj .

4. Each player performs all relevant verifications on the values broadcast by
D (due to the complaints and accusations) and those known to him and
accuses D if there is an inconsistency. Now, D has to make public all in-
formation he has sent to Pi for any new accusing player Pi. This process
continues until no new accusations are made.

5. If D refuses to perform the protocol correctly, publishes inconsistent infor-
mation, or if the set of players who accused D is not in ∆A, then D is
declared corrupt and the Sharing phase is “rejected”. Otherwise, the accus-
ing players take the published information as their shares and the Sharing
phase is “accepted”. Thus, at the end of share phase the dealer is committed
to s by [s]D, and every player is committed to his share si by [si]Pi .

Fig. 7. A generalized VSS



A Generalized VSS - Reconstruction Phase:
1. Each player Pi sends all information he posses to P` (1 ≤ ` ≤ n and ` 6= i),

i.e. he opens his commitment [si]Pi .
2. After receiving all shares P` applies the non-interactive pair-wise checking

for all received shares.
3. P` computes a subset of consistent shares A ∈ Γ and recovers the secret

using the shares of the group.

Fig. 8. A generalized VSS

Note that in the linear VSS scheme described in Fig. 6 every player Pi pos-
sesses his share si (of the secret s) and his random information (vector) ri. Using
them he is able to compute his share-of-the-other-players-true-share si,1, . . . , si,n.
Thus, comparing to the protocol described in Fig. 7 and Fig. 8 every player pos-
sesses n additional values, which makes the general scheme less efficient compar-
ing to Fig. 6. In fact, for the VSS scheme described in Fig. 6 we have Ui = (si, ri)
and the check value Cij = si,j .

Note that we performed CTP without requiring the scheme to be homo-
morphic (obviously the protocol in Fig. 3 is not working if the scheme is non-
homomorphic). Namely the receiver reuses the same random string as the com-
mitter and the commitment of the receiver is accepted if a set of qualified players
gets the same shares. This is, in fact, a generalization of the CTP protocol in
the non-homomorphic case.

Remark 1. As it has been pointed out VSS schemes provide robustness. But, in
fact, another important difference is that in VSS schemes every player stores his
share (which is a commitment to its “true part”), while in distribute commit-
ment schemes only the “true part” of the player’s share is kept, i.e. the player
commitments are discarded.

Hence, in VSS schemes the dealer is committed to s by [s]D = (s1, . . . , sn)
and every player Pi is committed to his share si by [si]Pi

.

4.3 A More Efficient CSP

In this section we will show that a more efficient CSP exists. A refined analysis
of the share phase in Fig. 6 shows that it is essentially a CSP. Thus, D can
either simply choose the first column of the matrix R used in the Commitment
Protocol which corresponds to the commitment [s]D and in this case the players
just verify that they possess the same shares of s; or R is chosen at random in
the share phase but then, the dealer executes CTP proving that these are two
commitments to the same secret.

In Fig. 9 we provide a description of the second case, the security of the CSP
scheme follows directly from the security of the proposed VSS protocol. Note



Commitment Sharing Protocol:

The following protocol converts [s]D into [ai]Pi for 1 ≤ i ≤ n.

1. Let [s]D = (s1, . . . , sn) and the private information of D be (s,b), i.e.
M(s,b) = (s1, . . . , sn).

2. Dealer D performs the share phase of the protocol described in Fig. 6. As
already shown at the end of the share phase the dealer is committed to s by

[̃s]D = (a1, . . . ,an), and every player is committed to his share ai by [ai]Pi .

3. Finally the dealer proves that [s]D and [̃s]D are commitments to the same
secret s using CTP (see Fig. 3).

Fig. 9. CSP

that this approach uses one instead of d executions of DC (see Sect. 3.2) and one
instead of m executions of CTP. Hence, the new CSP is Ω(m) more efficient,
and it also has two additional advantages:

– The symmetry of the scheme is preserved since in this case R is symmetric
(see Fig. 4), which is essential in case the protocol is a sub-protocol in more
complex ones (e.g. MPC);

– The proposed scheme works (implementing the first case) even if the under-
lying SS is non-homomorphic.

4.4 VSS with Reduced Round Complexity as an example of PVSS

Since the interaction over a computer network is usually a time consuming oper-
ation, the round complexity of interactive protocols turns out to be an important
complexity measure. The problem of finding the minimum number of rounds re-
quired to realize VSS has been studied by Gennaro et al. [6]. In order to reduce
the number of rounds Gennaro et al. [6] have modified the expensive pair-wise
checking protocol. The next protocol we provide here (we describe only the De-
tection phase) is the Gennaro et al. protocol with reduced round complexity (see
Fig. 10). Note that the usage of pads leads to encryption of the share (in step
2.), which allows to broadcast the encrypted share. The same approach can be
used to reduce the round complexity of the generalized VSS scheme (see Fig. 7).

After we have considered several perfectly secure VSS (DC) schemes, it is
clear that for such schemes the interaction between players is crucial in or-
der to verify a given dealer’s commitment. But for computationally secure VSS
(DC) schemes, every player may without interaction with other players verify
the dealer’s commitment. Thus, computationally secure schemes may be non-
interactive, while the unconditionally secure schemes are interactive.

All known PVSS schemes are computationally secure. It is an interesting
question what would be a PVSS scheme in the information theoretic setting?



PVSS - Detection Phase:
1. Player Pi generates and sends to every Pj a random |ϕ(Pi)|×|ϕ(Pj)| matrix

(pad) Vij through a private channel.
2. Each player Pi computes for 1 ≤ j ≤ n the |ϕ(Pi)| × |ϕ(Pj)| check matrix

Cij = UiM
T
j + Vij + V T

ji and broadcast them.
3. Each player Pj checks for all i 6= j whether CT

ij = Cji. If the check fails for
a set of indices i forming a set A /∈ ∆A, then Pj broadcasts an accusation
against D, who must then broadcast Uj . Pj and Pi (i 6= j) broadcast all
values Vij + V T

ji .
4. Each player performs all relevant verifications on the values broadcast by
D and Pj (due to the complaints and accusations) and those known to
him and accuses D if there is an inconsistency. Now, this repeats for every
new accusing player Pi. This process continues until no new accusations are
made.

5. If D refuses to perform the protocol correctly, publishes inconsistent infor-
mation, or if the set of players who accused D is not in ∆A, then D is
declared corrupt and the Sharing phase is “rejected”. Otherwise, the accus-
ing players take the published information as their shares and the Sharing
phase is “accepted”.

Fig. 10. VSS – with reduced round complexity

Considering both models (information theoretic and cryptographic) we can de-
fine a PVSS as a VSS in which every party (not only the players) can verify the
validity of the players’ commitments to their shares, and in this way to verify the
dealer’s commitments in the distribution phase. Of course, the scheme should
be secure in the considered model - information theoretic or computational.

We should point out that the reduced round complexity protocol in Fig. 10
is in fact perfectly secure PVSS scheme. This is true since any verifier (not
just the participants), using only the broadcast values, can verify the commit-
ment matrices and fill himself a consistency matrix (performing in fact non-
interactive pair-wise checking). We stress here that analogous to VSS the per-
fectly secure PVSS are interactive, while computationally secure PVSS may be
non-interactive. Thus, the participation of all players is crucial for accepting or
rejecting the sharing phase in the considered model. We emphasize here that
using the pads (steps 1. and 2.) the players encrypt their commitments, which
allow to broadcast them. The latter permits everybody to perform pair-wise
verification on the broadcast (encrypted) commitments. Hence, any verifier can
compute the maximum subset A ⊆ P, such that the players in A have consistent
shares. If Ac ∈ ∆A and if the set of players who accused D is in ∆A then, the
verifier accepts the sharing phase or otherwise declares the dealer corrupt.



5 Conclusions

In this paper, we propose more efficient linear VSS and CSP schemes, where the
improvement is with a factor of Ω(m). Also we show that more efficient DC,
VSS, CTP and CSP schemes could be built even if the underlying SS is non-
homomorphic. As a result the communication complexity of the known CMP
and MPC schemes [3] can be reduced with a factor of Ω(m). Continuing the
idea from [1] a general treatment of perfectly secure DC and VSS schemes is
given.

We also define a perfectly secure PVSS extending the previous results in [7,
8] and finally we show that the VSS protocol with reduced round complexity [6]
is in fact a PVSS.
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