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Abstract. We consider both information-theoretic and cryptographic
settings for Multi-Party Computation (MPC), based on the underlying
linear secret sharing scheme. Our goal is to study the Monotone Span
Program (MSP), that is the result of local multiplication of shares dis-
tributed by two given MSPs as well as the access structure that this
resulting MSP computes. First, we expand the construction proposed by
Cramer et al. for multiplying two different general access structures and
we prove some properties of the resulting MSP. We prove that using two
(different) MSPs to compute their resulting MSP is more efficient than
building a multiplicative MSP. Next we define a (strongly) multiplica-
tive resulting MSP and we prove that when one uses dual MSPs only all
players together can compute the product. An analog of the algebraic
simplification protocol of Gennaro et al. is presented. We show which
conditions the resulting access structure should fulfill in order to achieve
MPC secure against an adaptive, active adversary in the zero-error case
in both the computational and the information-theoretic model.

1 Introduction

Background. The concept of secret sharing was introduced by Shamir
[14] as a tool to protect a secret simultaneously from exposure and from
being lost. It allows a so called dealer to share the secret among a set of
entities, usually called players, in such a way that only certain specified
subsets of the players are able to reconstruct the secret while smaller
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subsets have no information about it. Denote by P the set of participants
in the scheme. The groups who are allowed to reconstruct the secret are
called qualified (denoted by I'), and the groups who should not be able to
obtain any information about the secret are called forbidden (or curious)
(denoted by A). I' is monotone increasing and can be described by the set
I'~ consisting of its minimal elements (sets). A is monotone decreasing
and similarly, the set AT consists of the mazimal elements (sets) in A.
The tuple (I, A) is called an access structure if TN A =0.If I' = A° is
the complement of A, then we say that (I, A) is complete and we denote
it only by I'. The dual I'* of a monotone access structure I", defined on
P, is the collection of sets A C P such that A° ¢ I'. An access structure
I is connected if each player belongs to at least one minimal set.

It is common to model cheating by considering an adversary who may
corrupt some subset of the players. One can distinguish between passive
and active corruption, see Fehr et al. [6] for recent results. Passive cor-
ruption means that the adversary obtains the complete information held
by the corrupt players, but the players execute the protocol correctly.
Active corruption means that the adversary takes full control of the cor-
rupt players. Thus in a so called mized adversary model an adversary is
characterized by a privacy structure A (the curious players) and an ad-
versary structure Ay C A (the corrupt players). Denote the complement
Iy = A4 and call its dual access structure I's the honest (or good) play-
ers structure. Both passive and active adversaries may be static, meaning
that the set of corrupt players is chosen once and for all before the proto-
col starts, or adaptive meaning that the adversary can at any time during
the protocol choose to corrupt a new player based on all the information
he has at the time, as long as the total set is in A 4.

A wide range of general approaches for designing Secret Sharing Schemes
(SSS) is known, but most of these techniques result in linear SSS (LSSS).
Since late 80’s many efforts has been put into finding better presentations
(algebraic, geometric, combinatorial) which allow to compute any mono-
tone access structure. In this paper we will use an algebraic computational
device introduced by Karchmer and Wigderson [10] called Monotone Span
Program. It is well known that there is one-to-one correspondence between
LSSS and MSPs and that MSPs can compute any complete monotone ac-
cess structure.

Since an LSSS neither guarantees reconstructability when some shares
are incorrect, nor verifiability of a shared value a stronger primitive called
verifiable secret sharing (VSS) has been introduced in [1,5]. In a VSS
a dealer distributes a secret value among the players, where the dealer



and/or some of the players may be cheating. It is guaranteed that if the
dealer is honest, then the cheaters obtain no information about the secret,
and all honest players will later be able to reconstruct it, without the help
of the dealer. Even if the dealer cheats, a unique value will be determined
and is reconstructible without the help of the cheaters.

Secure multi-party computation (MPC) can be defined as follows: n
players compute an agreed function of their inputs in a “secure” way,
where “secure” means guaranteeing the correctness of the output as well
as the privacy of the players’ inputs, even when some players cheat. VSS
is a key tool for secure MPC.

The Model. We will consider the standard secure-channels model,
where the players are connected by bilateral, synchronous, reliable se-
cure channels. We assume also the availability of a broadcast channel. By
default, we consider unconditional security against an adaptive, active
adversary (mixed adversary model) and error-free protocols.

Organization. In the first part of the next section we give some no-
tations and linear algebra techniques, then we describe our results. In
Section 3 we propose the main construction diamond ¢ and investigate
its properties. Then in Section 4 conditions for the existence of MPC
based on LSSS, which are secure against adaptive, active adversaries are
considered.

2 Preliminaries

Related Works. We briefly recall some definitions and observations. The
following operation (called element-wise union) for monotone decreasing
sets was introduced in [6, 12].

Definition 1. [6, 12] We define the operation & for any monotone de-
creasing sets Ay, Ay as follows: AyW Ay = {A=A1UAy A} € Ay, Ay €
As} and the operation W for any monotone increasing sets I'1,1% as
follows: IT W IH = {A =AU Ay; Ay ¢ I, Ay ¢ FQ}C.

For an arbitrary matrix M over a finite field F, with m rows labelled by
1,...,m let M4 denote the matrix obtained by keeping only those rows ¢
with i € A. Let M% denote the transpose of M4, and let Im(M7%) denote
the F-linear span of the rows of M 4. We use Ker(M4) to denote the kernel
of M 4, i.e., all linear combinations of the columns of M 4, leading to 0. Let
v = (v1,...,v) € F" and w = (wy,...,w,) € F2 be two vectors. By
(v,w) we denote the standard inner product. The tensor vector product
v @ w is defined as a vector in F!*2 such that the j-coordinate in v



(denoted by v;) is replaced by v;w, i.e., vOw = (11w, ..., v, w) € Fhf2,
The tensor matrix product v@w is defined as a t; X to matrix such that
the j-column is equal to v;w.

Definition 2. [3, 10/ A Monotone Span Program (MSP) M is a
quadruple (F, M,e,1), where F is a finite field, M is a matriz (with m
rows and d < m columns) over F, ¢ : {1,...,m} — {1,...,n} is a surjec-
tive function and € is a fized vector, called target vector, e.g., a column
vector (1,0,...,0) € FL. The size of M is the number m of rows.

As 1) labels each row with a number from [1,...,m] corresponding to a
fixed player, we can think of each player as being the “owner” of one or
more rows. For every player we consider a function ¢ which gives the set
of rows owned by the player, i.e., ¢ is “inverse” of ¥. Note the difference
between M) for G C P and My for N C {1,...,m}, but for the sake
of simplicity we will write M¢ instead of M.

An MSP is said to compute a (complete) access structure I' when
e € Im(M}) if and only if G is a member of I'. Hence, the players can
reconstruct the secret precisely if the rows they own contain in their linear
span the target vector of M, and otherwise they get no information about
the secret, i.e., there exists a so called recombination vector r such that
MZr = e. Thus (r, Mg(s,c)) = (MJr,(s,c)) = (g, (s,c)) = s for any
secret s and any vector c. It is well known that the vector € ¢ Im(MY) if
and only if there exists a vector k € F? such that Myk = 0 and k; = 1.

Because of the linearity LSSSs provide it is easy to add secrets se-
curely: it is sufficient for each player to add up the shares he holds. There-
fore, to achieve general MPC, it suffices to implement multiplication of
shared secrets. That is, we need a protocol where each player initially
holds shared secrets s and s’, and ends up holding a share of the product
ss’. Several such protocols are known for the threshold case [1,2,7, 8] and
for general access structure [3].

We follow the approach proposed by Cramer et al. in [3] to build
an MPC from any LSSS, provided that the LSSS is called (strongly)
multiplicative. Loosely speaking, an LSSS is (strongly) multiplicative if
each player i can, from his shares of secrets s and s’, compute a value c¢;,
such that the product ss’ can be obtained using all values (only values
from honest players). Let I'" be an access structure, computed by the
MSP M = (F, M, e,v¢). Given two m-vectors x and y, Cramer et al. in
[3] denote xoy to be the vector containing all the entries of the form z;y;,
where (i) = ¥(j). Thus, if m; = |p(i)| is the number of rows owned by
a player i, then x oy has m = >, m? entries. So, if x and y contain



shares resulting from sharing two secrets using M, then the vector x ¢y
can be computed using only local computations by the players, i.e., each
component of the vector can be computed by one player. Denote by M4
the MSP obtained from M restricted to the set players A.

Definition 3. [3/ A multiplicative MSP is an MSP M for which there
exists an m-vector r called a recombination vector, such that for any
two secrets ' and s” and any random vectors ¢’ and c”, it holds that

§'s" = (r,M(s',c") o M(s",c")).

It is said that M is strongly multiplicative if for any subset A of
honest players M 4 is multiplicative.

In the recent paper of Cramer et al. [4] this definition is rephrased.

Definition 4. [4] The MSP M is called multiplicative if there exists a
block-diagonal matriz D € F™*™ such that MT DM = e<”, where block-
diagonal is to be understood as follows. Let the rows and columns of D
be labelled by 1, then the non-zero entries of D are collected in blocks
Dy, ..., Dy, such that for every player i € P the rows and columns in D;
are labelled by i. M is called strongly multiplicative if, for any subset
A of honest players M 4 is multiplicative.

Hirt and Maurer [9] call the adversary structure Q2 (Q?) if no two (three)
sets in Ay cover the full player set P. Unconditional secure MPC for arbi-
trary Q2 (in the passive case) and Q3 (in the active case) access structures
has been completely solved by Hirt and Maurer [9]. Efficient MPC (no
error in the passive case and negligible error in the active case) from LSSS
has been proposed by Cramer et al. [3]. They have also proposed a LSSS
with strong multiplication, but for this case both their solution and the
solution of Hirt and Maurer are not efficient. Defining complexity mea-
sure for MPC is rather subtle. For that reason the complexity of the MSP
is used, which is a measure of the complexity of its adversary structure.

Define mspr(f) to be the size of the smallest MSP over F computing
a monotone boolean function f. Next define up(f) to be the size of the
smallest multiplicative MSP over F computing f. Similarly, define pj(f)
to be the size of the smallest strongly multiplicative MSP. In other words
for a given adversary A with adversary structure A4 the requirement is
for every set B € Ay to have B ¢ I', but B¢ € I'. By definition, we
have mspr(f) < pr(f) < pp(f). In [3] Cramer et al. characterized the
functions that (strongly) multiplicative MSPs can compute, and proved
that the multiplication property for an MSP can be achieved without loss



of efficiency. In particular, for the passive (multiplicative) case they proved
that ur(f) < 2 mspp(f) provided that f is Q? function. Unfortunately
there is no similar result for the strongly multiplicative case. Instead the
authors in [3] proved that for an active adversary (strongly multiplicative)
case pp(f) is bounded by the so-called “formula complexity”, provided
that f is Q3 function.

Recently Maurer [11] has proved that general unconditional informa-
tion-theoretically MPC secure against a mixed (A;, A 4)-adversary is pos-
sible if and only if P ¢ A; W A; W Ay or equivalently if and only if
Fj‘- C I W In. Another important recent result, which gives necessary
and sufficient conditions for the existence of an information-theoretically
secure VSS, against a mixed (A1, A 4)-adversary, has been proved by Fehr
and Maurer in [6]: the robustness conditions for VSS are fulfilled if and
only if P ¢ Ay AqW Ay or equivalently if and only if (I'y W 1'4)* C I7.
We will refer to those two results as the MPC and VSS conditions.

Our Results. We will use the approach proposed by Cramer et al.
in [3] for building General Secure Multi-Party Computation based on an
underlying linear secret sharing scheme. First we expand the construc-
tion proposed by Cramer et al. in [3]. Let I} and I'; be access structures,
computed by MSPs M; = (F, M1,e1,11) and Mg = (F, M2,£2,1)5). Let
also M1 be an m; X d; matrix, M2 be an mg X do matrix and 1, @2
are the “inverse” functions of 11 and 5. Given an mi-vector x and an
me-vector y, we denote x ¢y to be the vector containing all entries of
form z;y;, where (i) = ¥2(j). Thus x oy has m = >, [¢1(7)|[¢2()]
entries (notice that m < mimas). So, if x and y contain shares resulting
from sharing two secrets using M; and Mas, then the vector x ¢y can
be computed using only local computation by the players, i.e., each com-
ponent of the vector can be computed by one player. In other words we
define the operation diamond ¢ for vectors (and analogously for matrices)
as concatenation of vectors (matrices), which are the tensor multiplica-
tion (®) of the sub-vectors (sub-matrices) belonging to a fixed player. In
order to better characterize the multiplicative property of an MSP we
introduce a new notion multiplicative resulting MSP.

Definition 5. Define MSP M to be (F,M = M1o M2,e = el ¢ e2,1),
where ¥ (i,7) = r if and only if 11 (i) = 2(j) = r. Given two MSPs My
and Msy, the MSP M is called their multiplicative resulting MSP
if there exists an m-vector r called a recombination vector, such that for
any two secrets s' and s" and any random vectors ¢’ and c”, it holds that

s's" = (r,M1 (s',c")o M2 (s",c")) = (v, M((s',c') @ (s",c"))).



An MSP M is called a strongly multiplicative resulting MSP if for
the access structure I computed by M we have {P} C I'.

This means that one can construct a multiplicative resulting MSP with
which some subsets of players are able to compute the product of the se-
crets shared by MSPs M7 and Mos; these subsets constitute a new access
structure (called resulting) I'. The difference between the multiplicative
resulting MSP and the strongly multiplicative resulting MSP is that in
the first one I' = {P}.

Recall that in [3] the mixed adversary model is not considered, i.e. the
authors consider access structures I} such that A4 = Ay is Q2 (Q3). The
intuition behind this new definition is the following. In [3] two scenarios
(ways) to build MPC are proposed:

1) For a given Q% (Q3) access structure I find (directly construct) a
(strongly) multiplicative MSP computing I7.

2) For an MSP M computing the Q2 (Q3) access structure I, construct
a new (strongly) multiplicative MSP M/ computing the same access
structure.

It is shown in [3] that in the multiplicative case, for any MSP M; one can
efficiently construct multiplicative MSP M/ computing the same access
structure. Hence scenario 2) applies in that case. But for the strongly
multiplicative case there is no efficient solution neither for scenario 1) nor
for 2).

On the other hand we consider more grained mixed adversaries with
Q?, (Q?) adversary structure. The adversary is called (A1, A4)-adversary
if Ay is its privacy structure and A4 C A is its adversary structure. In
our adversary model we have adversary with two privacy structures Ay,
Ay and with one adversary structure A4 C Ay, Agq C As, let us call it
(A1, Ag, Ay)-adversary. In our MPC model there are also two scenarios.

A) Find conditions for the MSPs M; and My, computing I} and I
respectively, such that the access structure I' (I" is the (strongly)
multiplicative resulting access structure) fulfills certain conditions.

B) For a MSP M; computing I7, find second MSP My, computing I,
such that the resulting access structure I fulfills certain conditions.

We will discuss later which conditions I" should fulfil, in order to obtain
secure MPC. Note that our main goal is to investigate the properties of
the access structure I' and the MSP M and how these properties de-
pend on the initial MSPs, while the approaches in [3] are focused on the
constructions. A partial answer for scenario A) is given in Proposition 1,



stating that for the resulting access structure I" we have I' C I'1WI5. Un-
fortunately, we still do not know when the equality holds. But solving this
problem we will yield an efficient solution for the strongly multiplicative

case. Our second main result Theorem 1 shows that the access structure
I computed by the resulting MSP M of MSPs M; and My is in fact the

whole set of players P. Theorem 1 implies that only all players together
can compute the product of the secrets, hence M is the multiplicative
resulting MSP, but not the strongly multiplicative resulting MSP. Hence
for the multiplicative case scenario B) holds, for any M; with its dual
M7 = Ms. Unfortunately this result also means that the construction
proposed by Cramer et al. in [3] is not applicable in the strongly multi-

plicative case, i.e. even if we apply it for the Q3 access structure. Let us
define vp(f) to be the size of the smallest multiplicative resulting MSP

over F computing f and respectively vj(f) to be the size of the small-
est strongly multiplicative resulting MSP. In fact by the definition of the
operation ¢ (see Definition 5) this size depends on the sizes of the two ini-
tial MSPs, thus it is more accurate to denote it by vr(f1, f2) (VE(f1, f2))-
Denote by f* the function which is the dual of f. The third main re-
sult, Theorem 2, shows that mspr(f) = vr(f, f*) < wr(f, f) = pr(f)
and vi(f, f) < vi(f, f) = pi(f). The relations mean that when we use
a (strongly) multiplicative MSP to compute the multiplicative resulting
MSP the efficiency is the same. However, if we have an MSP without
the (strongly) multiplicative property the usage of specific pair of MSPs
(e.g. the given one and its dual in the multiplicative case) we gain bet-

ter efficiency. The knowledge of the access structure I" allows us to find
which recombination vector corresponds to each qualified group. In the

adversary model we consider, for a given adversary A with adversary
structure A4 the requirement is for every set B € Ay to have B ¢ I7,
B ¢ I; but B° € I'. Recently Maurer [11] gave necessary and sufficient
conditions for the existence of secure MPC in the mixed adversary model.
Since Maurer considers general SSS, it was not clear whether using only
LLSSS these conditions still hold. In our model these conditions correspond
to the conditions I" should fulfill. And as we prove in Theorems 3 and 4
in both settings (unconditional information-theoretic and computational)
for secure general MPC we have similar to those of Maurer conditions.

3 Enhanced Construction

3.1 The Diamond ¢ Construction and its Properties

A natural construction for the resulting MSP is the well known Kronecker
product (construction ®) of matrices. The problem with this construction



is that we do not know whom each new row belongs to, since we multiply
a row owned by one player to a row owned by another player, hence
local computation is not applicable. To avoid the inherent problem of the
construction ®, we study the diamond ¢ construction.

Some useful properties of the matrices M = M1 ® M2 and M =
M1 ¢ M2 are given in an earlier version of this paper [13].

Consider the vector x. Let us collect the coordinates in x, which belong
to the player t in a sub-vector z; or x = (Z1,...,Z,). Hence z; € Fle®l,
The operation diamond ¢ for vectors could be defined as: x oy = (71 ®
Uiy, Tn @ Ypn). We define an operation diamond for matrices and we
denote the new matrix by M = M1 ¢ M2. We construct the new matrix
M as follows. Denote by M1; the matrix formed by rows of M1 owned by
player ¢t and correspondingly by M2; the matrix formed by rows of M2
owned by player t. Thus the construction diamond ¢ for M = M1o M2 is
the concatenation of matrices M1; ® M2, for t = 1,...,n. First we show
that the construction is symmetric regarding to the MSPs M7 and M.

Lemma 1. The MSPs M = Mo My and M = Mo o My compute the
same access structure I.

Lemma 2. Let M1 be an my X di matriz, and M2 be an msy X do matriz.
Construct the matriz M following the construction < (i.e., M = M1oM?2
is m x dydy matriz), then for arbitrary column vectors \1 € 41, \2 € F?
the following equality holds: (M1o M2) (A1 ®A2) = (M1 A\1)o (M2 \2).

Note that the construction diamond ¢ confirms our intuitive expectations
that the players could locally compute their new shares, as shown in the
following lemma.

Lemma 3. Let us denote by s1 = M1 (s1,a) and s2 = M2 (s9,b) the
shares distributed by MSPs My and Ma, for the secrets s1 and so resp.
Then MSP M actually distributes shares s = s1 ¢ s2 for the secret s152.

Note that we have s = (M1o M2) ((s1,a) ® (s2,b)) and that the vector
(s1,a) ® (s2,b) is no longer random. Now we are in position to prove our
first main result using the operation W and the construction ¢ we have
introduced.

Proposition 1. Let Iy and Iy be the access structures computed by the
MSPs My and My. Let the MSP M be the strongly multiplicative result
of MSPs M1 and Ma, and let the access structure I be computed by the
MSP M. Then I' C It W I,. (Notice that I' may be trivial, e.g. ().)



10

Proof: Let Al ¢ I. Hence there exists a vector k € Ker(M14;1) such
that k; = 1. Analogously, let A2 ¢ I'. Hence there exists a vector r €
Ker(M24,) such that r; = 1. Notice that k € F® and r € F%. Let
A= A1U A2, so we have A ¢ I'1 W I',. Form a new vector k @ r € [Fdadz
It is easy to check that the vector k ® r € Ker(My) and (k®r); = 1.
Hence A ¢ I', thus I' C It W I's. a

3.2 Properties of the Resulting MSP

An interesting open question is when the “equality” holds? One can
see from the examples given in [13] that “equality” does not always
hold. Consider for example the threshold case. Denote by T, the s-
out-of-n threshold access structure, then it is easy to verify that 7; , ¥
Tsn = Tiys—1n- On the other hand each player ¢ holds vectors w =

(1,0, ... ,af_l) and v = (1,ay,... ,ai_l) from MSPs computing T p
and 7Tj, correspondingly. Thus the construction proposed above gives
_ s—1 2 -1 s41—2

vow=(1,04...,05 04,07, . ..,08, . ... .. e AN ).

Using the fact that without changing the access structure we can al-
ways replace the 2nd up to the last column of M by any set of vectors
that generates the same space we obtain that v ® w is equivalent to
(1, ey, ... ,afH*Q). But this is exactly the row owned by the player ¢ in
MSP computing 7;4s—1. This means that in the threshold case we have
equality in Proposition 1. That is why we believe that for an MSP M;
there should exist another MSP M3 such that for their strongly multi-
plicative resulting MSP M, computing the access structure I', we have
I' = It W I,. The first step in this direction is [3, Theorem 7], where
M and My are dual, i.e., I} = I'. Cramer et al. have proved in [3,
Theorem 7] that ¢ = €1 ¢ €1 belongs to the linear span of the rows of
M = M1 o M1+, when the matrices M1 and M1+ satisfy the condition
M1TM1+ = E. Here E = €1 €17 is the matrix with zeros everywhere,
except in its upper-left corner where the entry is 1. It is known [3] how to
derive the matrix M1+ from M; such that they satisfy M1TM1+ = E.

One of the key results in [3] is a method to construct, from any MSP
M with Q? access structure I, a multiplicative MSP M’ with the same
access structure and with twice bigger size (hence with twice bigger com-
plexity). Unfortunately no similar result is known for the strongly mul-
tiplicative case. It is natural to ask what happens if M7 computes the
Q3 access structure I instead. We are ready to prove our second main
result, which gives an answer to this question.
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Theorem 1. Let Il and I'{- be the connected access structures computed
by the MSPs My and M7 and MTM | = E holds. Let the MSP M be
the strongly multiplicative result of MSPs My and M3, and let the access
structure I' be computed by the MSP M. Then I' = It W I'{- = {P}.

Proof: It is known that {P} € I'. On the other hand from Proposition 1
we have I C I} W I'{, thus it is sufficient to prove that there is no other
sets in Iy W I'{ except {P}.

For any set A € Af and any player i € P, i ¢ A we have (AUi) € I1.
Set B® = AU and hence B = P\ B° € A{. Therefore AU B =
(P\14) € (A1 W A{). Let us assume that there exists a player j such that
(P\j) ¢ (A8 AL). So, j € A for every set A € Af, because otherwise
using the construction given above we arrive at a contradiction. Hence
the access structure I'7 has the star topology for the forbidden sets, i.e.,
there exists a player j such that for any set A € A", j € A. Hence I} is
not connected — contradiction and we are done. O

As an example let us consider again the threshold case. Taking into
account that (Tln)L = Th—i4+1n, we have Tj , & (Tln)l = T,n = {P},
which is in accordance with Theorem 1.

3.3 Relations with Multiplicative MSPs

Lemma 4. Let M be a multiplicative MSP computing I" and satisfying
MTDM = E for some block-diagonal matriz D (Definition 4). Define
MSP M computing T by M = DM . Then I'- C T C I holds.

Note that as a consequence we obtain that MT DM = E imply I'- C I,
i.e. the Q2 property. Let M be multiplicative MSP and D be a block-
diagonal matrix satisfying the condition from Definition 4. Then for any
invertible block-diagonal matrix D the matrices M = DM and D =
(E_I)TDﬁ_l satisfy also the condition from Definition 4.

Corollary 1. For any self-dual access structure I' there exist MSPs M
and M+ and block-diagonal matriz D such that the following relations
hold MT M+ = FE and DM = M*.

Theorem 2. For any (strongly) multiplicative MSP M computing I" (f)
and its dual MSP M+ computing T'+ (f*) we have

mspr(f) = ve(f, [*) <ve(f, f) = pe(f) and vg(f, ) <ve(f, f) = pr(f)-

Proof: For the sake of simplicity we will prove only the multiplicative
case, since the strongly multiplicative case is a straightforward conse-
quence. Let M be an m X d matrix, thus D is an m X m matrix. Let’s
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compute MT DM denoting by d; ; the element in i-th row and j-th column
in D. Thus MT'DM = Z?szl d; jM;®@M;, where ® is the tensor matrix
product. But ZZ}:I di,jMigMj =FEis equivalent to Z;‘Z’:l d; ; M;@M; =
g, since the only difference is the way the tensor product is presented in
matrix or in vector form. Thus the condition MTDM = E for some
block-diagonal matrix D is equivalent to the condition of the existence
of a recombination vector r for the resulting matrix M ¢ M. In fact the
block-diagonal matrix D is the recombination vector r written in matrix
block form. Thus we prove the right equality, namely vr(f, f) = pur(f).

Revisiting the construction for multiplicative MSP given in [3], we no-
tice that the matrix M from the multiplicative MSP consists of two sepa-
rate parts (matrices) M and M. Thus sharing a secret s by M with ran-
dom vector of the form (a,b), where a,b € F¥~! we have s = M(s, a,b).
Define s = M(s,a) and st = M~ (s, b). Notice that § = (s,s). There-
fore using the construction of Cramer et al. for multiplicative MSP we
have two shares of the secret s: one corresponding to M and one corre-
sponding to its dual M. Now considering a multiplication gate we have
as input two secrets s; and ss sharing them with M gives us shares for
s; (i = 1,2) for both M and M+*. On the other hand using the resulting
MSP of M and M~ we need only shares of s; shared by M and sy shared
by M~+. Thus we need twice less shares to be distributed. Therefore we
have mspr(f) = mspr(f*) = vr(f, f*) and that is the best possible, since
we always need to share the two inputs to a given multiplication gate. O

The fact that we use two different MSP to share the inputs in every
multiplication gate make the computation of a given arithmetic circuit
more complicated compared to the case when all inputs are shared just
by one MSP. Let consider some examples:

— If the function we want to compute is s12, then as we proved we need
to share s; by M and so by M and we are twice more efficient, note
that this is the best possible improvement.

— On the other hand if the function we want to compute is s2, then in
fact sharing s by M and M* gives us the same as sharing it by M
thus the efficiency here is the same.

— Another indicative example is when the function we want to compute
is s152 + s253 + s3s1, then we share s; by M and so by ]\ﬁ, but then
we are forced to share s3 by both M and M*, (i.e. by M). Thus we
are % times more efficient.

Since the function we want to compute is public it is required in our
model to figure out in advance for each multiplication gate which MSP
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we will use (M, M+ or M ). We can compare this to coloring coloring a
graph with two colors (for M and M), but some nodes could be colored
by both colors. Thus the following question arises: classify the functions
by the criterion whether the inputs and all nodes could be “colored” only
by the two colors, i.e. there are no nodes colored by both colors.

4 Adaptive, Active Adversary: The Zero-Error Case

Recall that in our adversary model we have adversary with two privacy
structures A, Ao and with one adversary structure Ay C Ay, Ay C
As. To build secure MPC protocol we employ the error-free commitment
protocols [3], provided that the MSP we have is strongly multiplicative.
The use of strongly multiplicative LSSS allows to compute the product
of two secrets without interaction between the players. Unfortunately in
the general case the picture coincides with the threshold case. As Ben-
Or et al. note in their seminal paper [1] the new shares computed after
local multiplication correspond to a higher (double) degree polynomial
which is not random. To overcome this problem they introduced a degree
reduction and randomization protocols. Later Gennaro et al. [7] achieve
both tasks in a single step, which they call an algebraic simplification for
the multiplication protocol. As we noticed in the case of general access
structures we have the same problem as described by Ben-Or et al. The
new shares computed after local multiplication correspond to a much
“smaller” access structure I' and the shares are computed using a non-
random vector. On the other hand the knowledge of the access structure
I" allows us to build an analog of the algebraic simplification protocol of
Gennaro et al. [7], which we will describe in the next subsection.

4.1 Algebraic Simplification for the Multiplication Protocol
on a General Access Structure

Let the two secrets s; and sy are shared using the MSPs My and Mo
(computing I} and I's respectively). Denote their resulting MSP as usual
by M with access structure I'. Let us choose another MSP M3 computing
I3 to which we want to reduce I'. Then the simplified multiplication
protocol is as follows:

1. Each player ¢ multiplies locally his shares (for simplicity let they own
one share from each of the access structures and denote them by) s1;
and s2;.
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2. Then the player i chooses a random vector h(i) such that its first
coordinate is the product, (i.e., s1; s2; = s;.)

3. With the MSP M3 and applying the VSS protocol the i-th player
re-shares its product s;, i.e. using vector h(i).

4. In this way every player k receives from player ¢ a temporary share,
denoted by ts(i),.

5. For some set of “good” players A € I' with recombination vector A,
each player k calculates its new-share ns, = . , ts(i), A:.

6. Finally the new-shares have the property that any set of “good” play-
ers B € I3 could restore the secret sqss.

For a proof that this protocol is correct and secure we refer to [13].

4.2 Information-Theoretic Settings

In order to build an MPC protocol secure against active, adaptive adver-
sary in the non-computational model it is sufficient for the MSPs M7, Mo
and M3 to satisfy the VSS conditions from [6] and I" to be the strongly
multiplicative result of MSPs computing I7 and I%. Using the algebraic
simplification protocol, and the homomorphic commitments (information-
theoretic secure VSS) [3] we could “reduce” the access structure I” to any
access structure I3, which we call “reduced”, provided I3 satisfies the
VSS conditions. Hence combining Proposition 1 and the VSS conditions
of Fehr and Maurer our fourth main result follows.

Theorem 3. Let I' be the access structure computed by the strongly mul-
tiplicative resulting MSP M = M1 o My and I3 be the “reduced” ac-
cess structure. Then the sufficient conditions for the existence of gen-
eral unconditional information-theoretically secure MPC, secure against
(Aq, Ag, Ap)-adversary are:

[T CTCnwWly, (Tawly)tCIy, for i=1,2,3.

Note that from Theorem 3 it follows that we have P ¢ Ay W Ag ) Ay,
which corresponds to the condition of Maurer [11].

4.3 Computational Settings

In order to build an MPC protocol secure against an active adversary
in the computational model it is sufficient for the MSPs My, My, M;s
to satisfy the VSS conditions and for I" to be the strongly multiplicative
result of MSPs computing I} and I'5. Again using the algebraic simplifica-
tion protocol, and the homomorphic commitments (computational secure
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VSS plus one-way trapdoor permutations) [3,7] we could “reduce” the
access structure I' to any access structure I3, provided I3 satisfy VSS
conditions. Hence we obtain our next result.

Theorem 4. Let I' be the access structure computed by the strongly mul-
tiplicative resulting MSP M = M1 ¢ My and I3 be the “reduced” access
structure. If a trapdoor one-way permutation exists, then the sufficient
conditions for the existence of general unconditional secure MPC' in the
cryptographic scenario, secure against (Aq, Ag, Ag)-adversary are:

It Crcnwly, I'tCIy for i=1,23.

Note again the similarity of the conditions for existence of MPC.
Acknowledgements. The authors would like to thank Ronald Cramer
and Ivan Damgard for the helpful discussions and comments.
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