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Abstract. In order to decide on advertisement fees for web servers, Naor
and Pinkas introduced (threshold) metering schemes secure against coali-
tions of corrupt servers and clients. They show that one should be able
to detect illegal behavior of clients, i.e., one needs to verify the shares re-
ceived from clients. Most metering schemes do not offer this feature. But
Ogata and Kurosawa pointed out a minor flaw in the extension protocol
by Naor and Pinkas providing detection of such illegal behavior and pro-
pose a correction. In this paper we extend the linear algebra approach
from Nikov et al. in order to build robust unconditionally secure general
metering schemes. As a tool to achieve this goal we introduce doubly-
labelled matrices and an operation on such matrices. Certain properties
of this operation are proven.

1 Introduction

A metering scheme is a protocol to measure the interaction between clients and
servers in a network. The time is divided into time frames and an audit agency
counts the number of visits received by each server in any time frame. Metering
schemes are useful in many applications, for instance to decide on the amount of
money to be paid to web servers hosting advertisements, or for network account-
ing and electronic coupon management (see Naor and Pinkas [12]). Franklin and
Malkhi [6] were the first to consider a rigorous approach to the metering prob-
lem. Their solutions offer “lightweight security”, meaning that they are suitable
if there are no strong commercial interests to falsify the metering result. Subse-
quently, Naor and Pinkas [12], introduced metering schemes secure against fraud
attempts by servers and clients. In their scheme any server which has been visited
by any set of k41 or more clients in a time frame, where k is a fixed threshold, is
able to compute a proof, whereas any server receiving visits from less than k+ 1
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clients has no information about the proof. By proof we mean a value computed
by the server that substantiates the visits of a qualified set of clients. In this
threshold case scenario for both clients and servers, the threshold refers to the
maximum number of colluding players (server, clients). In order to have a more
flexible payment system Masuchi et al. have introduced metering schemes with
pricing [1, 8]. Blundo et al. in [2] have introduced dynamic multi-threshold me-
tering schemes which are metering schemes with an associated threshold for any
server and for any time frame. These schemes allow metering with any granular-
ity. In [7], Masucci and Stinson consider general access structures for the clients
and a threshold scheme for the servers, where the access structure is the family
of all subsets of clients enabling a server to compute its proof. A linear algebra
approach (which is applicable for any general monotone access structure) to me-
tering schemes is presented in [3] by Blundo et al. More specifically, given any
access structure for the clients and threshold access structure for the servers, the
authors propose a method to construct a metering scheme by means of linear
secret sharing schemes. Besides, they prove some properties of the relationship
between metering schemes and secret sharing schemes. The main difference be-
tween the scheme in [3] and the scheme in [7] is that the second one is not optimal
with respect to the communication complexity. In [9] a general access structure
on the set of servers is considered and a stronger model is proposed. The authors
also describe a simpler, more efficient and more general scheme than the scheme
from [3]. Another difference between the scheme in [3] and [9] is that in the first
one only the threshold case for the set of servers is considered and that in the
second one a Monotone Span Program based linear algebra approach is used. As
Naor and Pinkas [12] pointed out one should be able to detect illegal behavior of
clients by verifying the shares received from clients. This issue is not considered
in [1-3,7-9], but in [13] a minor flaw in the extension protocols [12] providing
detection of such illegal behavior was pointed out and a correction was proposed.

In this paper we will extend the linear algebra approach from [9] in order
to build robust metering schemes. We introduce a new notion doubly-labelled
matrices and an operation on the matrices. Certain properties of this operation
are given. The paper is organized as follows. In Sect. 2 we introduce linear
Secret Sharing Schemes (SSS) and Multiplicative linear SSSs. In Sect. 3 doubly-
labelled matrices are defined and certain properties of these matrices are proven.
Sect. 4 focuses on the model of Metering Schemes. Sect. 5 discusses the known
(threshold) solutions for Robust Metering. Section 6 shifts to the general case;
two solutions are proposed and proved to be secure. Conclusions are presented
in Sect. 7.

2 Preliminaries

2.1 Linear Secret Sharing Schemes

Denote the participants of the scheme by P;, 1 < i < n, and the set of all
players by P = {Pi,..., P,}. Denote the dealer of the scheme by D. The role of
the dealer is to share a secret s to all participants in the scheme. The simplest



access structure I' is called (k,n)-threshold: all subsets of players P with at
least k + 1 participants are qualified to reconstruct the secret and any subset
of up to k players are forbidden of doing it. Accordingly we will call a Secret
Sharing Scheme (SSS) (k,n)-threshold if the access structure I" associated with
it is (k,n)-threshold. It is well known that all threshold SSS protocols can be
generalized for general access structures using Monotone Span Programs (see
Cramer et al. [4]). Denote the set of all subsets of P (i.e. the power set of P)
by P(P). The set of qualified groups is denoted by I" and the set of forbidden
groups by A. The set I" is called monotone increasing if for each set A in I' each
set containing A is also in I'. Similarly, A is called monotone decreasing, if for
each set B in A each subset of B is also in A. The tuple (I', A) is called an access
structure if 'M A = (). If the union of I" and A is equal to P(P) (so, I is equal to
A¢, the complement of A), then we say that access structure (I, A) is complete
and we denote it just by I'. The adversary is characterized by a particular subset
Ay of A; which is itself monotone decreasing structure. The set Ay (A4 C A)
is called an adversary structure while the set A is called a privacy structure.
The players which belong to A are also called curious and the players which
belong to A4 are called corrupt. An (A, A)-adversary is an adversary who can
(adaptively) corrupt some players passively and some players actively, as long as
the set A of actively corrupt players and the set B of passively corrupt players
satisfy both A € A4 and (AU B) € A. Now we give a formal definition of a
Monotone Span Program.

Definition 1. A Monotone Span Program (MSP) M is a quadruple (F, M, e, ),
where F is a finite field, M is a matriz (with m rows and d < m columns) over T,
¥ {1,...,m} — {1,...,n} is a surjective function and € = (1,0,...,0)T € F¢
1s called the target vector.

As 1) labels each row with an integer ¢ from [1, ..., m] that corresponds to player
Pyiy, we can think of each player as being the “owner” of one or more rows.
Also consider a “function” ¢ from [1,...,n] to [1,...,m] which gives for every

player P; the set of rows owned by him (denoted by ¢(P;)). In some sense ¢ is
the “inverse” of 1. Let M4 denote the restriction of M to the rows i with i € A.
An MSP is said to compute a (complete) access structure I" when € € im(M?7)
if and only if A is a member of I'. We say that A is accepted by M if and only
if A € I', otherwise we say A is rejected by M. In other words, the players in A
can reconstruct the secret precisely if the rows they own contain in their linear
span the target vector of M, and otherwise they get no information about the
secret.

Consider a vector v € F™. The coordinates in v, which belong to player P;
are collected in a sub-vector denoted by v!, or in other words v = (v1,... v®?)
where vi € FI*(P)l The p-support of vector v, denoted by sup p(v), is defined as
the set of coordinates 4, 1 <4 < n for which vi # 0, i.e. supp(v) = {i : v # 0}.

Definition 2. [11] An MSP is called A-non-redundant (denoted by A-rMSP)
when v # 0 € ker(MT) <= supp(v) € I' (I = A°).

For the sake of simplicity we will call an A-rMSP simply an rMSP.



Remark 1. In [14] the authors consider (and prove the existence of) another
class of MSPs called “monotone dependency program” (MDP). It can be easily
verified that MDPs are even more restricted class of MSPs than rMSP. Thus the
conjecture from [9] has a positive answer.

2.2 Multiplicative Linear SSSs

Cramer et al. proposed in [4] an approach to build a Multi-Party Computation
(MPC) protocol from any Linear SSS introducing so-called (strongly) multi-
plicative LSSS. The construction for multiplicative MSPs was extended in [10]
by proposing the diamond operation ¢. Next we provide the definition and some
basic properties of this operation.

Let I'y and I’y be two access structures, computed by MSPs M, = (F, M) &',
Y1) and My = (F, M@ €2 4py). Let MM be an m; x d; matrix, M) be an
me X do matrix and let ¢, @9 be the “inverse” functions of ¥; and 5. Con-
sider a vector x. Let the coordinates in x, which belong to the player P;, form a
sub-vector x3 € FI*(P)l and let x = (x',...,x™). Given an m;-vector x and an
ma-vector y, x ¢y will denote the vector containing all entries of the form z;y;,
where 1 (i) = 1¥2(j). Thus the diamond operation ¢ for vectors can be defined
as follows:

x<>y:(xl(XJyl,...,xn(X)y“)7 (1)

where ® is the usual tensor vector product. So, xoy hasm =35 5 [p1(u)]|p2(u)]

) denote the matrix formed by the

entries and notice that m < myms. Let Mél
rows of M) owned by player P,. Correspondingly, let M7§2) denote the matrix
formed by the rows of M) owned by player P,. Then MY is an |1 (u)| x dy
matrix and M{? is an |p2(u)| X do matrix. Now the diamond operation ¢ for

matrices can be defined as follows

Ml(l) M1(2)
MO = . M@ = , and
MT(LI) Mr(l2)
M @ M
M® oM = . . (2)
MM @ My

In other words, the diamond operation ¢ for vectors (and analogously for matri-
ces) is defined as the concatenation of vectors (matrices), which are the tensor
(®) multiplication of the sub-vectors (sub-matrices) belonging to a fixed player.

Remarks on the operation: The process is analogous to the Kronecker prod-
uct, with the difference that the tensor operation ® is replaced by the diamond
operation ¢ for the columns. But note that the “symmetry” which the Kronecker
product have between rows and columns is destroyed. This is illustrated by the
following lemma.



Lemma 1. [10] Let MO be an my x di matriz, M2 be an ms x dy matriz,
N pe an ny x my matriz and an N be ny x mo matriz. Then

(N(l) M(l)) o (N(2) M(Q)) - (N(l) o N(Q))(M(l) ® M(Q)).
The diamond operation ¢ for MSPs is defined as follows.

Definition 3. [10] Let MSPs My = (F, M e 4p1) and My = (F, M®) €2, 4),).
Define an MSP Myo My = (F, MM o M@ &' ®@e2,4), where (i, §) = r if and
only if P1(i) = Y2(j) = 7.

3 Operations on Doubly-Labelled Matrices

Now let us consider a matrix A, which rows are labelled by a function v and
the columns are labelled by a function 7). Denote the sub-matrices labelled with
¥ (i) and ¥ (j) by A; ;. We call such a matrix doubly-labelled. Note that the block-
diagonal matrix D from the Definition of multiplicative MSPs in [5] is in-fact
doubly-labelled matrix with ¢ = 1.

Let two matrices A and B be double-labelled by the functions 1 and )
for the rows and by the functions 11 and 5 for the columns. Define AKX B to

be a (3, [¢1(0)]|2(8)]) x (3, [¥1(i)||2(7)|) matrix consisting of sub-matrices
Ai,j ® Bi,j:

At ... A, Bi.i... B,
A= Do , B= Do » and
Api ... Anp Bni...Bnn
A1®Big ... Ain®Biy,
AR B = : . : (3)
Apn1®Bpi... Apn ® By

Note that any MSP can be seen as a double-labelled matrix and that the op-
eration we just introduced is a generalization of the operation diamond. Let
My = F,MD el 4p1) and My = (F, M@ €2 45) be MSPs, then it is easy to
verify that M (M®)T is doubly-labelled matrix with labelled functions v, for
the rows and v for the columns. Now we prove the following properties of the
new operation, which establish a relation between MSPs and diamond operation
on the one hand and doubly-labelled matrices and the new operation on the
other hand.

Lemma 2. Let MSPs M; = (F,M(i),c—:i,wi) fori=1,2,3,4 be such that M
are m; X d; matrices and let dy = d3, do = dy. Then the following equality holds

(M(l) <>M(2))(M(3) <>M(4))T - (M(l)(M(S))T) X (M(Z)(M(ﬁl))T).



(4)
My
Proof. Let M@ = | ... |. Then we need to show that the following holds:
M
MP oM\ [(MP o

iV o M ) \ M o MY
1 3 2 4 1 3 2 4
M) @ M ()T Lo ()T @ M ()T

MM @ MP (M LMD (M) @ M ()T
From the properties of the tensor (Kronecker) product we have
1) 2 (3) ANT _ (gD arGINT @) ap@nT
(M @ M) (M;™ @ My)" = (M7 (M;™)") @ (M (M;)"),
which concludes the proof. a

By applying Lemma 1 it is easy to verify that the following relation is satisfied.

Lemma 3. Let MSPs M; = (]F,M(i),éii,?/)i) fori=1,2,3,4 be such that M®
are m; x d; matrices. Let RV be a dy x ds matriz and let R® be ady x dy
matriz. Then the following equality holds

(M(l)oM(z))(R(1)®R(2))(M(3)<>M(4))T — (M(I)R(l) (M(S))T)g(M@)R(?) (M(4))T).

Note that MM R(M@)T is also a doubly-labelled matrix.

4 Metering Schemes - the Settings

The model of Metering Schemes has been proposed in [12] for threshold access;
it has been extended to the general case in [3] and strengthened in [9]. We will
follow the settings from [9], where the most general case is considered with a
so-called mized adversary.

Consider the following scenario: there are n clients, n servers and an audit
agency A which is interested in counting the client visits to the servers in 7
different time frames. Forany i = 1,...,nand j = 1,...,n, denote the i-th client
(user) by U; and the j-th server (player) by P;. Consider an access structure I'
of qualified groups and its complement A = I'° of forbidden groups for the set
of client’s U = {U,...,U,}. In a metering scheme realizing the clients access
structure I' any server which has been visited by at least a qualified subset of
clients in I" in a fixed time frame can provide the audit agency with a proof
for the visits it has received. A second access structure I's for the set of servers
{Pi,..., P;} can be considered. A subset of servers is called corrupt if they are
not in I's, i.e., if they are in Ag = I'§. Denote the set of possible subsets of



corrupt clients by Aa; note that Ay C A, where A is the set of curious clients.
In the mixed adversary model a (A4, Ag)-adversary is considered. A corrupt
server can be assisted by corrupt clients and other corrupt servers in computing
its proof without receiving visits from qualified subsets. A corrupt client can
forward to a corrupt server all the private information received by the audit
agency during the initialization phase. A corrupt server can forward to another
corrupt server the private information received from clients in the previous time
frames and in the actual time frame.
Several phases can be defined in the metering scheme.

1) There is an initialization phase in which the audit agency A chooses the
access structures, computes the corresponding matrices, makes them public
and distributes some information to each client U; through a private channel.
For any ¢ = 1,...,n denote by V;(t) the shares that the audit agency A gives
to the client U; for time frames t =1,...,7.

2) A regular operation consists of a client’s visit to a server during a time frame.
During such a visit the client gives to the visited server a piece of information
which depends on the private information, on the identity of the server and
on the time frame during which the client visits the server. For any ¢ =
1,...,n;j=1,...,nand t = 1,...,7, denote by Cl(t]) the information that
the client U; sends to the server P; during the visit in time frame ¢.

3) During the proof computation phase any server P; which has been visited
by at least a subset of qualified clients in time frame ¢ is able to compute
its proof. For any j = 1,...,n and t = 1,...,7 denote by pgt) the proof
computed by server P; at time frame ¢ when it has been visited by a qualified
set of clients.

4) During the proof verification phase audit agency A verifies the proofs received
by the servers and decides on the amount of money to be paid to the servers.
If the proof received from a server at the end of a time frame is correct, then
A pays the server for its services.

Definition 4. [9] An (n,n,T) metering scheme realizing the access structures
I', I's and secure against an (Aa, Ag)-adversary, is a protocol to measure the
interaction between clients Uy, ..., U, with an access structure I' and servers
Py, ..., Py with an access structure I's during T time frames in such a way that
the following properties are satisfied:

— For any time frame t any client is able to compute the information needed
to visit any server.

— Correctness. For any time frame t any server P; which has been visited by
a qualified subset of clients A € I' in time frame t can compute its proof for
tame frame t.

— Privacy. Let By be a coalition of corrupt servers, i.e., By € Ag and let By
be a coalition of corrupt clients, i.e., By € Ay. Assume that in some time
frame t each server in the coalition has been visited by a subset of forbidden
clients Bs, i.e., By € A, such that we still have B3 U By € A. Then the



servers in coalition By have no information about their proofs for a time
frame t, even if they are helped by the corrupt clients in Bi.

— Stronger Privacy. Let Bs be a coalition of corrupt servers, i.e., By € Ag and
let By be a coalition of corrupt clients, i.e., By € Ay. Assume that in some
time frame t a fized server in the coalition (e.g. P; € Ba) has been visited
by a subset of forbidden clients Bs, i.e., B3 € A, and B3U By € A. Assume
that in the same time frame t any other server in the coalition By has been
visited by a subset of qualified clients By. Then the servers in the coalition
By \ {P;} are able to compute their proofs for a time frame t, but they are
unable to “help” the server P; with the computation of its proofs, even if
they are helped by the corrupt clients in Bj.

5 Robust Metering Schemes - the Threshold Case

As noted before the basic model assumes that the clients do not present incorrect
evidence to a server, thus preventing the server from constructing its proof. In
order to prevent such a behavior robust Metering Schemes were proposed in
[12,13]. For the sake of completeness we start with the robust metering scheme
proposed by Naor and Pinkas [12].

Initialization:
1. Audit agency A chooses the threshold access structures I" = {A : |A| > k} and

I's = {A:|A| > k}. Each user U; is associated publicly with a non-zero element
a; € F. Analogously each server P; for each time frame t is associated publicly
with different non-zero elements 3;,, € F, such that 7|P| + || < |F|.

2. Audit agency A chooses polynomials fi(z,y) of degree k in x and of degree 7k in
y, fa(w,y) of degree kg in = and of degree Tkq in y, and f3(y) of degree Tkq in .
Then it computes fa(x,y) such that fi(z,y) = fi(z,y)f2(z,y) + f3(y).

3. Audit agency A gives to each client U; his shares fi(as,y) and fi(as,y), and to
each server P; his shares fo(z, (8;,:) and f3(8;,¢).

Regular Operation:
1. When a client U; visits a server P; during a time frame ¢, the client U; evaluates

the polynomials in §j, i.e., he sends fa(as, B5,+) and fi(as, Bj,¢) to server P;.

2. The server evaluates the polynomial fa(z, 3;¢) in i and verifies that fi(as, Bj,¢) =
fi(ai, Bje) fa(ew, Bie) + f3(Bje)-

3. If the check succeeds, server P; offers a service to client U;, otherwise rejects. Next
P; stores the value fi(a, Bj,¢).

Fig. 1. Robust Metering Scheme - threshold case [12]



Proof Computation:
1. Assume that server P; has been visited by a qualified set A € I" of clients during a

time frame ¢, i.e. |A| > k. Thus, P; interpolates the values fi(as, 85¢), to find the
polynomial g](-t)(;v) of degree k such that gj(-t)(ai) = fi(ai, Bj+). The desired proof

is g(.t)(()) and it is sent to the audit agency A.

Proof Verification:
1. When audit agency A receives the value g\ (0) it calculates the value fi(0,3;..)

j
and checks whether ¢! (0) = f1(0, 8;.1).

J

Fig. 2. Robust Metering Scheme - threshold case [12] (cont.)

Note that g](.t)(ozi) = f1(ay, Bj), thus g](-t) () = fa(z, B;,). Hence the proof is

g§t)(0) = f1(0, B;,¢), which proves the correctness of the scheme. But this scheme
is subject to the following attack [13]. Assume that for a server P; and for some
time frame ¢ there exists two clients U;, and U;, such that fi(a;,,58;1) = 0
and fi(ei,, B;¢) # 0. Then they can compute f3(5;+) = fa(au,,B;) and hence

falaiy, Bt) = f4(a}21’(ﬁaj’_t)gjj)(ﬁj't). Next client if;, computes a random f; and fy
i91M7,

such that f; = fi fg(aiz,ﬂjﬂg) — f3(ﬂj7t) and f; # fl(ah,ﬂj,t). Finally, client
U;, can fool server P; at time frame ¢ to get a service without providing correct
information. The authors of [13] propose the following modification (see Fig. 3).

The server security relies on the well known fact that for any two field ele-
ments a and ¢ there are |F| tuples (b, d) such that d =a b+ c.

Initialization: B
1. Audit agency A chooses polynomials fi(z,y) of degree k in = and of degree 7k

in y, fo(z,y) of degree k in = and of degree 7k in y and constructs a polynomial
f(xa:% Z) such that f(x,y, Z) = fl(-f, y) z+ fg(.’E, y)

2. Audit agency A gives to each client U; his share f(«,y, 2), and to each server P;
his share f(z,8j,t, ;) and a random non-zero element 7, of the field.

Regular Operation:
1. When a client U; visits a server P; during a time frame ¢, the client U; evaluates

the polynomial f(ai,y,2) in Bj¢, i.e., he sends h(z) = f(«s, B¢, 2) to server P;.
2. The server verifies that f(as, B¢, 75,¢) = h(rj,¢).
3. If the check succeed server P; offers a service to client U;, otherwise rejects. Next
P; computes and stores fa(a,3;,+) which will be used in the proof computation
phase to compute f2(0, 5j.¢).

Fig. 3. Robust Metering Scheme - the threshold case [13]



We propose another way to fix the metering scheme from Fig. 1. The key
for the attack proposed by Ogata and Kurosawa is that the function f3(y) does
not depend on z, recall that fi(x,y) = fi(z,y)f2(x,y) + f3(y). Thus the same
value f3(0;,) is used for verification of the shares of all players, which allows the
attackers to compute it and then to mount an attack. Hence a way to avoid the
described attack is to replace f3(y) with a polynomial f3(x,y) of degree kg in .
The rest of the protocol described in Fig. 1 and 2 stays the same.

Note that in this model the clients are not protected against corrupt servers
which deny to offer their services. One way to protect the clients is to allow them
to complain to the audit agency against the server’s behavior: if after Step 3 in
the Regular Operation Phase, the server P; denies service to client ¢; the latter
will broadcast (h(z),U;, Pj,t) as an accusation against the server. Note that if
the client is honest then the server is corrupt or the information is broadcasted
by a corrupt client. The audit agency rejects payment to server P; if in a given
time frame t there is a qualified set of clients which complains (with correct
information h(z)) against P;.

6 Robust Metering Schemes - the General Case

In this section we propose two solutions for constructing robust unconditionally
secure metering scheme in the general access structure case. We will extend the
MSP based approach from [9] to achieve robustness. First, we will generalize the
scheme proposed in [13].

Initialization:
1. Audit agency A chooses the access structures I" and I's. Let M = (F, M, e,1) be

an MSP computing I" and £ = (F, L, ¢, zZ) be an rMSP computing I's (see Def. 2).
Let M be an m x d matrix and L be an m x d matrix. These matrices are public.

2. Next, A chooses 7 random d X d matrices R®" and R*?. We can consider them
as two “big” dr x d matrices R" and R® | which are kept secret. Then A gives
to client U; shares Vi(t‘l) = M;R®Y and Vi(t‘z) = M;R®™? (|o(Uy)| x d - matrices)
for all time frames ¢t = 1,..., 7. Also A gives to server P; share U;t) =Li(R*Y®
i) + R“?)T and a randomly chosen field element 7.

Regular Operation:

1. When client U; visits server P; during a time frame ¢, the client U/; computes the
values C{5Y = L;(V;"")T and C5* = L;(V{*?)T (|3(P))] x |¢(U:)] matrices)
and sends them to the server P;.

2. The server verifies that (Ci(z?l) ®7rit) + Cfff) = U]@MLT.

3. If the check succeeds server P; offers a service to client U;, otherwise rejects. Next

t,2
P; stores C’i(ﬂ- ).

Fig. 4. Robust Metering Scheme - the general case I



Proof Computation:
1. Assume that server P; has been visited by a qualified set A € I" of clients during

time frame t. Next, P; computes the corresponding recombination vector A such
that MY\ = e. Then P; computes pj C’(t DY A (a vector in FI?PDI) which is
the desired proof and sends it to the audit agency A.

Proof Verification:
1. When audit agency A receives value p§t> it can easily verify whether this is the
correct proof for the server P; for a time frame ¢. First, A calculates the value

;fo{jt) = L;(R®?)Te. Then the audit agency checks whether p<t) = i)ﬁ”.

Fig. 5. Robust Metering Scheme - the general case I (cont.)

Assume that server P; has been visited by a qualified set of clients A € I"
during time frame t¢. Then
p§t) C(t 2))\ L. (V(t 2))T}\ _ Lj (MAR(t,2))T>\
— L] (R(t,Q )TMZ;A _ Lj (R(t,Q))TE _ ]’7\51‘) .

Theorem 1. The metering scheme described in Fig. 4 is robust and perfectly
secure against a (Aa, Ag)-adversary.

Proof. The correctness and (strong) privacy follows directly from the results in
[9]. What we need to prove in addition is that the scheme is robust, i.e., the
server security.

Using the properties of Kronecker (tensor) product it is easy to check that
the following relations hold.

UM = Li((R™) @r0) + RED)TMT = L(My((RED @ 75, + ROD))T
L( (R(tl)@)rjt)—l—MR(tQ))

= Li(M; ® DRV @ 154) + MROD)T

L (VMRD) © (L) + MBSO = L (VS @) 4 V(02T
LV @m0 + ()T

= (L;(V"NT) @ 750) + LV T = (05D @) + O,

7

Thus we prove the correctness of the server verification. The robustness of the
scheme follows from the arguments of Ogata and Kurosawa [13]. O

Our second proposition is a generalization of the method we proposed in the
previous section.



Initialization:
1. Audit agency A chooses the access structures I' and Is. Let /\/l(l) =

(F,M® &' ;) and M® = (F, M® &2, 4,) be MSPs computing I" and I'. Let

£ = (F,L(l)ﬁ ,1/}1) and £ = = (F, L@ e e?), wz be rMSPs computlng I's and
],:S (see Definition 2). Let M® be m; X d; matrices and LY be m; m; X d matrices.
Set M® = MM 6 M@ and £3 = £V o £ These matrices are made public.
2. Next, A chooses 7 random d; X d1 matrices R , da X dz matrices R*? and
dids % d1d2 matrices R for all time frames t = 17 ..., 7. A calculates R4 =
R®¥ 4+ (R®Y @ R®?), These matrices are kept secret. Then A gives to client
U, the shares Vi(t’l) = Mi“)R(t‘l) and Vi(tA) = Mi(3)R(t’4) (lpUs)| x d - matrices).
Also A gives to server P; share U}t’Q) = L;Q)(R(t’Q))T and U;t’3) = L;B)(R(t’S))T.

Regular Operation:

1. When client U; visits server P; during a time frame ¢, the client U; computes the
values C(t ) — L(l)(Vi(t’l))T and Cl-(ff) = L‘§4)(Vi(t’4))T and sends them to the
server P;.

2. The server computes C(t 2 — Ugt‘Q)(MZ@))T and C’i(,t]??’) = U;t’?’)(MéQ))T. Next P;

J
verifies that Cffj4) C’i(fjs = Ci(,tjfl) ® 0}32),

3. If the check succeeds, server P; offers a service to client U;, otherwise rejects. Next
P; stores C’Z-(ZTU which will be used in the proof computation phase to compute
p§t> = C’Sy’jl))\ for some qualified set of clients A € I', with the corresponding

recombination vector A.

Fig. 6. Robust Metering Scheme - the general case II

Theorem 2. The metering scheme described in Fig. 6 is robust and perfectly
secure against a (Aa, Ag)-adversary.

Proof. Again we need to prove only that the scheme is robust. First note that

(49 _ LGV T - 1O (P RE)T = LO(RE)T (M) = 2 ()T
Cij” =Ly (Vi) (M7RU)T = LP (R (M) = U7 ()T

K2

Thus the verification check 0534) - Ci(fj’?’) = C’i(fj’l) ® C;Ez) actually relies on the
equations

LO(REY — RENT(AfONT — (LW o L)) (READ — RENT (A1) o prCHT
= (L LM <>]:(2))(3 (¢,1) ®R(t 2)) (M M )QM(2))T
= (O RED)T(AO)T) B (L (RED)T (D)),

which are satisfied due to Lemma 3. This proves the correctness of the server
verification. 0



7 Conclusions

Note that metering schemes can be considered as two-level SSSs. In an SSS the
players which get the shares from the dealer reconstruct the secret themselves.
In two-level structures the players in the first level get the shares from the
dealer and later provide some information to the players in the second level who
compute certain value related to the secret.

In this paper we have revisited the robust threshold metering schemes from
[12, 13]; we have proposed two solutions to build robust general metering schemes
based on the linear algebra approach. As a tool to achieve this goal we have
introduced doubly-labelled matrices and an operation on such matrices. We have
established a relation between MSPs and the diamond operation on the one hand
and doubly-labelled matrices and the new operation on the other hand. Since
MSPs and doubly-labelled matrices are used for multiplicative linear SSSs [4, 5]
their relations are of independent interest. Finally we have demonstrated that
one can protect clients against denied of service attacks of corrupt servers.
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