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Abstract. In this paper we consider graph access structures and we show that
such an access structure can be realized by a (strongly) multiplicative monotone
span program if and only if the privacy structure contains at least three (resp.
four) maximal sets. Thus, we obtain a new family of access structures with
an explicit construction that is both ideal and strongly multiplicative. Until
now only three families of strongly multiplicative access structures are known:
the Shamir’s threshold secret sharing scheme as well as the recently proposed
quasi-threshold construction by Chen and Cramer and the hierarchical threshold
construction by Kasper et al.

Another way to construct access structures from graphs has been shown by
Liu et al. Namely, the access structure is based on the connectivity of a given
graph. The authors have constructed an ideal multiplicative MSP computing
the proposed access structure. We provide refined characterization of this access
structure.

1 Introduction

After the seminal paper by Cramer et al. [3], who introduced Monotone Span Pro-
grams (MSP) as a tool to describe linear secret sharing schemes, the problem of find-
ing constructions for MSP with certain properties arose. In particular, interesting are
constructions of ideal multiplicative and strongly multiplicative MSP, since such access
structures are used for multi-party computation. So far, only a few strongly multiplica-
tive constructions are known: the Shamir’s threshold secret sharing scheme as well
as the recently proposed quasi-threshold construction by Chen and Cramer and the
hierarchical threshold construction by Kasper et al. In this paper we consider access
structures based on graphs and we provide a construction of a MSP which realizes such
access structures and possesses the (strongly) multiplicative property. We also prove
some properties of the access structures based on the connectivity of a graph from [5].
We will start with some notation.

Access Structures: Denote the participants (players) of the scheme by P;, 1 <
i < n, the set of all players by P = {P,..., P,} and the set of all subsets of P (i.e. the
power set of P) by P(P). Denote the dealer of the scheme by D, As usual let us call



the groups which are allowed to reconstruct the secret qualified (authorized) and the
groups which should not be able to obtain any information about the secret forbidden
(unqualified). The set of qualified groups is denoted by I' (I" C P(P)) and the set of
forbidden groups by A (A C P(P)).

The set I' is called monotone increasing if for each set A in I" also each superset of
A is in I'. Similarly, A is called monotone decreasing, if for each set B in A also each
subset of B is in A. A monotone increasing set I" can be efficiently described by the set
I'~ consisting of the minimal elements (sets) in I, i.e. the elements in I" for which no
proper subset is also in I'. Similarly, the set AT consists of the mazimal elements (sets)
in A, i.e. the elements in A for which no proper superset is also in A. By definition
I'n' A = (. As usual we consider the case when the union of I" and A is equal to P(P)
(so, I' is equal to A€, the complement of A). Then it is said that I" is access structure
and that A is privacy structure.

The simplest access structure is called (k,n)-threshold, denoted by Tk, if all sub-
sets of P with at least k+ 1 participants are qualified and any subset of up to k players
is forbidden. A privacy structure A is called Q if no ¢ sets in A cover the full set P of
players.

Secret Sharing Schemes: A secret sharing scheme with an access structure I’
is a pair (Share, Reconstruct) of protocols (phases) namely, the sharing phase, where
dealer D shares to the players a secret s € F, and the reconstruction phase, where the
players try to reconstruct s, such that the following two properties hold: Privacy: The
players of any set B € A learn nothing about the secret s as a result of the sharing
phase. Correctness: The secret s can be computed by any set of players A € I

An SSS is ideal if the share of every participant and the secret are equal in size. An
access structure I is called ideal if there is an ideal SSS realizing I

Monotone Span Programs: Any Linear SSS (LSSS) with arbitrary monotone
access structures can conveniently be described by the following model in linear algebra:
A monotone span program (MSP) M is a quadruple (F, M, v, ), where F is a finite
field, M is a matrix (with m > n rows and d < m columns), ¢ : {1,...,m} — {1,...,n}
is a surjective function and ¢ € F? is a target vector. The size of M is the number of
rOwS M.

Function 1 assigns each row to a participant. An MSP is said to compute an access
structure I" when € € im(M7) if and only if A is a member of I'. We denote such an
access structure by I'(M). It is said that A is accepted by M if and only if A € I,
otherwise it is said that A is rejected by M. In other words, the players in A can
reconstruct the secret precisely if the rows they own contain in their linear span the
target vector of M, and otherwise they get no information about the secret.

For example, in Shamir’s (k,n)-threshold scheme, the dealer chooses a random
degree k polynomial P(x) subject to P(0) = s and gives participant P, a share P(ay,),
where «, is a non-zero field element. In terms of MSPs, participant P, then holds
atow (1,ay,...,aF). An MSP is called ideal if m = n, so each participant holds
exactly one row. Unless explicitly stated otherwise, we assume that the target vector
ise=(1,0,...,0).



Any MSP M can then be used to construct an LSSS as follows: to share s, the dealer
chooses a random vector 7 € F?~! computes a vector of m shares s = M (s, r) and gives
share s; to participant (7). That is, each participant receives shares corresponding to
the rows he holds. A set of participants can then reconstruct s if and only if the rows
they hold contain in their linear span the target vector ¢, i.e. a set A is accepted
by M there exists a so-called recombination vector (column) X such that MIX = e.
Using the recombination vector A it is easy to see that the following relation holds
(A, Ma(s,?)T) = (MEIX, (s,7)T) = (g,(s,7)T) = s for any secret s and any random
vector p. Notice that the vector & ¢ im(M}) if and only if there exists a vector k € F?
such that Mgk =0 and k; = 1.

Multiplicative MSPs: Intuitively, an LSSS is (strongly) multiplicative if each
player P; can, from his shares of secrets s; and sy, compute shares of the product s1ss
in such a way that all players together (respectively, any set of honest players) are able
to reconstruct this product. Note that to compute the shares of the sum s; + sg is
trivial when LSSS are used. It is well known that a Shamir secret sharing scheme with
n participants and threshold & is multiplicative if and only if £ < n/2 and strongly
multiplicative if and only if k£ < n/3.

Cramer et al. proposed in [3] an approach to build a multi-party computation
protocol from any LSSS, provided that the LSSS is (strongly) multiplicative. It is well
known that a necessary condition given MSP to be (strongly) multiplicative is that
it computes access structure with Q2 (Q3) privacy structure. Moreover, Cramer et al.
have demonstrated an efficient construction that renders any LSSS with a Q2 access
structure (i.e., any access structure for which multiplicativity is possible at all) into a
multiplicative scheme that computes the same access structure and has size at most
twice the original scheme [3]. But the authors of [6] have shown that the blow-up can be
avoided by simply sharing one of the secrets with the given MSP and the other by its
dual MSP. Hence it is interesting to look only for constructions of ideal multiplicative
MSPs.

On the other hand, no similar result is known for achieving strong multiplicativity,
where the general construction is exponential in the size of the original scheme. In fact,
there are only three known families of access structures with an explicit construction
that is strongly multiplicative (and ideal): the simple Shamir’s threshold scheme, a
quasi-threshold construction recently proposed by Chen and Cramer [2] and the hier-
archical threshold construction even more recently proposed by Kasper et al. [4]. For
(strongly) multiplicative MSP the authors of [6] have proven that the access structure
computed by the product MSP has the following property I'(MoM) C I'(M)WI'(M).

2 Graph Access Structures

A graph access structure (GAS) [1,7] on P has the property that |A| = 2 for all
A € I'", that is, the minimal sets correspond to edges of a (connected) graph on
n vertices. Informally, the players are represented by vertices where two players are
allowed or forbidden to reconstruct the secret, according to whether or not there is
an edge connecting them. The access structure I' = I'(G) defined by a graph G with



vertex set V(G) and edge set E = E(G) is the access structure defined on the set of
participants P = V(G) having minimal sets I'~ = E(G).

Denote by A(A) = {B|B C A}, then any privacy structure A can be described as
A =Usca+ A(A). In case of GAS Brickell, Davenport [1] and Stinson [7] have proven
that it is ideal if and only if the maximal sets of the privacy structure have the following
property: AN B = () for any A, B ¢ AT,

Theorem 1. An ideal graph access structure can be realized by (strongly) multiplicative
monotone span program if and only if the privacy structure contains at least three (four)
mazximal sets.

Proof. Tt is easy to prove that A is Q° if and only if |[AT| > ¢ + 1. First, we will

describe the MSP which computes an GAS with £+ 1 maximal sets. Denote by A; for

j=1,...,0+1 all elements of AT. Notice that |A4;| > 1. For a set A; provide different

non-zero field element «;, then map any player P; € A; with a row (1, ;). In other
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words the MSPis M = | . . and ¢(j) = {P;|P, € Aj} for j =1,...,£+1. Note
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that I'(M)~ consists of sets {F;,,
and j1 # jo.
Assume from now on that |A*| > 3, i.e. £ > 2, which guarantees that the privacy
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P;,} such that P;, € A;,, P, € Aj, for A; € A

structure is at least Q2. Now following [3, 6] we obtain that MoM =

L o a?ﬂ

Hence we can derive that I'"(MoM)~ consists of sets { P;, , P;,, P;, } such that P;, € A;,,
Piz S Aj27 Pi3 S AjS for AJ € At and J1 75.]2 7éj37 i.e. F(MOM) = F(M) L‘HF(M)

Now assume |AT| > 3 then all players together can reconstruct the product of
the secrets shared by the product MSP M ¢ M. Hence by definition the MSP M is
multiplicative. Moreover when |AT| > 4 the restriction of the product MSP M o M
to B¢ for any B € A has at least 3 maximal forbidden sets (since at most one is
reduced) and as it has already been shown such a MSP (i.e. this restricted MSP) is
multiplicative. Once again by definition the MSP M is strongly multiplicative. ad

3 MSPs Based on Connectivity of Graphs

In [5] Liu et al. have proposed another way to construct access structures from graphs,
i.e. the access structure is based on the connectivity of a given graph. For so defined
access structure an ideal, multiplicative MSP which computes it is constructed. Con-
sider a graph G with p vertices, set n = (’2’) and associate each edge with a player.
Thus we have Py, ..., P, players. Define the access structure I' to be the set of sets
A such that the spanning subgraph G(V, E4) is a connected graph. Then it is easy to

check that the access structure, defined in this way is Q2 but not Q3.



Consider a basis €; = (0,...,0,1,0,...,0) € FP~! (1 in the i-th place). For the
i-th vertex (i = 1,...,p — 1) assign the vector v; = Z;Zl €; and vo = 0. Hence the
vector associated with an edge is obtained as the difference of the vectors associated
with both adjacent vertices. Then the vector associated with the player P; from the
MSP computing the access structure is the vector associated with the corresponding
to the player edge. Thus the MSP has an n x (p — 1) matrix M consisting of rows of
the form e; ; = (0,...,0,1,...,1,0,...,0) (i.e. first ¢ zeros, then j ones and end with
p—1—(i+7j)zeros) for 0 >i>p—2,1>5>p—1,st. i+ j < p—1. The target
vector € is equal to Zf;i v;j =(p—1,p—2,p—3,...,1). The authors of [5] have shown
that the ideal MSP, constructed in this way, is multiplicative.

Proposition 1. The access structure based on connectivity of graphs [5] has the fol-
lowing properties:

(i) The MSP computing the access structure is multiplicative but not strongly multi-
plicative, i.e., '(Mo M) = {P}.

(11) There are p pairs of sets A € I'" and B € A%, such that AU B = P, where
1B| = (") and |A| =p — 1.

Proof. (i) Form a subgraph, derived from G, by removing all edges from a fixed vertex.
Since the obtained graph is not connected the set of remaining edges (i.e. players)
form a set B which is forbidden. Choose another vertex and in the same way
construct another set B’ € A. Let P; be associated with the edge between the two
fixed vertices. Then it is easy to be verified that BU B’ = P \ {P;}. Using this
observation it follows that I'(M) W I'(M) = {P}, hence I'(M o M) = {P}, i.e.,
the MSP is multiplicative but not strongly multiplicative.

(ii) Now we will characterize further the considered access structure. Observe that
Bl =n—p+1=(";") (also for B’), and since |[BU B’| = n — 1 we obtain that
|[BN B’| =n—2p+ 3. On the other hand consider the subgraph with edges all
starting from a fixed vertex. This subgraph constitutes a set A which is qualified,
since the graph is connected and |A| = p— 1. Observe that AUB = P when A and
B are constructed from the same fixed vertex. Since there are p vertices then there
are so many pairs of sets A € I'™ and B € AT such that AU B = P. It should be
noted also that |B| > |AJ.
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