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Abstract

Recent years have seen numerous examples when designs play an important
role in the study of such topics in cryptography as secrecy and authen-
tication codes, secret sharing schemes, correlation-immune and resilient
functions. In this paper we give applications of some methods and results
from the design theory, especially bounding the optimal size of the designs
and codes, to cryptography. We give a new bound for the parameter t,
when (n, T, t)-resilient function and correlation-immune function of order
t exist. In the last section we present analogous bound for the parameter
N of T-wise independent t-resilient function.

1 Introduction

Let M be a metric space with distance d(z,y) and a normalized measure p,
u(M) = 1. Any finite subset (code or design) C, C C M is characterized by its

minimal distance d(C) = rrgn;‘6 d(z,y). For any C C M, let A(C) denote
z,ycC,x#y

the set of values of d(z,y) when z,y € C i.e. the distance distribution of C.
For any code C the parameter s(C) = |A(C) \ {0} characterizes the number of
distinct distances between distinct points of C'. The diameter of the whole space
M can be defined as D(M) = max(A(M) \ {0}). We will define a 7-design by
means of the strictly decreasing real function (substitution) o(d) considered on
the interval [0, D(M)].

Definition 1.1 A set C' will be referred to as a T-design in M with respect to
the substitution o(d) if for any polynomial f(t) in a real t of degree at most T,

1
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The maximum integer 7 (7 < s(M)) such that a set C' is a 7-design is called
the strength of C' and denoted by 7(C). Suppose M is finite and A(C) =
{do,d1,...,dy}, is the distance distribution of C. The dual distance distribution
(so called MacWilliams transform [15, p.137]) of C is defined to be A’(C) =
{dy,d},...,d,}. The dual distance of the code C' is the smallest 4, i =1,... ,n,
such that d} # 0; the external distance s'(C') of C'is the number of 4,7 = 1,... ,n,
such that d; # 0. It is proved in [3] that 7(C) + 1 = d'(C).

In this paper we are interested in applications of some methods and results of
design theory, especially bounding the optimal size of the designs and codes,
to cryptography. A function f(z1,...,2,), where z; € Z, = {0,1,... ,v — 1}
v >2and f(x1,...,2,) € Zy(w > 2) can be considered as a random variable
provided that the input variables z;, ¢ = 1,... ,n, are independent and uni-
formly distributed random variables. Then f is characterized by probabilities
p(b) to take a value b € Z,,. The function f is called correlation-immune of
order ¢t (t = 0,1,...,n) if any function in n — ¢ variables, obtained from f by
a substitution of any constants from Z, for any ¢ input variables, has the same
probability p(b), b € Z,. If w = v7 (T = 1,2,...) and all probabilities p(b),
b € Z,, are equal, then any f can be considered as a system of T functions
filxy, ..o 2n), ..., fr(z1,. .. ,xy,) of the form Z' — Z,, which are indepen-
dent and uniformly distributed random variables (we call such systems of T
functions in n variables balanced ). If f is correlation-immune function of order
t, then the system of T function preserves the property to be balanced system
under a substitution of any constants of Z,, for any ¢ input variables. Such bal-
anced system of T functions is called (n,T,t)-resilient, (or simply resilient of

order t).
Another interesting application is the designs in product association schemes.
Let (Y,.A) ! be an association scheme with primitive idempotents Eq, E1, ... , Eg.

For 7 C {1,...,d} a Delsarte 7-design in (Y, A) is a subset D of ¥ whose
characteristic vector is annihilated by the idempotents E; (j € 7). The most
studied case is that in which (Y;.A) is @-polynomial and 7 = {1,...,¢}. For
1 < i <m, let (V;, A;) be Q-polynomial association schemes. Assume that
Delsarte t-designs in each (Y;,.A;) are characterized as poset t-designs in a Q-
poset P; attached to that scheme. With these assumption, we consider the
product association scheme (xY;,.A) and the corresponding linear programming
bound and the Delsarte bound on size of degree of such a 7-design analogous
to Delsarte’s bound for ¢-designs in (Q-polynomial association schemes.

The paper is organized as follows. In the first part we present some prelimi-
nary results about 7-designs in Hamming and Johnson space. We give briefly
our previous investigations, which give necessary and sufficient conditions for
improving the Delsarte bound for designs. We present also the analytical form
of the extremal polynomials and the analytical form of the new bound for non-
antipodal spaces. The results in this section are valid for all PMS, in particular
for Hamming and Johnson space. The proofs of the theorems can be found in
[10, 11, 12]. In Section 3 we are interested in correlation-immune and resilient

IHere and in Section 4 we will follow the notations used in [9]



functions and the connection with the designs theory. As a direct application
we give a new bound for the parameter ¢, when (n,T,t)-resilient function and
correlation-immune function of order ¢ exist. In the last section we present anal-
ogous bound for the parameter NV of T-wise independent t-resilient function.

2 Improvement of the Delsarte bound for or-
thogonal arrays and combinatorial designs

The basic problem of the coding theory is the construction of the maximum
(on cardinality) o-code. Together with this problem there exists another one of
constructing the minimum (on cardinality) 7-design (or equivalently a code with
dual distance d’ = 7+ 1). As it is proved in [5, 2] this two problems are dual.
Following the notations in [7] we will consider polynomial metric space (PMS)
with a given substitution o(d) and a system of orthogonal (with respect to
the measure v(z)) polynomials Q;(z) of degree i, i = 0,1,...,s(M), the so
called zonal spherical functions (ZSF). A polynomial metric space M is called
antipodal if for every point x € M there exists a point T € M such that
for any point y € M we have o(d(z,y)) + 0(d(T,y)) = 0. A code for which
o(d(z,y)) < o(d), where d is the minimum distance of C' we call an (M, |C|, 0)-
code. When M is finite the measure v(z) is left continuous function and has
s+ 1 steps at the point z; = o(d;) with positive step sizes w;, i =0, 1,...,s(M),
Do wi = 1.

For arbitrary a,b € {0,1} can be defined the so called adjacent system of
orthogonal polynomials QZ’b(z) (with respect to the measure (1—2)%(1+2)°v(2))

in a real z of degree k,k = 0,1,...,8(M) — d,1 — dp.1, positive constant c®
and rZ’b [7]. The ZSF satisfy the recurrence formula (z +m; + ¢; — 1)Qq(z) =
miQit+1(2) + ¢iQi—1(2), for i > 0, where r_y =m_1 =0, m; = ;== ¢; =

r=m=l and Q-q(2) = 0, Qo(2) = 1. Denote by zZ’b the greatest zero of the

. a,b 7 - . a,b _ k a,b_j
polynomial Q”(z). We will introduce the notations Q) (2) = >.;_,ay;2",
a,b a,b ab a;’ly,ib
i ab s W =g
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The linear programming bounds for codes and designs was obtained by using
the following theorem [15].

Theorem 2.1 Let C C M be an (M, |C|,0)-code (reps. T-design) and let f(z)
be a real non-zero polynomial such that

(A1) f(2) <0, for -1 <z <o, (resp. (B1) f(z) >0, for -1 <2z<1),

(A2) the coefficients in the ZSF expansion f(z) = Zf:() 1iQi(2) satisfy fo > 0,
fi=0fori=1,... k. (resp. (B2) the coefficients in the ZSF expansion

F(2) = X8 0 [iQi(2) satisfy fo >0, f; <O fori=7+1,... k.)
Then, |C| < f(1)/fo = Q(f) (resp. |C| = f(1)/fo)-



We denote by Baq,r the set of real polynomials which satisfy the conditions
(B1) and (B2) and B(M,7) = max{Q(f) : f(t) € Bm}. A polynomial
f(2) € Bam,r is called Bay -extremal if Q(f) = max{Q(g) : g(z) € Bm,-,
deg(g) < deg(f)}.

Many authors obtained various pairs of bounds [15] for the cardinality of codes
and designs in finite PMS which follow from Theorem 2.1. For our investigations
the most important ones will be the Levenshtein bound Lok —14.(M, o) for codes
and the Delsarte bound D(M, 1) for 7-designs which can be presented as follows

1,0

[7,3]: |C] < Lag—14:(M,0) = (1= %‘?%(i;)) Sty where e = 0 if 20!, <
o<z’ande =1if 2, <o < 2", resp. |C| > D(M, 1) = 20¢0¢ SF e

i=0"%
where 6 € {0,1} and 7 = 2k + 6. This two bounds can be obtained by the
polynomials f()(2) = (z = o) (z + 1)5(X12) 1 °Q;°(2)Q; % (0))?, and f(7)(2) =
(z+ 1)9((Q,1€"9(z))2, respectively, in the Theorem 2.1.
PMS are finite metric spaces represented by P- and Q- polynomial association
schemes as well as infinite metric spaces. The most famous examples of the fi-
nite spaces are the Hamming, Johnson, Grassmann space. We will consider only
Hamming and Johnson spaces, presented by Q-polynomial association schemes.
In these spaces 7-designs are known as orthogonal arrays and combinatorial de-
signs, respectively. Analogously the Delsarte bound is in fact the Rao bound for
orthogonal arrays and the Ray-Chaudhuri/Wilson bound for the combinatorial
t-designs.

We consider the following linear functional G (M, f) = D(fﬁ)ﬂ +Zf=+10 pET)f(ai),
(m)

where «; are the zeros of Qi’o(t), and p; ’ are positive constants. This linear
functional maps the set of real polynomials to the set of real numbers. Now
we will give necessary and sufficient conditions for improvement of the Delsarte

bound.

Theorem 2.2 [10, 11] The bound D(M,T) can be improved by a polynomial
f(2) € Bm,+ of degree at least 7 + 1, if and only if G- (M,Q;) < 0 for some
j > 7+ 1. Moreover, if G:(M,Q;) <0 for some j > 7+ 1, then D(M,T) can
be improved by a polynomial in Baq,r of degree j.

Theorem 2.3 [11] Let M be non-antipodal PMS. Then, any B, --extremal
polynomial of degree 7 + 2 (1 = 2k + 0) has the form

SO +2) = (142 oz + ) + (1= 2)lnQi21Ye () + Qiyy ()
where q and n are suitable constants.

Let us introduce the following notations: for 7 = 2k

1,1 1,1
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4(2nk+1 - n7_+2) —4

Sy = 1 11 ;S5 = 1 1,1 B
wy wp—y (k) ?mp1rx (uy, "y~ ymigmp—1)
and for 7 = 2k + 1
1,0 1,0 0,1 0,1\2
B — oy (L+nrp2 — 20,70 ) B, — 1 6 - —A(up )
1= Ay 10 1.0..1,0 ) 2= 9¢1,0)2,:1,0,.1,0 7 5= 1,0 1,0
Uy MECTTTy (2¢10)2r "y (urrug)?
0,1
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5 — 1 g, - 2(uk+1) (1+2nk+1 Nri2)
3_(0,1) 0,1 0,1 4= 01,10 1,0 0,1
c T Tk A luguy  mgery,

Now taking into account that S(M, 7) = Q(f(7)(2; 7+2)) and using the notations
above we obtain the following analytical form of the bound S(M, 7).

Lemma 2.4 [11] Let M be a non-antipodal PMS. Then the bound S(M,T) is
equal to

S1+ (By 4+ \/B? + Bs)S,
S5+ (B1 + v/B? + Bs)S4 + B1+\/BQ+BQ 255

Corollary 2.5 [11] Let M be a non-antipodal PMS and let T be an integer.
Then

a) B(MaT) > S(M,T) = Q(f(T)(Z,T—|—2))
b) S(M,7) > D(M,7) if and only if G-(M,Qr12) <0

+ DM, T —2)

Theorem 2.6 [11] Let M be antipodal PMS. Then, any B r-extremal poly-
nomial of degree T + 3 (T = 2k + 0) has the form

FO(r+3) = (14 2)g( + 1) + (1 - 2ImQEY (=) + mQE () + QLY (=)

where q, m1 and ny are suitable constants.

Corollary 2.7 [11] Let M be an antipodal PMS and let T be an integer. Then
B(M,7) > S(M,7) =Q(f (2,7 + 3)).

Let us consider the Hamming space M = H' (n,v = 2,3,...). The orthogonal
arrays are commonly denoted by OA (7, n,v) and their cardinality satisfy |C] =
Av”. The ZSF for the Hamming space are the Krawtchouk polynomials K" (z).
A stronger version of the Theorem 2.1 is the following:



Theorem 2.8 [5] Let C C M be an d-code (reps.T-design) and let
f(z) =20, fiK]""(2) be a real non-zero polynomial such that

(C1) f(0)>0, f(#) <0, fori=d,... ,n,
(resp. (D1) f(0) >0, f(i) >0, fori=1,2,...,n),

(C2) fo>0,fi>0fori=1,... n.
(resp. (D2) fo >0, f; <0 fori=d+1,...,n.)

Then, |C| < minQ(f) (resp. |C| > maxQ)(f)), where Q(f) = f(0)/ fo.

Let us denote by A%(n,d) = min{Q(f) for polynomials f satisfying the con-
ditions (C1), (C2)}; By (n,d) = maz{Q(f) for polynomials f satisfying the
conditions (D1), (D2) }; and B;*(n,d) = max{Q(f): for polynomials f satis-
fying the conditions (D1), (D2) and degf < d}.

Theorem 2.9 [2, 5] For any integersn, d, v (1 <d<n+1,v>2),
As(n,d)By(n,d—1) =" (2)

Here we will present well known pairs of universal bounds, i.e. inequalities which
are valid for all codes C' C H'. The first pair is the Singleton bound [15] for
acode C C H

o S |C| S UnfdJrl’

where any of the bounds is attained if and only if d+d =n+2, (d' —1=1).
The second pair of bounds is formed by Rao and Hamming [15] bounds for a
code C C H.

,UTL

D(H?,d—1) )

v

D(Hj,7) <|C] <

Codes, which cardinality is equal to the left-hand side or the right-hand side of
(3) are called tight designs and perfect codes, respectively.
The third pair universal bounds for any code C' C H' is the Levenshtein bound

[5]-

,Un

e S |C| < L(H},0(d))

First two pairs of bounds are obtained by means of combinatorial methods, but
all of them can be obtained using Theorem 2.1 or Theorem 2.8.
Applying Theorem 2.9 for our bound we have

Theorem 2.10 [12] For any code C C H}?

,Un

S(Hy T>§|C|§Wd—l) (4)

v



In the Johnson space X = JJ (n =2,3,...;w =1,...,[n/2]) designs are the
classical t — (v, k,A) and codes are called constant weight codes. The ZSF are
the Hahn polynomials J;"*(z). For J an analog of the Theorem 2.8 is also
valid and there are known several pairs of bounds.

Theorem 2.11 [12] For any design C C JY

S(Ju,7) < 1C (5)

3 Resilient and Correlation-immune functions

In [14] Stinson gave the connection between correlation-immune function, re-
silient function and orthogonal arrays.

Theorem 3.1 [1] A function f : Z) — Z,, is correlation-immune of order t
if and only if ZI' is partitioned into w orthogonal arrays OAx(t,n,v).

Theorem 3.2 [1] A function f : Z' — ZI is resilient of order t if and only
if Z™ is partitioned into vT orthogonal arrays OAym—r—«(t,n,v).

Note that in the first theorem A\ need not be identical. A large set of orthogonal
arrays LOAx(t,n,v) is a set of vt/ simple arrays OA,(t,n,v) such that all
have the same A value.

Corollary 3.3 [1] There exists a function f : Z" — ZI that is resilient of
order t if and only if there exists an LOAyn-7—:(t, n,v).

A necessary condition for the existence of a correlation-immune function of order
t and for existence of a (n, T, t)-resilient function are as follows:

n

w < ﬁ = A%(n,t+1), log,(Bi(n,t)) <n—T. (6)
One is concerned with developing upper bounds for the optimum value of ¢ for
a given n and T'. It is easy to see that n > T+t and so the trivial upper bound
ist <n —T. If we substitute the Delsarte bound instead of Bj(n,t) we obtain
another upper bound for ¢ [1]. The upper bounds based on the Delsarte (Rao)
bound for orthogonal arrays are stronger than the ones obtained using the trivial
bound. We can improve this bound using our previous result in Theorem 2.10.

Theorem 3.4 Suppose there exists an correlation-immune function of order t.
Theorem 3.5 Suppose there exists a (n,T,t)-resilient function. Then

log,(S(H;,t)) <n—-T



However, we can often do better by using Delsarte’s linear programming bound.
Let W (n, t) be the optimal solution to the linear programming problem Theorem
2.8. In view of the equation (6), this implies that log,(W(n,t) +1) < n —
T. For large values of ¢, the orthogonal array bounds obtained by the linear
programming technique are usually much better than the Delsarte (Rao) bound
and our new bound S(H,t). The disadvantage of this method is that one needs
to solve a different linear program for every parameter situation. Thus it is of
interest to derive explicit bounds as corollaries of the linear programming bound.
Inthecasesv=2,t+1<n<2t+2andv=2,t+1<n < 2t+ 3 the most
important bounds are as follows :

Theorem 3.6 [1, /] Suppose there exists a (n, T, t)-resilient function and v = 2.

Then — t<|%—2|—1,  t<2(Z ) 1,

4 Designs in product association schemes. Max-
imum independent resilient system of func-
tions.

Let (P, <) be a partially ordered set (poset). If there exist constants Ag, ..., A
such that, for 0 < i < t and Vo € P, [{y € D : @ < y}| = \; then the set
D C P?is called a poset t-design in (P,=<). For 1 < i < m, let (Y;, A;) be
a d;-class association scheme with adjacency matrices A;. The direct product
of these schemes is the association scheme (X, A4) = (Y1, A1) Q... Q(Yim, An)
defined by X = Y; x ... x Yy, and A = {Q[-, M; : M; € A;,1 < i < m}
where ®21 M; is the m-fold Kronecker product of matrices. Assume that
each component scheme (Y;,.4;) has an attached Q-poset (P;, <;). Consider the
Delsarte 7*-design (7* =7 — {0}) in (xY;,.A) as poset designs in the product
poset xP; where 7 is any downset in the product chains C. Let (X,.A) be
the product of @-polynomial association schemes (V;,A4;), (1 < i < m). Each
matrix M € A may be expanded in the form M =wv 3 ;. 8;Ej. If we change
the bases, we have M = ). . a;A;, where a; = ), ¢ QijB;, (i € C). For jec,
let f; = rankE;.

Theorem 4.1 [9] Let (X, A) be the product of Q-polynomial association schem-
es (Yi, A;),(1 <i<m). Let T be a downset in C and let D C X be a Delsarte
T*-design. Consider the matrices M satisfying the conditions

(i) M is non-negative matrix;
(i) B; <0 forj ¢ T;
(iii) Bo = 1.

Then, the lower bound on the size of a T -design is |D| > agp.



Theorem 4.2 (Delsarte bound)[9] Let (X, A) be the product of Q-polynomi-
al association schemes (Y;, A;), (1 < i < m). Let T be a downset in C and let
D C X be a Delsarte T*-design. If € C C satisfies (E+E)NC C T, then

|D| > 2165 fi-

Here are some examples from [9].
o Mized-level orthogonal arrays OA(M, ¢ - - - g, t) of strengtht are studied by
Sloane and Stufken in [13]. This object is equivalent to the Delsarte 7 *-design
in the scheme H(n1,q1) @ - - &Q H(nm, ¢m), where T = {j : > j; < t}.
e Mized t-designs [8] is the product of Johnson schemes J(v1,k1) @ J(vz, ko),
which is the Delsarte 7*-design for 7 = {(i1,i2) : i1 + i2 < t}.
e Fused orthogonal array design of strength ¢ can be considered as a product
scheme of the form H(n,q) Q) J(v, k).
e Split orthogonal arrays SOAx(t,n;T, N;v) are introduced by Levenshtein
[6]. The cardinality of SOA(t,n;T,N;v) is T, Given ¢,n,N,t,T we
wish to find an M x (n + N) array with entries in Z, = {0,...,¢ — 1} such
that, upon choosing any t columns from among the first n columns and any T
columns from among the last N columns, all (¢ + T')-tuples over the alphabet
Zq4 occur equally often. This is equivalent to a 7-design in the product scheme
H(ny,q)Q H(nz2,q) where T = {(i1,i2) : 0 < i1 < t1,0 < ig < to}. For such
objects, the Delsarte linear programming bound is equivalent to the following:
let f(z) =141, fiK]""(z) and g(z) = 1+ Z;\le ngJN’U(z) be polynomials
satisfying the condition (D1) and f;g; < 0for ¢ > ¢+ 1 or j > T + 1 then
D] > £(0)(0).
Theorem 4.3 [6] If D is split orthogonal array then

D] = maa(By(n, ) By*(N, T), By* (n, ) By (N, T))

Hence we have the following bound |D| > D(H@ t)D(HY,T). Using again
Theorem 2.10 we obtain the next statement.

Theorem 4.4 If D is split orthogonal array then
|D| > max(S(H",t)D(HN,T), D(H",t)S(HY ,T))

v v v

A system of N functions in n variables over Z, is called T-wise independent
t-resilient if any subset of T functions of the system forms a t-resilient system.
Our goal is to find the maximum number N, such that there exists a T-wise in-
dependent t-resilient system. The connection between this cryptographic objects
and the orthogonal arrays was studied by Levenshtein in [6].

Theorem 4.5 [6]The existence of T-wise independent t-resilient system is equiv-
alent to that of split orthogonal array SOAx(t,n; T, N;v) with (A = v"~t=T).

Corollary 4.6 We derive the inequality
o™ > mazx(S(Hy,t)D(H),T), D(H}, )S(H},T)).

Summarizing the results our bounds (Theorems 3.4, 3.5, 4.4 and Corollary 4.6)
give a necessary condition for the existence of the above considered cryptographic
objects.
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