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Abstract

The concept osecret sharindnas been introduced independently by Shamir and Blak-
ley, as a tool to protect a secret from getting exposed or from being lost. It allows a so-called
dealerto share a secret among the members of &sethich are usually callegdlayersor
participants in such a way that only certain specified subsets of players are able to recon-
struct the secret while smaller subsets have no information about this secret at all. Since
then the research on this topic has been extensive.

In this paper we are going to present an overview of some approaches for building
secrets sharing schemes based on well studied objects like matroids and error-correcting
codes on one hand. We will start with introducing the Shamir’s polynomial scheme. Then
we will talk about the relations between ideal Secret Sharing, matroids and error-correcting
codes. On the other hand we will introduce linear SSS for general access structures and
we will explain the approach by Cramer, Damgard and Maurer based on Monotone Span
Programs. We will complete by considering error-set codes as a generalization of the notion
of codes.

1. Introduction

1.1. Access Structures

To studysecret sharing schem€SSS) we first need to introduce some notation. Denotpdhe
ticipants(players) of the scheme by, 1 < i < n, the set of alplayersby P = {Py,..., P,}
and the set of all subsets &f (i.e. the power set oP) by P(P). Denote thedealerof the
scheme by,. As usual let us call the groups which are allowed to reconstruct the speiet
ified (authorized) and the groups which should not be able to obtain any information about the
secrefforbidden(unqualified). The set of qualified groups is denoted'ldy' C P(P)) and the
set of forbidden groups bk (A C P(P)). The sef is calledmonotone increasini for each
setA in I' also each superset df is in I". Similarly, A is calledmonotone decreasingf for
each sef3 in A also each subset @ is in A. A monotone increasing sétcan be efficiently
described by the sdt~ consisting of thaninimal elements (set#) I', i.e. the elements i’
for which no proper subset is alsolih Similarly, the setA* consists of thenaximal elements
(sets)in A, i.e. the elements itk for which no proper superset is alsoA The tuple(T', A) is
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called anaccess structurd I' N A = (). Itis obvious thatT'~, A") generatesI’, A). If the
union of " and A is equal toP(P) (so,I" is equal toA°, the complement of\), then it is said
that the access structufg, A) is completeand denote it just by. From now onl” will be used
to denote complete access structures, wheiiéas) will be used to denote (incomplete) access
structures.

Sometimes the monotone decreasing fetse referred to asionotone structurgd 2, 17].
The simplest access structure is callédn)-threshold, denoted b ,,, if all subsets of® with
at leastk + 1 participants are qualified and any subset of ug fayers is forbidden. Access
structure(T", A) is called connectedf every player is in at least one minimal qualified set
[13, 10]. Let us define thdual access structurd™, At) for (I, A) [10]. The tuple(T't, At)
is defined orP as follows

It ={A:4°c A} and A+ ={A:A°cT}.

For a complete access structure the dual access structure [13] could therefore be defined as
follows. Thedual access structurE+ of an access structuig defined orP, is the collection
of setsA C P suchthatP\ A = A° ¢ T (i.e. A° € A). Note thatT+)+ =T and(A+)L = A.

For any two monoton@ecreasingsetsA;, A, the operations and calledelement-wise
union[21, 12] is defined as followsA; W Ay = {A = A1 U Ay; Ay € Ay, Ay € Ay} Itis easy
to check thatA; W A, is monotone decreasing.

1.2. Adversary Structures

A common model for dealing with cheaters is to considemadwuersary.4 who may corrupt
some of the players. The adversary is additionally characterized by a particular Aypeét
A [12], which is itself monotone decreasing structure. The’sets calledadversary structure
while the setA is calledprivacy structure The players which belong t& are curious but
execute the protocol correctly, while players which belong\tg are corrupt and may not
follow the protocol.

In general one distinguishes betweeassiveand active corruption. When the adversary
obtains the complete information which the corrupt players possess, but the players still exe-
cute the protocol correctly, that is callpdssivecorruption and the players are called curious.

In contrastactivecorruption means that the adversary takes complete control over the corrupt
players. Obviously active corruption is strictly stronger than passive corruption. Another clas-
sification is whether the adversarysimticor adaptive By staticis meant that the set of corrupt
players is chosen by the adversary once and for all before the protocol starts, vatzptse

means that the adversary can at any time during the protocol choose to corrupt additional player
as long as the total set of corrupt players i\.

An (A, A 4)-adversary is an adversary who can (adaptively) corrupt some players passively
and some players actively, as long as the 4eif actively corrupt players and the sBt of
passively corrupt players satisfy both

Ae Ay and (AUB) € A.

This model is known as thenixed adversarynodel. In case\ 4, = A one simply says & 4-
adversary. Note that in case of secret sharing schemes on® has(. For verifiable secret
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sharing schemes adversaries are classified according to whether they cheat actively or passively,
i.e. the adversary is callgubssiveif A4, = () andactiveotherwise. In the threshold case it is
usual to shorten the notatigi\, A 4)-adversary tqk, k, )-adversary.

1.3. Linear Algebra Background

An m x d matrix M over a fieldF defines a map froni? to F™ by taking a vectow ¢ F¢
to the vectorMv € F™. Associated withm x d matrix M (or linear map) are two natural
subspaces, one ™ and the other iff¢. Thekernelof M (denoted byker(M)) is the set of
vectorsu € ¢, such thatMu = 0. Theimageof M (denoted by ifiM)) is the set of vectors
v € F™ such thaty = Mwu for someu € F.

For an arbitrary matrix\/ overF, with m rows and for an arbitrary non-empty subskeof
{1,...,m}, let M4 denote the restriction of/ to the rowsi with i € A. If A = {i} we write
M;. Similarly for any vectok € F™ and an arbitrary non-empty subsétof {1,...,m}, let
k, € Fl4l denote the restriction df to the coordinates ¢ A. If A = {i} we writek;. In the
sequel! will denote a vector but; stands for the-th coordinate of vectoy.

With the standard inner produ¢t, w) = > v, w;, we writev L w, when(v, w) = 0. For
anF-linear subspac® of F?, V* denotes the collection of elementsls, that are orthogonal
to all of V (the orthogonal complement). It is again Brinear subspace. For all subspagés
of F? one hay = (V+)+. Other standard relations afien(M7))+ = ker(M), and im{(M7) =
(ker(M))+, as well agv, MTw) = (Mv,w).

An n x (k + 1) matrix with thei-th row of the form(1, as, ..., a¥), whereay, ..., a, €
F are distinct elements, is called &n, k + 1)-Vandermonde matrix (oveF) generated by
ai, ..., a,. Itis well known that any square Vandermonde matrix, .- 1 = n, has non-zero
determinant. IfM/ is an(n, k + 1)-Vandermonde matrix ovef and A is a non-empty subset of
the rows{1,...,n}, then the rank of\/, is maximal. In particular the rank is equal to+ 1,
or equivalently, iniA/%) = F¥+1if and only if |[A] > k + 1. Lete denote the column vector
(1,0,...,0)7 € F*! and letM be an(n, k + 1)-Vandermonde matrix generated by distinct
non-zero elements,, ..., a,. Then stronger property holds, namel| < k if and only if
e ¢ im(M?), i.e. there is no\ € Fl4l such thatV/ i\ = e.

As usual for any vectox the supportof v is defined as the set of nonzero coordinates
(denoted by sufv)) and for any two vectors,y the seti(x,y) is defined a9 (x,y) = {i :

x; # yi}. Considering the properties of the support of a vector, we point out some similarities
to the properties of a norm [23].

(1) supx) = 0 ifand only ifx = 0,
(2) supjx) = supx) if 7 # 0, and
(3) supx +y) C supx) Usupy).

In their paper Fehr and Maurer [12] noticed thét, y) behaves like a metric, as for all vectors
x,y,z € FY one has that

(1) 6(x,x) =0,



(2) i(x,y) = d(y,x) (Ssymmetry), and
(3) d(x,z) Ci(x,y) Uiy, z).

Recall that for any two vectors = (xq, X1, ..., X,) andy = (yo,¥1,--.,¥x») in F* theHam-
ming distancédetween them is given by(x,y) = |4(x,y)|. We will consider a generalization
of  and sup as defined by Van Dijk.

Definition 1.1 [10] Consider a vectow € FV. The coordinates itv, which belong to player
P; are collected in a sub-vector denoted by and the coordinates that correspond to the
secret, i.e. to the dealeP, are collected in a sub-vector denoted 0y or in other words

v = (v% vl ..., v®) wherevi € F?i. TheP-supportof vectorv, denoted by sypv), is
defined as the set of coordinate$ < i < n for whichv' # 0, i.e.

sups(v) = {i : v #0}.
For two vectorsx = (x%,x!,...,x®) andy = (y° y!,...,y") in FV define the set
op(x,y) ={i : X' #y'}. (1)

Henceip(x,y) = sup,(x —y) C {0,...,n}. Note that the properties for sup afclso hold
for P-support and fobp(x,y).

1.4. The Model

Consider a finite se (the set ofsecret$, n finite setsSy, - - - , S, whereS; is the set of possi-
ble shares for player P;, and letZ be their Cartesian produét = S; x - - - x §,,. The elements
of Z are calledsharing

Players and Communication Model:

Each player is connected to a common broadcast medium. Also between every two players as

well as between every player and the dealer there are secure channels, also called bilateral chan-
nels. We assume that the system is synchronized, i.e. the players can access a common global
clock. We also assume that each player has a local source of randomness. This communication
model is calledsecure-channednd was introduced in [6, 9].

The Adversary Model:

The adversary can passively corrupt a group of players at any time as long as this group is from
the set of forbidden players. The corrupt players are assumed to execute the protocol correctly,
i.e. the adversary is passive but adaptive.

Definition 1.2 A secret sharing scheme based on an access strudur®) is a pair (Share,
Reconstructpf protocols (phases) namely, tkbaring phasewhere dealerF, shares to the
players a secret € K, and thereconstruction phasaevhere the players try to reconstruet
such that the following two properties hold:
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e Privacy: The players of any s € A learn nothing about the secretas a result of the
sharing phase.

e CorrectnessThe secret can be computed by any set of playdrs T.

A complete access structures calledideal if there is an SSS foF', such that any participant
has only one share with size equal to the size of the secret. Recall that the SSS iperddied
if and only if A = I". An SSS islinear (denoted by LSSS) if the dealer uses only linear
operations to share (to reconstruct) the secret amongst the participants.

Now we present an example of SSS, namely the Shariir's)-threshold SSS [24] (see
Fig. 1). Itis easy to see that this scheme is linear.

Sharing Phase:

Let s be a secret from some finite field Each player?; (i <i < n)is
associated publicly with a non-zero elemente F, so|P| < |F|.

1. The dealet”, chooses a random polynomigélz) overF of degree|
k subject to the conditiorf(0) = s.

2. Each share; is computed by the dealé}, asf(«;) and then transt
mitted secretlyto participantP;.

Reconstruction Phase:

e Correctness: The polynomial and the secret can be reconstructed
by pooling the shares of at ledst- 1 participants, for instance by
means of the Lagrange interpolation formulae.

e Privacy: For any set of up té players any value of is equally
likely.

Figure 1. Shamir’'s Secret Sharing Scheme [24]

2. ldeal Secret Sharing Schemes

2.1. Ideal LSSS and Matroids

Matroids have been introduced by Withney [25]. We first recall some basic facts, but refer to
[26] for a more comprehensive introduction into the subjectatroid 0t = (S,Z) is a finite

setS and a collectior? of subsets of5 (called theindependensets) such that/1) — (13) are
satisfied:



(I1) D eT.
(12) If X e ZandY C X, thenY € 7.
(I3) If U,V € Zwith |[U| =|V|+ 1, there exists: € U \ V such thal’ U {z} € Z.

A subset ofS not belonging tdZ is calleddependentThe maximal independent subsetsSof
are called théases while the minimal dependent subsets are catliecuits. The collection
of bases is denoted by. A matroid 9t is uniquely defined by5. The following theorem,
known as the augmentation theorem, gives as a consequence that all i¥Bskave the same
cardinality.

Theorem 2.1 [26] Suppose thafX,Y € Z and that|.X| < |Y|. Then there exist§ C Y \ X
suchthalX U Z| = |Y]and X U Z € 7.

A matroid can also be uniquely defined byrigsmk function
p:P(S)—Z: p(A) =max{|X|: X CA X eI}, VACS.

Therank of the matroids the rank of the bases. Consequently'ifs a circuit thenp(C') =
|C'|—1 and every proper subset of a circuit is independent. lifarS, A C S, p(AUzx) = p(A)
it is said thatr depend®on A and it is denoted by ~ A. If every set of cardinality is a base
in S with 1 <[ < n wheren is the number of elements 6f, the matroid is said to beniform,
denoted by, ,,. With any matroid, one can associate its dual.

Definition 2.2 [26] If B = {B; : i € I} is the set of bases of a matrod. Then the dual
matroid9t* of a matroidt is defined by the set of basBs = {S\ B, : i € I}.

It is said that a matroi@)t is connectedr non-separablef for every pair of distinct elements
x andy of S there is a circuit ofJt containingz andy. Moreover, a matroié@dt is connected if
and only if its duab)t* is connected. It appears that if a matra@ltlis connected then we do not
need to know the full set of circuits 8t in order to be able to specify the matroid completely.

Theorem 2.3 [26] Let 9t be a connected matroid af and letz be a fixed element &f. The
collection of circuits ofJt which containse uniquely determine3n.

A matroid is said to be representable over a fiBldf there exists a vector spadé over IF
together with a ma@ : S — V which represents the rank. However, the representability
problem for matroids is still not completely solved. See, for instance, [26, Chapter 9] for some
results on this problem.

Brickell and Davenport were the first to point out the relation between ideal LSSS and
matroids over the set = {0,1,...,n} = {F} UP.

Definition 2.4 [4] Consider an ideal SSS and define the set
D={ACP:3ye Asuchthaty ~ A\ y}.

Theorem 2.5 [4, 13, 11] LetT" be an ideal connected access structurgfowith'~ = {C;,i €
I}. Then the setéP,} U C;, @ € I are all circuits throughF, of a unique matroid (by Theorem
2.3) defined o = {5} UP. This matroid is called to be induced byand denoted by (T").
The setD is the set of the dependent sets of the connected matroid.
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The opposite relation is also true.

Theorem 2.6 [4] Let 9t = (S,Z) be a connected representable matroid anddgt S. Then
there exists a connected ideal SSSPos S \ { Fy} with a dealerP, such thatD = 7.

A relation between the dual access structures and matroids also holds.

Theorem 2.7 [13, 11] Let I" be a connected ideal access structure that induces a matroid
9 (T). Then the dual access structure induces a matroidJ(I't) and

M(I)* = M(IH).

Theorem 2.8 [13, 11] LetI" be an ideal access structure that induces a matfid’). Then
I" is connected if and only {bt(T") is connected.

2.2. ldeal LSSS and Error-Correcting Codes

Let F be a finite field and let the set of secretsie= Fr°. We will consider only the case

po = 1. Associate with each playdr, (1 < i < n) a positive integep; such that the sets

of possible shares for playét;, is a linear subspac8; = FP:. Analogouslyp, is associated

with the dealerP,. Denote byp = > "  p; and by N = p, + p. Then the sharing space
Z=8 x---x8, =FandK x Z = FY. From now on we will consider only connected
access structures. However when we speak about error-correcting codes we always will assume
thatp;, = 1 forall 0 <i <n (i.e. ideal case), henge=n andN = n + 1 hold.

Now we will give some notions from the theory of error-correcting codes. Any non-empty
subset’ of FV is called acodeand the parametéY is called thdengthof the code. Each vector
in C is called acodewordof C. Define theminimum distancef a codeC as the smallest of all
(Hemming) distances between different codeword§.irt follows from this definition that a
code with minimum distancé,,;,, can correct (d,., — 1)/2] errors, since spheres with this
radius are disjoint (see [19]). If,.;, is even the code catletectd,,;,,/2 errors, meaning that
a received word cannot have distantg, /2 to one codeword and distance less tfaf, /2 to
another one. It may however have distargg, /2 to more codewords.

Something more actually can be said. Cddean decode errors aretasuressimultane-
ously. An erasure is an ambiguously received coordinate (the value is undecided), thus the
erasures can be considered as errors in known positionsC beta code of lengtiv with
minimum distancel,,;, and lete = |(d,.., — 1)/2]. Then the code can correfcerrors and:
erasures as long @8 + ¢ < d,,;,. In other words, the transmitted codeword should be retriev-
able if during the transmission at masof the symbols in the word are erased and at nhost
received symbols are incorrect.

If C is aT-dimensional subspace @f", then the cod& is linear and its characteristic
parameters are given B, 7', d,.;,,]. The seC+ is an(N — T')-dimensional linear subspace of
FY and is called thelual codeof C.

There are two methods to define a linear cddea generator matrixand aparity check
matrix. A generator matribof a linear code is any7’ x N matrix G whose rows form a basis
for C. A generator matrixd of C* is called aparity check matrixfor C. Clearly, the matrix
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H is of size(N — T') x N. It follows thatx € C if and only if Hx? = 0, or in other words
HGT = GHT = 0 holds.

The following relation between representable matroids and error-correcting codes is well
known. Considering the columns of the generator matrix of a linear ¢odbey define a
representable (oveéf) matroidt on the set of pointss = {F} U P. All generator matrices
of the codeC define the same matroftit, and hence the matroid is said to be associated to the
codeC and is denoted b$Jt(C). In addition it is said that the codgis a representation of the
matroid9t(C). Note that while a unique matroid is associated to a linear code, different codes
can be represented by the same matroid. The matroid that is associated with the dat code
is the dual matroid(C)*, i.e, M(C)* = M(CL).

For any[N, T, d,..,] code, the following inequality known as tt&ngleton boundolds,
dpmin < N +1—T. In particular, ifd,,;,, = N +1 — T then the[N, T, d,,;,] code is called
maximum distance separab{®DS). MDS codes, in particular Reed-Solomon codes, have
interesting properties which are often used in cryptography and particularly in secret sharing
schemes. The following property of MDS codes is well known.

Lemma 2.9 [19] Let C be a[N, T', d,.;,] code. Then the following statements are equivalent:
1. Cisan[N,T,N + 1 —T] MDS code,
2. anyT columns of a generator matrix Gfare linearly independent,
3. Ctisan|[N,N —T,T + 1] MDS code.

McEliece and Sarwate [18] reformulated Shamir’s scheme in terms of Reed-Solomon codes
instead of polynomials, improving it by adding error-correcting capabilities. The general re-
lationship between linear codes and secret sharing schemes was established by Massey [16],
Blakley and Kabatianskii [7]. In fact, the coding theoretic approach can be reformulated as the
vector space construction, which was introduced by Brickel in [3]. This approach was general-
ized to the so-called generalized vector space construction by Van Dijk [10]. Two approaches to
the construction of secret sharing schemes based on linear codes could be distinguished. These
two types of approaches can be described as follows.

The firstapproach uses dn, k + 1, d,.;,,] linear codeC. LetG be a generator matrix of, so
itis a(k+ 1) x n matrix. The dealeP, chooses a random information vectoe F**!, subject
to x; = s — the secret. Then he calculates the codewoobrresponding to this information
vector asy = xG, (y € F*). Then the dealeP, givesy; to playerP; to be his share.

The secret sharing schemes based on linear codes with respect to the first approach were
considered by Shamir, in terms of polynomials. In terms of vector spaces, Brickell studied it
and a generalization was given by Van Dijk. As we will see in the next section the monotone
span program approach could also be considered as an approach of this kind.

Theorem 2.10[3] Let G be a generator matrix of afn, k + 1, d,.;,] linear code. In a secret
sharing scheme based @has described above a set of shares belonging to players P
determines the secretif and only if the vectok is a linear combination of the columns in the
generator matrixG with indices inA. Furthermore, the secret-sharing is perfect.
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The secon@pproach uses gtV = n + 1,k + 1, di) linear codeC. LetG be a generator
matrix of C, so itis(k + 1) x (n + 1). The dealet?, calculates the codewordasy = xG,
(y € FY), from a random information vector € F**!, subject toy, = s — the secret. Then
the dealer, givesy; to playerP; to be his share.

Theorem 2.11[16] Let Ghea generator matrix of aim+1, k+1, d,,.;,,] linear code. In a secret
sharing scheme based GhAwith respect to the second approach a set of shares belonging to
playersA C P determines the secreif and only if the first column id- is a linear combination

of the columns with indices iA. Furthermore, the secret-sharing is perfect.

Secret sharing schemes based on codes with respect to the second approach were considered by
Massey. The two approaches seem different but they are related. In the first approach all the
shares form @ompletecodeword of the code, while in the second one all the shares form only
part of a codeword. But as Van Dijk [10] proved one can simply transform the matrices of the
codes, setting: = (e | G). Hence one can consider the catleo be obtained from the cod®
by puncturingi.e. by deleting a coordinate [19].

We will illustrate the error correcting influence to SSSs by the following example, given by
McEliece and Sarwate.

Theorem 2.12[18] Consider ank + 1-dimensional MDS codé of lengthN = n + 1 overF
and select at random any of thig|* codewords: = (co, ¢y, .. ., c,) Withcy = s (s is the secret
to be shared). The dealer givesas a share to participant, 1 < i < n.
If £+ 1+ 2k, or more participants pool together their shares, and at ntQsif these values
are incorrect, then the secretcan be recovered correctly and the lying participants can be
identified.
If & + 2k, or less participants pool together their shares, and precigéglpf these values
are incorrect, then the secretcannot be recovered correctly. In fact, each value & equally
likely.
To prove this theorem, it is sufficient to interpret the missing shares as erasures and use the
theory above. By making use of Reed-Solomon codes, the authors showed that recovery of the
secret can in fact, be done efficiently.

Corollary 2.13 The secret sharing schemes defined in Theorem 2.12 is a perfeg¢tthreshold
scheme, secure agairnist corrupt (cheating) playersi{, < k).

In SSSs, cheaters may disclose incorrect shares causing honest participants to recover a forged
secret. This problem s closely related to error-correcting codes. Thus the McEliece and Sarwate
result could be restated as follows. For Shamiksn)-threshold scheme a collusion bf

cheaters can be identified (and the secret recovered) if and dnly<f| (d,.., — 1)/2], where

dymin 1S the minimum distance of the + 1,k + 1,n + 1 — k] MDS codeC.

3. General Secret Sharing Schemes

3.1. A Linear Algebra View on LSSS

We start with a formal definition of a monotone span program.
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Definition 3.1 [15] A Monotone Span PrograISP) M is a quadruple(lF, M, e, ), where
[ is a finite field, is a matrix (withm rows andd < m columns) oveff, ¢ : {1,...,m} —
{1,...,n} is a surjective (labelling) function and = (1,0,...,0)T € F?is called target
vector. The size of\ is the numbern of rows and is denoted as sizet).

As 1) labels each row with a numbeéfrom {1,...,m}, corresponding to playe?,;, one can
imagine that each player owns one or more rows from the matrix. Also consider a “fungtion”
from{P,...,P,} to{l,...,m} which gives for every playeP, the set of rows owned by him
(denoted byp(P;)). In some sense is “inverse” ofy. For any set of players C P consider
the matrix consisting of rows these players own\iy i.e. M, g). As it is common, we shall
shorten the notation/, ) to just M. The reader should stay aware of the difference between
Mg for BC PandforB C {1,...,m}.

An MSP is saido compute (complete) access structdievhene € im(M7) if and only if
Ais a member of'. We denote such an access structuré'py1). It is said thatA is accepted
by M if and only if A € T', otherwise it is said thadl is rejectedby M. In other words, the
players inA can reconstruct the secret precisely if the rows they own contain in their linear
span the target vector 0¥1, and otherwise they get no information about the secret. Hence
when a setd is accepted byM there exists a so-calledcombination vectofcolumn) A such
that M I\ = e. Using the recombination vectox it is easy to see that the following relation
holds (X, M (s, p)T) = (MIX, (s,p)T) = (g, (s, p)T) = s for any secret and any random
vector p. Notice that the vectos ¢ im(M7%) if and only if there exists a vectde € F¢ such
that Mgk = 0 andk; = 1. The equivalence follows from the following remark. Recall that
im(MZ%) = (ker(Mp))*, thuse ¢ im(MZ%) if and only if there exists a vectd¢ € ker(Mp)
with (e, k) # 0, i.e. ky # 0.

In general any non-zero vector can serve as a target vector for the MSP. It is straightforward
to construct an MSPM with a target vectod (all 1 vector) starting from an MSR1 with a
target vectoe (and vice versa) by adding (subtracting) the first column of the mattito all
other columns of\/. In other words there exists a matdx with A/ = M D. Recall that an
SSS is calleddeal if any participant has only one share. In case an ideal LSSS is induced by
an MSP we will call the MShdeal. Let M be a MSP computing(M). We call an MSP the
dual MSPif it computesl’(M)+ and will denote it byM~*. We stress here that

A € I « 3 AecF*W suchthatMix =¢

2
B ¢ ' «— 3 ke F suchthatMzk =0 and k; = 1. @

The first property guarantiesorrectnessand the secong@rivacy of the SSSs, see Definition
1.2. Technically property (2) means that when one considers the restricted Matfor some
subsetA of P, the first column is linearly dependent of the other columns if and ony¢f I".
We stress here that the first column/ifi has different role than the other columns, as we will
demonstrate later. Sometimes we will slightly rewrite the first property in the following way:

A€l < I AcF" suchthatM”X =€ and sup(\) C A. 3)
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The vectorX in (3) in fact is the same vector as in (2), but expanded with zeroes. Note that for
a given access structurethere are many MSPs computing it. This fact is analogous to the fact
that for a given code there are many generator (and therefore parity-check) matrices.

Beimel et al. [5] have observed that the number of columhs an MSPM can be in-
creased without modifying the access structure which is computed. However it is always pos-
sible to keep the number of columns upper bounded by the size of the program (since one may
restrict the matrix to a set of linearly independent columns without modifying the function that
is computed). The space generated by2hel up to thed-th column of M cannot contain a
non-zero multiple of the first column. It also follows that one can always replacenideup to
the d-th column of M by any set of vectors that generates the same space, without modifying
the access structure that is computed.

Now we present the protocol of the linear algebra view on Shamir's SSS as given in [8] (see
Fig. 2).

Sharing Phase:

Considern players, letk be the threshold and let be a secret from
some finite fieldf. Each playef?; is associated publicly with a non-zero
elemento; € T, so|P| < |F|. Let M be an(n, k + 1)-Vandermonde
matrix generated by, fori = 1,...,n. M is made public.

1. The dealerP, chooses a random column vectorc F¥*! subject
to the conditionx; = s.

2. Each share; is computed by the dealét, ass, = M;x and then
transmittedsecretlyto participant?;.

Reconstruction Phase:

e Let A C P and|A| > k + 1. Using elementary linear algebra the
players inA computeX € FI4l such thatV/ i\ = e. Write Mx =
sand M x = ss. Then(\;sa) = (A, Max) = (MIA,x) =
(e, x) = s, which they can compute efficiently.

e Regarding privacy, letB| = k, and consider the joint informatiof
held by the players i3, i.e. Mpx = sg. Lets’ € F be arbitrary,
and letk € F**! such thatMzk = 0 andk; = 1. Thensg =
Mp(x + k(s — s)) where the first coordinate of the argument
k(s'—s) is now equal ta’. This means that, from the point of vie
of the players inB, their sharesy are equally likely consister
with any secret’ € F.

—- <=
=~

Figure 2. Shamir’'s Secret Sharing Scheme as an MSP [8]

Definition 3.2 [10] Let '~ = {X},..., X,.}. Then the set of vectots = {c' e F™ : 1 <i <
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r} is said to besuitablefor the access structur if C' satisfies the following properties:
e sups(c') = X;forl <i<r;

e for any vector(yy, ..., u,) in F”, such thaty "), u; # 0, there exists aseX € I' = A°
satisfyingX C sup,(>_;_, uic').

Lemma 3.3 LetI'™ = {X},..., X, } be an access structure computed by an M&PAIso let

A € F™ be the recombination vector that correspondsito(see (2) and (3)). Then the set of
vectorsC = {\*: 1 < i < r} defines a suitable set of vectors for the complete access structure
I.

In the next theorem Van Dijk provides an important link between a parity check matrix of a
code generated as a span of suitable vectors and an MSP matrix.

Theorem 3.4 [10] Let '~ = {X,..., X, }. Consider a set of vectols = {c' : 1 <i < r}.
Let H be a parity check matrix of the code generated by the linear span of the vétteis,

1 < i < randletHd be of the formH = (e | H') (This can be assumed without loss of
generality). Then the MSP with the matri¥ defined byM? = H’ computes the access
structurel” if and only if the set of vectoiS is suitable forl".

There is a tight connection between an access structure and its dual. It turns out that the codes
generated by the corresponding sets of suitable vectors are dual.

Theorem 3.5[10] Let '™ = {X;,..., X, } be an access structure ariflt)~ = {Z,,..., Z;}
be its dual. Then there exists a suitableGet {c' : 1 < i < r} for I' if and only if there exists
a suitable seC*+ = {hi : 1 < j <t} for I'*.

Suppose there exists a suitable &efor I and a suitable se€'* for I't. LetC* be the code
defined by the linear span of vectdrd, ¢') : 1 < i < r} and letC* be the code defined by the
linear span of vectors of(1,hJ) : 1 < j < t}. Then the code§* andC! are orthogonal to
each other.

Actually this result can be improved.

Corollary 3.6 [22] Let M be an MSP program computifig and M+ be an MSP computing
the dual access structuié’. Let codeC* have the parity check matrik+ = (¢ | (M*4)T)
and let code” have the parity check matri¥ = (¢ | MT). Then for any MSPM there exists
an MSPM such thatC andC* are dual.

Now it is easy to observe that the approaches of building SSS based on matroids and error-
correcting codes can be considered as particular cases of the monotone span program approach.

3.2. Error-Set Correcting Codes

As usual any non-empty subggbf Fo x ... x FP» = FV is called a code. For a codkthe
set of possible (allowed) distancissdefined by

I'(C) = {A: there exista,binC, a # b such thatp(a,b) C A}
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and theset of forbidden distances defined byA(C) = I'(C)° [23]. It is easy to see thak(C)
is monotone decreasing and thdt) is monotone increasing.

Thus, the lineafn, k, d]-code oveff can be generalized to the lindaf, 7', A(C)]-code over
F. The[N, T, A(C)]-code is called an error-set code [23] because of the property that all vectors
for which the support belongs t&(C) are no codewords. It also implies thatrifs a codeword
thensup,(z) ¢ A(C). Itis clear that forA(C) = {A : |A| < d — 1}, the[n + 1, k, A(C)]-code
coincides with the usual definition i + 1, k, d|-code.

The set ofminimal codewords is defined ds(C)~ = {A : there exista,b in C, a #
b such thatip(a,b) = A but, thereisne,d € C, ¢ # d, dp(c,d) & A}. It was proven that
the error-set correcting codes have similar error-correcting capabilities as classical codes have.

Theorem 3.7 [23] A codeC with set of forbidden distances(C) can correct all errors inA if
and only ifAw A C A(C).

Consider the special case with threshold access structufe~s@A : |A| < e}. Now AWA =
{A:]A] <2} = A(C) and sol'(C) = {A : |A| > 2e + 1}. Hence the minimum distance

of Cisd,;, = 2e + 1. In this case, Theorem 3.7 is equivalent to the classical error-correcting
theorem. A connection between MSP and error-set codes is further established in [23].

Theorem 3.8 Let M = (F, M, e,v) be an MSP computing an access structlireLet C be
an [N, T, A(C)]-code with generator matri% of the formG = (e | MT). Then the minimal
codewords (i.e. those if(C)~) are suitable vectors fof (i.e. these are vectors of the form
(1,¢) andsupp(c) € T'1).

Definition 3.9 [22] An MSP is calledA-non-redundant (denoted y-rMSP) when € ker(M7)
<= v #0andsupp(v) € I' (I' = A°).

Corollary 3.10 [23] Let M+ be aA*+-rMSP computing™* and let M be the matrix of the
dual MSPM computingl'. LetC be an error-set correcting code with a generator matiof
the formG = (e | M™). Then the set of forbidden distanc&$¢C) is equal toA* w {0, Py}

Corollary 3.11 [23] An error-set correcting cod€ corrects A4 (k, in the threshold case)
errors and one erasure (e.g P }) if and only if A, w A4 C At (analogoushy2k, < n — k).

Note that no relation betweeh and A 4 (or for k andk,) is required. Thus the main differ-
ence between error-set correcting codes and SSS is that the SSS provides addutitvaealy
meaning that\ 2 A 4 (ork > k).

4. Concussions

In this paper we give an overview of some of the approaches for building secret sharing schemes.
First we present two approaches based on well studied objects, namely, error correcting codes -
to build threshold SSS and matroids - to build ideal linear SSS. These approaches are efficient
but not general. The first known techniques for building general SSS lead to exponential number

of shares. Moreover these approaches are not suitable for building more complex protocols like

verifiable SSS or multi party computation on the top of SSS.
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Ideal LSSS Matroids

In 1993 MSP have been introduced as an algebraic model of computation. Later it has been
proven that for any general access structure can be build linear SSS based on MSPs. Moreover
the number of shares in the worst case is super-polynomial. On the other hand MSPs can be
considered as a generalization of matroids. Recently we have introduced error-set codes as a
generalization of the notion of codes. By means of error-set codes and MSPs one can build
general SSS. Moreover this approach is general and can easily be applied to more complex
protocols, which use SSS as a building block.

LSES MSP

Finally we have shown that the relations that are valid between ideal linear SSS, matroids
and error-correcting codes are also valid between their generalizations - LSSS, MSP and error-
set codes, respectively (see the figures).
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