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Abstract. Let R:,, denote the set of t-resilient Boolean functions of n
variables. First, we prove that the covering radius of the binary Reed-
Muller code RM (2,6) in the sets Ri, t = 0, 1,2 is 16. Second, we show
that the covering radius of the binary Reed-Muller code RM(2,7) in the
set Ra,7 is 32. We derive a new lower bound for the covering radius of
the Reed-Muller code RM(2,n) in the set Rp—4,». Finally, we present
new lower bounds in the sets R¢,7, t = 0,1, 2.

1 Introduction

In the standard model of stream cipher the outputs of several independent
Linear Feedback Shift Register (LFSR) sequences are combined using a
nonlinear Boolean function to produce the keystream. Siegenthaler [14]
was the first to point out that the combining function should possess
certain properties in order to resist divide-and-conquer attacks. A Boolean
function to be used in stream ciphers should satisfy several properties.
Balancedness — the Boolean function has to output zeros and ones with
equal probabilities. High nonlinearity - the Boolean function has to be at
sufficiently high distance from any affine function. Correlation-immunity
(of order t) - the output of the function should be statistically independent
of the combination of any ¢ of its inputs. A balanced correlation-immune
function is called resilient. Other important factors are high algebraic
degree and simple implementation in hardware. It is known that there are
certain trade-offs involved among these parameters. In order to achieve
the desired trade-offs designers typically fix one or two parameters and
try to optimize the others.



Recently also algebraic attacks [3,4] have been applied successfully to
stream ciphers. The central idea in the algebraic attacks is to use a lower
degree approximation of the combining Boolean function and then to solve
an over-defined system of nonlinear multivariate equations of low degree
by efficient methods such as XL or simple linearization [5]. In order to
resist these attacks, the Boolean function should also have a high distance
to lower order degree functions.

Kurosawa et al. [7] have introduced a new covering radius, which mea-
sures the maximum distance between t-resilient functions and r-th de-
gree functions or the r-th order Reed-Muller code RM (r,n). That is
p(t,r,n) = maxd(f(x), RM(r,n)), where the maximum is taken over the
set Ry, of t-resilient Boolean functions of n variables. They also provide
a table with certain lower and upper bounds for p(t,r,n).

In this paper we prove exact values of the covering radius p(t,2,6), for
t =0,1,2 and p(3,2,7). We also generalize our method and find a new
lower bound for the covering radius of the Reed-Muller code RM (2,n) in
the set Ryp—4.n.

The rest of the paper is organized as follows. In Sect. 2 we give some
definitions and known results that will be used later in our investigations.
Our main results are described in Sect. 3 and 4. In Sect. 3 we prove that
the covering radius of the binary Reed-Muller code RM (2,6) in the sets
Rie, t =0,1,2 is 16 and in Sect. 4 we present a proof that the covering
radius of the binary Reed-Muller code RM (2,7) in the set R37 is 32. In
this section we derive a new lower bound for the covering radius of the
Reed-Muller code RM (2,n) in the set Ry_4,. Finally, the lower bounds
of [7] in the sets Ry 7, t = 0,1, 2 are improved.

2 Background and Related Work

Let f(Z) be a Boolean function on F4. Any Boolean function can be
uniquely expressed in algebraic normal form (ANF):

f(f): Z h(al,...,an)x?l---x%",

(a1 ,~~-7an)€F§l

h is a function on F4, defined by h(a) = > .., f(Z) for any a € Fy,
where Z < @ means that x; < a; for all i € {1,...,n}. The algebraic
degree of f, denoted by deg(f), is defined as the number of variables in
the highest term z{* - - - %" in the ANF of f, for which h(ay,...,a,) # 0.
If the highest term of f that contains x; has degree at most one, z; is
called a linear variable. If deg(f) < 1 then f is called an affine function.



The minimum distance between f and the set of all affine functions is
called the nonlinearity of f and is denoted by Ny.

Let T = (z1,22,...,%pn), W = (wi,w2 - -wy) be vectors in Fy = GF(2)",
and T - W = zwy + Xows + - -+ + Tpwy, be their dot product. The Walsh
transform of f(7) is a real-valued function over [F§ that is defined as

Wyi@) = 3 (19,
TEFy
A very important equation related to the values in the Walsh spectrum
of a Boolean function f(Z) is the Parseval equation:

2 : 2/(—\ _ 92n
weFy
Correlation-immune Boolean functions can be defined in various ways,

but for our purposes it is convenient to use as a definition the following
spectral characterization given by Xiao and Massey [16].

Definition 1. A function f(Z) is t-th order correlation-immune if and
only if its Walsh transform Wy satisfies Wy(w) = 0, for 1 < wt(w) < t.
Balanced t-th order correlation-immune functions are called t-resilient
functions, i.e. W¢(@) =0, for 0 < wt(w) < t.

Siegenthaler’s Inequality [13] states that if the function f is a correlation-
immune function of order ¢ then deg(f) < n—t. Moreover, if f is t-resilient
then deg(f) <n—t—-1,t<n—1.

If a variable x; is linear for a function f we can present f in the form

f(l'l, ey L1, Ty Ty 1y v - ,l‘n) = g(l‘l, ey i1, Tig 1y - - .,Cf)n) —+ x;.

A Boolean function f(Z) on F% is said to be a plateaud function if its
Walsh transform W only takes three values 0 and £\, where ) is a
positive integer, called amplitude of the plateaud function. Because of
the Parseval’s relation, A cannot be zero and must be a power 2", where
5 <r<n.

Lemma 1. [15] Let x,, 41 be a linear variable, i.e., f(x1,...,%n, Tnt1) =
9(x1,...,xn) + cTpy1, where ¢ € {0,1} and g(z1,...,xy,) is t-resilient.
Then f(x1,...,%n, Tny1) s t + 1-resilient and Ny = 2N,,.

Recently Sarkar and Maitra [11], Tarannikov [15], Zhang and Zheng [18]
have proved independently that when ¢ > ”T_l, the nonlinearity Ny of a
t-resilient function satisfies the condition Ny < 2n~1 — 2t+1,



Let f be a Boolean function on Fy and @ be a vector in [F%, such that
wt(w) = r. By fz we denote the Boolean function on Fy™", defined as
follows. Let i1,...,7, be such that w;, = --- = w;, = 1 and w; = 0 for
J ¢ {i1,...,ir}. Then fg is formed from f by setting the variable z; to 0
if and only if j € {i1,..., i }.

Theorem 1. [10] Let f(x1,...,zy) be a Boolean function and @ € FY.
Then
D W) = 2" — 2Ot (f5).

0<w

It is well known that the codewords of the r-th order Reed-Muller code of
length 2™ (denoted by RM (r,n)) may be presented by the set of Boolean
functions of degree < r in n variables. The covering radius of RM (r,n)
is defined as

p(r,n) = maxd(f(z), RM(r,n)),

where the maximum is taken over all Boolean functions f(Z).
A new covering radius of RM (r,n) from a cryptographic point of view
was introduced in [7]. It is defined as the maximum distance between
t-resilient functions Ry, and the r-th order Reed-Muller code RM (r,n).
That is,

p(t,r,n) f(%lg%m d(f(z), RM(r,n)).
It is clear that 0 < p(t,r,n) < p(r,n). The Siegentaler’s inequality
gives that p(t,r,n) # 0, when n > t 4+ r + 1. Note that nl(f(z)) =
d(f,RM(1,n)). In fact, in thist terminology an upper bound on 4(t, 1,n)
has been derived in [11, 15, 18].
For the new covering radius p(¢, r,n) the authors in [7] derived some lower
and upper bounds which are presented in Table 1. The entry a — b means
that a < p(t,r,n) <b

3 The Covering Radius of RM(2,6) in the Set R,¢ for
t=0,1,2

We begin with the following lemma.

Lemma 2. If a Boolean function f(T) on FS is at distance 18 from
RM(2,6), then its degree is 3.



Table 1. Numerical data of the bounds on p(¢,7,n)

n (1 2 3 4 5 6 7
r=1 0o 2 4 12 26 56
r=2 0 2 6 12-18 36-44
t=0|r= 0 2 6-8 18-22
r= 0 2 6-8
r= 0 2
r==6 0
n (1 2 3 4 5 6 7
r=1 0 4 12 24 56
r=2 0 6 12-18 28-44
t=1|r = 0 4-8 8-22
r= 0 4-8
r=>5 0
n (1 2 3 4 5 6 7
r=1 0 8 24 48-56
r=2 0 12-16 24-44
t=2r=3 0 8-22
r=4 0

Proof. Let f = (@,b) be the truth table of f(Z), where @ and b are two
binary vectors of length 32. This means that we can represent f(T) as
follows:

f(@) = a(z)(x6 + 1) + b(T) s, (1)

First we will prove that:

(i) @ belongs to a coset of RM (2,5) of minimal weight 6.

(ii) There exists w € RM(2,5), such that b + u belongs to a coset of
RM (1,5) of minimal weight 12.

Consider the coset Cg of RM(2,5), which contains the vector @. Suppose
that the minimal weight of C7 is less than 6 and let w € RM (2,5), such
that d(@,w) = min,ecprar(2,5) d(@,w) < 6, where d(.,.) denotes Hamming
distance between two vectos i.e. the number of position in which they
differ. Let us also consider the coset Cj,; of RM(1,5), which contains
the vector b + %. Since the covering radius of RM(1,5) is 12 (see [1]),
there exists a vector ¥ € RM(1,5), such that d(b+ w,v) < 12. Since
d[(a,b), (u,u+v)] = d(a,u)+d(b+u,v) , the vector (u,u+7v) € RM(2,6)
(see [9]) is at distance less than 18 from f = (@, b) .

But this contradicts our assumption that f is at distance 18 from RM (2, 6).
Hence C7 is with maximal possible minimal weight 6 (see [1,8]) i.e.



mine (2,5 d(@ w) = d(@,u) = 6. Similarly, we can prove that Cj_
has minimal weight 12. Note that (7i) holds for @ as well, since (b, @) is at
distance 18 from RM(2,6).

Table II from [1] shows that by an appropriate affine transformation of
the variables, any Boolean function of 5 variables can be reduced to one
of the functions with 8 possible parts consisting of terms of degree greater
than 2. It is easy to see that only in the following two cases the minimal
weight of the corresponding coset of RM(2,5) is 6:

1. ToX3TALE + T1X2X3 + T1X4T5;

2. T1T2x3 + T1T4T5.

Consulting Table I from [1] we can conclude that the first case is not
possible for cosets of RM(1,5) with minimal weight 12. Therefore in the
representation (1) of f both a(Z) and b(Z) have degree 3.

Similar representation (with subfunctions having degree 3) holds for any
other variable x;, j = 1,...,5. Therefore all functions f(Z|z; = const),
j=1,...,6 are of degree 3 and hence f is of degree equal to 3. ad

Remark 1. J. Schatz proves in [12] that the covering radius of RM (2,6)
is 18 by constructing a coset which has a minimal weight 18. This coset
can be written as f + RM(2,6), where f(Z) = (z12223 + 212475 + 2273 +
xoxy + x3x5)xe + (T17203 + T12475) (T6 + 1).

Lemma 3. The Boolean function gi(T) = x1x2ws + Toxaxs + T3T4T6 +
T1xo + T1x3 + ToTs + X2 + T3 + x4 + T5 + x6 1S 2-1resilient and it is at
distance 16 from RM (2,6).

Proof. By computing the Walsh transform and checking the spectrum,
we see that ¢ () is 2-resilient. The cubic part of ¢g; coincides with the
Boolean function f5(Z) = z1z2w3 + Toxsxs + x3xaxe from [6], where Hou
shows that the coset f;+ RM (2,6) has minimal weight 16. Therefore the
function ¢, (7) is at distance 16 from RM (2,6). 0

;From g1 (%), by using the translation Z — 7 + @, @ € F§ and comple-
menting the values, we can obtain 128 functions, which possess the same
properties as g1 (T).

The function g; (Z) from Lemma 3 achieves maximal possible nonlinearity
24 among the 1-resilient functions of 6 variables, i.e. it is at distance 24
from RM(1,6). This holds since the Walsh spectrum of g¢;(Z) is three
valued, i.e. its Walsh transform values are 0, £16 only. In other words the



function g;(Z) belongs to the class of so-called plateaued functions (see
17,2).

Theorem 2. The covering radius of RM(2,6) in the sets R, t =0,1,2
s 16, i.e.,

p(t,2,6) =16, t=0,1,2.

Proof. According to Lemma 2, any Boolean function at distance 18 from
RM (2,6) has degree 3. By using the results in [6, p.113] we see that the
unique orbit of the general linear group GL(6,2) in RM(3,6)/RM(2,6),
which has as a representative a coset of minimal weight 18, does not
contain balanced functions. Therefore there exist no resilient functions at
distance 18 from RM (2,6). On the other hand by Lemma 3 there exists a
2-resilient function at distance 16 from that code. To complete the proof
we only need the obvious inclusion R, C Ri—1.5. O

4 The Covering Radius of RM (2,7) in the Set R for
t=0,1,2,3

First, we shall prove that the covering radius of RM(2,7) in the set R3 7
is 32. Recall that due to the Siegenthaler’s upper bound the degree of
any 3-resilient function on F} must be at most 3. From now on, when
we say that a Boolean function f is linearly equivalent to f, we actually
mean that f can be reduced by an invertible linear transformation of the
variables to the Boolean function f.

The following lemma summarizes the results from Theorem 8.1 and The-
orem 8.3 from [6].
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Lemma 4. Any Boolean function on F} of degree 3 is linearly equivalent
to a function with cubic part among:

fo = m1w073;

f3 = 217223 + Tow4T5;

fa = 12273 + 1475765

f5 = 112223 + T22475 + T3T4T6;

f6 = T1x20x3 + T1T4T5 + ToT4Te + T3T5T6 + T4T5X6;

fr = 212927 + 237477 + T57677;

f8 = 212203 + T4T576 + T1T4TT;

fo = w1wow3 + owy W5 + 3Ty T + T1T4TT;
fio = 17273 + 47576 + T1T4T7 + T2T5T7;

f11 = 12273 + 212475 + T2T4T6 + T3T5T6 + T4T5T6 + T1TELT;

f12 = T12273 + 12425 + ToT4T6 + T3T5T6 + T4T5X6 + T1TeTT + T2X4X7.

Let pj be the minimal weight of the coset f; + RM(2,7), 2 < j < 12.
Then po = 16, ug = 24, g = 28, s = 32, ug = 36, 7y = 28, ug = 32, ug =
36, Hi10 = 36, M1l = 40 and 12 = 36.

Lemma 5. Let f be a Boolean function on F} of degree 3, linearly equiv-
alent to a function with cubic part among fa, fe, fs, fio, fi1 or fio. Then
f cannot be 2-resilient.

Proof. Suppose that f is 2-resilient and let fbe the image of f under the
linear transformation, such that the cubic part of f € {fi, fe, fs, fi0, f11, f12}-
By [19, Lemma 2] and [11] the Walsh transform values of f are divisible
by 16. Now applying Theorem 1 we get

WH0,0,...,1) + W50,0,...,0) = 128 — 4 - wt(fo,..1)).
Thus, 4 is a divisor of U”f(f(o,o,...,l))- If f € {f1, fs, fro} the function
f(0,0,...,1) belongs to the coset f, + RM (2,6), if f € {fs, f11, f12} then f
belongs to the coset fg + RM(2,6) (recall that the subfunction f(o, .. 1)
is obtained by setting x7 = 0). But from [6, p.113] we see that there is no
weight divisible by 4 in these cosets, which leads to a contradiction. O

Lemma 6. Let f be a Boolean function on F} of degree 3 linearly equiva-
lent to a function with cubic part equal to fo = r1Tox3+xox4x5+T3T4T6+
r1z4x7. Then f cannot be 3-resilient.
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Proof. We first proof by contradiction that a function fof the form f:
fo + g(T), where g(Z) € RM(2,7), cannot be 3-resilient. Suppose the
function f is 3-resilient. Notice that the weight of f is even, for each
w with Hamming weight at most 3. By our assumption and Theorem
1, Wf(@) = 0 for all w with Hamming weight at most 3. Consider the
following vectors w;, for i = 1,...,4 with Hamming weight 4:

(0001111), (1010011), (1100101), (0110110) .

These vectors are the only ones of Hamming weight 4 for which the cor-
responding function f,, from Theorem 1 has maximum degree and thus
has odd Hamming weight. Applying Theorem 1 and Definition 1, those
vectors have Walsh transform values which absolute value is equal to 32k
with k£ an odd integer.

The vectors w for which the set {0 0 < @, wt(w) >4 and |Wf(9)\ = 32k,
with & odd} has odd cardinality, will also have Walsh transform value with
absolute value equal to 32k with k& odd, based on the same arguments.
So, we also get the following vectors: 12 vectors of Hamming weight 5,
formed by extending each of the previous vectors of Hamming weight 4:

(0011111), (0101111), (1001111),
(1110011), (1011011), (1010111),
(1110101), (1101101), (1100111),
(1110110), (0111110), (0110111)

and four vectors of Hamming weight 6:
(1110111),(1111011),(1111101),(1111110) .

In total we have 20 vectors which have nonzero Walsh transform val-
ues divisible by 32. The Parseval equation ) W}%(w) = 21 leads to a

contradiction.

However, because resiliency is not a linear invariant property, this proof
does not imply that any other function which is linearly equivalent to
a function of the class of fg, cannot be 3-resilient. If there exists a 3-
resilient function which is linearly equivalent to a function of the class fo,
it should be a plateaud function which has Walsh transform values equal
to {—32,0,32}. This is explained by the fact that for a 3-resilient function
the Walsh transform values should be divisble by 32 and the maximum
Walsh value cannot be grater than 64 (otherwise the nonlinearity would
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be less than 32, which contradicts the covering radius 36 of the class
fo). As the frequency distribution of the Walsh transform values is a
linear invariant property, it suffices to show that there are no plateaud
functions with Walsh transform values equal to {—32,0,32} in the set
{fo+9(@) | g(x) € RM(2,7)}. By exhaustive search, we haven’t found
any function with Walsh spectrum {—32,0,32}. Also functions with 5-
valued spectrum {—32,—16,0,16,32} do not belong to this set, which
implies that there are no 2-resilient function which are linearly equivalent
to a function of the class fy. O

Lemma 7. The Boolean function g2(T) = x1Tox3 + Tox4T5 + T3x4T6 +
T1T9 + T1T3 + ToTs + T + T3 + T4 + x5 + X6 + X7 is 3-resilient and it is
at distance 32 from RM (2,7).

Proof. Since go(x1,...,27) = g1(21,...,x¢) + 7 and g1 achieves the cov-
ering radius if RM(2,6) in Rae then it is easy to see that go(T) is 3-
resilient and it is at distance 32 from RM (2,7). 0

The Walsh spectrum of go(T) is three valued i.e. the Walsh transform
values are 0,+32 only. Therefore the distance between gy and RM (1,7)
is the maximal possible, namely 48.

Theorem 3. The covering radius of RM(2,7) in the set Ra 7 is 32.

Proof. Lemma 5 and Lemma 6 imply that if a Boolean function is at
distance greater than 32 from RM (2,7), it cannot be 3-resilient. On the
other hand, by Lemma 7 there exists a 3-resilient function at distance 32
from RM(2,7), which completes the proof. O

Theorem 4. The covering radius of the Reed-Muller code RM(2,n) in
the set Ry_a.n is bounded from below by 272, when n > 6, i.e.

2n_2 < ﬁ(n - 45 27”)

Proof. The proof is by induction on n. Lemma 3 is in fact the basis of
the induction and then we proceed in a similar way as in Lemma 7.

In the following lemmas we improve the lower bounds for the covering
radius in the sets Ry 7 for t =0, 1.

Proposition 1. The Boolean function g3(T) = x1xox3+r12425+ 222426+
T3T5T6 + T4x5T6 + T1T6x7 + 1 + X2 18 0-resilient (balanced) and it is at
distance 40 from RM(2,7).
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Proposition 2. The Boolean function g4(T) = 12203+ T124T7+ T2 475+
T3T4%6 + T127 + 5 + x6 + 7 05 L-resilient and it is at distance 36 from
RM(2,7).

In Table 2 below we present the numerical values of j(t,2,n) that are
obtained from Theorem 2, Theorem 3, Lemma 1 and Lemma 2.

Table 2. Numerical results for p(¢,2,n) from Theorem 2, Theorem 3, Lemma 1 and
Lemma 2 (marked by (a), (b), (¢) and (d) respectively). The entry a — b means that
a < p(t,r,n) <b

n |l 2 3 4 5 6 7
0fr =2 0 2 6 16 409-44
=1lr=2 0 6 16 36944
=2lr=2 0 16 32(M_44
3lr=2 0 320

5 Conclusions and Open Problems

In this paper we continued the study of the covering radius in the set of
the resilient functions, started by [7]. This study is interesting because it
enables us to investigate the trade-off among the resistance of different
types of attacks.

Using some results of coding theory, we could find exact values in dimen-
sion 6 and improve the bounds in dimension 7 for the covering radius in
the set of ¢-resilient functions with ¢ < n — 4 of the second Reed-Muller
code. We also generalized our methods to find a new lower bound for the
covering radius in the set of the n — 4 resilient functions of the second
Reed-Muller code.

The next step in our research is to improve the other lower bounds from
Table 1 and to generalize our results for higher dimensions.
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