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Based on a classification of invariants, we show how to efficiently classify
Boolean functions in 6 and 7 variables of degree 3. The sizes of the orbits

for every class is determined in the same time.
INTRODUCTION

A well-known and widely used approach in the study of algebraic objects is
the investigation of their sub-objects and quotient objects. Consider the set of
Boolean functions on F% of degree less than or equal to r for 0 < r < n, which can
also be seen as the Reed-Muller code RM (r,n) of order r. The automorphism
group of RM (r,n) is equal to the general affine group AGL(n,2) forall1 <r <n
[MS91, Theorem 24]. For —1 < s < r < n, the quotient space of RM(r,n) by
the sub-code RM(s,n) is denoted by RM (r,n)/RM (s,n). Consequently, two
Boolean functions fi, fo of RM(r,n)/RM(s,n) are said to be equivalent over
RM (s,n) if fi(Z) = f2(FA@® b)mod RM (s,n). If s = 1, this means that

f1(T) = fo(TASa)@T-B®b, Yo cFy, (1)

where A is a nonsingular binary n x n-matrix, b is a binary constant, and @, B
are n-dimensional binary vectors. If s = 0, then B is zero and the functions f;
and f, are said to be equivalent over RM(0,n). If B,b are 0, the functions are
equivalent over RM(—1,n). A property is called RM (s,n) invariant property if

it is invariant over RM (s,n). For s = 1, it is called affine equivalence. Note that



on RM(r,n)/RM(r — 1,n) for 0 < r < n, the action of AGL(n, 2) is reduced to
the action of the general linear group GL(n,2).

An overview of known and new invariant properties over RM (s,n) for s =
1,0, —1 is presented. Based on these invariants, we show how efficiently to classify
the Boolean functions of 6 variables and 7 variables of degree 3. The advantage of
this classification is that in the same time the sizes of the orbits for each class are
computed. This number determines the density of that class and can be used in
order to compute the number of Boolean functions which are correlation-immune,

resilient, or satisfy a certain order of propagation characteristics following the
method presented in [BBNPO04].

Invariant Properties

Equivalence classes provide a powerful tool in both the construction and analysis
of Boolean functions for cryptography. In particular, rather than considering the
entire space of 22" functions a reduced view can be found in the consideration of
only one function from each class. We start by giving an overview of the invariant
properties over RM(s,n) for s = 1,0,—1. The computational complexity of
determining if the Boolean function satisfies the property is an important measure

for the efficiency of the property.

Invariant Properties over RM(1,n)

A well-known invariant property is the distribution of the absolute Walsh and
autocorrelation values which is denoted as a set of tuples in which the first ele-
ment represents the absolute value in the spectrum and the second element the
number of occurrence. Consequently, also other properties which are derived
from the Walsh and autocorrelation spectrum like nonlinearity, dimension of the
linear space, GAC indicators, distance to functions with non-zero linear struc-
tures [MS89], etc., are invariant properties. Relations between the Walsh and
autocorrelation values for two equivalent functions are derived in [Pre93|. The
Walsh and autocorrelation spectrum can be determined with complexity O(n2")
using Fast Fourier Transform [CT93].

In [LZ96, LVi98], the invariants stabilisator, index and height are introduced.
The stabilisator is defined as the order of the group of linear (affine) transforma-
tions that keeps the function invariant. The dimension of the largest flat on which
f is affine is called the index. The height of a function is defined as the smallest



dimension of a flat V' for which Dy f = 0. The properties height and index can
be generalized by the number of flats for which the corresponding property is
satisfied. Related to the index of a function is the property of weakly normality
which was proven to be affine invariant property in [Dub01]. These invariants
have very high computational complexity (almost equal to the order of the group
of linear (affine) transformations for the stabilisator and the number of flats of
certain dimension for the height and index). Consequently, they cannot be used
efficiently for determining inequivalence for higher dimensions (i.e. n > 13..15).

Dillon proved in [Dil74] the invariance of the set of derivatives, i.e., the sets
of all k-dimensional derivatives are invariant for any 1 < k < n. Consequently,
this explains why the height of a Boolean function is an invariant.

In [BLO3], the relation between restriction and derivation was noticed. More-
over, it was shown that the set of restrictions with respect to hyperplanes is an
invariant. More generally, the set of restrictions with respect to subspaces of
dimension k£ with 1 < k < n is invariant.

Fuller and Millan introduced in [FMO03] the concept of connection functions,
which are functions that differ from the original function with distance one. The
set of 2" connection functions are invariant. Moreover, this concept can be gen-
eralized to connection functions of any distance 1 < d < 2" — 1 (see [MFDO04]).

The weight distribution of the minimal words of f & g for all g € RM(1,n)
was noticed to be an invariant property in [BMO04]. Here a minimal word is
a codeword whose support does not contain the support of another codeword.
Properties on minimal codewords are derived in [AB98]. The complexity of this
invariant can be approximated by O(2%"). However, this can only be used as
distinguisher for Boolean functions of low degree with respect to the number of
variables, since the weight of a codeword should be less than 2" — Z?Zl (") +1
in order to be a minimal word.

The number of bases in the set of vectors with the same absolute value in
the Walsh and in the autocorrelation spectrum is shown to be an affine invariant
property in [BBNP04]. The proof follows immediately from the fact that between
the sets of bases there exists a bijective correspondence. The complexity of the

invariant mainly depends on the spectra and is different for each Boolean function.



Invariant Properties over RM(0,n)

The number of flats of dimension k£ for 1 < k£ < n on which a Boolean function
is constant, related to the property of k-normality, is an RM (0, n) invariant.

It was noted in [Lea04] that the approach using connection functions, intro-
duced by Fuller and Millan, does not work for bent functions since the Walsh and
autocorrelation spectrum of the connection functions are too similar. Therefore
Leander presented in [Lea04] a further generalization which can only be used for
checking equivalence over RM (0, n). Instead of adding a function of low weight
a quadratic function of the form z;z; for 1 <1 < j < n was added. This requires
o functions to be tested.

We now present a new invariant property, which can be used for testing
equivalence over RM (0,n) of bent functions and which is more efficient then the
approach of Leander. This set consists of the 2"*! product functions, which are
the functions obtained by the product with an affine function. It is easy to prove
that if we have two equivalent functions fi, fo with f1(Z) = f2(TA @ @) @ b then
their product functions are invariant over RM (1,n). This follows from the fact
that f1(T)(C T D cy) = fo(T)(d-T D dy) ® BT @ b if and only if d = AL,
dy = CA7'@ @ ¢y, B = b(eA™Y), and b' = b(cA™'@ @ cp) where ¢,d € F} and
co, do € F.

The tuple consisting of the size of the annihilators of a function [MPC04]
and its complement is an invariant over RM(0,n). Let fi1(T) = fo(TA D @) @ b,
then if g is annihilator of fi, g(TA™" @ @A™") is annihilator of f,(Z) ® b. This
is an efficient invariant for functions with small number of variables. But, the

complexity of the invariant increases very fast with the dimension.

Invariant of RM(—1,n)

The most efficient invariant is the weight of the function. Balanced functions
are invariant, while non-balanced functions split into two classes under RM (0, n)

invariance.

Equivalence Classes and Sizes of Boolean Functions in 6 variables

Equivalence Classes We first show how to derive the classification of
RM(3,6)/RM(1,6). These classes can be obtained from the 6 representatives
Ji ® RM(2,6) for 1 < i < 6 of RM(3,6)/RM(2,6) as given in [Hou96b]. For

each representative, we run through all functions consisting only of degree equal



to 2 and distinguish the affine inequivalent cosets of RM(1,6) by using as invari-
ants the distribution of the absolute Walsh and autocorrelation values. These
indicators suffice to distinguish all 34 affine equivalence classes.

In order to determine the equivalence classes of RM (4,6)/RM(1,6), we start
from the representatives of RM(4,6)/RM (2,6). These representatives turn out
to be the dual of the equivalence classes of RM (3,6)/RM(1,6). Since the num-
ber of representatives is equal for both sets as shown in [Hou96a], we only had to
check if the dual representatives are also inequivalent under RM (2, 6), which can
be done by computing the frequency distribution of the derivatives which belong
to RM(3,6)/RM(1,6). Then, for each representative of RM(4,6)/RM(2,6),
we run through all functions consisting only of terms of degree equal to 2 and
distinguish the affine inequivalent cosets of RM(1,6). Here, the invariants of
the distribution of the absolute Walsh and autocorrelation values are not suf-
ficient for finding all 2499 different classes. In combination with the invariant
of the restrictions with respect to a hyperplane, the problem is solved. Here,
for each representative the set of restrictions with respect to all 126 hyperplanes
1z D -+ B cexe B o7 where (cy,...,cr) € F5\ {0,1} and check to which of the
29 affine equivalence classes of RM(4,5)/RM(1,5) it belongs. Therefore, it suf-
fices to use the invariants of Walsh and autocorrelation spectrum. The classes
of RM(5,6)/RM(1,6) and RM(6,6)/RM(1,6) are found in a similar way (with
the same invariants but now the restrictions belong to one of the 48 equiva-
lence classes of RM(5,5)/RM(1,5)). We start again from the representatives of
RM(5,6)/RM(2,6) and RM(6,6)/RM(2,6). In order to obtain the classes of
RM (5,6)/RM(2,6) and RM(6,6)/RM(2,6), we dualize the equivalence classes
of RM(3,6)/RM(0,6) and RM(3,6)/RM(—1,6). Again, after checking the
inequivalence over RM(2,6) by frequency distribution of the derivatives, they
turned out to define the complete set of representatives. The equivalence classes
of RM(3,6)/RM (0, 6) are found by running through all linear functions. The 120
different classes could then be distinguished by using as invariants the size of the
annihilator set together with the number of flats on which a Boolean function is
constant. Once the 120 equivalence classes of RM(3,6)/RM(0,6) are obtained,
the weight of the function determines if the representative of RM(3,6)/RM (0, 6)
leads to one or two classes in RM(3,6)/RM(—1,6).

Sizes of the Orbits In order to employ the approach for counting the number

of Boolean functions with certain properties as described in [BBNP04], we also



need to know the sizes of these orbits. Let us first describe how to find the sizes of
the representatives of RM(3,6)/RM(1,6). The sizes were computed during the
classification phase multiplying the final results by the sizes of the corresponding
orbits in RM(3,6)/RM(2,6) given in [Hou96b]. To check these results in the
cases of fy, fy and fg we obtained linear systems for unknown sizes by taking
into account the weight distributions of the cosets of RM(1,6) and the weight
distribution of the corresponding representative of RM(3,6)/RM (2,6) to which
these cosets belong. Of course if f; = 0 one can use also [MS91, Theorem 1 and
Theorem 2, p.436]. The results obtained in these two ways coincide.

Also the sizes of RM(3,6)/RM(0,6) and RM (3,6)/RM(—1,6) were obtained
during the classification phase, where we only run through all linear functions and

constant functions respectively.

Remark 1 Note that Maiorana has already proven in 1991 the existence of 150 357
equivalance classes under RM (1,n) for Boolean functions with 6 variables by us-

ing a computer search based on group theory [Mai91].

Equivalence Classes and Sizes of Boolean Functions in 7 variables

We start from the 12 equivalence classes of RM (3,7)/RM (2,7) as given in [Hou96b]
and run through all functions containing only terms of degree equal to 2. The
fastest invariant in the previous list which leads to the complete classification
is the invariant of the restrictions with respect to a hyperplane. For every such
function of RM (3,7)/RM(1,7), we compute all 254 restrictions f(Z) with respect
to the hyperplane ¢z @ - - - @ cyz7 @ cg where (cq, ..., cg) € F§\ {0,1} and check
to which of the 34 affine equivalence classes of RM(3,6)/RM(1,6) they belong.
Therefore, it suffices to use the invariants of Walsh and autocorrelation spec-
trum, together with the determination of the class of RM(3,6)/RM(2,6). This
class can be distinguished by the invariant §(f) = (do(f),d1(f), d2(f)), where
6;(f) = |{a € Fy : Dgf is a plateaued function with an amplitude 2"%}| for
0<e1<2.

The sizes of the orbits were computed in a similar way as for n = 6. They
were computed during the classification phase and multiplied by the sizes of the
orbits of RM(3,7)/RM(2,7), which were derived in [BM04]. A list of all 179
equivalence classes together with the sizes of the orbits of RM(3,7)/RM(1,7)
can be found in [BBNPO04]. Recently, independently Meng Qing-shu et. al. has
also derived the equivalence classes of RM(3,7)/RM(1,7) [QsmHgYz05].
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