
Arenberg Doctoral School of Science, Engineering & Technology
Faculty of Engineering
Department of Computer Science

Multilateral Privacy Requirements Analysis
in Online Social Network Services

Fahriye Seda Gürses
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the life tailor; Hamide Koyukan, the nomadic kefir distributor; Liz Marshall,
the heart-opener; Tevfik Kayahan, the heart-tender; Bettina Knaup, the elegant
community weaver; Barbara Schelkle, the no fear of new paths warrior; Imran
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Abstract

The massive collection, processing and dissemination of information in
communication networks and the resulting surveillance practices of governments,
companies, or even individuals, have led to privacy concerns regarding potential
individual and societal harms. These concerns with respect to informational
privacy have been echoed in computer science, legal studies and surveillance studies.
While computer scientists have developed privacy solutions, legal studies and
surveillance studies researchers have proposed privacy notions for information and
communication technologies. The objective of this thesis is to provide a set of
concepts to reconcile these privacy notions and solutions – that are often abstracted
away from a specific social context – and their interpretation in a given social
context by different stakeholders (multilaterality) during requirements engineering.

Requirements engineering is a sub-phase of software engineering during which the
desired behavior of the system-to-be in a given environment is defined. In this
thesis, in order to address the problem of engineering privacy requirements, we
break it down into three parts: the privacy requirements definition problem, the
privacy requirements analysis problem and the privacy requirements elicitation
problem.

In addressing the privacy requirements definition problem, we start with the
assumption that privacy, as a legal concept, is contextual, relational and non-
absolute. We analyze aspects of different privacy notions that should be considered
when defining what privacy requirements are. We use our analysis to show that
existing requirements engineering concepts are not appropriate with respect to
the subjectivity, relationality and temporality of notions of privacy. We further
discuss the privacy notions underlying privacy solutions and based on their
differences categorize them under three privacy research paradigms: the privacy as
confidentiality, privacy as control, and privacy as practice paradigms. We conclude
that different privacy notions and privacy solutions from all three privacy research
paradigms should be considered during privacy requirements engineering.

Next, we define a privacy requirements ontology, a set of concepts for requirements
engineers to relate stakeholder privacy concerns with respect to a system-to-
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be, to privacy goals and privacy constraints. We distinguish between privacy
concerns with respect to expectations of harms, informational self-determination,
and significance of information. For each privacy concern, privacy goals in line
with the three privacy research paradigms should be justifiably designated. Next,
privacy constraints, well-defined qualities or constraints of the environment of
the system-to-be, should be justifiably approximated to those privacy goals. We
show that with the concepts in the ontology it is possible to relate the privacy
concerns of the different stakeholders to well-defined and quantifiable properties of
the system-to-be during privacy requirements analysis.

Finally, we apply our ontology to online Social Network Services (SNS). In order to
gather stakeholder viewpoints, we propose the extension of the coherence method for
viewpoints analysis with elements of the privacy requirements ontology. Further, we
evaluate the potentials and limitations of existing requirements elicitation techniques
for eliciting privacy concerns and propose a novel technique. We show how our
approach can alleviate the challenges of eliciting privacy concerns in web-based
wide-user audience systems like SNS. We elicit stakeholder and privacy concern
viewpoints and focus on one of the privacy concern viewpoints: unforeseeable
visibility. We then execute a multilateral privacy requirements analysis of SNS
design elements that facilitate the unforeseeable visibility concern. We conclude
with an evaluation of the privacy requirements ontology concepts and outlook into
future research.
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Chapter 1

Introduction

The proliferation of bodies and
codes in surveillance space will
weave suspense and indeterminacy
through that space, subverting
any tyranny of meaning.
John McGrath (2004)

We are experiencing a world in which human activities are increasingly inter-
meshed with networked devices of all sizes and capacities. As a result, we
are now able to access large quantities of publicly available information and
participate in communities that are globally connected through these networks.
These networks not only enable those activities, but also make records of them.
The existence of these records of information about our daily activities make
new forms of public surveillance possible. The massive collection, processing
and dissemination of information in these networks and the resulting surveillance
practices of governments, companies, or even individuals, have led to privacy
concerns regarding potential individual and societal harms.

The computer science community has echoed these concerns and in the last 40
years we have seen the development of a field called privacy research [Gürses and
Berendt, 2010a]. This field has contributed to the development of a number of
privacy solutions to be used in these networks, e.g., anonymization techniques,
pseudonymous credentials, or privacy policies. These solutions each address specific
privacy concerns abstracted from the real world, e.g., anonymous communication,
separation of digital identities, or informational control.

These abstractions of privacy concerns that privacy solutions rely on are

1
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often separated from the concrete privacy concerns that motivated their
construction. This type of abstraction enables computer scientists to work on formal
representations of information that are relatively independent of social context.
Hence, the development of such abstractions is a necessary part of the practice
of computer science [Hazzan and Kramer, 2008]. Yet, when building systems in
a social contexts both these abstracted formal conceptions of information and
the meaning of information in that social context are important and need to be
reconciled [Goguen, 1994].

This reconciliation of abstract concepts in a social context is generally complicated,
but even more so in the case of developing systems that integrate privacy solutions.
Privacy is a debated notion with various definitions and this complicates the
process of defining the privacy problem in a system-to-be. The definition of privacy
varies not only in its formal abstractions, but also in social, academic and legal
contexts. In one of its legal manifestations, privacy is cast as a legal category
that is contextual, relational and non-absolute [Gutwirth, 2002]. Ideally, these
multiple, non-absolute and contextual notions of privacy also need to be reconciled
when building information systems. These include notions of privacy defined in
various academic disciplines, in law or in everyday social practices with information
systems. The selection of appropriate privacy notions, their interpretation in the
social context and their relationship to the privacy solutions is hence a challenging
but necessary part of the reconciliation process.

So far little research has been done on the process of reconciling the relevant
privacy notions and the existing privacy solutions when building systems in a social
context. We identify this gap in the field of privacy research and contribute to
bridging it by investigating different privacy notions and privacy solutions, and
providing concepts to reconcile these during systems engineering. In particular, we
are interested in how this reconciliation can be approached during requirements
engineering. Requirements engineering is a sub-phase of software engineering during
which the desired behavior of the system-to-be is defined. In this thesis, we explore
methods to define and elicit privacy concerns based on different privacy notions;
provide concepts to analyze the resulting privacy requirements from the perspective
of different stakeholders, i.e., multilaterally; and propose ways of relating privacy
concerns and privacy requirements to privacy solutions.

The complexity and nature of the reconciliation problem demands that we draw
insights from other disciplines. An important part of requirements engineering
lies in analyzing information that is informal and highly dependent on its social
context for interpretation. Most of this analysis cannot be completed using formal
or technical methods. Methods and literature from other disciplines can sometimes
be more fit for capturing requirements in a given setting [Goguen, 1994]. Further,
most privacy research is informed by literature from legal studies, e.g., Solove
[2006], Warren and Brandeis [1890], Westin [1970], as well as studies about how
privacy solutions are effective from social, economic, and technical perspectives,
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e.g., Berendt et al. [2005], Gross et al. [2005], Narayanan and Shmatikov [2009].
Moreover, our interest in accounting for different privacy notions requires us to
include literature from legal studies and surveillance studies. These sources helps
us intertwine perspectives on privacy and data protection legislation in Europe and
North America into our investigations.

In conjunction, it is important to mention that the line of investigation we use in
this thesis is informed by theories of post-structuralism. By post-structuralism we
understand those theoretical and analytical approaches in which concepts, notions
and identities that are often presented in literature as if their meanings were stable
(e.g., ‘privacy’, ‘the user’, ‘a requirement’), are in fact made part of the investigation.
More precisely, the way in which such notions come into being becomes part and
parcel of the investigation. Our analysis draws attention to how these notions
are constructed, and hence the (material and symbolic) consequences of certain
particular ways of constructing them, in contrast to other ways. Such a post-
structuralist approach, hence, enables us to look at how different social-technical
realities are co-constructed and how changing those constructs can help us address
some of the gaps produced by the existing concepts.

We argue that our analysis and results benefit from this post-structuralist approach.
For example, in Chapter 3 we analyze how privacy solutions that emphasize data
confidentiality and anonymity leave out a number of (privacy) concerns given
the conditions of a surveillance society. Our analysis shows that the underlying
assumptions of these privacy solutions actually can make it difficult to integrate
these solutions in given social contexts in a surveillance society, e.g., requirements for
stakeholder accountability may override interests in keeping information confidential.
We conclude that in such cases the use of different types of privacy solutions to
address a greater variety of privacy concerns may be necessary. In another example
in Chapter 5, we show how the dominant requirements engineering model assumes
that there is one specification that can fulfill the requirements. Such a formal model
blends out preferences of stakeholders towards a system in a social context, e.g., it
could be that some stakeholders prefer a system with another specification that
would also fulfill the requirements. In response, we propose a different requirements
engineering model which emphasizes the importance of stakeholders viewpoints
and preferences.

Furthermore, in order to contextualize our deliberations, we study privacy in the
domain of online Social Network Services (SNS) and later apply our findings to
this application domain. SNS provide services to millions of users for the ultimate
purpose of sharing extensive amounts of personal information with their network
of friends. Hence, SNS collect detailed information about hoards of users, like
most other web services. However, in contrast to traditional web services, SNS also
encourage their users to reveal this information to an ill-defined public. Ironically,
the resulting information revelations have lead to numerous privacy breaches, but
at the same time, to awareness and discussions about surveillance practices on
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the Internet [Sanchez, 2009]. For these reasons, we select the application domain
of SNS as the source of our theoretical deliberations, and as the setting of our
empirical studies on privacy requirements engineering.

1.1 Motivation

There are three main problems that motivated the research in this thesis. First, if
we assume that there are multiple, non-absolute and contextual notions of privacy
and that these change depending on new technologies and surveillance practices,
what are the relevant notions of privacy for privacy researchers in general and for
requirements engineers specifically? Further, what is an appropriate definition of
‘privacy requirements’ that can be used to express the different privacy notions
during requirements engineering? We call this the privacy requirements definition
problem.

Second, if we assume that we want to have a requirements engineering process
which includes stakeholder positions in their social contexts, it is unlikely that
these stakeholders will articulate their privacy requirements using existing privacy
notions, i.e., they are likely not to share the vocabulary of the experts. Further,
the various privacy notions are also abstract and receive different meanings in the
social contexts of the system-to-be. It is unknown whether existing requirements
elicitation and analysis methods are appropriate for eliciting privacy concerns or
requirements from the different stakeholders of the system-to-be in their social
contexts. If not, are further methods and conceptualizations needed? We refer to
this as the privacy requirements elicitation problem.

Finally, there are by now dozens of privacy solutions. By privacy solutions we refer
to privacy tools, mechanisms or architectures that implement desirable technical
properties that are abstracted from an existing notion of privacy. How exactly
these privacy solutions are related to the privacy concerns and requirements of the
stakeholders, and how they address those privacy concerns within a given social
context is unclear. Yet, during requirements engineering, existing privacy solutions
will play a role in determining whether the requirements can be fulfilled. We are
currently lacking a process through which the privacy concerns, requirements of
the different stakeholders and the privacy solutions can be related. This we call
the privacy requirements analysis problem

These three problems have been partially addressed by researchers from diverse
academic fields. Various authors from legal studies have conceived notions of
privacy relevant for information systems. Solove [2006] provides a catalogue of
activities that may lead to privacy breaches, Nissenbaum [2004] defines abstract
notions that can be used to determine privacy respecting collection and flow of
information, while Gutwirth [2002] interpolates the ways in which data protection
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principles can be used to guarantee accountability and provide individuals with
oversight over their personal information. In comparison, authors from surveillance
studies focus on the limitations of existing privacy notions, e.g., Curry and Phillips
[2003b], Gandy [2000], Graham and Wood [2003], Phillips [2004b], and Stalder
[2002b]. Specifically, they not only agree with the importance of privacy as a
social good as discussed by some legal scholars [Gutwirth, 2002, Hildebrandt, 2008,
Nissenbaum, 2004, Solove, 2006], but mainly focus on studying how surveillance
enables social sorting and discrimination. Based on similar concerns, Hildebrandt
[2008] has argued for transparency as a principle to accompany the transformation
of privacy through new technologies. All of these are important contributions to
understanding current notions of privacy. Yet, there is no single framework through
which the different privacy notions considered by these authors can be translated
into the system-to-be during requirements engineering.

The problem of addressing privacy during requirements engineering has caught the
attention of requirements engineers, albeit mainly with a focus on security and legal
compliance. Requirements engineers have avoided the complexity of reconciling
different privacy notions and solutions by implementing one selected definition
of privacy in the methods they propose, e.g., privacy as data confidentiality or
as legal compliance. We followed an analogous strategy with the confidentiality
requirements engineering method that we developed during the initial years of
our research [Gürses et al., 2005]. In a comparable fashion, a number of the
proposed methods study how different security properties, e.g., confidentiality,
anonymity, unobservability can be applied to preserve privacy [Liu et al., 2003,
Kalloniatis et al., 2008, Wuyts et al., 2009]. These methods build on the assumption
that preserving privacy of personal information is only possible when it is kept
confidential —meaning either the data is not collected, the collection is minimized,
when possible anonymized, unlinkable or unobservable. This is a valid statement
with respect to security engineering but it does not provide the means to address
some other types of privacy concerns e.g., informational self-determination, and it
does not take advantage of other technical, social or legal mechanisms that enable
different types of privacy.

Other requirements engineering methods have focused on deriving privacy
requirements from data protection legislation. The focus of such privacy
requirements engineering methods is on eliciting and analyzing the requirements that
are necessary to make systems data protection legislation compliant [Guarda and
Zannone, 2009, Yu and Cysneiros, 2002]. These methods also target confidentiality
and data minimality, but make use of additional data protection principles like
consent, collection for a purpose, access rights, etc. They build on a number of
empirical studies based on existing systems that are data protection legislation
compliant, and based on the reception of the data protection measures as they are
communicated through (legal) privacy policies [Antòn et al., 2009, Vail et al., 2008].
Nevertheless, these methods emphasize an organizational viewpoint and hence do
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not provide the means to capture and analyze privacy concerns and requirements
multilaterally.

Further requirements engineering methods make use of theoretical frameworks
provided by legal scholars [Nissenbaum, 2004, Solove, 2006] to elicit privacy
requirements [Massey and Antòn, 2008, 2009] and model privacy expectations
and practices [Barth et al., 2006]. These methods are especially interesting since
they often go beyond questions of legal compliance and propose new ways of
approaching the privacy problem. While Massey and Antòn [2009] (and [Massey
and Antòn, 2008]) are preliminary works in this direction, Barth et al. [2006]
focuses on formalizing access control models using the privacy framework proposed
in [Nissenbaum, 2004]. In this thesis, we will follow a similar approach in which not
only a single theoretical privacy framework is utilized, but a number of theoretical
frameworks are integrated.

Finally, any requirements engineering project is dependent on the available solutions.
This is also the case for privacy solutions. As privacy research advances, we find
out that some of our assumptions about the capabilities of privacy solutions also
change. The best example in this direction is in the case of database anonymization.
The research results of the last ten years show that simple de-identification offers
no guarantees with respect to re-identification. Anonymization of existing graph
structures, like social networks, is not trivial. Claims of anonymity have effects on
how data protection principles can be applied. Therefore, any privacy requirements
engineering process is dependent on the strength and limits of existing privacy
solutions. A mapping of privacy concerns to desired solutions must go hand in
hand with an analysis of the guarantees that those solutions provide. So far, none
of the requirements engineering methods provide ways to execute such a mapping
and analysis.

We conclude from this short review of existing research that the privacy requirements
definition, elicitation and analysis problems have yet to be addressed. Existing
literature on the various privacy notions needs to be integrated to provide a
framework based on which requirements engineers can determine relevant privacy
notions and elicit privacy concerns for a system-to-be. Further, we need to evaluate
whether existing methods for requirements elicitation are appropriate for eliciting
privacy concerns in given social contexts. Finally, we find that none of the proposed
privacy requirements engineering methods provide the set of concepts through
which the various privacy notions, the stakeholder concerns and requirements, and
the privacy solutions can be related. These are all shortcomings in existing research
that we attend to with our contributions in this thesis.
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1.2 Approach

It is our objective to address the three problems we identified above: the privacy
requirements definition, elicitation and analysis problems. In order to achieve our
objective, we review existing definitions of privacy notions; revisit requirements
engineering concepts to evaluate their appropriateness for addressing privacy; and
provide the requirements engineering concepts to relate privacy concerns and
requirements to existing privacy solutions. In order to describe our approach more
precisely, we first take a step back and provide a short introduction of requirements
engineering, and its underlying concepts and processes. We then present how we
approach the three problems.

Requirements engineering is concerned with the transformation of needs expressed
in natural language into a language that is precise enough to engineer systems.
Put into simple terms, requirements engineering is primarily concerned with what
the system-to-be is supposed to do. The needs that are to be captured during
requirements engineering are heterogenous, stem from various domains of expertise,
are articulated using various media, and reflect the opinion of a few with respect
to systems that are going to be used by many. Thus finding appropriate concepts
and processes to approach the world and answer the ‘what’ question is one of the
main challenges that drives requirements engineering research.

In one of the seminal articles on requirements engineering, Zave and Jackson [1997]
state that the objective of a requirements engineer is to define the system-to-be
in which the specified machine interacts with the given environment such that a
set of desired conditions hold. This is also referred to as the Jackson and Zave
requirements engineering model. According to this model, requirements refer to
the statements elicited from the stakeholders of a system-to-be about desired
conditions in an environment. Requirements in this sense can be stated entirely
without reference to the machine. A domain assumption describes the environment
as it is, without or in spite of the behavior of the system-to-be. It is only by
virtue of these domain assumptions that it is possible for the machine to fulfill the
requirements of the stakeholders.

Some requirements state the desired behavior of the environment, these are
called functional requirements. Other requirements are concerned with defining
the qualities or constraints of the environment. Such quality requirements, or
requirements that constrain the behavior of the system-to-be, are also known as
non-functional requirements.

Non-functional requirements (e.g., security, performance, usability and privacy),
have challenged engineers as a result of their subjective and non-absolute properties.
The objective of the requirements engineer is to map the non-functional requirements
to appropriate abstract (system) properties, e.g., security to confidentiality, integrity
and availability. The requirements engineer depends on the results from the
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corresponding sub-fields of computer science (e.g., security, usability, privacy), to
provide stable properties with measurable quality spaces. The engineers provide
such quantifiable properties based on their abstractions from the real world. The
role of the requirements engineer is to evaluate if and how these properties fulfill the
non-functional requirements, and if the underlying assumptions of the properties
hold given the system-to-be.

It is our objective with this thesis to provide the requirements engineer with
the concepts and processes to address privacy during requirements engineering.
These concepts and process assist the requirements engineer in mapping from
privacy requirements, articulated in the social context of the system-to-be, to
abstract properties, i.e., those properties that are modeled and guaranteed by the
privacy solutions. In other words, the requirements engineer needs these concepts
and processes to execute the different steps necessary to complete requirements
engineering analysis. Specifically, a requirements engineer needs to capture real
world problems and desired conditions articulated in natural language; transform
and map these natural language requirements onto abstract properties; and evaluate
the appropriateness of the abstract properties and their underlying assumptions
with respect to the social context of the system-to-be. Therefore, we investigate
which existing concepts and processes are sufficient to address privacy during these
steps, and propose concepts and processes anew, when existing ones do not suffice.

Let us give an example. A requirements engineer should first elicit that there is a
privacy concern which should be addressed by concealing the identity of the users
when they are communicating with the system-to-be. Once this is established,
the engineer should evaluate whether the abstract concept of ‘communication
anonymity’ fulfills the requirement: Does anonymity satisfy the desired requirement
of the stakeholders? Do the assumptions underlying anonymity hold for the
stakeholders? In more general terms, the engineer should analyze and show that
anonymity is appropriate to address the original privacy concerns of the different
stakeholders.

Note that evaluating the appropriateness of an abstract property to address the
original privacy concern is a related but different matter than whether the anonymity
requirement can be fulfilled by the system-to-be. The appropriateness analysis
validates that the privacy concern (of a stakeholder) is well addressed in the system-
to-be through anonymity, that is, the requirements engineer has the right system-
to-be in mind. The fulfillment analysis verifies whether anonymity requirements
are satisfiable by the system-to-be, meaning the system-to-be is built right.

Both validation and verification of the requirements are important elements of the
privacy requirements analysis problem. They are interdependent: neither validation,
nor verification alone is sufficient. Further, validation is inevitably more subjective
than verification [Nuseibeh and Easterbrook, 2000]. The validation of requirements
depends on a number of issues: how are the natural language requirements mapped
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to abstract concepts i.e., abstract properties? How consistent and traceable are
these mappings? How are the stakeholders involved in the validation process?

We now have the vocabulary to reformulate the requirements engineering problems
that we identified in Section 1.1 and to describe our approach in tackling them. We
have identified that most requirements engineers and privacy researchers abstract
their formal concepts by fixing one of many definitions of privacy. This is in line
with the engineering desideratum to transform vague notions into stable abstract
properties that can be studied independent of social context. We have further
assumed that there are many privacy notions and these are non-stable, relational
and contextual. We want to provide requirements engineers with the concepts
and processes necessary to reconcile these abstract properties and the numerous
privacy notions during requirements engineering of a system-to-be in a given social
context. In particular, we want to enable this reconciliation by addressing the
privacy requirements definition, analysis and elicitation problems.

In order to address these problems, we first review existing privacy solutions to
understand how they frame the privacy problem. We analyze the implicit and
explicit assumptions of the privacy solutions with respect to privacy. We then
categorize the privacy solutions with respect to both the assumptions and the
notions of privacy that they utilize. We call these categories privacy research
paradigms and identify three such paradigms: privacy as confidentiality, as control
and as practice.

Next, we evaluate whether and how far privacy solutions in the privacy as
confidentiality paradigm are able to capture the unstability, relationality and
contextuality of privacy notions. Specifically, we juxtapose the assumptions made
by privacy researchers with assumptions made by surveillance studies authors with
regards to societies that live under massive surveillance, i.e., surveillance societies.
At the end of our analysis, we show that part of the solution to the reconciliation
problem lies in using all three privacy research paradigms when engineering systems,
and in analyzing the privacy requirements in a given social context.

Based on our findings, we first complete a problem investigation study to evaluate
whether existing requirements engineering concepts and processes are appropriate
for engineering privacy requirements. We use the results of the problem investigation
study to propose a privacy requirements ontology. Most importantly, we provide
the concepts necessary for a requirements engineer to map privacy concerns of
different stakeholders to abstract properties. The previous results from our analysis
of existing privacy solutions and requirements engineering concepts address the
privacy requirements definition and analysis problems. The privacy requirements
ontology provides the concepts to alleviate these problems.

Finally, we instantiate the concepts in the privacy requirements ontology by applying
them to a case study. We apply the concepts of the ontology to the application
domain of Social Network Services (SNS). In order to complete the case study, we
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use various elicitation techniques to respond to the challenges of privacy concern
elicitation in web-based systems like SNS. We also propose and apply a novel
technique to complement existing techniques for eliciting privacy concerns. We
then complete a multilateral privacy concern elicitation and analysis. We conclude
by elaborating privacy requirements to address a subset of the privacy concerns
elicited in SNS. The case study allows us to evaluate the concepts in the privacy
requirements ontology and address the privacy requirements elicitation problem.

1.3 Outline and Main Contributions

In the following we provide an outline of the chapters of this thesis. For each chapter
we also state the contributions of the chapter and list the related publications.

In Chapter 2, we provide an overview of prominent privacy solutions that have been
developed by privacy researchers. We then define three privacy research paradigms:
privacy as confidentiality, control and practice, and categorize the different privacy
solutions in the different paradigms. For each privacy solution the paradigms
make evident the privacy notions that are used to motivate the research; list the
common assumptions that underlie the solutions; and describe the properties (and
principles) that the corresponding privacy solutions aim to achieve.

The distinction and description of the three privacy research paradigms is the main
contribution of this chapter. Existing surveys of privacy solutions are concerned
with their formal properties and performance, and less so with the differences in
their privacy definitions, assumptions and objectives. In the rest of the thesis
we come back to these privacy research paradigms. We argue in Chapter 3 that
the solutions in the different paradigms need to be combined to address privacy
concerns. In Chapter 5 we use the privacy research paradigms in the definition of
the privacy requirements ontology. The description and importance of the three
privacy research paradigms were first discussed in [Gürses and Berendt, 2010a].
Later, in [Gürses and Berendt, 2010b], the descriptions of the paradigms were
carved out.

In Chapter 3 we study in detail the potentials and limitations of the privacy as
confidentiality paradigm in a surveillance society. In order to do that, we map
out the main assumptions underlying Privacy Enhancing Technologies (PETs) and
juxtapose these with perspectives from surveillance studies authors. We show that
PETs researchers can benefit from revising some of their underlying assumptions
to better position PETs in surveillance societies. Further, we argue that some of
the surveillance studies perspectives are too quick to dismiss PETs and their role
in co-constructing our realities.

This evaluation of PETs in a surveillance society contributes to existing research by
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connecting and scrutinizing the assumptions and perspectives from two disciplinary
fields: privacy research and surveillance studies. The results of the analysis
also raises some legal questions that have previously been overseen. Further,
our evaluation illustrates that the dominance of the privacy as confidentiality
paradigm in privacy research needs to be critically assessed given the limitations
of information confidentiality in addressing the diversity of privacy concerns in a
surveillance society. Most importantly, we underline that all three privacy research
paradigms need to be addressed during systems development and, hence, during
requirements engineering. This result is important for the construction of the
privacy requirements ontology in Chapter 5. Finally, our analysis shows that
relationality of information has so far not been in the focus of privacy discussions,
and demands both novel technical solutions and legal attention. A first version of
the analysis presented in Chapter 3 has been published in [Gürses and Berendt,
2010a], and a later and more elaborated version was published in [Gürses, 2010 (In
Print].

Next, in Chapter 4 we show the limitations of analyzing privacy requirements
with existing requirements engineering concepts. We then illustrate that a recent
proposal by Jureta et al. [2008a] for a new requirements engineering ontology, called
CORE, is better suited to analyzing privacy requirements than the Jackson and
Zave model. In Chapter 5 we propose a new ontology for privacy requirements.
We utilize privacy notions as defined by legal and surveillance studies authors, and
the three privacy research paradigms, to adapt the CORE ontology to address
privacy. With the privacy requirements ontology we provide the concepts necessary
to contextualize privacy concerns and map these to existing privacy solutions in
the different privacy research paradigms. In all the concepts, we emphasize the
importance of eliciting stakeholder perspectives, i.e., multilaterality. Hence, we
provide a framework that addresses both the privacy requirements definition and
analysis problem. This concludes the first part of the thesis.

In the second part of the thesis, we apply our findings to the domain of SNS. In
Chapter 6 we provide a short description of the type of SNS we include in our
case study. We discuss shortly why we have selected this type of SNS for our case
study and the importance of SNS for debates on privacy. Further, in order to apply
the privacy requirements ontology, we need to specify the functionality of SNS.
Hence, in this chapter we also list the functional requirements of SNS relevant to
our study.

Next, in Chapter 7 we elicit the privacy concerns in SNS from the viewpoints of
four stakeholders. We first discuss the challenges to privacy requirements elicitation
in the domain of SNS. We then assess the advantages and disadvantages of existing
elicitation methods with respect to these challenges. We then introduce the use
of content analysis as a source of privacy requirements elicitation from existing
documents. For each stakeholder viewpoints we make use of the results of the
following studies to elicit privacy concerns (the first two of these studies were
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conducted in the course of this thesis.):

• SNS community viewpoint: based on a study of privacy concerns articulated
in news articles published in blogs and online newspapers (See Appendix A)
[Gürses et al., 2008].

• SNS providers viewpoint: based on a study of privacy concerns articulated in
the privacy policies of SNS providers (See Appendix B) [Gürses et al., 2010].

• SNS user viewpoint: based on a survey, which was preceded by focus group
studies, on privacy concerns of SNS users [Krasnova et al., 2009]. This study
was completed by colleagues at the Humboldt University, Berlin.

• Data protection authority viewpoint: based on an expert study of privacy
and security threats in SNS executed by ENISA [, Ed].

We used the Coherence Method [Viller and Sommerville, 1999] to represent and
integrate the stakeholder concern viewpoints. Specifically, we identify eight privacy
concern viewpoints based on the SNS stakeholder viewpoints. Moreover, we
instantiate and evaluate the concepts from the privacy requirements ontology that
play a role in eliciting the stakeholder privacy concerns. We show that the concepts
are flexible and powerful enough to elicit multilateral privacy concerns in web-based
information systems like SNS.

In Chapter 8 we select two of the privacy concerns, i.e., concerns with respect
to relational information and transitive access control in the visibility privacy
concern viewpoint, for further analysis. In particular, we designate solutions from
the privacy as control paradigm (a control goal) to address concerns with respect
to relational information and solutions from the privacy as practice paradigm
(practice goal) to address concerns with respect to transitive access control. In
order to refine the control and practice goals into (measurable) constraints we
propose a formal model of SNS as a graph, in which relational information is
explicitly represented. We use this model to develop a method to analyze the
(conflictual) effects of different relational information and access control models.
We then express control and feedback mechanisms as measurable constraints that
‘apply’ the control and practice goals. We conclude our analysis of SNS with a
discussion on further privacy as practice solutions to address relational information
and transitive control.

The chapter shows how the privacy requirements ontology can be used to relate
privacy concerns to privacy goals, and privacy goals to privacy constraints. In other
words, we show how the steps from privacy concerns to selection of privacy solutions
can be taken and documented using the concepts in the privacy requirements
ontology. Further, privacy as practice is still a new field of research. The chapter
contributes to this field of research by showing how practice solutions can be related
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to privacy concerns during requirements engineering. The analysis and modeling
of relational information illustrates that we need to rethink our mathematical
models of SNS, e.g., what inferences are possible through relational information
that would not be evident in the analysis of a graph without explicit models of
relational information. Finally, we show that relational information and transitive
access control opens up a number of questions that also have to be discussed legally.
Large parts of this chapter have previously been published in [Gürses and Berendt,
2010b].

1.4 Further Contributions

In collaboration with researchers from other institutions, we made further
contributions to the field of privacy and requirements engineering. Some of these
contributions have been in the form of publications which are not included in
this thesis. Nevertheless, these studies have played an important role in the
results presented in this thesis. We shortly describe these publications, discuss our
contributions and lessons learned.

A Comparison of Security Requirements Engineering Methods [Fabian et al.,
2010]: This paper presents a conceptual framework for security engineering, with
a strong focus on security requirements elicitation and analysis. This conceptual
framework establishes a clear-cut vocabulary and makes explicit the interrelations
between the different concepts and notions used in security engineering. Further,
we apply our conceptual framework to compare and evaluate current security
requirements engineering approaches, such as the Common Criteria, Secure Tropos,
SREP, MSRA, as well as methods based on UML and problem frames. We review
these methods and assess them according to different criteria, such as the general
approach and scope of the method, its validation, and quality assurance capabilities.
Finally, we discuss how these methods are related to the conceptual framework
and to one another. Our contribution to the paper is both in the construction of a
conceptual framework, as well as the evaluation of a subset of the existing security
requirements engineering methods.

The contents of this paper are relevant to this thesis for two reasons. First
of all, privacy requirements engineering is an activity comparable to security
requirements engineering. Both privacy and security requirements are categorized
as non-functional requirements and can be discussed using some of the same high-
level system properties e.g., confidentiality, integrity and availability. Further, the
fulfillment of privacy requirements are dependent on the fulfillment of security
requirements (but not necessarily vice versa). Second, most of the concepts in
the privacy requirements ontology can be mapped to the conceptual framework
introduced in this survey paper, hence we argue that our knowledge of security
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requirements engineering methods has played an important role in the development
of the privacy requirements ontology.

Security [Blass et al., 2007] and Location Services [Fabian et al., 2007] in
Sensor and Ad-hoc Networks : These two book chapters were written during our
earlier research on privacy in ubiquitous computing environments. The chapter on
security describes the security problem in sensor and ad-hoc networks and provides
an overview of algorithms to address the problems. It shows how the properties
specific to such networks make it hard to apply traditional security solutions
and require the design and analysis of new security mechanisms. The chapter
then discusses existing methods for distributing (symmetric and asymmetric)
cryptographic keys securely in sensor and ad-hoc networks.

The chapter on location services describes algorithms that on the input of a node’s
network identifier returns as its output this node’s physical location. There are two
trivial solutions to determine the location of the nodes in mobile ad hoc networks:
each node flooding the network with position updates, and central nodes keeping
track of the location of all other nodes. Both approaches have different cost models
and security vulnerabilities which make them undesirable. Hence, location service
algorithms have been proposed which spread tasks among nodes, minimize traffic,
and warrant scalability. In the paper we review three such algorithms.

All authors have contributed equally to the completion of both book chapters. This
consisted of selecting relevant algorithms, studying their underlying principles and
comparatively analyzing their advantages and disadvantages. These chapters are
important for this thesis for three reasons: First of all, we found that both the
security and location service algorithms were of theoretical nature, and even in
these theoretical considerations the security guarantees they provided were weak.
Hence a future with sensor and ad-hoc networks are likely to multiply the security,
safety and privacy problems we have on the Internet.

Further, the design of the algorithms for security and location services that we
studied depend on unique identifiers to distinguish the nodes in the network.
Hence, these algorithms are not conducive to developing networks with certain
privacy properties, e.g., anonymity, unlinkability. Finally, if ubiquitous computing
environments are going to be dependent on such networks of small devices, then
the concerns raised in such environments will be related to a spectrum of problems
more than the privacy problems. We hence conclude that eliciting and analyzing
privacy and security requirements for such environments is very important, yet
eliciting requirements from social contexts to see how these can be reconciled with
the security and privacy guarantees is not yet feasible. As such a reconciliation of
contextualized privacy concerns and abstract concepts are the topic of our study,
we changed our focus from studying scenarios about ubiquitous environments to
studying existing environments and resulting privacy problems e.g., SNS.
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Eliciting confidentiality requirements in practice [Gürses et al., 2005]: This
method for eliciting confidentiality requirements was developed during our
earlier research. Confidentiality, the protection of unauthorized disclosure of
information, plays an important role in information security of software systems.
Security researchers have developed numerous approaches on how to implement
confidentiality, typically based on cryptographic algorithms and tight access control
models. However, less work has been done on defining systematic methods on how
to elicit and define confidentiality requirements in the first place. Moreover, most
of these approaches are illustrated with simulated examples that do not capture
the richness of real world experience. This paper reports on our experiences of
applying a confidentiality requirements elicitation method in a real world project
in the health care area.

We will show in the rest of this thesis that engineering confidentiality requirements
is important but is not enough to capture the different types of privacy concerns.
Instead, in our thesis we argue the necessity to include privacy solutions from the
three privacy research paradigms. We also integrate these three paradigms into
the privacy requirements ontology. Nevertheless, in this thesis we do not propose
a method that defines how the different concepts should be applied. We see the
extension of the confidentiality requirements engineering method to integrate the
privacy requirements ontology concepts we propose in Chapter 5 as an exciting topic
of future research. Our contribution to this paper has been towards the development
of the original Multilateral Security Requirements Analysis (MSRA) method, which
we then developed further to focus only on confidentiality requirements.





Chapter 2

Framing Privacy in Computer
Science

The topic of privacy has instigated various kinds of research in computer science
which we label “privacy research”. However, it is important to distinguish that this
research stems from different subfields in computer science and that the solutions
proposed rely on various privacy definitions and technical assumptions. It is our
objective in this chapter to provide a categorization of privacy solutions within
computer science under three privacy research paradigms: privacy as confidentiality,
privacy as control and privacy as practice. By privacy solutions we refer to privacy
tools, mechanisms or architectures that implement desirable technical properties
that are abstracted from an existing notion of privacy. In each privacy research
paradigm we distinguish the various sets of assumptions that underlie the different
kinds of privacy research and hence can be used to categorize privacy solutions.

In order to make our proposal for the different paradigms, we first provide a
short overview of the privacy research strands and prominent privacy solutions
in computer science. In each paradigm, we shortly summarize the principles
and properties that the privacy solutions categorized under the paradigm aim to
achieve, and discuss their potentials and limitations when engineering systems.
In the section on related work we discuss how our review of privacy solutions is
different from existing survey papers. Finally, in the conclusion, we discuss how
the privacy research paradigms interact with each other and why their distinction
is important for a requirements engineer.

17
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2.1 Current Computer Science Research on Privacy

Most prominent research on privacy stems from the sub-disciplines of security
engineering and data mining. We call the different results from privacy
research privacy solutions. The privacy solutions can either be applied during
communications i.e., to constrain the collection of communication content and
traffic data, or to existing databases of information, i.e., to constrain the processing
and further distribution of collected data. Some of the privacy research is conceptual
and has the objective of creating abstract models of “privacy” properties, e.g.,
anonymity, privacy, utility metrics or differential privacy. The more applied
research is concerned with developing tools based on these abstractions that can
be deployed by individual users and service providers for their communications in
the real world e.g., anonymizers, privacy policies. Other applied research focuses
on developing methods that can be applied step by step to achieve the abstract
privacy properties in data that has been previously collected e.g., methods for
privately mining or publishing data. In the following we first list privacy solutions
from security engineering and data mining, we then discuss privacy research in
further sub-disciplines of computer science.

• Privacy Enhancing Technologies (PETs): privacy enhancing technolo-
gies mostly stem from the security engineering community. The main objective
of these solutions is to minimize the collection of data during communications
and to provide controls over the data post-collection.

– anonymity and anonymizers: the objective is to research methods
to develop systems that unlink the identity of the person from the traces
that her activities leave in information systems. Anonymity is achieved
when an individual is not identifiable within a set of users, called the
anonymity set [Pfitzmann and Hansen, 2008]. On the Internet, this
consists of developing systems that protect the IP address of a user from
the communication partners using proxies, or, in further varieties, even
from the anonymity service provider itself. Latter systems are variations
on Chaum’s Mixes [Chaum, 1981]. Research in the field focuses on
anonymous communication at the communication layer, e.g., Dingledine
et al. [2004], Syverson et al. [2000], traffic analysis, e.g., Kesdogan and
Pimenidis [2004], Serjantov and Danezis [2002], and Diaz et al. [2002],
anonymous publishing (sometimes also called ‘censorship resistance’,
Freenet being one of the more popular applications [Clarke et al., 2000]),
and location privacy, e.g.,M. Gruteser [2003], Beresford and Stajano
[2004].

– identity management systems (IDMS): the objective is to develop
systems in which individuals can establish and secure identities, describe
those identities using attributes, follow the activities of their identities,
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and delete identities. The management of identities, per se, cannot
be reduced to system properties, but unlinkability and anonymity
of the different identities can be desirable properties to be achieved
by the identity management systems. We discuss these properties
in more detail later in Section 2.2.3. The research in this field is
concerned with developing cryptographic schemes and protocols that
enable anonymous or pseudonymous authentication [Chaum, 1985,
Camenisch and Lystanskaya, 2000 (Nr.93341]. These are used in
combination with the anonymity services discussed earlier. Further,
IDMS depend on policies that define access control rules with respect
to revealed information e.g., Ardagna et al. [2009], Clauß et al. [2005].
In practice, developing such user centric systems demands the definition
and evaluation of appropriate design heuristics for such systems [Borcea-
Pftizmann et al., 2006, Hansen, 2008, Hansen et al., 2008] and on
conceptions of (digital) identity e.g., Agre [1999].

– privacy policy languages and policy negotiation: the objective of
this research is to develop platform independent privacy policy languages
that allow users and organizations to express the privacy controls that
they desire. Using such policy languages service providers can encode
their data-collection and data-use practices in a machine-readable XML
format e.g., using the Platform for Privacy Preferences (P3P) Privacy
Policies [Wenning and Schunter, 2006]. These are then compared and
matched with user policies which state the preferences of a user in a set of
preference-rules, interpreted by their user agents to make automated or
semi-automated decisions regarding the acceptability of a given privacy
policy [Langheinrich, 2001a]. Later privacy policy models have enabled
the creation of access control policies that are then enforced by the service
providers (e.g., Enterprise Privacy Authorization Language (EPAL)
[Schunter] for representing authorization and entitlement policies).

• Privacy Preserving Data Publishing and Mining: the objective of
this research is to provide means to process and distribute collections of
data records about persons while avoiding the identification of individuals or
attributes of individuals.

– tabular data analysis: the objective of Privacy Preserving Data
Publishing (PPDP) methods is to provide the analysts of databases
which contain data records about individuals, i.e., microdata Fung et al.
[(In Press], with the ability to analyze and infer certain information from
the database, while forestalling the inference of certain other information
(information that could lead to privacy breaches). Privacy is guaranteed
through suppressing or generalizing some of the attributes (called quasi
identifiers). The so published data cannot be used to identify individuals
uniquely or in a small set of individuals. Further, the published data
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cannot be used to link individuals to a subset of their attributes, e.g.,
Sweeney [2002], Kifer and Gehrke [2006], Li and Li [2007], Rebollo-
Monedero et al. [2008]. A similar line of research concentrates on
avoiding unwanted inferences from statistical data, known as statistical
data control [Massell, 2003]. Privacy Preserving Data Mining (PPDM)
is concerned with randomization and perturbation methods, as well as
the use of cryptography, allowing data mining on a modified version of
the data that reveals no sensitive information [Verykios et al., 2004].
PPDM in distributed models focuses on secure multiparty computation
models, so that multiple parties can carry out distributed computing
tasks without revealing their data sets to the other parties [Yao, 1986].
PPDP focuses on (micro)data, while PPDM focuses on the data mining
results.

– differential privacy: An alternative to PPDP is possible in interactive
systems with a secure query interface, i.e., extended query interfaces
which can handle privacy constraints and enforce inference controls.
The objective of differential privacy is to publish data such that the
probability of information leaking about an individual is similar whether
or not that person’s information is contained in the data. In other
words, by querying the database what the observer can find out about
an individual does not change — differential privacy adapts the definition
of semantic security in cryptography to databases. Hence, no additional
harm is done by releasing additional records in response to a query
[Dwork et al., 2006]. Intuitively, differential privacy also guarantees
that a querying observer cannot tell if a given individual is in the set of
microdata that is being analyzed or not.

– social network data analysis: network or graph data cannot be
anonymized using the same methods for anonymizing microdata, as the
structure of the data reveals further information and some information
is multifaceted (a single record in the network may affect the privacy of
many entities in the network [Coull et al., 2009]). Hence, naive graph
anonymization techniques are subject to local [Hay et al., 2008], global
[Narayanan and Shmatikov, 2009] and injection attacks [Dwork:, 2006].
Techniques have been developed to avoid re-identification and edge
disclosure. In parallel to microdata publishing algorithms, these include
alteration based approaches [Liu and Terzi, 2008] achieved through
adding edges to the graph to construct anonymity sets among nodes
or subgraphs, generalization based approaches [Hay et al., 2008] that
obscure local details while keeping global properties; ramdomization
based approaches that change the graph randomly [Rastogi et al.,
2007]; and, publishing the network interactively using differential
privacy [Dwork:, 2006]. Further methods have been concerned with
constructing the network privately using a mix of access control models
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and cryptography to protect the graph from the service provider or data
publisher itself as well as potential inferences made by other (colluding)
users [Carminati and Ferrari, 2010, Frikken and Golle, 2006].

In other sub-disciplines of computer science, privacy also has been in the focus of
research, concerned mainly with how the privacy solutions are to be applied in
specific contexts. Requirements engineers have taken notice of the privacy problem
and develop methods to elicit, analyze, and validate privacy requirements. In other
words, they are concerned with defining the process of when and how to apply
privacy solutions. We have discussed in Section 1.1 that some of these methods
focus on the analysis of confidentiality and anonymity requirements, while others
focus on data protection compliance. We will come back to privacy requirements
engineering methods in Chapter 5.

Further, usability researchers and interaction designers study how privacy solutions
can be applied in social and user contexts. The prior group of researchers have
focused on the usability of existing privacy solutions, while the latter have focused
on embedding social concepts into privacy solutions. So far the usability research
has been focused on privacy enhancing tools, e.g., Good and Krekelberg [2003],
Kelley [2009], Kumaraguru et al. [2007], and Mcdonald et al. [2009], rather than
the usability of privacy preserving data publishing and data mining tools. Further,
based on social concepts, interaction designers also suggest new directions for
privacy solutions, e.g., Dourish et al. [2004], Erickson and Kellogg [2000], Lederer
et al. [2004], Nguyen [2002], and Palen and Dourish [2003], some of these we will
discuss in Section 2.2.4. However, these privacy solutions are much more open
ended and are not based on achieving certain system properties, but rather on
enabling social processes related to privacy.

An intensive and lively new sub-field in computer science research deals with
privacy concerns in what are called “ubiquitous computing” or “ambient intelligence”
environments. This branch of privacy research focuses not only on Internet based
technologies, but also on networked and/or embedded devices that observe and
react to the changes in a given environment. Most research focuses on privacy in
environments embedded with sensor and ad-hoc networks [Campbell et al., 1999,
Langheinrich, 2001b, Perrig et al., 2004], and in RFID infrastructures [Avoine and
Oechslin, 2005, Fabian et al., 2005, Garfinkel et al., 2005, Langheinrich, 2002].
The ubiquity of these small networked devices makes it possible to infer location
and movement data. Hence, substantial effort is also put into hiding location
or movement data i.e., location privacy. The type of networked devices e.g.,
sensors, RFID chips, poses additional challenges at the communication level due
to the shortage on resources due to physical constraints i.e., battery life, memory,
processing power, etc. The shortage of resources limits the application of elaborate
computation intensive privacy solutions. Location privacy poses further difficulties
due to the ease with which space and time coordinates lend themselves to inferences.
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Ubiquitous computing research is based on scenarios of future applications based on
visions over a decade old. This approach has been criticized for missing out on “the
messiness of everyday life” [Bell and Dourish, 2007] due to its orientation towards
imagined scenarios in environments and contexts which do not yet exist. We started
our doctoral research by studying ubiquitous computing scenarios. Despite the fun
that these science fiction like scenarios offer, we have decided to shift our focus in
this thesis to SNS as our application domain. This is also more reasonable since our
research is focused on multilaterality: it is difficult to imagine ahead of time the
stakeholders and stakeholder interests of future ubiquitous environments. We hence
follow the logic that by studying current privacy problems in existing application,
we can learn lessons for future ubiquitous applications, e.g., smart environments.

2.2 Privacy Research Paradigms

In the following, we propose what we observe as privacy research paradigms and
categorize1 the existing privacy solutions developed in each paradigm.

By paradigms we refer to a set of assumptions about a phenomenon or area of
study. These assumptions collectively set the agenda for research yet are often not
made explicit. The paradigm produces an agreed understanding about the nature
and scope of a particular problem [Bennett and Raab, 2003]. By categorizing each
privacy solution into these paradigms, we provide a way of referring to the different
privacy solutions together with their assumptions and objectives. We later show
in Chapter 5 that the distinction between the paradigms is also useful during the
privacy requirements engineering process.

We identify three privacy research paradigms. As research on privacy solutions, our
(social) understanding of privacy concerns and privacy legislation advances, the
distinctions between the paradigms we are proposing may no longer hold. Some
may become obsolete, while others may have to be added. Hence, the three privacy
research paradigms are not exhaustive, but rather provide us with a way to organize
and discuss relevant privacy research. For each of these paradigms, we first describe
the privacy definitions and assumptions it relies on. We then categorize privacy
solutions in each paradigm and state which properties they target and guarantee.
For each privacy solution, we discuss the advantages and disadvantages.

The assumptions of each of the privacy research paradigms are also related to data
protection legislation. Hence, before we introduce the privacy research paradigms,

1A categorization divides the world of experience into groups or categories whose members
bear some immediate similarity within a given context. That this context may vary –and with it
the composition of the category– is the basis for both the flexibility and the power of cognitive
categorization [Jacob, 1991].
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we shortly discuss data protection legislation and some of its basic definitions that
are pertinent to discussing how to apply privacy solutions in real-world systems.

2.2.1 Data Protection and Personal Data

All of the privacy solutions are affected by and have effects on privacy legislation
e.g., the EU Data Protection Directive or the various sectoral privacy laws in the
U.S. For example, anonymizers, are affected by legislation stating the status of
anonymized data e.g., what kind of protections apply to anonymous data, if any
at all. In identity management systems, what can be protected depends of the
protections afforded to the category of “personal data”. In the opposite direction,
privacy solutions also have an influence on legislation. PPDP researchers have
investigated legal definitions of “personal data” as unique identifiers, and have
shown that given the ease with which quasi identifiers can be used to re-identify
microdata, the scope of identifiers that count as “personal data” has to be redefined
[Ohm, 2009], e.g., expanded to also include the protection of quasi identifiers.

Since the definition of personal data (and hence anonymized data) plays such an
important role in defining the scope of privacy solutions, and vice versa, we first
define what is legally meant by personal data in different legislation. Later, in each
of the paradigms, we touch on this definition, discuss what needs to be protected
in the perspective of the different paradigms, and discuss some of the challenges
that the developed privacy technologies pose to the definition of personal data
specifically and data protection generally.

Any concept of privacy in computational environments will concern (centrally or
also) data, in particular “personal data”. Personal data is “any information relating
to an identified or identifiable natural person [...]; an identifiable person is one who
can be identified, directly or indirectly, in particular by reference to an identification
number or to one or more factors specific to his physical, physiological, mental,
economic, cultural or social identity” (EU Directive 95/46/EC [EU, 1995], Art. 2
(a); this is defined in a similar way in other legal contexts). Notice the emphasis
on identity, which is assumed to be unique and identifiable for one natural person.
In line with this emphasis, the preferred terminology of the legislation in the USA
is personally identifiable data. The standard types of personal data are profile data
describing individuals, including name, address, health status, etc.

In EU legislation, there is a further distinction made between “personal data” and
“sensitive data”. Member states of the European Union must ban the processing
of “personal data revealing racial or ethnic origin, political opinions, religious
philosophical beliefs, trade-union membership, and the processing of data concerning
health or sec life” (Article 8[1] of [EU, 1995]) [Gutwirth, 2002].The decision as to
whether data is sensitive or not is up to a court. Certainly, when building systems
such court decisions will play an important role in the application of appropriate
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privacy solutions to keep sensitive data confidential. However, for personal data
that is not deemed sensitive data by a court, data protection offers a number of
transparency and accountability measures.

We see matters of data protection as part of the privacy as control paradigm and
discuss its role in requirements engineering further in Chapter 5. Further, for
the privacy as confidentiality and privacy as practice paradigms we discuss the
interaction of the solutions with data protection legislation. We also show that
at times the data that is the object of privacy concerns expands the definition of
personal data.

2.2.2 Privacy as Confidentiality: Hiding

In one of its historical moments, privacy has been defined as “the right to be let alone”
[Warren and Brandeis, 1890]. Although originally formulated by legal scholars
as a right that protects individuals against gossip and slander, this construct has
since then acquired a wider meaning. Namely, it refers to an individualistic liberal
tradition in which an intrinsic pre-existing self is granted a sphere of autonomy free
from intrusions from both an overbearing state and the pressure of social norms
[Phillips, 2004a].

This definition has also been popularly used by some of the privacy researchers
in computer science and has been interpreted as an autonomous (digital) sphere
in which the data about persons is protected so that unauthorized others cannot
access it, also known as data confidentiality. Privacy is hence defined as avoiding
making personal information accessible to a greater public. If the personal data
becomes public, privacy is lost.

We categorize in the confidentiality research paradigm those privacy solutions that
rely on the interpretation of the ‘right to be let alone’ in a digital sphere and have
the objective of hiding certain information. We will see later that most of the
privacy solutions categorized in the privacy as confidentiality paradigm are used
as building blocks in the privacy as control paradigm, but with the objective of
providing users with control over their revealed information.

A number of the privacy as confidentiality solutions are concerned with achieving
data confidentiality. There are various ways of achieving data confidentiality with
respect to personal data. One way is to enable the use of information based
services while either minimizing the collected information, or securing the collected
information from unauthorized access. Another way is to guarantee anonymity in
the collection of information or to later anonymize the collected data, so that it can
no longer be linked to an individual. We give a short overview of the properties
relevant to the confidentiality paradigm and then discuss the privacy solutions we
categorize in this paradigm.
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Once data about a person exists in a digital form, it is very difficult to provide
individuals with any guarantees on the control of that data. In order to keep data
private, in other words confidential from a greater public, various cryptographic
building blocks can be utilized to achieve a number of properties. These building
blocks can be used to achieve system properties like unlinkability, undetectability,
unobservability, and communications content confidentiality. Various formal
definitions of these properties exist. According to Pfitzmann and Hansen [2008]
unlinkability between two information items holds when an observer of the system
cannot distinguish whether the two information items (in a system) are related
or not. Undetectability of an information item of interest is guaranteed when the
attacker cannot sufficiently distinguish whether the information item exists or not.
Unobservability of an information item of interest is guaranteed when both the
undetectability of the item against all subjects uninvolved, and the anonymity of
the subjects, even against other subjects involved in the information item of interest,
hold [Pfitzmann and Hansen, 2008]. Different metrics can be used to quantify the
degree of linkability, undetectability and unobservability that an observer identifies
after her observation of the system given her a priori knowledge. Communications
content confidentiality is guaranteed through encryption of the content, where the
guarantees are based on computational metrics.

Next, we group the different privacy solutions, describe their based assumptions
and principles. Later, we discuss the potentials and limitations of these privacy as
confidentiality solutions.

Anonymity in communications: In communications, anonymity is achieved when an
individual is not identifiable within a limited set of users, called the anonymity set
[Pfitzmann and Hansen, 2008]. An individual carries out a transaction anonymously
if she cannot be distinguished by an observer from others in that set. The observer,
often also called the adversary, may obtain some additional information [Diaz,
2005]. This means that the observer captures probabilistic information about the
likelihood of different subjects having carried out a given transaction. Exactly
what degree of anonymity is sufficient in a given context is dependent on legal and
social consequences of a data breach and is an open question [Diaz, 2005].

Architectural confidentiality: Another confidentiality approach depends on the
underlying architecture of the system to guarantee information confidentiality. In a
distributed system, where the personal data is collected through distributed clients
(or devices) various steps can be taken to minimize the collection of information
and to obtain data confidentiality. For example, in a distributed system like a car
toll system, devices can be embedded in vehicles that track the vehicles’ use of toll
roads. This can be done such that the surveillance information collected by the
embedded devices are minimized; the surveillance information is aggregated before
it is sent to a central server so that detailed surveillance information collection
is avoided; and, the communication between the devices and centralized systems
are secured in order to avoid unauthorized access and unwanted inferences from
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communication patterns.

Anonymity in databases and networks: PPDP methods aspire to anonymize existing
collections of (micro)data while protecting the utility of the anonymized surveillance
information for data analysts. Hence, in PPDP models the database or service
provider, for example an SNS, is trusted with all the data. Guaranteeing anonymity
is a requirement when the (SNS) database has to be analyzed (e.g. data mined),
especially so when this is done by third parties.

PPDP research on relational databases as well as network data has shown that
most existing anonymization techniques do not provide absolute guarantees with
respect to identifiability. This is the case, because ill-meaning or even unsuspecting
analysts (also called “adversaries”) may collect additional information, like the
network structure in a social network. Using this additional information adversaries
may recover the supposedly-unlinked identities and/or find more information about
these data subjects [Sweeney, 2002, Kifer and Gehrke, 2006, Li and Li, 2007,
Rebollo-Monedero et al., 2008, Domingo-Ferrer and Torra, 2008]. Differential
privacy may offer some alternatives: the objective of differential privacy is to make
sure that querying a statistical database further information cannot be inferred
about individuals related to that database. Differential privacy is a very specific
way of publishing data interactively. The usability and feasibility of applying this
new method is a topic of future research [Dwork et al., 2006].

Potentials and limitations of privacy as confidentiality solutions: We have
discussed three types of privacy solutions that rely on the assumption that keeping
data confidential, minimizing the collection of data, and de-identifying collected
data protects individual privacy. These solutions assume that certain information
practices are better for privacy than others. For example, communications
anonymity keeps the identity of the persons in information systems confidential but
often assumes that traces are ”public”, i.e., known to the adversary. Hence,
the solutions assume that unlinking the (unidentifiable) traces an individual
leaves behind is a desirable and sufficient protection of the communications of
that individual. Hence, communications anonymity privileges protection through
the unlinkability of individuals to their traces, over the protection of that link
through legal, organizational or social means. Depending on the social context this
assumption may hold, e.g., when the rule of law cannot be guaranteed. However,
there may also be conditions under which being able to prove the existence of a
link is more important than the confidentiality of that link. In such cases, privacy
as confidentiality may not be the ultimate solution for protecting ‘the right to be
let alone’. We will further discuss the assumptions that underlie such anonymity
systems, their potentials and limitations in Chapter 3. Exactly when anonymity
should be privileged over accountability is an important question to elaborate
during requirements engineering.
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The impossibility results from PPDP are relevant for communications anonymity.
With the increasing application of data mining to content analysis and given
the ability to link information from multiple sources, the likelihood of re-
identification of users or the linking of messages from a single user using anonymous
communications will increase. This may especially prove a significant limitation to
using communication anonymity for persistent communications.2

The results from PPDP research also demand that the definition of personal
data be revised to address the problem of quasi identifiers. This may lead to
defining personal data with a greater scope. From the perspective of privacy
as confidentiality, such an expansion of the definition of personal data would
mean that even more information will have to be hidden. Such reasoning raises
important research questions about the usability, efficiency, utility and feasibility
of applying privacy-as-confidentiality solutions in data intensive domains such as
social networks.

Further, the definition of the scope of personal data has an influence on the
protection that anonymous data is endowed with. Currently, data protection
legislation does not protect anonymous data [Guarda and Zannone, 2009] but an
expansion of the scope of personal data may mean that data protection should also
be applied to anonymous data. Technically, applying data protection to anonymous
communications would paradoxically require that an identifier is left behind, as
data protection only applies to identifiable data. Leaving identifiers behind are
likely to conflict with the desire to communicate anonymously. Such identifiers can
also be used as an escrow functionality, making individuals subject to a false sense
of security and privacy. The adoption of privacy solutions that provide a false of
security or privacy should be avoided at all costs. This requires that when building
systems, requirements engineers should clarify the interpretation of legislation for
the different privacy solutions.

Privacy as confidentiality solutions are made more vulnerable through the
increasing popularity of data intensive applications like SNS. Further, the logic of
confidentiality solutions is in opposition to the main functionality of SNS, which are
based on revelations of masses of data to users’ networks. Yet, the recent popularity
of The Onion Router (TOR) [TOR, 2010] shows that anonymity services are also
indispensable. The increase in the collection of massive amounts of personal data
as well as in the use of anonymity services underline the challenges to and the
importance of guaranteeing privacy through confidentiality solutions. In the least,
these challenges demand that researchers advance new solutions that are robust
enough against the vulnerabilities that occur as a result of advances in data mining.
For requirements engineering, these results mean that both PPDP results and

2Persistent communication may lead to disclosure attacks even without the analysis of the
content of communications [Shmatikov, 2004]. We wanted to emphasize that content analysis
may also be used to attack anonymous communication systems
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existing anonymity metrics have to be considered when deciding on the anonymity
models to implement.

2.2.3 Privacy as Control: Informational Self-determination

A wider notion of privacy, appearing in many legal codifications, defines the term
not only as a matter of concealment of personal information, but also as the ability
to control what happens with it. One reason for this notion, which does not call
for strict data parsimony, is that the revelation of data is necessary and beneficial
under many circumstances – and that control may help to prevent abuses of data
thus collected.

This idea is expressed in the definition of (data) privacy by Westin [1970]: “the right
of the individual to decide what information about himself should be communicated
to others and under what circumstances” and in the term informational self-
determination [Bundesverfassungsgericht, 1983]. Informational self-determination
is also expressed in international guidelines for data protection such as the OECD’s
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
[OECD, 1980], the Fair Information Practices (FIP) notice, choice, access, and
security [U.S. Department of Health and , HEW, , FTC], or the principles of
the EU Data Protection Directives [EU, 1995, 2002]. As an example, consider
the principles set up in the OECD Guidelines: collection limitation, data quality,
purpose specification, use limitation, security safeguards, openness, individual
participation, and accountability.

A newer set of privacy solutions provide individuals with the ability to control the
information they reveal to others. An important class of tools to exercise control
are Identity Management Systems (IDMS). There are different types of IDMS, but
here we refer to solutions that support separation of context-dependent virtual
identities represented by pseudonyms of varying strength – the use of anonymous
credentials for identity management systems has also been proposed [Ardagna et al.,
2009]. IDMS may also include solutions that help in what is called separation of
audiences, in which a person uses the same identity but reveals different information
to different groups of people. One element of IDMS are privacy policies that define
access control rules and obligations.

IDMS assume the existence and enforcement of data protection legislation. IDMS
systems implement principles of data protection, e.g., consent, collection for a
purpose, notification. Further, they rely on the enforcement of data protection
legislation and trust organizations to comply with data protection legislation.
Hence, IDMS make privacy as control guarantees based on a number of trust
assumptions.
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In the following, we describe the different privacy solutions that are usually
integrated in IDMS:

Anonymous and Pseudonymous Credentials: IDMS allow individuals to establish
and secure identities and describe those identities using attributes. They also allow
users to follow the activities of their identities and delete identities. Most of these
systems are based on pseudonymous credentials, policies and attribute based access
control methods.

In particular, in IDMS individuals use private credentials to prove their
authorization, e.g., that they are of a certain age, without revealing identifiable
information. These credentials are constructed using some of the building blocks in
the privacy as confidentiality paradigm. For example, cryptographic building blocks
are used to provide users with the ability to create multiple private certificates
from a single master certificate that a credential provider has issued [Hansen et al.,
2008]. The derived certificates can be generated such that even if different parties
collude, the certificates are not linkable to anyone, including to the provider who
issues the master certificate.

Using IDMS, unlinkability of identities may be guaranteed using different credentials
for various transactions and provided that an anonymity service is in between the
two communicating parties. One of the advantages of anonymous credentials is
that users may access past traces without linking all past communications with
that service provider.

Policy Languages and Policy Negotiation: The IDMS that use anonymous and
pseudonymous credentials use formal specification of rule based access control
policies with auditing functionality. A set of other privacy policy languages
have also been developed that do not have the same capabilities. Such privacy
policies sometimes only govern how personal data will be disclosed, e.g., Wenning
and Schunter [2006], Langheinrich [2001a], and in other cases may also include
enforcement mechanisms, e.g., Schunter, XACML [2005], depending on the existence
of a trusted network of organizations. Current implementations of policies typically
do not make use of anonymous or pseudonymous credentials and also depend on
secure auditing for accountability. Implementing distributed and secure audits, as
well as how to provide users with oversight are current research and development
topics.

Potentials and limitations of privacy as control solutions: Since identity
management systems are often an assemblage of various building blocks, the
evaluation of the fulfillment of privacy requirements using privacy as control
solutions cannot be achieved using metrics. The building blocks may be evaluated
using appropriate metrics when they exist e.g., computational or information
theoretic metrics for the different anonymization mechanisms, but the total control
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made available to the users through the assemblage of tools in identity management
systems is not measurable. Further, the type of identity management systems that
are needed very much depends on the application domain, the sensitivity of the
information, the diversity of user needs, and the risks associated with possible loss
or abuse of the personal data. In response, a number of researchers have written
about design heuristics and principles that need to be taken into account when
implementing IDMS [Borcea-Pftizmann et al., 2006, Hansen, 2008, Hansen et al.,
2008]. As more IDMS get implemented, best practices are likely to emerge.

Further, IDMS rely on a number of trust assumptions. Relying only on data
protection to safeguard these trust assumptions may at times be misleading. To
benefit from the identity and service providers’ offerings, the user must disclose
personal data – and therefore expose their data to risk of abuse, leakages and
aggregation [Landau et al., 2009]. Collection limitation in one system does not
protect against the (illicit) aggregation of that data in many systems. Identity
providers may end up getting too much information; this may be undesirable for
both the users as well as other service providers.

Expecting users to have oversight in the Internet where the number of data
controllers increase exponentially, may simply be overwhelming. A user may
be challenged or overpowered by the data controller, e.g., Google, and unable
to judge the risk of revealing information or using automated agents for such
decision-making.

Even if all these principles were implemented, audits may not be enough to identify
violations. System security violations (i.e. hacked systems) or design failures (i.e.
information leakages) or linking of different sources of safely released data may cause
unwanted release of information. Data protection, by focusing on individual and
identifiable data provides little protection with respect to aggregation of anonymized
data, profiling based on correlations and patterns found in this aggregated (personal)
data, and the consequent desirable or undesirable discrimination of individuals,
groups and communities. Moreover, it needs to be clarified during requirements
engineering how data protection is supposed to apply to anonymous credentials.

Despite these challenges, IDMS has much potential in governmental and in
enterprise applications. Research is needed in supporting the “management” part,
be it with respect to providing an identity provider infrastructure or oversight over
personal data. Much needed is also a study of the privacy, security and legal risks
attached to providing IDMS.

Finally, identity management is an abstract concept that does not consider how
people actually do and want to construct their identities. This is the topic of
privacy as practice, to which we turn next.
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2.2.4 Privacy as Practice: Identity Construction

Research on solutions in the privacy as practice paradigm is a recent development.
The objectives of these solutions are to make it possible to intervene in the flows
of existing data, and the re-negotiation of boundaries with respect to collected
data. These objectives are achieved by making transparent the way in which
information is collected, aggregated into data sets, analyzed and used for decision
making. These two activities, intervening in and re-negotiating information flows,
rest on, but extend the idea of privacy as informational self-determination. The
extension lies in the demands to transparency with respect to aggregated data
sets and the analysis methods and decisions applied to them in order to determine
their future information practices. Therefore, the privacy as practice solutions
are not preemptive like confidentiality or control solutions. Instead, they require
that individuals, communities receive feedback with respect to existing practices,
intervene in the evolution of systems that collect, process and distribute personal
information, and demand changes.

In this paradigm, the researchers make use of the definition of privacy as the “the
freedom from unreasonable constraints on the construction of one’s own identity”
[Agre, 1999]. This definition underlines that identities are under construction. From
this Hildebrandt [2004] concludes that “this [...] type of identification presumes
that humans are not born as individual persons, but develop into persons while
relating to their environment and interacting with other selves”. Following, this
paradigm emphasizes the social aspect of privacy and defines it not only as an
individual right, but also as a public good [Hildebrandt, 2008].

The privacy solutions that we would categorize under this paradigm are relatively
new. Further, in all the examples we have found, they are rather process oriented.
Hence, the privacy solutions are not about guaranteeing certain properties, but
rather about design principles. Nevertheless, the assumptions the researchers make
and the principles they apply are distinct enough to be defined as another privacy
research paradigm.

Palen and Dourish [2003] argue that “privacy management in everyday life involves
combinations of social and technical arrangements that reflect, reproduce and
engender social expectations, guide the interpretability of action, and evolve as
both technologies and social practices change”. danah boyd and Ellison [2007] state
that privacy in social networks sites is also implicated in users’ ability to control
impressions and manage social contexts.

These definitions emphasize that confidentiality and individual control are part of
privacy, but not all. Privacy includes strategic concealment, but also revelation
of information in different contexts, and these decisions are based on – and part
of – a process of collective negotiation. Tools that support data concealment
and revelation individually and collectively through feedback are hence typical
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for privacy as practice solutions. These solutions rely on users’ and communities’
experiences and practices of privacy and incorporate changes with respect to privacy
concerns over time.

As an example of feedback and awareness tools, Lederer et al. [2004] suggest
improving privacy sensitivity in systems through feedback that enhances users’
understanding of the privacy implications of their system use. This can be coupled
with control solutions that allow users to conduct socially meaningful actions
through them. These ideas have led to suggestions like the identityMirror [Liu
et al., 2006] which learn and visualize a dynamic model of user’s identity and tastes.

A similar approach is suggested in the concept of privacy mirrors [Nguyen, 2002].
The authors criticize purely technical privacy preservation solutions that do not take
the social and physical environments in which the technical systems are embedded
into consideration. Making the data visible would make the underlying systems
more understandable, enabling users to better shape those socio-technical systems,
not only technically, but also socially and physically. A first implementation of a
“privacy mirror” exists in Facebook through which users can set controls on their
profile information and then check how their profile is seen by their friends.

Hansen’s [Hansen, 2008] proposal for linkage control in IDMSs is a further example
of these ideas and a proposal to integrate feedback and awareness tools in IDMSs.
The author suggests solutions that provide information about collected data to
individuals and the general public. The solutions she proposes include informing
users on possible and actual linkages, as well as providing de-linking options;
communicating privacy breaches to individuals concerned; documenting the sources
of data and algorithms used by data controllers as well as the recipients of analyzed
data; making accessible personal data and also other data suitable to affect
individuals; and providing effective tools to intervene in data linkages in order to
execute corrections or deletions.

Potentials and limitations of the privacy as practice solutions: There are various
limitations to validating privacy requirements based on feedback and awareness
systems. First of all, data protection legislation does not enforce or enable such
transparency solutions. Second, providing aggregated information means that all
the parties whose information is aggregated have to consent to the use of their data
for such transparency practices. Third, governments and private organizations are
likely to be uneasy with making their data mining algorithms known to the general
public.

Further, feedback and awareness are solutions that can be used to improve the
information practices of individuals and communities, but they do not provide
normative rules about how privacy is best practiced. Hence, the results of applying
privacy as practice solutions cannot be pre-determined, e.g., the feedback may
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lead to a normalization of the information revelation practices. Moreover, privacy
as practice solutions are social tools that would take effect over time in privacy
practices. Hence, it is difficult to measure their success using metrics or other
quantifiable methods. This is likely to negatively influence the uptake of such
solutions within computer science, where quantitative measures are often desirable
to show the success or prove the properties of developed solutions. Yet, privacy
as practice solutions can be especially useful in integrating confidentiality and
control solutions in a system-to-be, by providing feedback on their advantages and
limitations in a given social context.

2.3 Related Work

Surveys of privacy solutions i.e., privacy enhancing technologies [Goldberg, 2002],
policy languages [Kumaraguru et al., 2007], identity management [Fritsch, 2007],
private analysis of network data [Hay et al., 2010], etc., exist. These are technical
surveys giving an overview of the different privacy solutions. These articles do not
discuss the assumptions and underlying privacy definitions that are pertinent
to these solutions. Most articles are written on solutions listed in the the
privacy as control or privacy as confidentiality paradigm. Nevertheless, sub-
disciplinary boundaries become evident: the articles are written either from a
security engineering perspective or a data mining perspective.

Further, especially in data mining and privacy as practice articles, legal concerns
and data protection legislation are not taken into account. The impact of lack
of protection for anonymous data, as well as the impact of PPDP results on the
definition of anonymous data has so far only been addressed in legal studies [Ohm,
2009].

2.4 Discussion and Conclusion

In summary, we have argued that existing privacy solutions can be distinguished into
three privacy research paradigms: privacy as confidentiality, privacy as control and
privacy as practice. For each paradigm we show how different privacy definitions
are mapped onto different privacy solutions; which technical properties or principles
these privacy solutions aim to achieve; and the underlying assumptions they rely
on in achieving those properties and principles.

The three paradigms have overlaps and also depend on each other: identity
management systems depend on anonymity services from the privacy as
confidentiality paradigm; solutions from the privacy as practice paradigm are likely
to depend on PPDP methods for developing transparency tools; and solutions from
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the privacy as practice paradigm may be useful for users of anonymity services to
receive information about the network, etc. Hence, we conclude that research is
needed in all three paradigms, but also in discovering ways to compose solutions
from different paradigms in systems-to-be.

The construction of the three paradigms are important and useful for our discussions
on privacy requirements engineering. First, we argue that all three paradigms should
be considered in developing systems. Hence the analysis of their appropriateness for
a given system should be part of a requirements engineering process. Moreover, the
privacy research paradigms make explicit the underlying assumption and objectives
of the different privacy solutions. Such an analysis allows the requirement engineer
to comprehend why the different solutions do, what they do. We assert that making
these distinctions explicit will lead to a better integration of privacy solutions
during requirements engineering and systems design.

In the next chapter, we revisit the privacy as confidentiality paradigm, as it has so
far been the dominant paradigm within computer science. We evaluate potentials
and limitations of solutions in this paradigm using the perspectives of authors
from surveillance studies. We also illustrate how some of the arguments of the
surveillance studies authors are too quick to dispose of the virtue and importance
of the privacy as confidentiality paradigm. Finally, with our analysis we will
demonstrate that a reconciliation between privacy concerns in social contexts and
the abstract privacy concepts developed within computer science is necessary during
systems engineering.



Chapter 3

Re-positioning the Privacy As
Confidentiality Paradigm in a
Surveillance Society

Despite the recent popularity of solutions from the privacy as control paradigm and
the innovative approaches suggested in the privacy as practice paradigm, privacy as
confidentiality remains the dominant research paradigm within computer science.
The objective of this chapter is twofold. First, we complete a critical interdisciplinary
review of the assumptions and objectives of the privacy as confidentiality paradigm,
in order to show that those assumptions fall short of addressing a number of
privacy concerns in specific social contexts. In this interdisciplinary analysis, we
explore the potentials and limitations of the privacy as confidentiality solutions in a
world of rapidly developing technology, ubiquitous surveillance, as well as changing
perceptions, legislation and practices of privacy. Second, we demonstrate that the
inclusion of solutions from all three privacy research paradigms when developing
information systems can be used to address some of the limitations of the privacy
as confidentiality paradigm.

In order to fulfill our objectives, we take a closer look at the assumptions and
objectives of the privacy as confidentiality paradigm from the perspective of
surveillance studies. We discuss if and when the technologies proposed under this
paradigm are able to provide protection in a networked society saturated with
surveillance technologies, i.e., a surveillance society. At the same time, we review
some of the assumptions of surveillance studies with respect to privacy solutions
in the confidentiality paradigm and surveillance technology. Finally, we discuss
the importance of integrating the three different paradigms and emphasize the

35
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indispensability of including legal frameworks in both developing privacy solutions
and the integration of these solutions during requirements engineering.

3.1 Privacy Enhancing Technologies (PETs) and the
Privacy as Confidentiality Paradigm

“My concern has been and will continue to be directed solely at striking
a balance between democracy and technology, between the advantages
of computerization and the potential safeguards that are inherent in it
and the right of every citizen to the protection of his right of privacy”
Gallagher [1967].

These are the words of Representative Cornelius Gallagher who through a series of
hearings in 1966 had brought the problem of computerization and its threats to
privacy to public consciousness. Interestingly, today many of the arguments that
Gallagher gave in his hearings still prevail. At the time, Gallagher was responding to
the plans to introduce a National Data Center that would collect information about
every US citizen. During those hearings Gallagher articulated important challenges
to the then nascent scientific discipline of computer science. Shortly after these
hearings Gallagher was invited as a keynote speaker at the American Federation of
Information Processing Societies’ 1967 Spring Joint Computer Conference (JCC) in
New Jersey, USA.1 Consequently, his challenges were echoed in the Communications
of the ACM [Titus, 1967], historically one of the most prominent journals within
the computer science community.

Given that special historical constellation we can state that 1967 was the year
in which privacy as a research topic was introduced to the then young field of
computer science.2 At the conference a session on privacy problems was introduced
and a total of 5 papers were presented on the topic of privacy.3. Privacy was never
defined in these papers but assumed to be confidentiality of data, the breach of
privacy then meaning the leakage of data to unauthorized principals in military
and non-military systems. Although Representative Gallagher defined privacy as
the right to freedom of action, speech, belief or conscience and listed potential
risks of information collection to these rights [Gallagher, 1967], the transposition

1The series of conferences commenced in 1961 and were dissolved in 1990 [Room, 2007].
2Although in the papers presented at the Spring JCC the suggested privacy and security

solutions have parallels to the much longer standing tradition of research on cryptography and
communications security, in this thesis we start our account of privacy research in computer
science with the explicit introduction of the term “privacy” at the Spring JCC Conference.

3Three of the authors were from the RAND Corporation [Ware, 1967a, Petersen and Turn,
1967], one from MIT [Glaser, 1967] and one from a company named Allen-Babcock Computing
[Babcock, 1967].
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of the concept to research in computer science was driven by existing security
mechanisms, and limited to data confidentiality and secrecy of communications.

Privacy enhancing technologies (PETs) that guarantee some type of data
confidentiality and hence user privacy have been an important research topic
ever since.4 Equating confidentiality with privacy also persisted as the main
principle of recent privacy research in the sub-field of data mining.

The data that is kept confidential using PETs may be stored data, communicated
data, or the conditions of a given communication. The last one guarantees the
anonymity of the sender and/or receiver of the communication and in some cases
only the confidentiality of the relationship between the sender and the receiver.5
The data is kept confidential from an adversary which may be the communication
partner, e.g., service provider, data holder or an attacker in the environment.
Such PETs play an important role in guaranteeing anonymous speech, hiding
communication content and enabling the unlinkability6 of electronic activities in
a networked world. In data mining, the proposed methods focus on publishing
anonymized databases (PPDP), or methods to execute computation on databases
without revealing sensitive information (PPDM). These technologies have proven
important for organizations to provide transparency to the public or share their
knowledge with others by publishing reports on their activities while avoiding
negative consequences due to the possible identification of individuals mentioned
in these reports.

In the last ten years, various authors in the emerging field of surveillance studies7

have raised critiques with respect to PETs and/or the privacy as confidentiality
paradigm. These critiques have focused on modern day conditions to show that
the computer scientists’ conception of privacy through data or communication

4Later, IDMS, privacy policies and other technologies that rely on the contractual negotiation
of personal data revelation have been proposed. These are sometimes called “soft privacy” tools
and a review of such PETs can be found in [Wang and Kobsa, 2006]. Such tools are not the focus
of this chapter since they are not based on the same assumptions that PETs for preserving data
confidentiality, “hard privacy”, are dependent on.

5In relationship anonymity, the sender and receiver of messages may be known, but not the
relationship between a pair of senders and receivers.

6Unlinkability may refer to the unlinkability of the identity of the person from the traces she
leaves behind, or the unlinkability of multiple traces, or simply of two [digital] items of interest
such that these items of interest are no more and no less related after the observation of an
[attacker] than they are related concerning [the attacker’s] a priori knowledge [Pfitzmann and
Hansen, 2008]

7Surveillance studies is a cross-disciplinary initiative to understand the rapidly increasing
ways in which personal details are collected, stored, transmitted, checked, and used as a means
of influencing and managing people and populations [Lyon, 2002]. Surveillance is seen as one
of the defining features of modernity. In that sense, surveillance is seen as an ambiguous tool
that may be feared for its power but also for its potential to protect and enhance life chances.
Departing from paranoid perspectives on surveillance, the objective of these studies is to critically
understand the implications of current day surveillance on power relations, security and social
justice.



38 RE-POSITIONING THE PRIVACY AS CONFIDENTIALITY PARADIGM IN A SURVEILLANCE SOCIETY

confidentiality has been mostly techno-centric and displaces end-user perspectives.

Orlikowski [2007] defines techno-centricity as a perspective which is mainly
interested in understanding how technology leverages human action, taking a
largely functional or instrumental approach. Within such approaches, engineers
and others tend to assume unproblematically that technology is largely exogenous,
homogenous, predictable, and stable, performing as intended and designed across
time and place. This perspective tends to put technology in the center, blend
out cultural and historical influences, and produces technologically deterministic
claims.

The dichotomous opposite of techno-centricity is human-centricity, a perspective
which focuses on how humans make sense of and interact with technology in
various circumstances. In human-centric accounts, technology is understood to be
different depending on meanings humans attribute to it and through the different
ways people interact with it. This approach takes cultural and historical contexts
into consideration, but has a tendency to minimize the role of technology itself
[Orlikowski, 2007].

Our objective is to study how materiality – in our case technology – and the
social are constitutively entangled [Orlikowski, 2007]. Meaning that PETs and
social practices in spaces of ubiquitous surveillance cannot be seen as ontologically
distinct matters but constitute each other. Social practices in spaces subject to
ubiquitous surveillance are constituted by existing surveillance practices and by
PETs, whereas PETs are the products of humans, their own social practices and
conceptions of how surveillance is made effective and can be countered.

In order to accomplish our objective, in Section 3.3 we give an overview of computer
science research on privacy as confidentiality. Here we also list some of the
assumptions common to this type of research. Next, in Section 3.4 we survey
perspectives from surveillance studies for analyses of current day conditions and
how these escape techno-centric narrations of PETs. Then, in Section 3.5 we
follow up the critiques of PETs with an evaluation of both, the consequences of
these critiques for computer scientists and designers of systems, as well as the
human-centricity in the different perspectives. Last, we propose the application of
multiple research paradigms that could be utilized to improve information systems
design and that make apparent the constitutive entanglement of technologies and
social practices in the context of privacy.

3.2 Related Work

Similar critiques of PETs and privacy as confidentiality have been written in the
past [Phillips, 2004a, Stalder, 2002a, Tavani and Moor, 2001]. We have included
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the first two of these perspectives in the later sections. In addition to reviewing
existing critiques, the contributions of this chapter are valuable for the following
reasons: First, confidentiality as the way to preserve privacy is a recurring theme in
privacy debates generally and in computer science specifically. Therefore, studying
whether this holds given changing social conditions is important. Second, we have
some additional arguments in the section on “the information perspective” which
can provide interesting challenges to privacy research in computer science. Further
and most important of all, our argument is not that the privacy as confidentiality
paradigm should be done away with. On the contrary, we believe that they need
to be re-positioned with respect to the effects of ubiquitous surveillance in order to
adapt the assumptions and claims of PETs to changing user requirements.

3.3 Privacy as Data Confidentiality and Anonymity

3.3.1 The Privacy as Confidentiality Paradigm and Personal
Data

In those initial papers on privacy presented at the 1967 Spring Joint Computer
Conference [Glaser, 1967, Babcock, 1967, Petersen and Turn, 1967, Ware, 1967a,b]
the researchers had noticed the importance of sensitive data. Yet, defining what
actually counted as “private” sensitive data was difficult. The authors distinguished
between military and non-military systems, with the latter meaning industrial
or non-military governmental agencies. Their objective was to devise systems
that would avoid intentional or accidental disclosure of confidential sensitive
data belonging to other users [Ware, 1967a]. In defining how to classify private
information, a pragmatic approach was to ask how the military classification of
document confidentiality i.e. confidential, highly-confidential, top secret, could
somehow be mapped onto sensitive personal data. The authors also discussed,
whether such a mapping was unrealistic when a central authority and the necessary
discipline to enforce such schemes were lacking in non-governmental/private
computer networks [Ware, 1967b].

In all the papers, confidentiality, a concept that played an important role in military
think, was chosen as the main paradigm for privacy research. The authors were
aware that military concepts could not be applied to society at large, hence all the
papers attempted to distinguish security (military) from privacy (non-military).
Yet, they had few other frameworks to take as a reference.

Ever since, there has been much progress in “non-military” contexts defining
what constitutes informational privacy [Gutwirth, 2002, Solove, 2006, Nissenbaum,
2004] and which data should be subject to technical and/or legal protection. For
example, various data protection legislation have defined the category “personal
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data” as subject to privacy protection. The EU Directive states: Personal data
are “any information relating to an identified or identifiable natural person [...]; an
identifiable person is one who can be identified, directly or indirectly, in particular
by reference to an identification number or to one or more factors specific to
his physical, physiological, mental, economic, cultural or social identity” (EU
Directive 95/46/EC [EU, 1995], Art. 2 (a)). This emphasis on identity is coupled
with a relative under-specification of content that counts as personally identifiable
data. The standard types of personally identifiable data are profile data describing
individuals, including name, address, health status, etc.8

It is probably in line with this focus on identity and identifiability in data protection
that, in comparison to the contributions at the 1967 Spring Joint Computer
Conference, from the 80s onwards PETs focusing on the unlinkability of data
gained in popularity. Hence, in computer science identifiability includes inferring
the link between an individual and some other data probabilistically. The construct
of probabilistic identification has opened discussions about the expansion of what
could count as personal data under data protection.9 We discuss these matters in
more detail in Section 3.3.2.

3.3.2 Anonymity as a Privacy Enhancing Mechanism

Once data about a person exists in a digital form it is very difficult to provide that
person with any guarantees on the control of that data. This lack of control has
contributed to personal data leakages and undesirable secondary use of personal
data on the Internet10, often leading to privacy breaches. Much of the personal
data collected using current day technologies represent activities of individuals

8In another example, privacy scholars have argued that data protection overlaps with privacy
protection, but at times the data subject to protection should be broader than personal data,
for example, all (not-identifiable) data that affect people’s behaviors and decisions [Fuster and
Gutwirth, 2008]. However, we argue that identifiability as the main criteria for what should be
protected continues to hold both in the privacy as confidentiality paradigm and in data protection.
This is especially tangible in past solutions that achieve anonymity, as we will show in the rest
of the chapter. We expect that the distinction between identifiable and aggregated surveillance
data will blur in determining which data to protect, as inference techniques and the collection of
highly granular data become widespread, e.g., [Balasch et al., 2010].

9The expansion of the category “personal data” based on probabilistic identification can rely
on unacceptable assumptions and have negative consequences. For example, Braman [2006]
raises concerns with respect to the use of probabilistic identification as legal evidence, especially
when perturbation is used for anonymization. Similarly, in [Wills and Reeves, 2009] the authors
problematize some of the heuristics used to probabilistically infer information about individuals
based on the characteristics shared by their network vicinity. The authors argue that the heuristics
are comparable to notions like “birds of a feather flock together”, “judge a man by the company
he keeps”, or “guilty by association”.

10The focus of this chapter is on Internet based technologies and privacy concerns. We are
aware that breaches also occur with devices that are off-line and on networks other than the
Internet. Whether the same assumptions and analyses hold for these types of problems is beyond
the scope of this chapter.
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assumed to be private or shared by a few prior to their digitization. Not digitizing
these activities and avoiding the exchange of such digitized data would avoid further
parties acquiring knowledge of these activities. But, this would substantially limit
many of the technologies we use daily and is often undesirable for reasons we will
account for in later sections.

A weaker form of preserving privacy is then to keep personal data confidential from
a greater public. This would require the use of cryptography and secure systems:
the prior has so far proven expensive to roll out and difficult for users, while the
latter is extremely difficult to accomplish in networked systems.

Yet another form of privacy can be achieved through what is called anonymity. We
discussed these technologies in detail in the previous chapter. TOR11 and JAP12

are some popular and established examples of applications that make use of the
concept of anonymity on the Internet. From here on, we refer to such anonymity
systems as anonymizers.

Anonymity is achieved when an individual is not identifiable within a limited set
of users, called the anonymity set [Pfitzmann and Hansen, 2008]. An individual
carries out a transaction anonymously, if an observer cannot distinguish her from
others. The observer may be the communication partner or a third party observing
the communication channels.

The capabilities of anonymizers are limited by the size of the anonymity set,
the capabilities of the observer and by the content of the communication. If
the communication content includes personally identifiable information, then
the communication partners can re-identify the source person. Worse, if the
communication content is unencrypted then intermediary observers may also re-
identify persons (or institutions) as was shown by Egerstad.13 A last type of
weakness results from persistent communication, meaning after observing multiple
rounds of communication, the degree of anonymity may decrease and (probabilistic)
re-identification becomes possible.

In databases, the conditions for establishing anonymity sets are somewhat different.
The end of the 90s saw the development of a new research fields called privacy
preserving data publishing (PPDP) and mining (PPDM). PPDP Initially focused
on databases of so-called “anonymized” personal data. Early results showed that
simple de-identification is not enough for anonymization. In her seminal work
Sweeney [2002] showed that she could re-identify 85% of the persons in anonymized
hospital reports using the publicly available non-personal attributes i.e., gender,
age and zip code. Sweeney proposed methods to achieve k-anonymity in databases:

11http://www.torproject.org/
12http://anon.inf.tu-dresden.de/index˙en.html
13In 2007 Dan Egerstad set up a number of TOR exit nodes (a popular anonymizer

http://www.torproject.org) and sniffed over 100 passwords from traffic flowing through his
nodes. The list included embassies and government institutions [Paul, 2007]
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A database listing information about individuals offers k-anonymity protection,
if the information contained for each person cannot be distinguished from k − 1
individuals whose information also appears in the database. Later work in the field
proved k-anonymity itself is not enough to anonymize data sets [Kifer and Gehrke,
2006, Li and Li, 2007, Rebollo-Monedero et al., 2008, Domingo-Ferrer and Torra,
2008].

The results of PPDP research have shown that the scope of personal data
can be broad. The attacks based on communication content have shown that
anonymization without encryption can actually produce false perceptions of security,
causing the revelation of data meant to be confidential. The results also invoke
important research questions about the usability and feasibility of privacy as
confidentiality methods in a world of multiple data sources, unlimited aggregation
and possible inferences. For now, we focus on some of the assumptions that PETs
make when defining confidentiality and anonymity as building blocks of privacy.
The same analysis can be done for the assumptions of PPDPs. But for now, we
only regard the PPDP results on the impossibility of microdata anonymization as
an important element of our analysis of the privacy as confidentiality paradigm.

3.3.3 Assumptions of PETs and the Internet

There are some basic assumptions of the privacy as confidentiality paradigm that
inform the logic of PETs. These assumptions are often not made explicit in
research papers on privacy technologies but are articulated between the lines. The
assumptions vary between technical and socio-technical ones and can be listed as
follows:

1. There is no trust on the Internet: Here, the absence of trust refers to a
number of things. First, users of the Internet can never be sure: whether a
communication has been established with the correct party; as the popular
analogy states, whether the partner they are communicating with is a dog,
and if this dog/non-dog is receiving the sent messages; and if the message
is received, whether those messages remain unchanged. Further, given an
unprotected communication channel and unencrypted messages, there are
no guarantees against eavesdropping into the communication. Last, once
the communication has been established and message or data transfer has
taken place, there are no guarantees that the transmitted data will not be
distributed to further parties.

2. Users are individually responsible for minimizing the collection and
dissemination of their personal data: By suggesting that through the use of
PETs privacy can be enhanced or protected, an implicit claim is that personal
data on the Internet originates from the users themselves. If the users want



SURVEILLANCE SOCIETY AND PETS 43

to protect their privacy then they should protect their data individually. This
is especially the case because, see assumption (1).

3. If they know your data, then they know you: although this is not necessarily
limited to computer science papers, when discussing the effects of data
collection in privacy discourses knowing data about individuals gets mixed
up with knowing those individuals. Knowing a user or individual here refers
to knowing some or all of the following: intentions, causalities, and reached
objectives.14

4. Collection and processing of personal data, if used against individuals, will
have a chilling effect: The personally identifiable data distributed on the
Internet may be used against individuals in unwanted and unclaimed ways.
Especially if we make the assumption (3), then it follows that massive
collection of data may have severe consequences. Misuse of personal data in
repressive, discriminating, or simply undesirable ways may have a chilling
effect. Hence keeping personal data confidential is a secure way to avoid such
chilling effects.

5. Technical solutions should be used to protect privacy instead of relying solely
on legal measures: Data may leak legally or illegally since it is difficult to
control data and (1) there is no trust on the Internet. In order to avoid such
leakage of data despite legal protection technical solutions such as anonymity
and confidentiality should be preferred.

These assumptions, although coherent and strong in their arguments, can be
criticized for being techno-centric. In order to show why, we will first look at
some of the findings of surveillance studies with respect to life in the “surveillance
society”. When appropriate, we will list critiques of the privacy as confidentiality
paradigm generally, and PETs specifically. In Section 3.5 we will return to these
assumptions.

3.4 Surveillance Society and PETs

In this section, we give a short overview of some of the voices that we identify
as surveillance studies perspectives that position themselves with respect to the
privacy as confidentiality paradigm or PETs. Each of the perspectives investigates
surveillance spaces and their affects in our lives and on our understanding of

14There are numerous court cases in which digital data are used as evidence in ways which
claim much more than the data seems at face value to represent. For example, a court in the
USA. accepted pictures from a social network site of a young woman enjoying a party a number
of weeks after a car accident with casualties. The picture was used as evidence that she lacked
remorse [Wagstaff, 2007].



44 RE-POSITIONING THE PRIVACY AS CONFIDENTIALITY PARADIGM IN A SURVEILLANCE SOCIETY

privacy. We sum up the different perspectives in the daily, marketing, political,
performative and information perspectives. We will shortly account for each of
these perspectives, their critiques of privacy as confidentiality and their suggestions
for addressing matters of privacy in information systems.

3.4.1 The Daily Perspective on Surveillance

A typical critique of users is that they do not care for their privacy. Even though
different types of PETs are available to them, and in different studies users express
their concerns for the privacy of their data, when they do make use of systems,
these concerns evaporate and PETs are rarely utilized [Berendt et al., 2005]. This
low adoption of PETs has been contributed to the usability problems that are
associated with PETs. Studies like “Why Johnny can’t encrypt?” have argued
exactly for this point [Whitten and Tygar, 1999]. In other cases, the users have been
accused of being insensitive to the abuse of their data, naive, or simply ignorant of
the risks that they are taking [Gross et al., 2005] allowing the surveillance of every
aspect of their daily lives.

In comparison, surveillance studies conceptualize individuals as being overburdened
with the duty of protecting their individual privacy against powerful (governmental)
institutions. Stalder [2002a] argues that our societies are increasingly organized as
networks underpinned by digital information and communication technologies. He
claims:

“In a network, however, the characteristics of each node are determined
primarily by its connections, rather than its intrinsic properties. Hence
isolation is an undesirable option.”

As an example of the networked society, Stalder talks about how, when going to
the social services, we have to show information about housing and work, while
at work we have to give bank information, which provides us with a credit card,
which is a precondition to renting a car, etc. Therefore, it is the connectedness in
the surveillance network that provides individuals with access to various systems
rather than their relationship one-by-one with these institutions.

Therewith, Stalder problematizes PETs that make use of anonymity for daily
encounters.15 Widespread use of anonymity tools would burden the individuals,
more so than offering them tools of protection. Instead, Stalder argues that the
burden to protect their privacy should be taken off the individuals’ shoulders and
accountability should be asked of database holders.

15Stalder also criticizes propositions for IDMS systems that favor anonymous or (unlinkable)
pseudonomous credentials for the same reasons.



SURVEILLANCE SOCIETY AND PETS 45

3.4.2 The Marketing Perspective on Surveillance

The main concerns with surveillance and the processing of massive databases
of personal data lies in categorization and social sorting. A typical example
of discriminatory categorization of populations is practiced in geodemographic
systems, which have been critiqued in previous studies [Curry and Phillips, 2003a,
Graham, 2005]. Therewith, marketers and companies can decide on desirable and
non-desirable customers, excluding parts of the population. The latter are no
exceptions to existing economic models and are often called the dead weight loss
[Bauer et al., 2006].

Anonymity offers little protection against these systems. The classification of
individuals with respect to marketing categories (or for that matter governmental
surveillance categories for crime suspects) is not necessarily based on the unique
identity of persons but rather on attributes that they carry. In that sense, these
systems continue to work even if the individuals using the systems are anonymized.
What is important for these systems are behavioral data (patterns of user activities
over time) and user attributes. A newcomer to the system does not have to be
identified uniquely; it is enough if their behavior can be matched given a set of
categories.

Exactly this critique is picked up and taken a step further by Zwick and Dholakia
[2003], marketing specialists critical of existing geodemographic systems and
consumer databases. Zwick states that the control of the consumer to determine
his digital identity is minimal. Because, Zwick claims:

“Implicit in the conceptualization of all of these tactics is the assumption
that the consumer self is ontologically distinct from its representation in
the electronic market-space. Yet, from a poststructuralist perspective,
the subject cannot be conceived in this way. Because the consumer is
constituted by language and the language governing the electronic
market space is constituted by databases. The consumer (as a
meaningful cultural representation, not as a body) does not exist outside
this constitutive field of discursive power. Hence, the consumer’s digital
identity is his or her real identity because marketing is targeted toward
the consumer profile rather than the real person.”

The authors suggest that knowledge is a function of linguistic power and linguistic
power in the mode of information resides with database technologies. Hence, very
much like Stalder the authors propose that a struggle for consumer identity needs
to be fought at the level of the database.

The authors’ critique of PETs is severe. They claim that PETs offer “customers”
only a false perception of autonomy. The consumer categories cannot be
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manipulated. Indeed, as an alternative the authors argue that consumers must be
given direct access to customer databases in order to ensure that he or she regains
a viable voice in the act of his or her constitution as a customer. The customer
has to be enabled in (co)-authoring their own identity.

3.4.3 The Political Perspective on Surveillance

Within the privacy as confidentiality approach, there is an assumption that the
protection of those issues, activities, opinions deemed to be private and the private
sphere is ultimately a good thing. Phillips [2004a] produces a critique of this
normative approach based on feminist and queer theory. He says that:

“Some feminist scholars have argued that it is this creation of a private,
domestic sphere apart from the public realm, that is the privacy
problem. Certain populations and issues are relegated to this private
sphere, particularly women and issues of sexuality. The public/private
distinction then serves as a tool of social silencing and repression. From
this perspective, the most important privacy issues are not those of
freedom from intrusion into the domestic realm, but instead of the
social construction of the public/private divide itself.”

If we take a look at newspaper headlines on possible privacy breaches with respect
to new technologies that are being articulated in mainstream media then Phillips’
pointer becomes even more interesting. More often than not, these articles are about:
drinking and drug habits or sexual preferences being visible to future employers
(social networks), bodies becoming visible publicly (the airport scanners), severe
illnesses or dissident opinions becoming available to public, etc. We are not arguing
that all these things should be public and considering them private is always a
matter of repression. But privacy is not uniformly available and uniformly valued.
The need for privacy can change depending on context, as in the case of abuse or
violence in the private sphere. For those who have little public power, the apparent
invasion of privacy can sometimes seem welcome [McGrath, 2004].16

Philips’ critique shows that through new technologies and their ability to make
things visible and invisible we are forced to re-consider what should remain public

16There are cases where this is exactly turned around as in the case of Federal Record Keeping
and Labeling Requirements which require secondary producers to be responsible for the record
keeping procedures primary producers gather when they produce sexually explicit material
[Department of Justice, 2008]. The lack of public power of those who produce sexually explicit
images leads to both an intrusion of the effected person’s privacy and to silencing of those who
want to publish explicit material. So, the argument is not that the private is always repressive
and the public intervention is always a positive one, but that both the private and public needs
to be negotiable and questionable, especially when the lives or livelihoods of those with meager
public power are disputed.
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and private. In the EU, the notion and protection of privacy has since long been
held to include a social dimension, i.e. a freedom from undue interference in the
development of one’s social identity. But it still remains open, who decides when
and how the boundaries are settled between the public and private when building
information systems.

Ideally, this decision process needs to be a social and democratic process and not
one defined solely by (technical, business and legal) experts. Even then, the power
relations between the different participating and non-participating stakeholders
have to be considered. Last, Phillips suggests that instead of inscribing into systems
absolute values of what should remain private or public, systems that allow users
to negotiate when and if they want to keep their information private and public
should be considered. From the political perspective, it is therefore advisable to
build technologies that enable individuals or communities to safely and strategically
push the boundaries between the public and the private.

3.4.4 The Performative Perspective on Surveillance

The effectiveness of performativity in surveillance space becomes easily evident
in the interventions of many artists whose works have often inspired surveillance
studies authors. Stephen Mann, in his series of performances “My Manager” wears
a visible camera in stores and restaurants where customers are not permitted to
take photographs, yet where CCTV surveillance is practiced. When approached by
security staff, Mann tells them that “my manager” insists he wears the camera to
ensure that he is not wasting his time during his errands. This is not photography
he explains, since the signals are being beamed off-site where they will be turned
into images [McGrath, 2004]. Mann blames everything on “My Manager” and
watches to see how the power relationships shift, how not taking responsibility
for surveillance becomes ridiculous, and managers do all of a sudden appear to
question his intervention.

McGrath [2004] in his book “Loving Big Brother” very much appreciates the wit
and passion of such daily performative interventions. His analysis of surveillance
space avoids a value judgment about the morality or desirability of surveillance
technology per se. As a strategy, McGrath demands a shift form anti-surveillance
to counter-surveillance. He points to the impossibility of controlling surveillance
space itself i.e. once surveillance space exists, it can be used by unexpected parties
in unexpected ways. In that, he accepts that there can be no trust on the Internet
but derives different conclusions. Although performances like Mann’s, or the use
of cameras at demonstrations against police brutality [Lewis, 2009], or even the
coincidental recording of the police brutality practiced against Rodney King in the
USA [BBC, 2002] are valuable examples of reversing the gaze, McGrath focuses on
counter-surveillance that goes beyond the reversal strategy. Instead, he proposes
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counter-surveillance that opens a space for all sorts of reversals in relation to how
the gaze and its imagery may be experienced.

McGrath argues that proliferation of surveillance will produce discontinuities in
experience of surveillance and produce excess. The more the surveillance proliferates,
and the more surveillances start competing, McGrath argues the more we will see
a battle over meaning. If we accept that surveillance space is in suspense, that the
way we will take up surveillance, the way we will be affected, and the way we will
respond are in suspense, then radical possibilities for counter-surveillance pop-up.
And, he argues that the focus of these counter-surveillance strategies should be
on deconstructing and subverting the tyranny of meaning given to surveillance
material.

But, how? McGrath picks up on the theories of the poststructuralist Mark Poster,
and states that: “we are already surrounded by our data bodies in surveillance space.”
He gives examples of artists’ works and everyday surveillance uses that highlight
the discontinuities of the surveillance narrative. It follows from the examples that
these data bodies are neither simple representations of ourselves, nor straight
falsifications, but hybrid versions of ourselves susceptible to our interventions.
McGrath is aware that this multiplicity of selves will be distorted and exploited
by the consumer-corporate system. But, he concludes, that the real danger lies in
disengaging with the surveillance space.

“[T]he emergence of surveillance culture is nothing less than a challenge
to our consciousnesses. [...] we ignore the circulating, multiple, hybrid
versions of ourselves at our peril. If we deny their relation to us in an
attempt to maintain the integrity of a unified self – rooted in rights of
privacy – we risk surrendering any control, any agency, in relation to
our lives and society.”

According to these arguments, recent forms of practiced surveillance like reality
shows e.g., Big Brother, and even most articulations of web based social networks
can be seen as a realization of the fact that we live in a surveillance saturated
society, and participation in these programs and environments are actually ways in
which we are exploring what to do about it. In that sense, McGrath questions any
assumptions on surveillance data being representative for what people are, feel,
intend, or achieve, etc. Instead, he encourages members of our societies to enter
surveillance space, to experience its affects and to challenge any narratives that are
limited to those of control and authority or try to monopolize what data means
and how it can be used.
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3.4.5 The Information Perspective on Surveillance

In most surveillance systems data receives meaning because of its relationality. A
single piece of data about a single person says very little unless there is a set of data
to compare it to, a framework to give it some meaning. In the age of statistical
systems, the collection of data sets is what makes it possible to make inferences on
populations and to evolve undesirable categorizations. This is also what Phillips
[2004a] defines as surveillance:

“Surveillance is the creation and managing of social knowledge about
population groups. This kind of privacy can easily be violated if
individual observations are collated and used for statistical classification,
which applied to individuals makes statements about their (non)-
compliance with norms, their belonging to groups with given properties
and valuations, etc.”

In that sense any data, by its potential to be aggregated, has many data subjects, or
better said always carries the potential of pointing to a data population. Individual
decision making on personal data always affects all correlated subjects [Rouvroy,
2009]. Individualized concealment of data or unlinking of identities from traces
provides little or no protection against breaches based on statistical inferences
or discriminatory categorization for all correlated data subjects. Any individual
can be categorized, as long as enough information has been revealed by others
and aggregated in databases. The other way around, it is impossible to guarantee
semantic security in statistical databases. Meaning it cannot be guaranteed that
access to a statistical database would not enable one to learn anything about an
individual that could not be learned without access [Dwork:, 2006]. Hence, not
only is categorization of individuals based on attributes a problem, but also the
analysis of statistical databases may reveal additional information about individuals.
Similarly, recent studies have shown that attributes revealed by a user’s friends or
group affiliations may be used to infer the user’s hidden attributes [Zheleva and
Getoor, 2009].17

Further, much information is revealed about individuals by virtue of their
associations with others. By now, we all carry digital devices that accumulate
data about our environments, and that provide information about us to those
environments. We disseminate this information on the social web or simply among
our ecology of devices. We talk loudly on our cell phones about ourselves and others,
reveal pictures of family, friends or visited locations, archive years worth of emails
on multiple devices from hundreds of persons, map out our social networks which

17As we mentioned earlier, such inferences are problematic because a) they are likely to gain in
popularity without a deeper understanding of what such mathematical inferences mean b) they
are based on normative assumptions with respect to “like people network with each other” which
can be oppressive or overly-judgmental as discussed in [Wills and Reeves, 2009].
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reveals information about all those in the network. In each of these cases it is evident
that it is not only individuals that reveal information about themselves, but we all
participate in multiple kinds of horizontal and vertical information broadcasts and
surveillances. We collectively produce data: we produce collaborative documents
on wikis, take part in online discussions and mailing lists, comment each other’s
pictures etc. All of this data is relational and makes sense in its collectivity. It
also works the other way, in the networked world that Stalder describes, much
information is collected about us and is linked in order to give us access to systems.

Hence, looking at data as snippets of individual contributions to digital systems
actually misses the actual value of that data in its collectivity and relationality. It
does not recognize the publics we create and share, one of the greatest promises
of the Internet. Individualizing participation in the surveillance society makes
it difficult to develop collective counter-surveillance strategies, and limits our
engagements with surveillance systems to individual protections of our actions.

The depiction of information privacy and data protection analogous to individual
property rights actually exacerbates the problem of a contested public sphere.
Although the rise of the social web can be celebrated as a long expected gift or
cooking pot economy, not only its privatization through large companies, but also
the privacy debates contribute to articulations against seeing information on the
web as a public good.18 The logic of privacy and private ownership has created the
false perception that data in its singularity is of utmost value and is controllable.
Privacy through confidentiality and anonymity can follow this logic and can be
detrimental to collective critical engagement in surveillance systems.

3.5 Revisiting PETs

Personal data is an undefined category that is widening ever since PPDP and
PPDM introduced the concept of quasi identifiers. This means that practically all
data are always potentially linkable to an individual and hence are personal data,
i.e., fall under the data protection regime. If we apply that directly to the logic
of privacy as confidentiality, any data may reveal something about the individual,
and hence needs to be kept private. In the different surveillance perspectives, the
authors discuss how this is inconvenient, undesirable, and sometimes impossible.

We first return to the assumptions of PETs using the prior critiques and provide
an analysis for when these assumptions are problematic. Then, we consider the

18It is therefore no surprise that in the latest uproar against the new Terms of Use of Facebook
users have argued for a radical deletion of their profile to include the deletion of all their
contributions to other profiles and all their correspondences to other people. The protection
of individual privacy in such instances is valued over the integrity of the discussions forums,
mailboxes of friends, posted photographs etc.
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human-centric assumptions underlying the surveillance studies perspectives, and,
if relevant, argue when the privacy as confidentiality paradigm and PETs may
nevertheless be desirable.

3.5.1 Returning to the Assumptions of PETs

1. There is no trust on the Internet: This is a technical fact. Especially the
underlying design of the Internet makes it very difficult to give guarantees
of the security of communication. The problem here is that the absence
of technical measures to make certain guarantees gets conflated with social
definitions of trust. Exactly what social definitions of trust may be and how
these categories get conflated requires further study based on understandings
of trust on the Internet.

2. Users are individually responsible for minimizing the collection and
dissemination of their personal data: As we argued in the information
perspective to surveillance, the protection offered through the confidentiality
of personal data is limited. Anonymously collected data does not protect
against surveillance systems and the reflexes of their controllers to manage
and sort populations. Categories created through the databases using
de-identified data can easily be used to classify individuals by virtue of
mapping some of their attributes and their behavioral data to categorical
descriptions. The effectivity of these categories depends on the power of those
holding this data and their success in making constitutive claims. Therefore,
the assumption that personally identifiable data confidential or unlinking
individuals identities from their data traces may protect individuals from
social sorting and marketing systems does not hold. This is especially the
case if the power of those data controllers is not questioned.

3. If they know your data, then they know you: Surveillance data is often a
place holder. It points to something that has happened or that has been, it
often loses a sense of sender and receiver. Data looses the intentions behind
its creation and starts to float in digital systems as data bodies. We need
to dismantle the power of such data to stand for some “reality” or “truth”.
We need to scrutinize the uses of this data and deconstruct attempts to
monopolize its meaning. When accountability is of concern, other technical
mechanisms should be put into place that guarantee the necessary proofs that
a certain data item validly stands for something. In any case, we should be
careful to claim truth to data in order to argue for confidentiality as privacy
protection.

4. Collection and processing of personal data, if used against individuals, will
have a chilling effect: It is true that collection and processing of data, if
used against individuals can have a chilling effect. McGrath shows in most
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of his examples that there could also be other effects. By now, there are
multiple occurrences in which people have publicized data in order to protect
themselves against the breach of their privacy.19 In ubiquitously surveilled
spaces, confidentiality and anonymity can actually make somebody suspect
or devoid of protection.20

5. Technical solutions should be used to protect privacy instead of relying solely
on legal measures: Given the amount of surveillance measures that have been
installed and the amount of information collected about each person by their
friends and organizations they are affiliated with, it is unrealistic to expect
that technical measures can be applied realistically to actually keep many of
daily interactions confidential. Hence, we must search for a combination of
technological solutions, legal protections and social practices to respect those
activities that we would like protected. A solely techno-centric approach is
unrealistic, is bound to overwhelm any individual, and often too quick to
dismiss many social contracts that we enjoy in everyday life.

3.5.2 Re-positioning the use of PETs:

Although we have shown that many of the assumptions underlying PETs are
problematic, we still see an important value in the opportunities they have at offer.
Especially given their vulnerable position as a result of politics of hyper-security –
based on another assumption, that only criminals and people who have something
to hide use PETs – it is necessary to be precise with our critique.

The human-centricity in the surveillance perspectives sketched above lies in the
fact that they tend to dismiss the ability of PETs to enable any alternative digital
behavior and to produce multiple (unexpected) affects. The solutions suggested
by the different perspectives also delegate the problems often to the social: in
the form of accountability, performativity and liability. We would like to explore
the potential constitutive role that PETs play or can play in the surveillance
society. Hence, we revisit PETs from each of the surveillance perspectives that we
have summarized above in order to explore both their limitations as well as their
potentials.

19Anne Roth started a blog in which she documented their everyday activities after her partner
was declared the number one terrorist in Germany in 2007 and they found out that their family
had been subject to police surveillance for over a year (http://annalist.noblogs.org/). Similarly,
New Jersey based artist Hasan Elahi started documenting every minute of his life on the Internet
after the FBI detained him at an airport (http://trackingtransience.net/). Both of these persons
made the assumption that keeping their lives public and visible protects their freedoms when
government authorities choose to threaten these freedoms.

20Ironically, if using PETs makes someone suspect, then it may be necessary to think of PETs
of higher orders i.e., PETs that are used to keep the users of PETs anonymous.
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We agree that putting the responsibility of re-establishing privacy should not
solely lie on individuals. Further, it is paradoxical to suggest that the solution
to potential undesirable instances of control should lie in users having to control
their actions and data all the time. Therefore, visions of large scale anonymous or
pseudonymous systems where users constantly hide their attributes and connections
[Chaum, 1985] and have to re-establish other forms of relatedness through digital
reputation [Dingledine et al., 2002] are inconvenient and undesirable in a networked
world.

Nevertheless, disabling the users’ options to exercise some control over revealing
their personal data if they want to is just as undesirable. We would hence argue
that the accountability that Stalder demands of data processing systems should
include making it mandatory for service providers to grant anonymous and/or
pseudonymous access to their services. The networked society should continue to
offer access to those who do not want to be so engrained in the existing networks
i.e., not being very well networked should not lead to individuals being excluded
from services. Therefore, PETs that enhance privacy through anonymity and
confidentiality – or where better suitable, unlinkable pseudonyms – should by default
be integrated in information systems. Nevertheless, their mere existence should not
be enough to relieve data controllers and processors of their responsibilities and
accountabilities. This should also have a legal effect: we should consider, if and how
anonymized data can also be legally protected without requiring re-identification.

We very much agree with the critique of Zwick and Dholakia with respect to
the constitutive force of these marketing databases. PETs, and more specifically
anonymizers, as long as they do not hide users’ behavioral data, do not protect
against the categorization discriminations based on marketing databases. Further,
if we accept that categories of desirable and undesirable customers are constituted
by the owners of those databases, then even hiding behavioral data may not
protect against such constitutive forces. Hence, suggesting PETs can protect
the privacy of individuals against aggressive marketing databases goes beyond
burdening individuals, but actually produces a false perception of autonomy, and
maybe even an illusion of control – if my data is important to me, then I can
protect it, if I want to give away my data for a utility, I can do so. Such utility
arguments are not an option in existing databases with categorization powers.

However, Zwicks and Dholakia’s proposal for customer agency is limited to the
engagement of the “customer” with the database. Their suggestions are to allow
individuals to correct their profiles, which may go as far as deleting oneself from
the marketing databases. But in a networked world, as Stalder argues, deletion
will often not be an option. This is coupled with the technical unfeasibility of
guaranteeing that all traces of data are deleted. In that sense, although their
critique of PETs is substantial, by resurrecting a notion that they call “sense of
autonomy” based on access and control of individual database entries, the authors
re-install a false sense of autonomy.
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Instead, agency with respect to databases maybe found in making visible the
established relationality of data. Phillips states that the only thing that remains
private in current surveillance systems are the methods through which these
discriminatory classifications are created and used. By that he refers to the
databases and algorithms used for data mining in those databases. It is through
engagement with surveillance methods that it is possible to actually determine
possible unwanted discriminations as well as desirable effects. It is also then possible
to understand what becomes known to a specific public e.g. government, marketers,
through the aggregation of individual revelations of information. Such transparency
practices could also demystify the effects of data collection and processing. Ideally,
we can then actually collectively as societies or communities discuss if and how
desirable the newly created private or public spaces are.

Significant is also the role PETs can play in the negotiation of the public and
private. Tools such as anonymizers and anonymous publication services may allow
users to challenge boundaries between the private and public. Anonymous speech
has always been an important tool in democracies and an extremely helpful tool
against repressive regimes and legislation. Nevertheless, the ultimate goal is not
to limit the articulation of such opinions to anonymized spaces, but to make it
possible to state such opinions in public and to safely hold public discourse on
issues that are repressed. In that sense, PETs are not normative tools for how
we should ultimately communicate if we want to have privacy, but can play an
indispensable role in negotiating the public and private divide.

For McGrath engagement with surveillance is key rather than re-establishing privacy
and public assembly absolutes within a relativistic culture. Instead, he suggests
that: ownership of imagery and data selves; freedom of image and data circulation;
the multiplicity and discontinuities of data experience; and, the emotional instability
of security systems should be the center of our focus. At first sight it is possible to
conclude that PETs can rather be categorized as anti-surveillance strategies. But,
given their recent popularity to circumvent repressive governments i.e. as a way to
reach Internet sites that have been blocked by governments, there may be more
value in those tools than visible at first sight. Even the mere existence of PETs
may actually force governments, law enforcement and marketers to spell out their
discomfort with anonymized data. It may force those parties to be transparent
about their desire for total surveillance.

3.6 Discussion

One of our objectives in this chapter is to underline the legitimacy of multiple
approaches to “privacy design and engineering” in computer science. We are
especially interested in emphasizing those approaches that do not work solely with
the privacy as confidentiality paradigm and are able to integrate techno-centric
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and human-centric perspectives as constitutive others. We have argued in the last
section that despite the problems with the assumptions underlying PETs, and
despite the legitimate critiques articulated in the surveillance perspectives, PETs
are and will remain an important part of privacy research. The more we engage in
surveillance space, the more we will find diverse uses for PETs. Nevertheless, we
believe that a broader vision of privacy and a deeper understanding of surveillance
could help both users and computer scientists to develop systems that support
multiple kinds of privacies and data protection practices.

For requirements engineering we also see the way forward in combining all three
paradigms: privacy as confidentiality, control, and practice. Ideally, engineering
projects that also address privacy should be coupled with studies of their social
reception, use, rejection, and critique of the suggested systems. We believe
that a broader vision of privacy, a deeper understanding of surveillance, a sharp
understanding of systems security, and user involvement in defining system priorities
can help both users and computer scientists to develop systems that support multiple
kinds of privacies and data protection practices.

Further, there is a need to consider other approaches to data than just personal data.
First, the interaction between anonymized data and data protection legislation
requires revision based on the PPDP research results. Any revision needs to consider
the difference between anonymous communications and anonymized databases. We
have discussed in Section 2.2.2 the type of problems that may arise if anonymized
data is identifiable. It remains an open question whether this problem should be
addressed also technically, and if solutions are best achieved using the category of
personal data.

Second, we have explained in Section 3.4.5 the importance of the relationality of
information. If we accept that data are relational, then we have to reconsider
what it means to think within the framework of data protection that only protects
“personal” information. For legal frameworks this can be the challenge of dealing
with data sets that are co-created by many, that have multiple data subjects,
or that are controlled by many. In domains where profiling and surveillance are
common practice, addressing relational information includes the evaluation of the
appropriateness of applying Article 15 of the EC Data Protection legislation which
grants “individuals the right not to be subject to a decision ... which is based
solely on automated processing”. For computer scientists, it requires thinking of
collaborative tools, anywhere from new forms of access control to methods for
negotiating the visibility, availability and integrity of data owned, controlled and
shared by many.
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3.7 Conclusion

In this chapter, we showed some of the problems that arise with the assumptions
and objectives of the privacy as confidentiality paradigm in a surveillance society.
We did this by analyzing the techno-centricity of the assumptions PETs based
on data confidentiality and anonymity they rely on. We used surveillance studies
perspectives to show how these assumptions can be shaken in the social contexts of
a surveillance society. We then critically assessed the surveillance perspectives to
step out of some of their human-centric assumptions. Through these analyses we
explored the potentials and limitations of PETs in a surveillance society. Similar
analyses of the assumptions and objectives of the privacy as control and practice
paradigms we see as interesting topics for future work.

We concluded in our analysis that all three research paradigms should be used to
address privacy concerns when building systems in a surveillance society. We also
pointed out the importance of understanding the problems with anonymized data
and relationality of data. Through our analysis, we made explicit that conceptions
of surveillance and privacy technologies are constitutively entangled and that this
entanglement has to be taken into consideration in privacy research. Further,
understanding this entanglement is important for integrating privacy solutions in
the social context of a system-to-be. A ‘straightforward’ application of privacy
solutions without an analysis of the conditions of the environment in which a
system is going to be embedded may not be appropriate, and may provide false
sense of security and privacy.

A third element that is constitutively entangled with both technology and
surveillance is data protection legislation. We touched on such legislation, theories
and visions when they were relevant to our discussion. We also pointed out that
when engineering system the legal and technical aspects of anonymous data and
relationality of data need to be addressed in the given social context. Further, in
the process of requirements engineering the data protection legislation and other
relevant legal frameworks have to be included to enhance the integration of privacy
solutions in the system-to-be. In the next chapter, we start from this standpoint
to contemplate a requirements ontology for privacy.



Chapter 4

Relating Privacy to the
Requirements Engineering
Problem

In Chapter 2, we showed that within privacy research there are three main research
paradigms. In Chapter 3 we concluded that the application of solutions from all
three paradigms should be considered during requirements engineering. Further,
we demonstrated that depending on the context and the different disciplinary
perspectives there are varying definitions of privacy. These definitions are often
deliberately vague to keep the privacy notions flexible, i.e., privacy being vague in
principle is part of its protective function [Nagenborg, 2005]. Privacy solutions are
also diverse in their conceptualization of what privacy is, and how the solutions
technically achieve the related abstract properties. The selection of different privacy
notions and privacy solutions when developing a system depends on the application
domain, the functionality of the system that is being developed, and the sensitivity
of the collected data. Moreover, the selection of privacy solutions is constrained by
the corresponding legislation and the interests of the different stakeholders in the
system. These matters can best be answered during the requirements engineering
phase.

It is our objective to describe a set of concepts for eliciting and analyzing privacy
related requirements. We want to conceive these concepts such that different
notions of privacy, as well as data protection principles, can be accounted for
during systems engineering. Further, using these concepts, requirements engineers
should eventually be able to map elicited privacy requirements to the solutions
from the three privacy research paradigms. Before we can start elaborating these
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concepts for requirements engineering, we first need to be clear on what we mean
by privacy requirements.

We commence this chapter with a discussion on the challenges to defining “privacy
requirements” based on the different privacy notions. We contend that using the
existing requirements model (the Zave and Jackson model [Zave and Jackson, 1997]),
claims to elicit, elaborate and fulfill privacy requirements may undermine some
of the challenges that different notions of privacy raise. Instead, we motivate the
need for a set of requirements engineering concepts that address these challenges.
Next, we review related work on privacy requirements engineering. We evaluate if
and how these existing methods address the different privacy notions and related
challenges. We then summarize a recently proposed requirements engineering
ontology, CORE, and show that the elements of the ontology overlap with our
conceptual needs for eliciting and analyzing privacy requirements.

The contribution of this chapter is a “problem investigation” in requirements
engineering. According to Wieringa et al. [2006] a problem investigation studies
the current situation and explores problems therein. Specifically, we investigate
problems with engineering privacy requirements using the dominant requirements
engineering model. We use our findings to propose a solution design in the next
chapter. A solution design proposes an improvement to the current situation in
requirements engineering [Wieringa et al., 2006]. Our solution design consists of a
privacy requirements ontology, with which we alleviate the problems with existing
requirements engineering concepts that we identify in this chapter. With these two
chapters we attend to both the privacy requirements definition and the privacy
requirements analysis problems that we identified in Chapter 1.

4.1 Privacy and Requirements Engineering

4.1.1 The Requirements Engineering Problem

Before we go on, we must point the attention of the reader to the definition problem
at the heart of requirements engineering. We stated in Chapter 1 that requirements
engineering is concerned with the transformation of needs expressed in natural
language into a language that is precise enough to engineer systems. Yet, there is no
consensus on the definition of what a requirement is, e.g., a need, a goal, a behavior,
a functionality, a constraint, and the topic continues to be invariably propelled in
requirements engineering publications [Akkermans and Gordĳ, 2006, Glinz, 2005,
2007, Jureta et al., 2008a]. Some of these definitions are more appropriate for
addressing privacy than others. In particular, we want to show that CORE is more
appropriate for addressing privacy concerns and privacy requirements than the Zave
and Jackson model. Hence, we first give a detailed introduction of the Zave and
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Jackson requirements engineering model and some widely accepted requirements
engineering terminology. We then move on to discus some important aspects of
privacy notions.

In Section 4.1.2 by requirements we refer to statements about desired conditions
in an environment. In their original articles, Zave and Jackson [1997] state that
the objective of a requirements engineer is to define the system-to-be in which the
specified machine interacts with the given surroundings such that a set of desired
conditions hold. In congruence with later literature in requirements engineering,
we refer to the system, when we mean the machine, and to the environment when
we refer to the surroundings of the machine.

In their model, Zave and Jackson define a requirement as an optative (i.e. desired)
property of the environment, denoted R. A domain assumption K is an indicative
property, describing the environment as it is, without or in spite of the behavior of
the system.

A specification S is an optative property that must be implemented in the system;
it is a description of the optative conditions over the shared phenomena at the
interface between the system and the environment. A specification is hence a bridge
between requirements engineering, which is concerned with the environment, and
software engineering, which is concerned with the system [Jackson, 1997]. Domain
knowledge is used to bridge the gap between requirements and specifications. Hence,
Zave and Jackson suggest that the requirements problem is to find and refine the
specification S that for given domain assumptions K satisfies the requirements R.
Formally, this is defined as:

K,S ` R

Later texts on requirements engineering make a distinction between functional
requirements that specify the desired behaviour of the environment and non-
functional requirements which specify properties, constraints or qualities of the
environment. Typically, non-functional requirements include security, performance,
usability and, recently, privacy requirements [Glinz, 2007].

With a requirements engineering process, we refer to the process through
which requirements for the system in the given environment are elicited,
analyzed, and validated. There are also meta-requirements towards requirements
engineering processes, namely that the final set of requirements are consistent
i.e., lack contradictions, and are complete, i.e., capture all the desired conditions.
Requirements are said to be correct if they are both complete and consistent
[Zowghi and Gervasi, 2003].
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4.1.2 The Privacy Requirements Definition Problem

In order to address privacy during requirements engineering, we need to develop a
language with which we can address different privacy notions and elaborate related
requirements for the the system-to-be. Let us for the sake of keeping things simple
call such privacy related requirements privacy requirements. Herein, we already run
into a problem. To define a set of requirements as privacy requirements contains
an inherent paradox.

As defined above, a requirements engineering process has the objective of finding a
complete and consistent set of requirements for the system-to-be, given domain
assumptions and facts about the environment. Applied to the privacy problem,
this means that it is desirable to find a complete and consistent set of privacy
requirements for a system-to-be, such that if they were all satisfied then the privacy
problem would be solved. Further, claiming that a privacy requirement can be
fulfilled using a specific privacy solution suggests that by successfully implementing
that privacy solution, privacy can be attained, protected, or preserved.

We argue that such claims to completeness, consistency and satisfaction of privacy
requirements as such is impossible. This problem is not specific to privacy, but
nevertheless is exacerbated due to the nature of privacy notions: privacy notions are
legal-social constructs deliberately defined vaguely. In the following, we discuss in
detail why these claims to completeness, consistency and requirements satisfaction
cannot hold with respect to privacy requirements.

First of all, there are many definitions of privacy and the relevance of these
definitions often change depending on the context. Defining universal privacy
requirements based on one of these definitions is inevitably going to leave out
aspects addressed in other definitions (lack of universality). Some privacy definitions
or requirements can be translated into system properties e.g., data integrity or
confidentiality. These properties, acting as shadows of the privacy requirements
[Rushby, 2001] may not be absolutely satisfiable (lack of absolute satisfiability).

Even if such properties may be satisfied, given the subjective interpretation of
privacy by those who use the system or those whose information is stored in
the system, it may not be possible to claim that their privacy requirements are
fulfilled through those shadow properties (subjectivity). Recent research has shown
that comparable problems arise when data protection legislation is translated into
system requirements [Compagna et al., 2009, Guarda and Zannone, 2009, Massey
and Antòn, 2009]. Further, these authors’ emphasis on privacy requirements
elicited from data protection means that they focus on organizational compliance.
Such an approach may disregard the subjectivity of privacy for end-users and
other stakeholders as a result of their focus on organizational compliance to legal
frameworks.
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Privacy requirements may rely on counter-factual arguments about privacy or
privacy breaches (counter-factuality). In logic, a counterfactual conditional is a
conditional (if-then) statement indicating what would be the case if its antecedent
were true. Privacy requirements that define constraints over the conditions of the
environment often have an underlying assumption or argument: if constraint A were
not satisfied then privacy breach B may occur. Such a counter-factual statement
demands a deeper analysis of assumptions, facts and even other counter-factuals.

Let us for example assume that constraint A is confidentiality. Then, at least the
following matters have to be considered: First, the privacy breach B may happen
whether or not the information is kept confidential. This may be because the
privacy breach B is likely to occur despite the information system, e.g., because
there are other conditions in the environment that lead to the privacy breach B.
Second, there may also be cases in which the confidentiality of information may
itself lead to the privacy breach B, e.g., let’s say privacy breach B is discrimination
based on the absence of a certain information. Third, it could be the case that the
privacy breach B is not likely to occur, whether the information is confidential or
not. Further, the evaluation of these matters may not rely on facts, but rather
on the reasonableness of the inferences drawn, the quality and relevance of the
evidence offered in support, and the extent to which that evidence permits or
constrains alternative interpretations [Lebow, 2000].

Expanding on the analysis of counter-factuals, the conditions of the environment
in which a system exists may override the properties secured by the system
(environmental factors). The interpretation of environmental factors or counter-
factuals may also depend on the interests of the different stakeholders e.g., if a
certain privacy breach had not happened, some stakeholders might have been
better off, but this might not be true for all involved parties. Fulfilling the different
requirements of one stakeholder may simply override the privacy interests of other
stakeholders. This may lead to privacy breaches or to the reticence of other
stakeholders’ needs.

Therefore, in different contexts and for different stakeholders privacy requirements
may differ and may even be in conflict (agonism). Stakeholder conflicts may
be resolved technically using solutions that are able to accommodate seemingly
conflicting requirements e.g., anonymity and accountability. In other cases
alternative system designs may be offered to different sets of stakeholders, or
the problem may be escalated back to the stakeholders (negotiability).

Moreover, some concerns that are raised with respect to information technologies
may be related to privacy, but not yet defined as such in any of the existing
privacy definitions (contrivability). For example, in the Fair Information Practices
[Commission, 2007] and the EU Data Protection Directive [EU, 1995] it is assumed
that organizations are data collectors and individuals are data subjects. In Shilton
et al. [2009] the authors argue that as the roles of data subjects and data collectors
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become blurred in systems like social networks new challenges arise in legal, technical
and social spheres. As individual users collect and process massive amounts of
data from their social networks, data protection legislation looses its coherence
with respect to its distinctions between data collectors and data subjects. Further,
the concerns and requirements towards other users are going to be different from
those addressed to large organizations. In order to capture such privacy related
concerns and requirements, it may be necessary to contrive new definitions and
categories of privacy concerns.

Especially when engineering novel technologies, e.g., online social networks with
radical transparency, it may be difficult to address privacy requirements due to lack
of past experience. Applying privacy requirements based on legal requirements that
were conceived for older technologies may not provide the type of data protection
that is desired or appropriate. Also, the other way around, any system involving
personal data or privacy solutions will have to comply with relevant legislation.
Exactly how legislation applies to technology is not a trivial matter. Hence, any
method for engineering privacy requirements has to include procedures to capture
legal constraints in addition to the other more subjective properties of privacy
(legal compliance) .

Last, as data is collected and its significance in everyday life and for privacy becomes
evident, the type of privacy requirements may also change. This means that not all
privacy requirements can be articulated during requirements engineering, but that
the privacy requirements need to be revised as information is collected, processed
and distributed, and legal frameworks are transformed (temporality). Table 4.1
provides an overview of the different issues that are raised through the existence of
various privacy notions.

Hence, we need a way to define privacy requirements without ignoring these aspects
and/or at least recognizing them as problems when addressing privacy concerns
and interests. It is our objective to define an ontology of privacy requirements and
to base on that ontology a method that enables software engineers, together with
the stakeholders of a system-to-be, to address the privacy requirements problem.

4.1.3 Related Work

Privacy requirements and privacy requirements engineering methods have been
discussed before. Often the requirements engineers have focused on developing
methods that implement a selected definition of privacy. These methods adhere to
two of the three privacy research paradigms: either to privacy as confidentiality or
privacy as control.

The proposed requirements engineering methods that adhere to the privacy as
confidentiality paradigm study how different security properties, e.g., confidentiality,
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Table 4.1: Challenges posed through the different privacy notions.
Lack of Universality there are no universally accepted notions of privacy that

can be used to elicit privacy requirements devoid of social
context

Lack of Satisfiability abstract privacy properties that act as shadows of privacy
notions may not be absolutely satisfiable

Subjectivity privacy notions and the “satisfaction” of abstract privacy
properties may be interpreted differently by those who
use the system or those whose information is stored in
the system

Legal Compliance applying privacy requirements based on legal require-
ments that were conceived for older technologies may
not provide the type of data protection that is desired
or appropriate

Contrivability new privacy concerns may be raised with respect to
information technologies; these may not have any legal
or technical counter-parts

Enviro. Factors the conditions of the environment in which a system
exists may override the abstract privacy properties
secured by the system

Counter-factuality privacy requirements may rely on counter-factual
arguments about privacy or privacy breaches

Temporality as data is collected and its significance in everyday life
and for privacy becomes evident, the type of privacy
requirements may also change

Agonism in different contexts and for different stakeholders privacy
requirements may differ and may even be in conflict

Negotiability when possible, the agonism between the stakeholders
should be addressed technically, legally and socially

anonymity, unobservability can be applied to preserve privacy [Liu et al., 2003,
Kalloniatis et al., 2008, Wuyts et al., 2009]. These methods build on the assumption
that preserving privacy of personal information is only possible when it is kept
confidential —meaning either the data is not collected, is anonymized, unlinkable
or unobservable. This is a valid statement with respect to security engineering but
does not provide the means to address some other types of privacy concerns, e.g.,
informational self-determination, and does not take advantage of other technical,
social or legal mechanisms that enable different notions of privacy.

The requirements engineering methods that adhere to the privacy as control
paradigm focus on deriving privacy requirements from data protection legislation.
The objective of such privacy requirements engineering methods is to elaborate the
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requirements for making systems compliant to the corresponding data protection
legislation [Guarda and Zannone, 2009, Yu and Cysneiros, 2002]. These methods
also target confidentiality and data minimality, but make use of additional principles
like consent, collection for a purpose, access rights, etc. Some of these methods build
on a number of empirical studies on existing implementations of data protection
legislation and the reception of these measures as they are communicated through
(legal) privacy policies [Antòn et al., 2009, Vail et al., 2008]. Nevertheless, often
they emphasize an organizational viewpoint and hence do not provide the means
to capture and analyze stakeholder privacy concerns, i.e., multilaterality.

Further requirements engineering methods make use of theoretical frameworks
provided by legal scholars [Nissenbaum, 2004, Solove, 2006] to elicit privacy
requirements [Massey and Antòn, 2008, 2009] and model privacy expectations
and implications [Barth et al., 2006]. These methods are especially interesting
since they often go beyond questions of legal compliance and propose new ways of
approaching the privacy problem. Massey and Antòn [2009, 2008] are preliminary
works in this direction, whereas Barth et al. [2006] focuses on formalizing access
control models. We follow a similar approach in this chapter: we integrate various
theoretical frameworks in our deliberation of the privacy requirements engineering
problem.

4.1.4 Requirements for Privacy Requirements Engineering

We can elicit requirements for privacy requirements engineering from the
shortcomings and findings of the previous proposals for methods described in
Section 4.1.3. Specifically, we argue that only focusing on privacy requirements
derived from data protection legislation can be insufficient. Data protection is
a universal set of rules that are written mostly from a legal and organizational
perspective. The shortcomings of data protection legislation within the countries
where they apply, or across borders [Krup and Movius, 2006], and the impossibility
of such universally applicable regulation to cover user and community concerns
has been raised as critique points of current data protection legislation. Further,
legislation usually follows behind technological changes and its applicability can be
challenged with new technology. All of these points provide us with the motivation
to look for an approach to privacy requirements engineering that considers privacy
concerns and requirements beyond those necessary for legal compliance.

Moreover, none of the existing proposals for privacy requirements engineering offer
solutions to address the lack of universality and subjectivity with respect to notions
of privacy. In particular, we plan to use existing literature from legal and surveillance
studies to examine (subjective) privacy requirements beyond legal compliance and
security concerns. Further, we propose eliciting stakeholder perspectives and
a multilateral requirements analysis to reconcile differences between subjective
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understandings of privacy, notions of privacy relevant to a specific context and
abstract privacy properties.

Finally, any requirements engineering project is dependent on the available solutions.
This is also the case for privacy solutions. As privacy research advances, we find
out that some of our assumptions about the capabilities of privacy solutions also
change. The best example in this direction is in the case of database anonymization.
The research results of the last ten years show that simple de-identification offers
no guarantees with respect to re-identification. Anonymization of existing graph
structures, like social networks, is not trivial. Claims of anonymity further have
effects on how data protection principles can be applied. Therefore, any privacy
requirements engineering process is dependent on the strength of existing privacy
solutions. A mapping of privacy concerns to desired solutions must go hand in
hand with an analysis of the guarantees that those solutions provide. So far, none
of the requirements engineering methods provide ways to execute such a mapping
and analysis.

In order to address these requirements towards privacy requirements engineering
and challenges we sketched out above with respect to the definition of privacy
requirements, we take two steps. We first summarize a recently proposed core
ontology (CORE) for requirements engineering [Jureta et al., 2008a, 2009] that offers
alternatives to widely accepted definitions of requirements engineering concepts
we presented in Section 4.1.1. We selected CORE since it provides the concepts
necessary to address both functional and quality1 requirements in an innovative
manner. Further, CORE entails the necessary concepts to address all the issues we
raised in Section 4.1.2. We discuss why this is the case in Section 4.1.6.

4.1.5 A Core Ontology for Requirements Engineering (CORE)

In order to address the complexity and subjectivity inherent to dealing with privacy
requirements, we propose the use of the CORE ontology. By an ontology the
authors of CORE refer to the definition of a set of concepts, and the relationships
between those concepts, that help the software engineer in solving the requirements
engineering problem [Jureta et al., 2009].

According to Jureta et al. [2008a], the Zave and Jackson requirements engineering
model does not account for requirements that are not absolutely satisfiable i.e.,
some non-functional requirements whose satisfaction is not based on a priori defined
criteria but on the judgement of certain stakeholders on a case-by-case basis [Yu and
Cysneiros, 2002]; it does not facilitate alternative and/or subjective articulations
of domain assumptions, specifications and requirements; and it does not capacitate
the stakeholders to make preferences between these alternatives. Further, Zave

1We will show later that the authors prefer to refer to ‘quality requirements’ rather than using
the existing terminology of non-functional requirements.
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and Jackson have addressed beliefs, desires and intentions in their ontology, but,
the authors argue, that they have not included evaluations through which the
stakeholders express their attitudes and emotions.

The CORE ontology surpasses the limitations of the Zave and Jackson model using
a new ontology of requirements engineering. This ontology entails the concepts to
capture the communication between the stakeholders and the software engineer.
Specifically, the authors aim to capture the subjectivity of stakeholders by providing
a means for stakeholders to express their attitudes and emotions. We already
introduced the Zave and Jackson requirements engineering model in Section 4.1.
We now sketch the basic concepts of the core ontology for requirements engineering
as proposed in [Jureta et al., 2008a, 2009].

The CORE Ontology for Requirements Engineering: The CORE ontology is
based on the fact that requirements-related information is elicited through the
communication between stakeholders and software engineers. They assume that it
is via communication that stakeholders reveal their understanding of the system-
to-be and its relevant surroundings and therefore the scope of requirements
engineering should be determined by how and what can be communicated by
the stakeholders during requirements elicitation [Jureta et al., 2008a]. As a result,
the objective of the new ontology is to capture and distinguish between beliefs,
desires, intentions and attitudes of the stakeholders, each instances of speech acts
[Searle, 1969]. Stakeholders in general have perpetual bias, individual, cultural and
other backgrounds and specific social conventions. Based on speech acts, Jureta
et al. [2008a] propose an ontology that should capture these biases and other
attitudes expressed by the stakeholders.

One of the main building blocks of the CORE ontology is the concept of quality,
which is taken from another foundational ontology called DOLCE [Gangemi et al.,
2003]. Qualities are basic entities that one perceives and measures. Every entity
comes with some qualities and qualities can inhere in other qualities. It differs from
a similar concept called “property” which is universal, while quality is particular
to entities i.e., a quality is inherent to an object, hence it is specific to that object,
and unlike a property, is not universal. Qualities belong to a set of quality types,
such as e.g., size, color, etc. A quality (e.g. color) is distinguished from its “value”
(e.g., some shade of red). The latter is called a “quale” and describes the position
of an individual quality in a certain conceptual space, that is the “quality space”.2
So, when we say that two roses have (exactly) the same color, we mean that their

2In Gangemi et al. [2003] the authors introduce the following distinctions: “Each quality is an
instance of a quality type (for example, color, size and smell), and each quality type is associated
with a quality space. [...] Each quality type has an associated quality space with a specific
structure. For example, lengths are usually associated with a metric linear space and colors to
a topological two-dimensional space. The structure of these spaces reflects our perceptual and
cognitive bias” [Gangemi et al., 2003].
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color qualities, which are distinct, have the same position in the color space, that
is they have the same color quale. Jureta et al. [2008a] use the quality category to
distinguish functional and non-functional requirements.

Each of the stakeholders statements, depending on whether the content of that
statement is a belief, desire, intention or attitude is mapped onto one of the core
concepts of the ontology. These are domain assumptions, quality constraints,
functional goals, softgoals and plans. The first four of these concepts are defined
as follows:

Domain assumption: Believed content is a domain assumption, denoted
generally k. They should not be violated by the system or its environment.3

Quality Constraint: Desired content is a quality constraint, denoted q, if and
only if it describes qualities and constrains quality values. Described qualities
must have a quality space with a well-defined and shared structure. Quality
constraints are verifiable.

Functional Goal: Desired content is a functional goal, denoted g, if and only if
it defines a behavior of the system to be. Functional goals are verifiable.4

Softgoal: Desired content is a softgoal, denoted q̂, if and only if it describes
qualities or constrains quality values, whereby the described qualities have a
quality space with a subjective and/or ill-defined structure.

Due to the subjectivity inherent in their evaluation and the limited resources
available to the system, softgoals are not satisfied but satisficed. The software
engineer seeks the specification that satisfices softgoals to the highest extent, given
considered alternatives and stakeholder attitudes. In order to define when and how
satisficing occurs, the engineer is expected to test various values of measurable
system behaviors that affect the stakeholders’ perception of the desired quality.
Doing this amounts to approximating a subjective and/or ill-defined quality space
by one or more other, well-defined and shared quality spaces. Hence, the engineer
uses quality constraints to approximate the degrees of satisfaction of the given
softgoals.

3In a later version of the ontology, Jureta et al. [2009] make distinctions between functional
domain assumptions, quality domain assumptions and soft domain assumptions. Although these
are very useful, for now we do not need this degree of granularity. Hence, we ignore these
differences here.

4In Jureta et al. [2008a], the authors define this element as a “goal”. In the more detailed
description of the core ontology in Jureta et al. [2009], goal is a general category which includes
softgoals, quality constraints and functional goals. Since this use of “goal” as a general category
more clearly differentiates a (functional) goal and a softgoal, and provides a terminology to refer
to all the sub-elements i.e., functional goals, quality constraints and softgoals are all goals, we
prefer to use the later nomenclature.
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Because the correlation between quality constraints and softgoals is not always
predictable and not all approximations may be acceptable to all the stakeholders,
it is not possible to prove that the approximation is relevant. Instead, Jureta et al.
[2008a] introduce the notion of justified approximation. A justification between a
quality constraint and a softgoal applies under two caveats: first, approximation
holds within the given development project, and, second, approximation is only
justified on grounds of the information available to the software engineer. The
context determines if an approximation is justified (it is hence not a universal
solution) and approximation can become irrelevant as more information is accrued.
These lead to the following two definitions:

Justified approximation: There is a justified approximation denoted j −
Approx(q̂, q), where q̂ is an instance of a softgoal and q an instance of a
quality constraint, if and only if there is a justification for the claim “q
approximates q̂” and there is sufficient correlation between values in the
quality space of q and the quality space of q̂. We later introduce what are
called justified approximation trees and dialectic trees as tools to document
the approximation.

Plan: Any intended content is a plan, denoted p̂. The system and the stakeholders
commit to execute plans in order to satisfy goals, whereby measures defined
over plan executions act as qualities for which quality constraints can be
defined. If properly executed, plans bring about states of the world in which
domain assumptions are not violated and all goals and quality constraints
(including those that justifiably approximate softgoals) are satisfied.

According to these series of definitions, softgoals cannot be provenly fulfilled
(satisfied) and hence cannot be included in the requirements set R, as it is defined
by Zave and Jackson. This affects the validity of the relationship between the sets
of domain assumptions K, specification S and requirements R. Hence, the authors
introduce a more flexible characterization of the requirements problem using a
defeasible consequence relation, denoted ;. The following conditions ought to
then hold for generic goals to be satisfied and domain assumptions to hold:

There are quality constraints q in Q that justifiably approximate all
softgoals q̂ in Q̂ and K,P ; G,Q. 5

5For a longer explanation of why this defeasibility is necessary and important, we refer the
reader to the original papers. For our purposes, defeasibility underlines the impossibility of
foreseeing all domain assumptions with respect to privacy. We hence take the concepts of CORE
as is. For a counter argument on the defeasible relationship introduced in CORE, please see
Parnas [1986]. Parnas [1986] contradicts the CORE ontology, in that he suggests that there are
many reasons in which a rational design or software engineering process is impossible, one of
which is not having a complete set of domain assumptions. In that sense, a rational process is
not possible. The software engineer can solve this problem by “faking” a rational process. Yet, in
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The defeasibility suggests that if further information is obtained with respect to
any of the four elements, then the relationship may no longer hold. Having such
non-monotonicity indicates that “there is no proof for this claim, merely that there
is enough evidence for accepting the given claim, and this within the information
available to the stakeholders and the software engineer and within the scope of the
given development project”.

Last, the authors propose optionality and preferences. The first consists of
evaluating which of the domain assumptions, quality constraints, functional goals
or softgoals are optional, and which ones are mandatory. Such goal evaluation
refers to expressive speech acts (conveying the speaker’s attitude, emotion or feeling
about a condition) about particulars.6 The evaluation of a single goal is called an
individual evaluation, whereas a comparison between two or more goals, defining
which one is more desirable is called a comparative evaluation [Jureta et al., 2009].
These two elements of the ontology are defined as follows:

individual evaluation: expressive speech act that conveys the evaluation, in
terms of favor or disfavor, of a single particular.

comparative evaluation: expressive speech act that conveys a comparison, in
terms of favor or disfavor, of two or more particulars.

The evaluations are introduced to support the stakeholders in deciding how to
solve conflicting goals, plans, etc. by negotiating optional elements and comparing
alternative specifications.

Conflicts occur when two or more goals exist such that the satisfaction of one
negatively impacts the satisfaction of the others. Once individual and comparative
evaluation preferences are inserted, the requirement problem is no longer only about
finding the right specification and domain assumptions to satisfy all requirements,
but also making a choice between alternative sets of plans, domain assumptions,
functional goals, and quality constraints. The engineer no longer seeks a set of plans
which will merely satisfy compulsory (not optional) requirements, but is expected
to define the set of plans which come as close as feasible to satisfying all compulsory
requirements and as many as feasible optional requirements. The selected solution
should rate as high as possible in terms of stakeholders’ attitudes. By attitudes the
the same article, the author gives arguments which are in line with the objectives of the CORE
ontology. Parnas [1986] argues that we need some ideal methodologies to go by. We argue that
one of the additional values of the CORE ontology lies in providing such idealized concepts to
make the limitations of decision-making and the assumptions behind design decisions explicit. In
order to do that, the authors need to and introduce the defeasible relationship and the caveats
under which a requirements problem is solved.

6DOLCE is a ontology of particulars. Meaning, it takes the domain of discourse not to contain
instantiations of entities. Hence, in DOLCE, the ontology refers to particulars [Gangemi et al.,
2003].
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authors mean a speech act that states a description of an evaluation in terms of
favor or disfavor [Jureta et al., 2008a].

4.1.6 CORE and Privacy Requirements Engineering

Four of the CORE concepts are especially important to address the challenges that
the different privacy notions pose to requirements engineering: softgoals, justified
approximation, non-monotonicity, and evaluation.

Table 4.2: The CORE concepts that address the different aspects of notions of
privacy as discussed in Section 4.1.2. The challenges that are addressed by a given
concept are indicated with grey cells.

Softgoals Justified
Approx.

Non-
monoton.

Evaluation

Lack of Universality
Lack of Satisfiability
Subjectivity
Legal Compliance
Contrivability
Enviro. Factors
Counter factuality
Temporality
Agonism
Negotiability

Specifically, the introduction of softgoals to describe qualities or constrain quality
values for subjective and ill-defined quality space allows software engineers to
capture privacy requirements whose fulfillment can only be subjectively evaluated
and the definition of which are often debatable (lack of satisfiability and universality).
An overview of the challenges that each of the concepts alleviate is given in Table 4.2.

Softgoals are useful for contextualizing the quality space of privacy in the
environment of the system-to-be. The notion of satisficability recognizes and
allows the articulation of subjective interpretation and investigation of whether
quality constrains justifiably approximate softgoals (subjectivity). Hence the
software engineer has to complete a second step to discover whether the verifiable
implementation of quality constraints also fulfill the softgoals of the different
stakeholders. Softgoals also provide a way to articulate privacy related requirements
that have previously not been identified as privacy concerns but are nevertheless
legitimate with respect to the application domain and the planned system
(contrivability). They are also useful in capturing legislative constraints like
data protection. Data protection in the EU for example has fixed elements i.e.,
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consent, legitimate purpose, proportionality, security etc., but these elements first
have to be translated into quality constraints (legal compliance) for the given
system in the application domain.

The concept of justifiable approximation of quality constraints to softgoals
encourages engineers to look for justifications of their design decisions and to
make these explicit. The elaboration of justifications may assist software engineers
in avoiding techno- or human-centric claims with respect to how certain quality
constraints are perceived or experienced by stakeholders in a specific context, and
how the system-to-be is going to leverage the interactions of the users in that
same context (subjectivity in environmental factors). It also encourages software
engineers to use methods other than formal methods and technical proofs, e.g.,
quantitative and qualitative user studies, analytical thinking, decision trees, etc.,
to show that the softgoals are satisficed. The process of justification also provides
a possibility to document engineering decisions, important for the accountability of
the software engineer in the development process. This is also important for legal
compliance. Further, justified approximation is a means to explore counter-factual
statements (counter-factuality), or vice-versa, counter-factual statements may be
useful for checking on justifications e.g., what if quality constraint A is (not)
satisfied, would the softgoal still be satisficed? It is also a way to incorporate novel
privacy solutions that fulfill privacy goals in (new) domains in a justifiable manner
(contrivability).

Due to non-monotonicity, the requirements problem is not solved on the basis
of a static set of domain assumptions and goals. The changing conditions of the
environment, as well as changing stakeholder desires and beliefs with respect to
privacy are also taken into account in the requirements engineering process. Hence,
the solution to the requirements problem is contingent on the assumptions and facts
that are known and considered. Since privacy requirements are also contingent on
the specific context, which known privacy concerns are articulated, and how the
system is received once it has been deployed, non-monotonicity becomes useful in
capturing privacy requirements under changing conditions, beliefs and desires over
time (temporality and contrivability).

The distinction between compulsory and optional requirements, together with the
evaluation of alternative solutions that fulfill all compulsory requirements and the
set of optional requirements preferred by the stakeholders is also very useful for
addressing privacy requirements. First, those goals and quality constraints that
are required by law can be distinguished from more subjective privacy goals (legal
compliance). Second, the accountability for the provided solutions are shared by
the stakeholders who are offered alternative sets of goals, quality constraints and
alternative plans that satisfy these. By negotiating their specification of choice,
the stakeholders can balance their diverging interests (agonism, negotiability and
legal compliance) or at least together search for technical, legal and social solutions
to their conflicts (contrivability).
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4.2 Discussion and Conclusion

In this chapter, we started addressing one of the three main problems that motivated
this thesis: the privacy requirements definition problem. We demonstrated the
challenges that arise due to the existence of various contextual, relational and
non-absolute notions of privacy. We based our analysis on the assertion that the
vagueness of privacy notions is what guarantees their protective function. Hence,
instead of attempting to fix definitions of privacy into ‘satisfiable’ requirements
statements, we proposed the use of the CORE ontology to address the challenges
we raised. We finally discussed why the concepts in the CORE ontology are more
flexible and powerful than the Zave and Jackson model in addressing the subjective,
relational, temporal, etc. aspects of privacy requirements. In taking these steps, we
selected the initial concepts that we use to solve the privacy requirements definition
problem.

In particular, we argued that four elements of the CORE ontology are important
for reconciling privacy notions with the abstract properties that underlie privacy
solutions while engineering requirements. We argued that softgoals allow software
engineers to capture privacy requirements whose fulfillment can only be subjectively
evaluated and the definition of which are often debatable; justifiable approximation
of quality constraints to softgoals encourages engineers to look for justifications
of their design decisions and in doing so, keeps the requirements engineers from
making quick assumptions with respect to how certain quality constraints are
perceived or experienced by stakeholders in a specific context; non-monotonicity
allows requirements to perpetually re-evaluate the conditions of the environment,
as well as changing stakeholder desires and beliefs, and finally concepts for the
evaluation of compulsory and optional requirements enable the integration of data
protection legislation as compulsory requirements and encourage stakeholders to
engage in the process of selecting solutions

We must note that the negotiation of conflicting goals between stakeholders is a
complicated matter interlaced with relationships of power. These are very different
understandings of what privacy is and they are all open to controversial debates.
For example in social networks, our application domain, different stakeholders
prefer varying definitions of privacy depending on their interest, intentions and
beliefs: providers try to pose privacy only as a matter of user control and hence user
responsibility; whereas some users and most privacy organizations will frame privacy
also as a matter of provider accountability with respect to all the information that
the SNS collect and process. Other users may see privacy as the ability to keep all
their information confidential towards the SNS provider. Yet, others may see their
privacy decisions infringed in their inability to step outside of the walled gardens
of an SNS.

Whereas the power relationships between a larger organization and an individual
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may be easier to spell out and yet more difficult to reverse, power relationships
among individuals, individuals and communities, and between communities, and
relationships of all of the prior with large organizations may be a matter of great
complexity. Finding methods to address the power relations between stakeholders
and what role an information system can play in those power relationships is an
important research and political question.

The requirements engineer may play an important role in addressing the power
relationships. It is part of the responsibility of the requirements engineer to provide
alternatives through which some of these conflicts may be (technically) negotiated.
The CORE ontology provides the requirements engineer with the concepts needed
to do this. This also motivates us to elaborate the concept of stakeholders and
underlines the importance of viewpoints as defined by requirements engineering
methods in the past [Sommerville, 1995, Gürses et al., 2005]. Further questions on
how to identify and address power relationships are interesting research questions
which are beyond the scope of this thesis.

Next, we investigate how the concepts in the CORE ontology can be applied to
engineer privacy requirements. In Chapter 5, we adapt the CORE concepts and
propose additional concepts that are pertinent to privacy requirements engineering.





Chapter 5

Defining an Ontology for
Privacy Requirements

In the previous chapters we investigated the privacy requirements definition problem:
in Chapter 3 we showed that reconciliation is necessary between privacy notions,
privacy concerns and privacy solutions. Later in Chapter 4 we discussed the
challenges that the existence of various contextual, relational and non-absolute
privacy notions pose to requirements engineering. We argued that the CORE
ontology is appropriate address those challenges and hence to alleviate the privacy
requirements definition problem.

In this chapter, we adopt the CORE ontology and introduce some additional
concepts that can be used to articulate and analyze privacy requirements. We
call this new set of concepts the privacy requirements ontology. We integrate
justified approximation, the two evaluation concepts, domain assumptions, and
functional goals into the privacy requirements ontology as they are and discuss
them only shortly. Further, we map the soft goals and quality constraints onto our
privacy ontology. The mapping consist of describing how they can be applied with
respect to privacy given existing privacy research paradigms. Finally, we propose
the following additional concepts: (1) stakeholder arbitration, (2) surveillance
information (3) privacy concerns and (4) justified designation. In the following
we define these concepts and the relationships between them. An overview of the
concepts in both ontologies are given in Table 5.1.

The additional concepts that we introduce allow us to better address the privacy
requirements definition and analysis problem. In particular, the stakeholder
arbitration concept emphasizes the importance of multilateral analysis for
contextualizing privacy notions and elaborating subjective stakeholder positions.

75
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Further, the surveillance information concept allows us to discuss the issues around
legal compliance as well as the articulation of privacy concerns beyond legislation,
and hence contrivability.

Most importantly, the definition of privacy concerns is essential for addressing the
problems of lack of universality and lack of satisfiability. In order to introduce
the concept of privacy concerns, we use definitions of privacy and related concerns
from legal and surveillance studies authors. From an engineering perspective,
the quality space of privacy is unstructured. Many authors have provided useful
definitions of privacy [Braman, 2006, Cate, 2006, Gutwirth, 2002, McGrath, 2004,
Hildebrandt, 2008, Nissenbaum, 2004, Ohm, 2009, Phillips, 2004b, Solove, 2006,
Stalder, 2002a, Zwick and Dholakia, 2003]. All of these authors provide well
contextualized theoretical frameworks through which to approach privacy. We
make use of these frameworks in defining the concept of privacy concerns. Finally,
we introduce the concept of justified designation to relate privacy concerns to the
rest of the concepts in the ontology.

In each of the sections we define and discuss the new or adapted concepts of the
privacy requirements ontology. We dedicate greater space to introduce and discuss
the different types of privacy concerns (Sections 5.3 through 5.3.3), as this is a
central contribution of this chapter. For each concept, we start with the definition
of the concept. We then discuss the scope of the concept, clarifying what is included
and excluded in the definition. Where appropriate we elaborate why we selected
this definition of the concept, instead of other definitions proposed in literature.
We then move on to explain the issues that have to be addressed during the process
of applying the concept. Next, we analyze specific issues that arise when applying
the concept during privacy requirements engineering. Finally, we illustrate how
the concept can be applied in SNS, our domain of interest.

In our description of the privacy requirements ontology we assume that the
functional goals that define the behavior of the system are already defined. After
all, soft goals and quality constraints define the qualities of and constraints towards
the behavior of the system. In CORE the behavior of the system is defined by
the functional goals. Logically, the functional goals of the system-to-be must have
been elicited prior to the elaboration of soft goals or quality constraints. Further
functional goals may be elaborated from the quality constraints, but this is expected
in a iterative requirements engineering process and in the context of this chapter
does not require further attention.

We conclude the chapter with a formal definition of the privacy requirements
engineering problem based on the privacy requirements ontology. We also discuss in
more detail how the different concepts alleviate the challenges of applying various
notions of privacy during requirements engineering.
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Table 5.1: An overview of the mapping of CORE concepts to the privacy ontology,
as well as the additional privacy ontology concepts.
status Privacy Requirements Ontology CORE
same Justified Approximation Justified Approximation
same Domain Assumptions Domain Assumptions
same Individual Evaluation Individual Evaluation
same Comparative Evaluation Comparative Evaluation
same Functional Goals Functional Goals
map Privacy Goals Soft Goals
map Privacy Constraints Quality Constraints
new Stakeholder
new Surveillance Information
new Privacy Concerns due to

Harms
Info. Self. Deter.
Significance of Info.

5.1 Stakeholder Arbitration

CORE is based on the fact that requirements-related information is elicited through
the communication between stakeholders and software engineers, but not much is
said about who the stakeholders should be and what issues should be considered
when communicating with stakeholders. For multilateral privacy requirements
engineering the definition of stakeholders is central. Hence, we introduce the
concept of stakeholder to our ontology. We provide a definition and discuss matters
specific to privacy stakeholders.

Definition of stakeholder arbitration:

In the context of privacy, we take the definition of stakeholders in [Pouloudi, 1999]
and extend it as:

Privacy Ontology 1 Stakeholder arbitration consists of determining the persons,
groups, organizations with legitimate interests in procedural and/or substantive
aspects of the privacy/transparency claim with respect to a system-to-be, the
subsequent collection of their judgements on that basis, and the definition of a
stakeholder participation process during requirements engineering.

Next, we first discuss the scope of the definition. We elaborate why we selected
this definition of stakeholder arbitration, instead of other definitions proposed in
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literature. We then move on to explain the issues that have to be addressed during
the process of arbitrating stakeholders. Further, we analyze specific issues that
arise when applying the concept during privacy requirements engineering. Finally,
we illustrate how the concept can be applied in SNS, our domain of interest.

The scope of the concept:

In order to define the privacy requirements of a system-to-be the identification
of stakeholders is key. We build our definition of stakeholder arbitration on the
definition of stakeholders provided in [Pouloudi, 1999]. Pouloudi [1999] defines
stakeholder as persons or groups with a legitimate interest, of intrinsic value,
in the procedural and/or substantive aspects of the privacy/transparency claim
and subsequent judgements on that basis. By the privacy/transparency claim the
authors refer to the fine line between the need to disclose information for the benefit
of some individuals and the need to safeguard the privacy of some individuals by
not disclosing this information.

During a stakeholder arbitration process the interests of all the stakeholders in
the domain under consideration are of intrinsic value. The process provides a
“way to make explicit, or give voice to, the legitimate privacy and transparency
claims of all those involved in the domain of activity and judgement” [Pouloudi,
1999]. Hence, once the stakeholders of a system-to-be are determined, which is
part of the arbitration process, then their positions and judgements with respect to
privacy and transparency claims in the system-to-be have to be gathered. During
this gathering process we assume it is also possible that artifacts produced by
those stakeholders can be used to communicate the position or judgements of those
stakeholders. Hence, stakeholder arbitration includes determining the stakeholders
of a system-to-be and collecting their positions and judgements either through
direct communication with the stakeholders or through artifacts produced by the
stakeholders.

The process of stakeholder arbitration

The process of stakeholder arbitration includes determining the stakeholders,
communicating their claims and judgements and defining the process of
participation. There are three schools of thought in stakeholder theory which can be
used to determine the stakeholders of a system-to-be: normative, instrumental and
descriptive [Friedman and Miles, 2006]. Each school emphasizes different aspects:
who the stakeholders are and what their perspectives concerning (privacy) issues
are (descriptive element), what the interests are that underlie these perspectives
(instrumental element) and what values affect their attitudes (normative element)
[Pouloudi, 1999]. The different approaches may be used in combination.
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Determining and managing stakeholders is a political process. It requires the
recognition of the power relationships between them with respect to their positions
and judgements towards the system-to-be. Pouloudi [1999] states that certain
stakeholders are in a better position to serve their interests and satisfy their internal
values. This asymmetry of power may raise risks for the privacy of the weaker
stakeholders.

In countering such problems, Pouloudi [1999] points to three principles that need to
be considered in the stakeholder participation process. These are the access principle
that guarantees that the stakeholders have access (only) to that information which
is appropriate in that particular context of judgement; representation principle
that ensures that all the relevant stakeholders are present; and the power principle
which assumes that there are power inequalities and that measures are taken so
that the stakeholders have equal power to make their privacy and transparency
claims stick. It is the responsibility of the requirements engineering team to
abide by these principles. How exactly such power relationships can and should
be addressed during requirements engineering, given changing understandings of
privacy, stakeholders [Pouloudi, 1999] and role of technological artifacts (non-human
stakeholders [Pouloudi and Whitley, 2000]), is an important question that requires
further deliberation and research.

Stakeholders arbitration in the context of privacy requirements engineering

We included the analysis of artifacts as representative of stakeholder positions
in the scope of the concept of stakeholder arbitration. Such artifacts include
data protection legislation, privacy related reports, policy recommendations and
media coverage. One could argue that legislation documents should be part of
the domain assumptions, since such documents state facts (a set of rules) rather
than negotiable stakeholder positions. This may be partially true for sectoral
data protection legislation like the HIPAA [Pub. L. No. 104-191, 1996]. Such
regulatory documents explicitly formulate access control rules and obligations for
mostly well-defined categories of information [Breaux and Antòn, 2008]. Yet, in
legislation that is more generally defined, the principles and enforcement of which
are not as strict as some other legislation e.g., European Data Protection Directive,
this may not be appropriate. Such legislation documents represent facts, but the
legal matter is unlikely to exactly capture the specifics of the underlying technology.
Further, the rigidity with which the legislation is locally or internationally enforced
is likely to vary, and the margin of freedom available to legal interpretation may
differ. Stakeholders will have different positions on the interpretation of these
artifacts. Hence, the inclusion of artifacts to represent stakeholder positions, e.g.,
data protection legislation as a representative of the legal stakeholder, has two
effects: first, rather than the legal stakeholder’s opinion on privacy, the legal
position she represents is brought to the fore; second, it is possible to multilaterally
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question and negotiate the interpretation of the legislation in the social context of
the system-to-be.

Such legislation may also include recommendations on stakeholder candidates. For
example, the European Data Protection Directive provides a list of roles that the
stakeholders can take. Such lists can be useful in determining the initial set of
stakeholders for a privacy requirements engineering process [EU, 1995, 2002]. The
preliminary list includes data subjects, users, data collectors and processors, third
parties and data recipients. We further recommend including privacy commissions
and privacy organizations, as well as reports provided by these, data protection
legislation, and news media/blogosphere as important stakeholders. Further, the
collectors and processors of the information may be service providers, organizations,
governments and related agencies, businesses, communities or individuals.

Despite such explicit listing of relevant stakeholders in legislation documents,
defining and involving the stakeholders may be complicated. Gathering the
appropriate privacy stakeholders can even be an impossible task, given that privacy
and surveillance practices supported by governments and private institutions are
often in conflict with individual or societal interests. Individuals, communities
and even whole societies may or may not be aware or informed of the collection
and processing of surveillance information. Such surveillance practices and related
breaches of privacy are increasing as denoted in the Madrid Declaration recently
published after the International Conference of Privacy and Data Protection
Commissioners [of Privacy and Commissioners, 2009]. Further, the collection,
retention, distribution, use or deletion of surveillance information may or may not
be subject to data protection legislation i.e. usually data protection legislation is
limited in scope due to different governmental interests (e.g., as in data retention)
[EU, 2006]. Obviously, in such cases stakeholder inclusion and arbitration is most
necessary but unlikely to materialize.

Stakeholder arbitration in SNS

In SNS sites there are many stakeholders. First of all we have the service providers,
third party service providers and their various partners that process the data
collected on social networks. Third party service providers also include advertising
and marketing companies. Next, there are the users, but also those who are not
users of SNS and have privacy concerns with respect to the information collected
and shared in SNS. Further, there are privacy commissioners, school administrations
and consumer rights groups that have claimed to have stakes in these systems
which collect information about parts of the population in their focus. Media and
the social web also play an important role both in the reception of SNS and the
privacy concerns raised with respect to SNS. Some government agencies have played
an active role in raising attention to privacy concerns in social networks, like the
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FTC in the US, while other government organizations have seen the potential of
SNS for expanding their surveillance practices. Further, different data protection
legislation in each country and region of the world apply to the SNS and need to
also be represented as stakeholders.

The list can be expanded and should be expanded as some of these sites have
hundreds of millions of users, suggesting that the stakeholders will not be limited to
a small set of participants. Further, such web-based information systems involves
a number of stakeholders. For example, in web-based systems, there may also be
stakeholder conflicts between content developers, copyright consultants, marketing
and public relationship specialists, media planner and strategists, creative and art
designers who participate in the organizational business processes and are often
not considered part of the requirements engineering process and the definition of
the system-to-be [Cybulski and Sarkar, 2006]. These parties may also play a role
with respect to the enforcement of privacy requirements within an organization.

The number of stakeholders of SNS shows that the stakeholder concerns will
probably be elicited asynchronously, over time, and in international as well as local
contexts. This may prove to be an impediment for the scalability and feasibility of
any requirements engineering project. This problem may be contained by iteratively
executing multilateral requirements analysis of stakeholder after the system has
been deployed.

5.2 Surveillance Information

In a system-to-be, the analysis of privacy often has to do with the collection,
use, processing, distribution and deletion of information. This begs the question
whether all information or just a subset of the information collected by a system is
relevant for the privacy concerns of the different stakeholders in a given environment.
Privacy requirements engineering must include an iterative process in which all
the information that will be collected, used, processed and distributed is analyzed
to determine its relevance for the privacy concerns of the different stakeholders.
We introduce the concept surveillance information to refer to the information that
needs to be analyzed and deemed relevant with respect to the privacy concerns of
the stakeholders.

Definition of surveillance information

Our definition of surveillance information is as follows:

Privacy Ontology 2 Surveillance information is data resulting from observations
of the (digital or physical) world that will be collected, used, processed, distributed or
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deleted by the information system-to-be that is relevant for the different stakeholders
privacy concerns.

The scope of the concept

We discussed in Chapter 2 that according to data protection legislation, the
information that is of concern to privacy regulation consists of personal data [EU,
1995] in the EU, or personally identifiable information [, FTC] in the US. The prior
defines personal data in a wider sense than the latter, and that definition is as
follows:

‘personal data’ shall mean any information relating to an identified or
identifiable natural person (’data subject’); an identifiable person is one
who can be identified, directly or indirectly, in particular by reference
to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity;
EU [1995]

Personal data in a system can only be identified with respect to all the information
that is collected. Hence, the definition of personal data can only be given after an
iterative analysis of the information collected by the system. However, we argue
that the definition of personal data is limited and at times insufficient for discussing
different stakeholder privacy concerns. Hence, we propose that the object of privacy
concerns analysis initially consists of all information based on observations of the
(digital and physical) world around us by the system-to-be needs regardless of
if that information can be linked to individuals, groups or communities. In the
process of requirements engineering, this information is iteratively evaluated with
respect to the privacy concerns of the different stakeholders in order to elicit the
surveillance information relevant to the privacy requirements engineering problem.
Personal data, as defined by the corresponding legislation, is also included in
surveillance information.

The process of determining surveillance information

The process of determining the surveillance information that will be collected
and evaluating its relevance during privacy requirements engineering should be
dependent on the privacy concerns the collection of this data raises. We argue that
only after such an analysis is it possible to define what subset of the surveillance
information counts as personal data. The definition of personal data is necessary
to ascertain if and when data protection legislation applies in the system-to-be,
and whether privacy concerns can be mitigated using data protection legislation.
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If certain privacy concerns are out of the scope of data protection because of the
definition of personal data in the given system and this is seen as a problem, then
an iteration of the process of determining the relevance of surveillance information
and defining personal data may be necessary.

Further, it is possible that some of the concerns are about information that is
not included under the definition of personal data. As a consequence, some of
the privacy concerns will not have a corresponding legal principle that mitigates
them. In Chapter 4 we underlined the importance of expressing privacy concerns
that are not covered by legislation, which we termed the contrivability problem.
Starting the analysis with surveillance information, and analyzing this information
with respect to the privacy concern its collection, processing, distribution, use,
and deletion raises is hence important to address the contrivability problem in
engineering privacy requirements.

Moreover, some caution needs to be raised with respect to balancing varying
concerns. The privacy concerns and resulting requirements should not cripple
the system by reducing all data collection into a privacy problem, or overriding
any possible societal interest by rendering all surveillance information as ‘private’
data. In the definition of the stakeholder arbitration concept we already hinted
at this problem by referring to the privacy/transparency claim of the different
stakeholders, and not just focusing on privacy claims. We further discuss these
matters of balancing when we define the different types of privacy concerns.

Surveillance information in the context of privacy requirements engineering

It is possible to argue that the EU Data Protection Directive’s definition of
personal data is flexible enough that it could be expanded to include our definition
of surveillance information. Our counter-argument is that with surveillance
information, we include at least all personal data, and possibly more. Further, the
distinction between personal information and surveillance information can be very
useful during privacy requirements engineering. We believe this is the case for the
following reasons.

First, surveillance information may not per se be personal data, but may
nevertheless raise stakeholder privacy concerns. For example, the surveillance
of medical equipment for specific ailments in a hospital may lead to privacy
concerns although this information is per se not personal. In a hospital information
system this information can eventually be used to surveil employees and infer
information about patients or about hospital departments. If only the equipment
is surveilled and this information is not linked to individuals, the information is
not personal, but nevertheless the surveillance of the department may affect all
the individuals working in that department. It is up to the stakeholders to decide,
if such information should be used for purposes other than locating the devices,
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and if not, what technical, legal, and social steps should be taken to avoid such
function creep. Hence, we argue, there needs to be a step in which the surveillance
information is analyzed with respect to the different privacy concerns of the various
stakeholders. Questions regarding whether surveillance information can potentially
be directly or indirectly linked to individuals, groups or communities, and if this is
desirable need to be included in such an analysis.

Second, we want to be able to discuss privacy concerns that may be raised with
respect to aggregated and anonymized data. According to most existing data
protection legislation and recommendations, anonymized data is not protected by
that legislation [EU, 1995, Guarda and Zannone, 2009, , FTC, Ohm, 2009] and
is seen as a way to enable the sharing of information while protecting individual
privacy. Here concerns may be raised due to two factors:

1. Privacy concerns may be raised with respect to data related to persons, but
also to groups or communities. These concerns may be due to undesirable
categorizations based on attributes that belong to certain self-defined or
externally observed groups (also known as social sorting). With its focus
on individuals, the definition of personal data does not extend protection
to groups and populations, unless, the discrimination of the group can be
proven to affect an individual who is a member of that group.

2. Privacy concerns may be raised about the fact that individuals may be
probabilistically re-identifiable in an aggregated or anonymous data set. As
Ohm [2009] argues, and as it is evident in the numerous results in privacy
preserving data publishing, and some of the recent attacks on anonymous
data sets [Narayanan and Shmatikov, 2009], the application of statistical
analyses together with some background information may make it possible
to re-identify individuals or groups probabilistically. Privacy concerns may
be raised with respect to the possibility of both, aggregation of data and
probabilistic re-identification. It is not clear from the definition of personal
data, how high a probability has to be for the information to count as personal
data and what the consequences are for correct or wrong re-identification
[Braman, 2006]. These matters need to be addressed regardless of whether
the surveillance information can be categorized as personal data or not by
using a combination of the state-of-the-art statistical inference techniques
and risk analysis.

Third, different stakeholders will have varying interests in minimizing the scope
of personal information. This is especially of interest to the organizations that
collect data, as a limited definition of personal information is likely to give them
more freedom with respect to surveillance information that is not outside of their
personal information definition of interest. Further, these organizations are then
able to minimize the legal burden with respect to the surveillance information that
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accrues in their systems. We hence need a placeholder to separate what is defined
as personal information, and the rest of the information that raises privacy concerns.
We show that this is a useful distinction in our analysis of privacy concerns in SNS
in Chapter 7.

Further, regardless of re-identification risks, stakeholders may have an interest in
the protection of both anonymized and aggregated information. Whether principles
of transparency or principles of confidentiality and security should be used to
protect anonymized and aggregated information is a matter of design, but also a
question of future research.

Surveillance information in SNS: According to privacy policies of some of the
more popular SNS [Gürses et al., 2010] the surveillance information that is collected
in SNS include all the profile information and all the interactions of the users with
each other. Further information include address books of users imported from
other services, email communications with non-users, the information collected
from mobile devices like smart phones, information that the providers scrape from
other information sources and link to user profiles, as well as information that
partner service providers share about the users’ behaviors on their sites with the
SNS service provider. Surveillance information includes all of the above and any
aggregated or anonymized derivatives thereof. SNS providers define a minimal
subset of this information as personal data. We discuss the privacy concerns raised
by the different stakeholders with respect to the surveillance information collected,
processed, distributed, used and deleted in SNS and concerns raised with respect
to the limited definition of personal data provided by SNS in Chapter 7.

5.3 Privacy Concerns

We first introduce our definition of privacy concern and then describe in detail
the types of privacy concerns in Sections 5.3.1 through 5.3.3, starting with privacy
concerns due to harms. A concern is an issue voiced by a particular stakeholder with
regard to some aspect of the proposed system-to-be, which impacts the stakeholder’s
involvement in this system and which – when addressed – will determine the need
for further evolution of the system [Cybulski and Sarkar, 2006]. We take the
idea of using concerns to drive requirements analysis from Sommerville’s Preview
which uses stakeholder concerns to reflect critical non-functional characteristics of
a system [Sommerville and Sawyer, 1997]. We define privacy concerns as follows:

Definition of privacy concerns

The definition of privacy concerns is as follows:
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Privacy Ontology 3 A privacy concern, denoted c, is an issue that is raised by
the stakeholders with respect to the collection, retention, distribution, processing
and deletion of surveillance information in the information system-to-be.

In order to be more precise about what we mean by privacy concerns, we analyze
and organize theories from legal and surveillance studies to introduce three types
of privacy concerns. These studies offer various definitions of privacy, describe
activities that may lead to privacy breaches, explain the role of data protection for
privacy, and propose models for approaching these matters in information systems.

The three categories can in no way be complete, since both legal and social
understandings of information privacy continue to evolve. Nevertheless, we
encompass the privacy concerns raised by numerous privacy scholars, as summarized
in [Nissenbaum, 2004].1 We define the types of privacy concerns general enough
so that the privacy concerns specific to data protection legislation itself, current
technology, as well as privacy concerns raised by scholars of other disciplines –
especially those from surveillance studies – can also be handled when elaborating
privacy requirements.

Distinguishing concerns is important to clarify the use of different privacy notions
and to relate them to the various privacy solutions and the abstract properties that
underlie them during requirements engineering. Often in privacy research, various
definitions of privacy are listed to motivate the privacy solutions that are being
introduced and to later show that the threats to the given privacy definition are
mitigated. The solutions may be motivated by different types of privacy concerns,
but these may not be distinguished as such.

For example, although many papers talk about privacy related harms, there are
also privacy concerns that are not about harms but about informational self-
determination. So, when anonymous communication solutions are introduced,
then these are useful for both, keeping those who speak from being identified
and hence safe from harms, but also enhances their ability to practice freedom of
speech and individual autonomy, which fall under informational self-determination.
Another example is from PPDP methods that analyze and hide quasi identifiers
that could lead to re-identification of anonymized data sets. These solutions
may achieve an acceptable level of anonymity for the given domain, but do not
address problems with profiling and social sorting. For a requirements engineering
processing, awareness of the problems as well as the solutions can be significant to
the analysis.

Shortly, the three types of privacy concerns are: (i) privacy concerns due to
experiences or expectations of harm, (ii) privacy concerns due to informational

1Nissenbaum [2004] lists the following concerns raised by various scholars: (1) prevention of
information based harm, (2) informational inequality, (3) autonomy, (4) freedom, (5) preservation
of important human relationships, and (6) democracy and other social values.
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self-determination, and (iii) privacy concerns due to the significance of information
to personal identity, communities and groups. For each concern, we summarize its
scope, show using examples what kind of problems they can address and where
pitfalls may lie, and discuss aspects that should be addressed in the process of
elaborating them during requirements engineering.

Markedly, the different types of privacy concerns show that not only the ability to
keep certain information confidential may be a privacy concern. Further concerns
with respect to the inability to practice informational self-determination, or inability
to determine the existence and significance of links between a person (or group) and
some surveillance information may also need to be addressed during requirements
engineering as distinct privacy concerns.

The sections describing the different types of concerns are organized differently
from the other concerns. We no longer provide two different subsections that
describe the process of applying the concept generally and in the context of privacy
requirements engineering, since privacy concerns are used to elaborate privacy
requirements. Further, only after we have introduced all three types of privacy
concerns do we provide examples the different privacy concerns raised in the domain
of SNS.

5.3.1 Privacy Concerns Due to Harms

The definition of privacy concerns due to harms

There are a number of authors that emphasize information based harms as the
butt of privacy concerns in information systems. The authors who we consider
distinguish between individual harms and relational and/or democratic harms.
Based on these distinctions we propose the following definition for privacy concerns
due to harms:

Privacy concerns due to harms are issues that are raised because
of expectations and experiences of harm to individuals, groups,
communities or societies based on the (unfair) collection, retention,
distribution, use and deletion of surveillance information.

In the following we give and overview of definitions of privacy notions, of activities
that lead to privacy violations, and of data protection provided by legal studies
authors that we used to elaborate this definition of privacy concerns. We distinguish
between the definitions of individual and societal harms. For both types of harms
we summarize the descriptions of harm based concerns and then discuss the aspects
that should be considered when elaborating related privacy concerns during privacy
requirements engineering.
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The scope of the concept

Individual Harm: Privacy concerns may be raised due to experiences or
expectations of individual harm. Most privacy legislation is preventive tools
against such possible harms. For example, data protection legislation offers a shield
against information based harms by empowering individuals in protecting their
personal information while also demanding accountability from data collectors.
The idea of preventing harm is desirable, but it is difficult to define when a certain
information practice may lead to harms, and which of these harms are to be
considered under the category of privacy.

Solove [2006] provides a taxonomy of the various activities that can cause, what
he calls, “privacy harms”. The author veraciously classifies a number of activities
related to information collection, processing, dissemination and invasion, that are
not inherently harmful, but under certain circumstances have been known to cause
privacy related problems. The list of possible harms that affect individuals include
physical, dignitary and psychological harms, incivility, lack of respect, and those
harms that cause emotional angst.

Cate [2006] underlines the importance of considering harms as well as the need to
take measures “proportional to the likelihood of the occurrence of privacy harms”.
By harm, Cate [2006] refers to tangible harm in the form of damages to persons
and property.

When talking about harms, Solove [2006] also introduces the concept of
“architectural” problems, which is about the creation of a risk that a person may
be harmed in the future. Hence, we may not be aware of these potential harms,
and hence may not be able to capture the activities that may result in such harms.
As such, Solove shows that it is not enough to rely on passed cases of known
harms, but also expectations of harms need to be considered when studying privacy
concerns.

Concluding, privacy concerns with respect to both experiences and expectations of
privacy harms to individuals that may result from the surveillance information in
the system-to-be, and the likelihood of the occurrence of these harms should be
considered by the stakeholders of that system-to-be.

Relational and Democratic Harm: Another set of privacy harms are not with
respect to tangible harms to individuals or their property, but harms to democratic
constitutional states and their societies as a result of an erosion of privacy in
general. DeHert and Gutwirth [2006] state that, in expectation of such societal
harms, protecting privacy sometimes implies the making of normative choices:
some intrusions to privacy in society are too threatening for the fundamentals of
the democratic constitutional state.

In order to preempt societal harms due to loss of privacy, democratic constitutional
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states introduce two sorts of legal tools: (i) normative opacity tools that draw the
limits of interference with individuals, one of which is privacy, and (ii) transparency
tools that organize the channeling, control and restraint of power, an example
of which is data protection [DeHert and Gutwirth, 2006]. Even if accountability
measures, like (ii) data protection and related transparency tools are in place, the
threats to democratic constitutional states may remain intact. In order to balance
such concerns, (i) privacy as opacity may be invoked. When privacy as opacity is
invoked, DeHert and Gutwirth [2006] stipulate that it should be clearly defined in
terms of “harmful uses of information in a society”.

Most privacy scholars recognize the importance of this type of societal harm. Solove
[2006] talks about constitutive privacy that defines privacy harms as extending
beyond the “mental pain and distress” caused to particular individuals; privacy
harms affect the nature of society and impede individual activities that contribute
to the greater social good. Nissenbaum [2004] concretely mentions studies by Oscar
Gandy as an example of such harms. Gandy shows in his work how profiling and
the widespread collection, aggregation, and mining of data increase social injustice
and generate even further discrimination against traditionally disadvantaged ethnic
groups ([Gandy, 2000] in [Nissenbaum, 2004]). In these definitions, harm does not
only refer to what can happen to individuals, but to the erosion of privacy through
interference by government and large organizations such that it harms the basics
of a democratic constitutional state.

Similar concerns with respect to societal harms may also be considered when
developing systems. Therefore, privacy concerns with respect to experiences and
expectations of harms to democratic societies, be it with respect to information
based harms that may impediment individual, group or community activities that
contribute to a social good, or with respect to social sorting and discrimination
should also be addressed.

An overview of the privacy concerns due to harms are given in Table 5.2.

Table 5.2: An overview of concerns due to experiences and expectations of harms.
Privacy Concerns Due to Harms
Sub-categories Concrete concerns regarding

Individual Harms Experienced harms
Expected harms

Democratic and
Societal Harms

Experienced harms
Expected harms
Social sorting and discrimination
Relationality of information
Minimality or necessity of collection
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Elaborating privacy concerns due to harms

Elaborating this type of privacy concerns requires the analysis of the surveillance
information in the information system-to-be with respect to known and expected
harms in the given environment. The types of activities analyzed by Solove and
their possible harmful consequences to individuals can be used to systematically
elaborate the stakeholders’ related privacy concerns, as suggested by [Massey and
Antòn, 2008]. Further, architectural concerns with respect to future harms may be
explored using counter-factuals.

Further, Cate [2006] criticizes implementations of data protection legislation due to
their focus on control rather than risks and harms. Hence, the author argues that
personal information protection should be designed to prevent the misuse of such
information rather than focusing on mere possession. He recommends studying the
risk that harm may result from misuse of surveillance information, and devising
remedial measures that are proportionate to the likelihood and severity of the harm
threatened by the collection, use and transfer of personal information.

If we apply Cate’s concerns with respect to privacy harms and his recommendation
to study the likelihood of their occurrences to the development of information
systems, then the requirements engineering team may consider applying risk analysis
methods with respect to the privacy harms that may result from the surveillance
information [Asnar et al., 2006, 2007, Mayer et al., 2005]. Later, when solutions
are being considered, proportional remedial measures can be developed based on
the analysis of such risks of privacy harms.

In legal cases, DeHert and Gutwirth [2006] recommend that only after a normative
judgement about privacy has been made i.e., asking if a certain [technological]
practice is necessary in a democratic society, should normal processing of data and
potential harms be addressed by data protection with its channeling or procedural
logic. We propose similar questions of necessity to be investigated with the
stakeholders of a system when discussing privacy concerns with respect to relational
and democratic harms. If we follow the recommendations of DeHert and Gutwirth
[2006], this consist of first asking the question “whether the collection of surveillance
information is absolutely necessary”.

It may be too much to expect that the stakeholders of a system-to-be are aware of
all the possible individual, relational and democratic harms that are reasonable to
consider in a system-to-be. Further, the type of harms may change with time and
with new technologies. In such cases, state-of-the-art studies can be used as a pool
of resources. It is by now common to find studies on the analysis of possible harms
in current day information systems. For example, in the case of social networks,
the ENISA study on social networks [, Ed], as well as numerous academic papers
[Acquisti and Gross, 2006, Dwyer et al., 2007, Gross et al., 2005, Zheleva and
Getoor, 2009] focus on evaluating risks and warning against possible harms based
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on social network data. There are also general reports that list privacy breaches
[Clearinghouse, 2005–2007]. The copious store of legal cases with respect to privacy
injuries or violations can also be studied for the specific domain as a pool from
which to start listing plausible harms and elaborating privacy concerns with respect
to the information system-to-be.

5.3.2 Privacy Concerns Due to Informational Self-determination

The definition of privacy concerns due to informational self-determination

While in some contexts privacy may function as an opacity tool in order to
protect an individual’s autonomous sphere from interference by the government
or large organizations, it may also function as a tool which individuals invoke to
practice autonomy with their personal information. Therefore, a second category
of concerns are related to the definition of the boundaries of this autonomy. In
other words, these are privacy concerns in which rather than harm, the ability to
practice informational self-determination is the guiding principle. Based on this
understanding of privacy, our definition of privacy concerns due to informational
self-determination is as follows:

Privacy concerns due to informational self-determination are issues
that are raised with respect to the inability to deny, determine,
negotiate or ascertain the collection, retention, distribution, use
and deletion of surveillance information according to the different
stakeholders’ understanding of private and public boundaries, norms of
appropriateness and flow, and the necessary balancing of power.

As stated in the definition, privacy concerns with respect to informational self-
determination also have their subcategories which we derived from the work of
various legal and surveillance studies authors. These include concerns with respect
to negotiating the line between the private and the public, determining what
happens to information when it becomes public, and balancing the prior two with
concerns about information and power concentrating in the hands of a few. In the
following, we describe each of these concerns in detail. An overview of the privacy
concerns of this type are provided in Table 5.3.

The scope of the concept

Negotiating the public private divide: One of the main building stones of
the informational self-determination is the right of the individual to decide the
divide between the public and the private. This principle cannot be reduced to a
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Table 5.3: An overview of concerns due to constraints on informational self-
determination.
Privacy Concerns Due to Constraints on Informational Self-Determination
Sub-categories Concrete concerns regarding
Negotiation of public / private Absolute boundaries

Definition of the context Establishment of norms of appropriateness
Establishment of norms of flow

Balance through dp
and accountability

Relationality of information
Individual responsibilization, individual
agency and protection
Interpretation of dp principles
Mandatory (dis)connectedness
Surveillance information not covered by dp
Measures to globally enable info. self-
determination

matter of individual tastes or preferences. Rather, it is about how far individuals
can decide what they can make public and private. Further, it is about if and
how individuals or communities can question the boundaries between the public
and the private as it is usually socially, technically or legally constructed. Privacy
concerns may be raised when it is necessary to question the private and public
divide in a way that may go against the intuitive assumption that the protection
of those issues, activities, opinions deemed to be private is a good thing. They
may also be instigated when the assumption that those matters that have become
public may not be subject to any expectations of privacy or that they are always
publicly acceptable and desirable.

Based on these concerns, when developing systems, Phillips [2004b] warns against
approaches to privacy that often stem from law and technology that are ideologically
laden. He asserts that these ideologically driven decisions then affect everyday
practices and limit the ability of individuals or communities to question the private
and public divide.

Well known examples of contestation of the public private divide have been with
respect to abortion rights (where the right of a woman over her body is contested),
the right to wear religious symbols in public (where whether religion is only a
”private matter” is questioned), and queer rights (where whether sexuality should
be a private matter is disputed). With respect to such concerns, it is necessary
to recognize that privacy is not uniformly available and uniformly valued. The
need for privacy can change depending on context. For those who have little
public power, the apparent invasion of privacy can even sometimes seem welcome
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[McGrath, 2004], as for example in the case of abuse or violence in the private
sphere.

Along these lines of thinking, privacy concerns may be raised with respect to how
the private and public divide is defined, and the consequences thereof. Which of
the surveillance information will be seen as private or public, and respected as such,
and whether it will be possible to negotiate those boundaries in the system-to-be
when somebody or a group wants to question those boundaries?

Determining the contextual integrity: In addition to concerns with respect to
the negotiation of the public and private divide, there are also concerns about what
happens to information when it is disseminated to a greater public. Information
may be disseminated for various reasons e.g., a desire for transparency, health
treatment, in response to emergencies, etc. Such interest in transparency may
be in conflict with other concerns with respect to the revelation of information.
Further, when information is disseminated, the objective may not always be to
make it accessible and usable by anyone in all imaginable ways.

In such cases, Nissenbaum [2004] proposes contextual integrity as a benchmark
for privacy. A central tenet of contextual integrity is that there are no arenas of
life not governed by norms of information flow, no information or spheres of life
for which “anything goes”. This is in contrast to normative definitions of privacy
which are based on an artificial idealized divide between the private and the public.
Given such idealized divisions, the “public” is where the reasonable expectations of
privacy that an individual may have may be contested. Nissenbaum [2004] argues
that such clear distinctions are not always possible.

“[...] events that occur, transactions that take place – always happen
in a context not only of place but of politics, convention, and cultural
expectation. These contexts can be as sweepingly defined as, say,
spheres of life such as education, politics, and the marketplace, or
as finely drawn as the conventional routines of visiting the dentist,
attending a family wedding, or interviewing for a job.”

These contexts are partly constituted by norms, which determine and govern key
aspects such as roles, expectations, behaviors, and limits. Two of these norms are
stated as relevant with respect to personal information: norms of appropriateness
and norms of flow. These are defined in Nissenbaum [2004] as follows:

• norms of appropriateness: These are norms that dictate what information
about persons is appropriate, or fitting, to reveal in a particular context.
Generally, these norms circumscribe the type or nature of information about
various individuals that, within a given context, is allowable, expected, or
even demanded to be revealed. In medical contexts, it is appropriate to
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share details of our physical condition or, more specifically, the patient shares
information about his or her physical condition with the physician but not
vice versa; among friends we may pour over romantic entanglements (our
own and those of others); to the bank or our creditors, we reveal financial
information; with our professors, we discuss our own grades; at work, it
is appropriate to discuss work-related goals and the details and quality of
performance.

• norms of flow or distribution: These are a set of norms that governs what
Nissenbaum [2004] calls flow or distribution of information – movement, or
transfer of information from one party to another or to others. These can be
based on free choice, discretion, and confidentiality, prominent among norms
of flow in friendship. The list is open ended and includes also other norms
like needs, entitlement, and obligation [Nissenbaum, 2004].

Hence, concerns may be raised by the stakeholders if existing norms of
appropriateness and norms of flow are affected by the introduction of the information
system-to-be to their environments.

Balancing power through data protection and accountability: Compli-
mentary to concerns with respect to individual autonomy and hence freedom,
are the countervailing concerns with respect to what happens when surveillance
information is collected en masse. Aggregation of individual information may
allow probabilistic inferences to be made about groups or communities, or even
about individuals who did not reveal their information to surveillance systems. If
aggregated information is made public or shared among third parties and used
to manage populations, this may have consequences on all those people who are
reflected in this aggregated information, and sometimes even on those who did not
reveal information to the surveillance system [Dwork:, 2006]. These all emphasize
the relationality of information, and, hence, the relationality of privacy: decisions
made by one affect others.

So, concerns may be raised with respect to the relationality of information
and imbalances in power due to accumulation of vast amounts of information.
These concerns may be in conflict with individuals’ desires to practice their
informational self-determination. SNS are a wonderful example of individuals
practicing informational self-determination, while their practice en masse raise
concerns about balance of power between SNS providers, individuals and society
general.

However, being able to address both: concerns with respect to individual autonomy
on the one side, and power relationships due to global surveillance practices on
the other, requires a shifting of viewpoints. This shift is not trivial and the
two viewpoints can be conflictual. This conflict is also evident in the economics
of surveillance and interaction. As long as a market for personal information
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exists, there will be marginal utility to the individual of one piece of data to
make its defense economically feasible, while organizations and governments will
have every economic reason and resource to protect, expand and utilize their data
collections ([Gandy, 1993] in [Phillips, 2004b]). If a critical mass of individuals
participate in surveillance systems, individual decisions to strategically conceal or
reveal information may become irrelevant due to the relationality of information.
Power may accumulate just as fast as the information collected in such surveillance
systems, if these are used to organize, manipulate or control populations.

Therefore, expecting individuals to provide safeguards against such global practices,
even in the economic sense, is difficult, if not impossible. As a result, privacy
concerns may be raised with respect to practices of creating and managing social
knowledge based on aggregated data [Phillips, 2004b].

Data protection legislation provides tools and top-down constraints to address
such concerns through its various principles, e.g., proportionality, fairness, and
consent. Yet, the ‘interpretation’ of the data protection principles may also raise
concerns among the different stakeholders. Data collectors may want to minimize
their accountability and responsibilities while putting great burdens on individual
users. Individual users may not agree with the constraints on their informational
self-determination resulting from the way data protection legislation is interpreted.
Handling concerns with respect to the interpretation and implementation of data
protection principles we discuss in the next paragraphs.

Elaborating privacy concerns due to informational self-determination: The
concerns with respect to the negotiation of the public and private are mainly
about the insertion of absolutes into the information systems. For example, let us
say we are designing an SNS for a community. If the SNS provider asks its users to
reveal their sexual preferences as a part of their profile, depending on the community
and the context, this may be threatening to members of that community who do
not belong to the normative group, e.g., the normative rules of an SNS for dating
may be different from those of an SNS for professional networking. If, in order
to protect those users, sexual preferences would by default be hidden, although it
may provide some protection, it may also limit the possibility of negotiating the
boundaries of the private and public, and the ability to therewith question norms
about acceptable sexuality within that community.

The same questions may be raised with respect to other attributes like age, number
of children, health conditions and/or with respect to information about someone’s
location, interactions, or traces over time. The stakeholders may want to inscribe
absolute values of what should remain private or public. Then, those same
stakeholders may be asked to consider cases where some individuals or communities
may not want these absolute values. In general, software engineers should consider
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designing the system-to-be such that the definition of which information can become
public and which remains private can be negotiated and/or changed over time.

Further, while concerns may be raised with respect to conserving norms of
appropriateness and flow, the opposite may also occur: the definition of the context
too strictly may also raise privacy concerns. Let us describe a recent example. In
the health domain, traditional practices in information sharing in the medical sphere
depend on strict rules and regulations that go back for centuries [Nissenbaum,
2004]. If we interpret Nissembaum’s definition of norms of appropriateness into an
information system, then this system should simulate these rules and regulations. If
“adequate reasoning exists” some of these rules maybe challenged, but the existing
practices remain the normative starting point in digital contexts.

Contrast that with MIT’s recent initiative on “New Media Medicine” that
criticizes existing norms in medical practice.2 This initiative suggests that medical
practice reifies information asymmetry and under-utilizes the wealth of knowledge
distributed among patients. In a networked world, this knowledge can easily be
tapped into. In order to realize this potential, the MIT scholars propose platforms
that enable continuous exchange among patients, and between patients and health
professionals, based on principles of transparency.

The proposal by the MIT scholars is not only about challenging a subset of the
rules, but envisions a complete shift in the norms of appropriateness and flow. The
scholars may also point to a number of existing practices in social media that are
on the rise, e.g., Google health3. Given the rise of social health applications, the
MIT initiative is an excellent example of questioning the public and private divide.
Nevertheless, such initiatives will raise concern: it cannot be the case that personal
health records, by virtue of being public, are open to everyone for all imaginable
use. Contextualizing such transparency initiatives and capturing concerns with
respect to what may go wrong with such initiatives, be it with respect to the
inability to practice informational self-determination, or with respect to protecting
ones sphere of non-interference, is important. These matters should be studied and
the results of such studies should be integrated into the requirements engineering
process.

In the case studies on systems with new norms of appropriateness and flow are not
available, Nissenbaum [2004] asks a number of questions, which can be discussed
with the stakeholders to elaborate privacy concerns with respect to norms of
appropriateness and flow:

“According to the theory of contextual integrity, it is crucial to know
the context – who is gathering the information, who is analyzing it,
who is disseminating it and to whom, the nature of the information, the

2More information can be found at: http://www.media.mit.edu/research/groups/new-media-medicine.
3More information can be found at https://www.google.com/health.
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relationships among the various parties, and even larger institutional
and social circumstances. It matters that the context is, say, a grocery
store as opposed to, say, a job interview or a gun shop. When we evaluate
sharing information with third party users of data, it is important to
know something about those parties, such as their social roles, their
capacity to affect the lives of data subjects, and their intentions with
regard to subjects. It is important to ask whether the information
practice under consideration harms subjects; interferes with their self-
determination; or amplifies undesirable inequalities in status, power,
and wealth.”

These questions can also be asked when utilizing data protection principles to
channel power from data collectors and processors. Data protection legislation
may be used to strike a balance with respect to power relationships, but may also
introduce unwanted constraints. For example, there may be an interest on the side
of the data collectors and processors to limit their responsibilities and accountability
with respect to the surveillance information. Rigid compliance rules may not fit
with their business or governance interests. It is likely that those (organizational)
stakeholders will want to frame accountability as a responsibility of individuals. If
the organizations can follow through with their interests, the individuals are then
left with the duty to check if the practices of the data controllers adhere with their
obligations. This may lead to a responsibilization of individuals4 with a burden
that they are not able to handle, enforce, or even reject.

Further, privacy concerns may be raised with respect to the inability to access
services without consenting to unacceptable or undesirable information practices.
Connectivity has become an important key to access in a networked world [Stalder,
2002a]. Scholars have recognized that exclusion is no longer the only mode of
under-privilege that we should be concerned with. The ability to decide on the
type and degree of connectedness has rather become a signifier of privilege. Hence,
privacy concerns with respect to compulsory connectedness or disconnectedness
should both be considered and elaborated during requirements engineering.

Moreover, there may be cases in which part of the surveillance information is
not subject to data protection legislation, e.g., when such exchange and use
of information falls under “personal use”. This may be due to a legitimate
interest in not constraining daily interactions using legal mechanisms. Nevertheless,
concerns may be raised by individuals, but also by communities with respect to
the collection and processing of information that falls outside of the scope of data
protection legislation. Therefore, privacy concerns with regard to accountability

4Responsibilization refers to the process in which individuals are encouraged to be more
involved in managing the risks they face. Responsibilization is seen as the result of the pressures
on governments to streamline their processes. Under such pressure, governments tend to make
private sector and individuals responsible for managing risks and preventing crime [Whitson,
2009].



98 DEFINING AN ONTOLOGY FOR PRIVACY REQUIREMENTS

and transparency of information exchange that falls out of data protection may
also be considered during requirements engineering.

In summary, privacy concerns with respect to fairness and proportionality, matters
of accountability and responsibility, forced (dis)connectedness, legalization of every
day interactions, and the responsibilization of individuals are all relevant to a
privacy requirements engineering process.

It is also important to discuss power positions, and the imbalance that may occur
between different parties as the result of the accumulated information. But, power is
just as abstract a term as privacy. We see the establishment of critical methods and
heuristics to analyze power imbalance, and ways to integrate some of the resulting
concerns into software development processes as an important topic beyond the
scope of this thesis.

Finally, any decisions with respect to information self-determination on sensitive
data are likely to come with global concerns. In the case of health, these are global
concerns like securing one’s right to decent health facilities (and health insurance,
if such an insurance based system is in place) regardless of revelation or leakages of
one’s health condition through information systems. Incongruously, securing access
to health facilities without using such digital systems should also be guaranteed,
or universal access and digital literacy must be guaranteed. Without such global
guarantees, most privacy requirements analysis will become reduced to an exercise
in stating preferences with respect to sharing information devoid of protective and
accountable mechanisms. Such exercises will inevitably provide individuals with a
false sense of control and autonomy.

5.3.3 Privacy Concerns Due to Significance of Information

Definition of the concept

Surveillance systems play an important role in the informatization of everyday life.
They can provide new forms and interactions which may enable innovative changes
to existing social processes, yet they are often unable to capture the complexity of
daily processes and interactions. The significance of the data, or the “reality” that
it is expected to represent, has long been a concern in organizational application
domains like hospitals, public offices, or companies.

The role of surveillance information as ‘representing reality’ has raised various
concerns. The collection of surveillance information makes certain daily practices
visible, while making others invisible, affecting power relationships. For example,
the development of a system that registers a catalogue of nursing activities at work
places may lead to the recognition of previously invisible nursing work, but may
at the same time expose the process oriented and often invisible nature of their
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affective work to process re-engineering [Bowker et al., 2001]. Bowker et al. [2001]
further argue that:

“A key feature of the ongoing integration of information systems into
vast federated systems (be these in government, industry, or the medical
professions) is that work which is not represented in those systems is
at a huge disadvantage: it cannot be evaluated, accounted for, and/or
rewarded.”

Hence, individuals in organizations have to manage this tension between visibility
and discretion, i.e., invisibility in the surveillance systems of an organization
may have grave negative consequences. How far individuals, communities, or even
organizations can succeed in managing this tension depends on concerns surrounding
the need for increased legitimacy versus the fear of undermining surveillance [Bowker
et al., 2001]. One way of intervening in the process of engineering (in)visibilities
remains taking part in the processes and practices that define the significance of the
surveillance information in an organization. However, this may not be something
every individual, community or organization is able to afford.

More recently, as a result of ubiquitous profiling, and the lifetime of surveillance
information, concerns regarding the significance of information has gained more
urgency outside of organizational contexts, e.g., in web-based and mobile systems.
These concerns can be distinguished from the two previous types of privacy concerns
as their focus is on the significance given to surveillance data, beyond the possession
of data. They are concerns regarding the information practices used to give meaning
to surveillance information during its lifetime and digital journey.

Mainly, the privacy concerns raised are due to the significance of links to individuals,
groups or communities: what are the interpretations of the significance of
surveillance data, who defines such significances, and are individuals groups or
communities provided with the tools to accept or contest such significance? Such
concerns may be addressed as part of the analysis of potential harms and the norms
of appropriateness and flow, but, we prefer to address them separately during
requirements engineering. Hence, we provide our definition:

Privacy concerns due to significance of information are issues that are
raised due to the inability to deny, determine, negotiate or ascertain
the reliability of surveillance information, the linking of surveillance
information to a person, group or community and/or the significance of
that information for that individual, group or community throughout
its lifetime.
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There are various information practices that may raise concerns with respect to
the significance of information some of which we analyze below. An overview of
the concerns under this type are provided in Table 5.4.

Table 5.4: An overview of concerns due to significance of information.
Privacy Concerns Due to Significance of Information
Sub-categories Concrete concerns regarding

Significance of linkage

Significance of individual links
Relational information
Significance of profiling practices
Participation in profiling practices

Reliability of information Reliability of information
Temporality of information Significance of information over time

The scope of the concept

Significance of linkages: A specific interpretation of what certain data says
about an individual may be a single story that does not tell the complete story.
For example, a friendship link between two profiles in a social network does not
say much about the dynamic nature and strength of that relationship. Even an
elaborate analysis of the frequency of communication may not communicate more
than that. Recent studies like the “Gaydar” [Johnson, 2009] which detects if the
person behind a social network profile is likely to be gay based on their friends lists,
bank on single stories about these ties (and possibly frequency of ties or properties
that may be added) that reduce relationships to single stories. Concerns may be
raised with respect to the monopolization of the meaning of such linkages between
pieces of information.5

Relational information: Much of surveillance information is related to many.
The simple example from social networks is with respect to the friendship
relationship itself: if both sides enter a relationship the information is related
to and controlled by both friends. Further, collaborative systems enable the
creation of composite information objects – information objects made up of multiple
information objects. The resulting composite information often has an identity
of its own [Currall et al., 2008]. The different parties involved in such a piece of
(composite) information may give different significance to the same information

5Linkages are also information, hence all three types of privacy concerns apply to them. Here
we focus on privacy concerns with respect to significance of information. Later in Chapter 7
we will show that both data protection legislation as well as SNS providers do not provide the
possibility to address privacy concerns due to linkage information.
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(significance of linkage). It may not be possible to distinguish these differences
and these may lead to conflicts on how the data is to be interpreted. Especially
in digital spaces where information is produced collaboratively, privacy concerns
may be raised with respect to being able to collectively define the significance of
that information or being be able to question the accepted significance of that
information. These conflicts may surface especially when the information is used
to prove matters about the individuals related to that information, and/or when
such information is used as evidence e.g., in courts, but also in decision making in
general.

Significance of profiling: Aggregated surveillance information can be used to
profile and categorize individuals, communities or groups according to their behavior.
One single profile may reveal some information, whereas an aggregation of many
profiles will reveal other patterns. These patterns are rarely available or apparent to
those who are surveilled. Further, the interpretation of those patterns are currently
solely in the hands of those who hold aggregated surveillance information and have
the power to create and impose an ontology of the world [Phillips, 2004b]. In
this context, the inability to have any influence on which patterns are decided as
significant, acceptable, or undesirable may raise privacy concerns.

Reliability of information: Surveillance information from multiple sources is
often aggregated. This may be due to the fact that a service provider offers multiple
services, or multiple service providers collaborate to collect information together.
The surveillance information may be “anonymized” and/or aggregated data.

Such aggregation of information from multiple sources decontextualizes data,
stipulates a single identity to pieces of data across systems, and inevitably looses
the intentions behind the creation of each single part. Such practices raise not only
questions with respect to the integrity but also with respect to the authenticity of
data. Under the current regime of aggregation of surveillance information, digital
objects have become stand alone objects in an intellectual as well as a technical
sense, randomly stored by process and technology [Currall et al., 2008]. Privacy
concerns may be raised with respect to how such data objects from multiple sources
may be linked, related and signified. This holds both with respect to the reliability
of profiles that may be inferred from such information, but also with respect to the
authenticity and integrity6 of data that has been migrated multiple times.

Temporality of information: Temporality plays an important role with respect
6While the integrity of parts of a composite object may be intact, i.e., proven through a

hash that shows that each part is bitwise identical with an initial copy, in a given social context
authenticity (not in the security engineering sense, but rather the definition of digital archivists)
may not be guaranteed. The opposite may also hold, although it may not be possible to show
that two information objects are bitwise identical, the content may depict the same matter, hence
preserving some sort of authenticity. For a deeper discussion of the problems with equating
authenticity (a la digital archivists) and integrity (a la security engineers) please see [Currall
et al., 2008].
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to privacy. The significance of information for the different stakeholders may change
over time. If the collected information is used as evidence, then its deletion or
its retention after a long period of time may raise concerns. Temporal changes
of significance are difficult to predict, but may be discussed as part of privacy
concerns.

Elaborating privacy concerns due to significance of information

Privacy concerns due to the significance of information are related to being able to
ascertain, influence or question the significance of surveillance information. These
concerns inevitably are related to questions about integrity and authenticity of
surveillance information, and to the production of statistical knowledge.

For example, some phone companies analyze their communities of cell phone users
in order to prevent their users from switching phone companies. The analysis is
based on the assumption that if a member of a community with strong ties changes
phone companies, the other members of that community are also likely to change
companies. Hence, the remaining participants of that community are targeted by
the marketing companies in order to keep the rest of the community members
from switching phone companies. Users of the telecommunication company usually
do not know how and what part of their community is being analyzed. The fact
that these individuals have consented to a privacy policy that mentions profiling
practices does not mean that all profiling practices are accepted and/or desirable
by the individual.

Further, the definition of community for profiling purposes is usually statistically
defined. Members may not even be aware of their membership in the correlated
group. Hence, the concerns with respect to such practices may range from not
wanting to be subject of such community analysis to being informed when such
patterns are mined and used [Zwick and Dholakia, 2003]. Depending on the severity
of the concern, different requirements may have to be formulated that either require
the ability to avoid behavioral profiling (an unlikely solution), or requirements for
allowing users to define or question the significance of those profiles, or even switch
profiles.

Privacy concerns with respect to significance of surveillance information, or with
respect to linkages made between surveillance information and individuals, groups
or communities are currently out of the scope of data protection legislation. For
example, individuals may want to reject the Gaydar study, because it functions
along the principles of “birds of a feather flock together”. They may not agree
with this type of stereotyping that they did not expect to be subject to when they
created their online profiles.

Moreover, let us imagine an insurance company that analyzes anonymized data
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about doctors and their prescriptions to optimize their costs. Members of the
studied population may not agree with the categories of patients and doctors
they create, since these do not reflect the complexities of the medical practice.
Insurance companies guided by such normalizing practices may put patients in
need of special care or doctors with alternative methods under pressure to adapt
to the created categories, stifling access to (diverse) health infrastructures. Such
categories may never be linked to individuals, and hence legally may not count
as personal information, but may nevertheless have grave consequences for the
affected communities. It may not be possible to address the problem within the
system, nevertheless the privacy concern is concrete and can be captured during
requirements engineering to elicit requirements towards the domain.

Another topic of concern may be the methods used by companies to anonymize
surveillance information, e.g., PPDP methods. As Braman [2006] points out, if
certain perturbation methods are used to anonymize data, then any re-identifying
analyses based on such perturbed data may result in probabilistic linkages between
individuals and information traces that produce a “false story”. The recent court
cases against providers of proxies for anonymity services [Soghoian, 2007] also
points to a set of unexpected privacy concerns with respect to the protection of
those who materially enable anonymity infrastructures. The type of anonymization
that is going to be used, and the strength of the anonymization method, as well
as risks of re-identification will have to be addressed as part of this category of
privacy concerns.

It is ambitious to imagine the significance given to surveillance information and
its linkage before the system-to-be materializes and the surveillance commences.
Before the system is built, some concerns can be raised, if the stakeholders who will
be aggregating and analyzing the data are willing to share their plans with respect
to such practices. Otherwise, expert knowledge may have to be relied on with
respect to known profiling practices in the industry and by governments. These
can be used as guiding sources for elaborating privacy concerns with respect to the
significance of surveillance information. Further, as users experience the system
and can engage in the information practices that are used to give significance to
information, then their original privacy concerns may change.

Incorporating privacy concerns with respect to temporality of surveillance
information is challenging, as expecting possible changes to the significance of
the surveillance information throughout time for the different stakeholders is
insurmountable. This problem can best be addressed through re-iterating the
privacy requirements analysis process to understand if after experiencing the system,
individuals and communities raise new concerns with respect to the reliability,
accountability, integrity and authenticity of the surveillance information.

Finally, composite information is a matter not only of privacy concerns, but
also of intellectual property rights. It is possible to discuss such composite or
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relational information and to explore especially privacy concerns with respect
to the significance of relational and composite information. These may include
ways to enable composite or collaborative information production while protecting
individuals from unwanted consequences.

Privacy concerns in the context of SNS:

Typical concerns with respect to individual harms are related to impersonation or
attacks on the individual based on the available information. Especially on SNS like
Facebook and LinkedIn, where the profile names are explicitly linked to physical
persons and their networks, there may be concerns about harms to individuals due
to impersonation using an SNS profile. Concerns can also be raised with respect to
the inability of users to ascertain whether profiling is taking place and whether
the results of this profiling have negative consequences for the participants of the
SNS. These concerns may exist regardless of the fact that aggregated data can
sometimes be fruitful, or even critical, for the communities involved.

As we show in Chapter 7, the way data protection principles are interpreted and the
controls made available to the users may cause privacy concerns due to informational
self-determination. First of all, concerns may be raised as SNS providers may
not want to be accountable for the security of the surveillance information that
they are collecting. Further, privacy concerns may be raised since the scope of
personal information as defined by the SNS may be too limited. Users may be
concerned about their inability to negotiate the control of their communication
data (frequency of use, communication frequency with other users, and most other
log data). Another example that has received media attention is the inability of
users to guarantee the deletion of the profiles on SNS. It is clear that technically
deletion is very difficult, if not impossible. But, even symbolically, most SNS do
not offer users any further options than disabling their profiles such that it can be
enabled at any time in the future.

As an example of concerns with respect to significance of information consider
an SNS in which users have consented to the collection and processing of their
information for purposes of the services that they use. The design of the SNS may
be such that the users may find that their desired norms of appropriateness or
flow are respected. The SNS may respect the privacy settings of each and every
user, allowing each user to determine her own information practices. Even though
privacy concerns of the first two types are addressed, privacy concerns may be
raised with respect to the significance of information on SNS. For example, let us
assume that the information that users receive about their network are ranked
based on the strength of their link to other users in the network. Such a ranking
would be based on the significance that the SNS provider attributes to each link
and results from the analysis of the network around each user. Users may not
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agree to the the significance given to each link and/or to the use of her and her
friends’ data in such an aggregate analysis. Such information practices may invoke
privacy concerns about the inability of users to ascertain, determine or negotiate
the significance of their information for aggregate analysis and underlying services.
This may be the case although these practices may not violate a well crafted
interpretation of the data protection principles in SNS privacy policies.

5.4 Privacy Goals

Definition of privacy goals:

Privacy goals are by definition the same as soft goals in the CORE ontology. In this
section, we expound on the quality space of privacy based on our previous analysis
of privacy research paradigms. We also deliver concepts to elaborate soft goals
for privacy. For brevity, we call such soft goals privacy goals. The way privacy
goals are elaborated from privacy concerns is different from how soft goals are
elaborated. This is due to the introduction of ‘privacy concerns’ as a concept in
our ontology. Exactly how privacy goals and privacy concerns are related in the
ontology is discussed in Section 5.6. Here we first provide our definition of privacy
goals and later discuss the details of the definition:

Privacy Ontology 4 A privacy goal, denoted q̈, is a soft goal that expresses
desired privacy qualities or constrains quality values of the system-to-be with respect
to the surveillance information in order to address the privacy concerns. There are
three types of privacy goals: confidentiality, control and practice goals.

The scope of the concept

Privacy concerns are issues raised with respect to behaviors of the system-to-be
which the different stakeholders do not desire or are unable to influence. The
objective of a requirements engineer is to elaborate the requirements of a system
such that the privacy concerns articulated by the stakeholders are addressed
in the system-to-be. By addressing the privacy concerns, we mean that the
requirements engineer and stakeholders define qualities of the behavior of the
system, or constraints towards the behavior of the system appropriate to mitigate
the raised concerns. Using the vocabulary of the CORE ontology, the requirements
engineer and the stakeholders will define soft goals to address the raised privacy
concerns.

We map the concept of soft goals in the CORE ontology to define privacy goals in
the privacy requirements ontology. Soft goals in CORE are defined as content that
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describe qualities or constrains quality values, whereby the described qualities have
a quality space with a subjective and/or ill-defined structure. We have already
argued in Chapter 4 that the quality space of privacy is subjective and ill-defined.
When we defined privacy concerns, we started structuring the quality space of
privacy by providing types of privacy concerns based on expectations of harms,
informational self-determination and significance of information. Privacy goals
state the desired privacy qualities or the desired constraints on quality values of
the system-to-be with respect to the surveillance information, in order to address
those privacy concerns.

In defining privacy goals we propose the use of the privacy research paradigms
that we introduced in Chapter 2. Once the privacy concerns are defined, the
requirements engineering team should elaborate together with the stakeholders
which of the three privacy research paradigms they find appropriate to address the
privacy concerns. By defining privacy goals in terms of the three privacy research
paradigms, the stakeholders state the way in which they want to constrain or define
qualities of the system behavior, i.e., using privacy as confidentiality, control or
practice solutions. As a result, by moving from privacy concerns to privacy goals,
we start mapping the stakeholders’ subjective interpretations of privacy notions
in the context of the application domain to the abstract privacy properties and
solutions available from privacy research.

Given the state of the art of privacy research, and our analysis of the proposed
privacy solutions, there are three types of privacy goals that are possible:
confidentiality, control and practice goals. Clearly, as research in privacy advances,
new technologies are introduced, and we understand the informational privacy
problem better, new types of privacy paradigms will emerge. If new paradigms
emerge, then further types of privacy goals may be defined. Therefore, the types of
privacy goals are not exhaustive and are subject to change in the future. However,
the introduction of new or different privacy research paradigms does not affect the
step we are introducing: the move from privacy concerns to privacy goals that
define qualities of the behavior or constrain the behavior of the system-to-be. We
shortly introduce the three types of privacy goals and move on to discussing how
these can be elaborated during privacy requirements engineering:

The first type of privacy goals are confidentiality goals. These are goals that address
privacy concerns by guaranteeing that the surveillance information is not collected
and if it is collected then this collection or any processing following will be done
in anonymous form. Further, confidentiality goals can be used to state if and
which information should remain confidential and towards whom after its collection.
Meaning, confidentiality goals also state who are authorized to access surveillance
information and state what type of confidentiality guarantees should be given in
the environment of the system-to-be.

The second type of goals are called control goals. These goals address privacy
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concerns by guaranteeing that the information that is collected can be controlled
according to the principles of data protection. Further, these are also goals that
state the (subjective) preferences of users with respect to control of their information
e.g., stating preferences with respect to separation of identities and separation of
audiences during the life-cylce of the surveillance information.

The third set of goals are called practice goals. These are goals that state the
transparency and feedback demands of the different stakeholders. Transparency
demands may be with respect to surveillance practices including how the information
is collected, processed, but also how the information is aggregated, analyzed
and given significance in the environment of the system-to-be by the different
stakeholders.

Elaborating privacy goals during privacy requirements engineering

In any requirements engineering process, the stakeholders will probably elaborate
privacy goals of all three types for different concerns. Privacy goals may be
elaborated from privacy concerns, and also from other privacy goals as these
are refined. For example, data protection includes data minimality and data
security principles. Hence, the control goals elaborated to address data protection
concerns may lead to the further elaboration of confidentiality goals. Practice
goals may require that certain information is anonymized before it is published
in feedback systems, meaning confidentiality goals may be elaborated from these
practice goals. The other way around, practice goals may be elaborated from
both confidentiality and control goals: feedback and transparency solutions may
be desirable in accompaniment of or to evaluate these goals. The elaboration of
privacy goals can be done using the justified approximation concepts provided by
CORE, which we shortly describe in Section 5.6.

Different types of privacy goals may be associated with any given privacy concern.
For example, in order to address privacy concerns with respect to expected or
experienced privacy harms, one desideratum could be that the information is not
collected at all or anonymously. This would be a confidentiality goal addressing
the privacy concern due to expectations of harms. Yet, if the data is collected
anonymously, then according to current legislation in Europe, data protection will
probably not apply. If a harm occurs nevertheless, e.g., due to re-identification
of the anonymized data, then it may not be possible to hold the data collectors
or processors accountable for their inappropriate information practices. If this is
of concern, then securely collecting the data in an identifiable manner, and hence
control goals, may be preferable. In other cases, expectations of (architectural)
harm may best be addressed by providing additional transparency tools. This could
be articulated as practice goals and enable a better evaluation of the likelihood that
a harm may occur. The system can be changed or constraints can be introduced
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subsequent to the deployment of the system based on the feedback results.

It is also important to discuss the privacy concerns which cannot be addressed by
any of the privacy goals. First, concerns regarding mandatory (dis)connectedness,
or positively stated, the ability to practice connection or disconnection as a privilege
of the individual, is a concern that is difficult to address in terms of privacy goals
towards the system-to-be. Second, if some stakeholders do not want to participate
in the system-to-be, then it should be clear that they will have an alternative and
that their privacy concerns will be addressed nevertheless. Last, concerns about the
imbalance of power among the different stakeholders and/or the responsibilization
of the individual may not be articulated simply as confidentiality, control or
practice goals. These are meta-goals that need to be articulated depending on the
application domain and will have an effect on the selection of privacy goals. We
discuss these meta-goals in the Section 5.8.

In all three types of goals differences will arise between the stakeholders. These
differences may lead to conflicts. If such conflicts occur then these can be solved
through a re-negotiation of the privacy concerns of the different stakeholders or
solved technically using various privacy solutions with different properties and
functionality.

Privacy goals in the context of SNS

Let us imagine an SNS in which users have privacy concerns with respect to their
inability to ascertain and determine the visibility of their profile information to
others. Privacy goals should state what for the users would be an acceptable
handling of this surveillance information with respect to visibility. Assuming that
users want to make this information available on the SNS, the only confidentiality
goal can be with respect to guaranteeing that only authorized persons can see the
information of a user. Further, the control goal can be formulated that states that
the system should allow each user to determine the authorization such that the
user can differentiate audiences and the confidentiality goals holds. A practice goal
may also be preferred to address the privacy concern. Such a goal may state that
each user should receive information about who in the network can see her profile
information. Notice, that the practice requirement may be in conflict with the
prior two goals, if the goals apply to all users: users may not want other users to
profile them based on the information they can access. Conflicts between privacy
goals, or later between privacy constraints will have to be analyzed and may be
used to refine both.
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5.5 Privacy Constraints

Definition of the concept

Privacy constraints are quality constraints, as defined in the CORE ontology, applied
within the quality space of privacy. According to CORE, quality constraints describe
qualities and constrain quality values, where the described qualities must have a
quality space with a well-defined and shared structure. Hence, by definition, quality
constraints are verifiable. We go on to discuss the scope of privacy constraints.

The scope of the concept

Privacy constraints are statements about desired quality space of privacy or
statements about the system should be constrained with respect to privacy in
a verifiable or measurable manner. Privacy constraints have to be justifiably
approximated to privacy goals, such that (i) the quality space of the privacy
constraint and quality goal can be correlated, and (ii) it can be asserted that the
satisfaction of each quality value in the quality constraint relates to the satisfaction
of the quality in the privacy goal. We will come back to methods proposed by
Jureta et al. [2009] to justifiably approximate quality constraints to quality goals
in Section 5.6.

So far we have defined privacy concerns used to raise issues with respect to
undesirable behaviors of the system, and privacy goals that suggest which privacy
research paradigms should be applied to address those concerns. Privacy constraints
are justified approximations of privacy goals such that the satisfaction of privacy
constraints implies the satisficing of the approximated privacy goals.

Elaborating privacy constraints during privacy requirements engineering

All privacy solutions which have a well defined quality space can be used in
articulating satisfiable quality constraints that can be justifiably approximated to
the privacy goals. In Chapter 2 we have listed existing privacy solutions and the
research paradigms that they can be categorized under. Here, for each paradigm we
shortly review the solutions available and discuss what kind of structured quality
space, e.g., metrics and design principles, the solutions under each paradigm have
to offer.

Again, we expect that in the future privacy solutions will diversify. As a result
both the types of privacy goals and types of privacy constraints may have to be
updated. However, we expect that the conceptual distinctions between privacy
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concerns, privacy goals and privacy constraints will continue to function as an
ontology for privacy requirements engineering.

Privacy as confidentiality solutions: We listed data confidentiality, anonymity in
communications, architecture and confidentiality, and anonymity in databases
as solutions under the confidentiality paradigm. There are various anonymity
metrics for communications anonymity and privacy preserving data publishing.
The PPDP methods also come with a supply of utility metrics. Further information
theoretic or computational metrics can be used to analyze the collected surveillance
information for possible (unwanted) inferences. Access control models often come
with validation methods. All of these methods can be used to provide the quality
space of quality constraints that approximate confidentiality goals.

Privacy as control solutions: Identity management systems are often an assemblage
of various building blocks from the privacy as control paradigm: anonymous and
pseudonymous credentials, policy languages and policy negotiation mechanisms.
These pieces can each be verified using the metrics used in the solutions of the
privacy as confidentiality paradigm. However, it is not possible to provide metrics
for the composition of these elements into an identity management system. Hence,
any quality constraint with respect to control goals will have to be broken down
to finer grained quality constraints some of which will have a well-defined quality
space. Other elements will have to rely on the fulfillment of design principles, the
execution of design heuristics and user assessments to define a structured quality
space upon which to evaluate the satisfaction of privacy constraints.

The total “control” made available to the users through the assemblage of tools
in identity management systems is not measurable and is subjective. Further, the
type of identity management systems that are needed very much depends on the
application domain, the sensitivity of the information, environmental factors, the
diversity of user needs, and the risks associated with possible loss or abuse of the
surveillance information. We expect that such matters will be captured using the
privacy concerns. This shows that establishing the relationship between the three
concepts, i.e., privacy concerns, privacy goals and privacy constraints, is necessary
for both traceability and in this case for choosing an appropriate quality space for
control constraints. We will discuss this matter in Section 5.6.

Privacy as practice solutions: There are various limitations to assessing quality
constraints based on feedback and awareness systems. If the practice based quality
constraints are based on data mining methods, then these come with various
metrics which evaluate the results of the data mining method e.g., precision, recall,
scalability etc. However, there are no metrics for “feedback” and “awareness”.
Further, the effectiveness of such tools with respect to privacy concerns and goals
can only be studied throughout time. Therefore, any evaluation of the satisfaction
of practice constraints requires an analysis over a longer period of time. Even then,
there may be no quantifiable metrics with a universal set of parameters. Hence,
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there is a dire need to do further studies in this field and to develop heuristics or
principles for privacy feedback and awareness systems based on qualitative and
quantitative user studies.

5.6 Justified Approximation, Justified Designation
and Evaluation

Definition of justified approximation and justified designation

Jureta et al. [2008a] introduce the justified approximation relationship between
quality constraints and soft goals. Further, they introduce two evaluation concepts:
individual and comparative evaluation. Individual evaluation is used to determine
whether a particular item that is being evaluated i.e., a goal, constraint, etc. is
compulsory or not, and the latter indicates the desirability of two or more particulars.
We use these concepts as they are defined in the CORE ontology. Further, in the
privacy requirements ontology we additionally introduced the concept of privacy
concerns. We therefore need to define the relationship between privacy concerns
and privacy goals. We argue that the justified approximation relationship is not
appropriate to articulate this relationship. Instead, in the following discussion we
propose the concept of “justified designation”:

Privacy Ontology 5 There is a justified designation between a privacy concern
c in C and a privacy goal q̈ in Q̈, where Q̈ ⊆ Q̂ denoted jrelate(c, q̈) when
confidentiality, control or practice is justifiably designated as the constraint or
quality of choice for the quality space of a privacy concern.

The scope of the concepts

The scope of the concepts justified approximation, evaluation and comparison
remain the same. Privacy goals and privacy constraints are by definition adaptations
of soft goals and quality constraints in CORE. Hence, it is possible to apply justified
approximation to define the relationship between these two concepts.

However, justified approximation is not appropriate for defining the relationship
between privacy concerns and privacy goals. The quality space of both of these
concepts are not well structured, making a correlation or satisfaction assertion
difficult to establish. Further, the relationship is not necessarily one of matching
quality spaces. Rather, privacy goals are about designating the privacy paradigm
appropriate for addressing a privacy concern.
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Therefore, we propose the use of the concept justified designation to define the
relationship between privacy concerns and privacy goals. With justified designation,
the privacy goal is designated to the privacy concern, i.e., a decision is made with
the stakeholders with respect to whether confidentiality, control or practice goals
are appropriate to address the privacy concern.

A justification process should document why it is appropriate to address the privacy
concerns using one or more of the confidentiality, control or practice goals. The trees
should document an exploration of counter-factuals in the form: if the environment
were not constrained with privacy goal A, then the privacy concern would not have
been addressed (or mitigated). The subjective positions of the different stakeholders
should be taken into account when exploring the justified designation relationship.
How the different types of approximation i.e., justified approximation between
quality constraints and soft goals, and the justified designation between privacy
concerns and privacy goals, can be used together for further analysis is a topic of
future research.

Further, the individual evaluation concept can be used to determine those privacy
goals which are mandatory. Privacy goals and quality constraints that are necessary
for legal compliance should be indicated as compulsory. Once the elements of the
analysis that are necessary for legal compliance are determined, it will be easy to
distinguish between mandatory data protection constraints and those privacy goals
and quality constraints that can be negotiated with the different stakeholders.

Applying justified approximation, evaluation, and justified designation during
privacy requirements engineering

In their later article, Jureta et al. [2009] introduce the concept of justified
approximation trees and dialectic trees to elaborate the justifiable approximation of
quality constraints to soft goals. Dialectic trees are used to argue if and how values
in the quality space of a quality constraint correlate sufficiently with the values in
the quality space of the soft goal. Here, counter-factuals and defeasible logic can
be used in the analysis. A justified approximation tree is used for evaluating the
assertion that the satisfaction of a quality constraint is related to the satisfaction of
a soft goal. It may be that the approximation requires multiple quality constraints
to be evaluated. This can be the case because all quality constraints are necessary
to satisfice the given soft goal (an AND relationship exists between the quality
constraints). It could also be that alternative quality constraints are available (an
OR relationship exists between the quality constraints), in which case individual
and comparative evaluation can be utilized to elicit the most desirable solutions.

In justifiable approximation trees, the leaves represent quality constraints and
evaluation statements that apply to them, while the soft goal is modeled at the root
of the tree. Each branch then has to be evaluated in order to complete the justifiable



THE PRIVACY REQUIREMENTS ENGINEERING PROBLEM 113

approximation. Further details of evaluation and approximation are explained in
[Jureta et al., 2009]. Formally, let us assume that there is a privacy goal z, and
let us say we have two alternative privacy constraints, each with corresponding
quality values x1, ..., xn and y1, ..., yn. With respect to the quality values of each
of the privacy constraints two assertions have to be plausible: (i) the values in the
quality space of each quality referred to in the approximating quality constraints,
i.e., x1, ..., xn and y1, ..., yn, correlate sufficiently with the quality space of the
approximated privacy goal z; (ii) the satisfaction of the privacy constraints can
be related to the satisfaction of z. Further, if alternative privacy constraints can
justifiably approximate a privacy goal, then the evaluation elements can be used to
make a preference between the more appropriate privacy constraint. The dialectic
trees are constructed for the first assertion, while the justified approximations are
used to evaluate the second assertion. We propose the use of a similar justified
designation tree structure in analyzing the relationship between privacy concerns
and privacy goals. We instantiate these concepts in the application domain of SNS
later in Chapters 7 and 8.

5.7 The Privacy Requirements Engineering Problem

We now discuss if and how the privacy requirements ontology addresses the
challenges the different privacy notions raise and define the privacy requirements
engineering problem. Privacy concerns address the lack of universality and the
problems with the contrivability of privacy. Instead of using universal definitions,
privacy concerns due to harms, informational self-determination, and significance of
information specific to the environment of the system-to-be can be elicited. Privacy
concerns are also opportune for including environmental factors. By definition, the
privacy concerns also include global issues with respect to harm to (democratic)
societies and balancing of power. Such matters can easily be overseen due to lack of
universality in privacy notions as well as the focus on the immediate environment
of the system-to-be. We further underlined the subjectivity of privacy with our
concept of stakeholders, justified approximation and designation, and finally the
use of evaluation and comparison.

We addressed legal compliance issues in privacy concerns, privacy goals, and through
the evaluation concept. We showed that data protection principles themselves
have to be discussed as part of privacy concerns. We argued that compliance
to data protection principles requires the interpretation of their application to
the system-to-be. A deliberation of this interpretation multilaterally can lead to
conflicts among stakeholders. Such conflicts have to be solved and are negotiable,
if there is space for interpretation. The evaluation concept is useful for indicating
privacy goals and privacy constraints that are obligatory for legal compliance. Last,
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the definition of privacy goals emphasize the use of all privacy research paradigms.
This underlines the fact that privacy can not be limited to legal compliance.

The lack of satisfiability was addressed in two steps. First, we restricted the
possible privacy goals in line with the different privacy research paradigms to
confidentiality, control and quality goals. Second, we stated that privacy goals
can be satisficed, if justifiably approximated privacy constraints can be satisfied
using the metrics available in the different privacy research paradigms. We listed
some of the metrics that are currently available and pointed at where gaps exist.
We also showed that for some of the quality constraints metrics alone cannot be
used to define their satisfaction. Instead, principles and heuristics may have to
be developed. Counter-factuality is addressed in justified approximation and in
justified designation. Counter-factual arguments also play an important role in the
construction of the dialectic trees.

Temporality was addressed both in privacy concerns due to significance of
information, as well as in the methods to validate privacy as practice quality
constraints.

Table 5.5 provides an overview of the different concepts in the privacy requirements
ontology and the different privacy properties that they address.

Next, we review the non-monotonic relationship between domain assumptions, plans,
quality constraints and functional goals as suggested in CORE. The relationship
between requirements, domain assumptions and the specification has to be non-
monotonic since soft goals cannot be included in the requirements set. It is hence
more appropriate to define the relationship between these concepts as a defeasible
one. The requirements problem can hence be written as follows:

There are quality constraints q in Q that justifiably approximate all
softgoals q̂ in Q̂ and K,P ; G,Q.

This simple definition of the non-monotonic relationship does not yet include
the concepts of the privacy requirements ontology. It also does not distinguish
between mandatory and optional goals and hence does not include the evaluation
of requirements with respect to stakeholder attitudes and emotions.

In order to define the non-monotonic relationship between requirements, domain
assumptions and specifications such that the missing concepts are included, we need
to introduce some further notation. We assume that there are privacy concerns
c in C, stakeholders s in S, and surveillance information i in I. We also refer to
a subset of the soft goals Q̂ as privacy goals q̈ ∈ Q̈. We do not define a separate
notation for privacy constraints, as these remain ontologically the same as quality
constraints q ∈ Q.
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Table 5.5: The CORE concepts that address the different aspects of privacy notions
as discussed in Section 4.1.2. Correspondences are indicated with grey cells.
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Temporality
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Next, we indicate for the different sets of concepts whether their elements are
mandatory or optional, denoted m and o. The mandatory elements are determined
through the individual evaluation concept which depends on the attitudes of the
stakeholders and the mandatory data protection principles. Each set of concepts is
partitioned, e.g., Km and Ko for mandatory and optional domain assumptions, Im
and Io for mandatory and optional collection of surveillance information.

Further, we use the definition of comparative evaluation as it is defined in Jureta
et al. [2009]: given some preference order a� in A� stating that to satisfy some
goal g′ is preferred to satisfying the alternative g, all other things being equal, we
prefer the specification P ′, in which plans lead to states described by g′, to the
specification P in which plans lead to states described by g. We can then say that,
given A�, we seek the most desirable and feasible plan P .

Accordingly the most desirable specification P is the one that fulfills the desired
goals G and quality constraints Q given the domain assumptions K that rate
highest with respect to stakeholder attitudes A�. Also for each concept, we assume
that there may be alternatives, where one alternative excludes the other e.g., two
alternative sets of goals may exist that cannot hold at the same time, although
both are consistent. Hence, the elicited concepts can be partitioned into subsets Gi
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where each Gi is a consistent alternative for each set of alternatives possible in G.

We can now state the requirements problem using all the concepts in the privacy
requirements ontology, by extending the definition provided in Jureta et al. [2009]:

Privacy Ontology 6 The requirements problem amounts to finding the specifica-
tion P ∗, denoted with a ∗ to indicate it as the desired specification, such that:

1. K∗, P ∗ ; G∗, Q∗, A�

2. There is no specification P i different from P ∗ such that K∗m, P i ;

G∗m, Q
∗
m, A

�
m and K∗m,KioP i ; G∗m, G

i
o, Q

∗
m, Q

i
o, A

�
m, A

�
o verify, and

preferences in A� indicate that one or more of the following holds: Kio
is preferred to K∗o , Gio is preferred to G∗o, or Qio is preferred to Q∗o.

3. For each privacy concern c in C there is at least one privacy goal q̈ in Q̈ that
is justifiably designated to it.

4. For each soft goal q̂ in Q̂, there is at least one quality constraint q in Q that
is justifiably approximated to it.

5. For each preference order in A� over soft goals, there is a preference order
that maintains the same ordering over quality constraints that stand in the
justified approximation relationship to the given soft goals.

According to this definition, the requirements engineering problem is no longer about
satisfying compulsory requirements. Rather, it is about defining a specification
which comes as close as feasible to satisfying all compulsory requirements and the
most preferred feasible optional requirements.

5.8 Discussion and Conclusion

In the previous chapter we discussed some of the problems with privacy requirements
engineering. We argued that these problems have to do with the different properties
of privacy and with the dominant ontology of requirements engineering. In order
to address these problems we used a new requirements engineering ontology called
CORE. We argued that the concepts in CORE are more suitable to address
the properties of privacy, i.e., lack of satisfiability and universality, subjectivity,
legal compliance, contrivability, environmental factors, temporality, agonism and
negotiability. We then adopted the concepts defined in CORE and expanded the
ontology with additional concepts to construct the privacy requirements ontology.

In summary, we defined the concepts of stakeholder arbitration, surveillance
information, privacy concerns and justified designation anew. We integrated
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theories from legal and surveillance studies in defining privacy concerns. We
mapped soft goals to privacy goals and quality constraints to privacy constraints.
We then discussed how justified approximation, justified designation and the
evaluation concepts can be applied to relate the corresponding concepts of the
privacy ontology. Finally, we introduced the concept of justified designation to
define the relationship between privacy goals and privacy concerns. We finally
discussed if and how the privacy requirements ontology addresses the challenges
the different privacy notions raise and defined the privacy requirements engineering
problem

The privacy requirements engineering problem requires further attention. First,
there is a caveat with respect to the definition of the “most” preferred optional
requirements. The objective is to select the alternative plan that rates the highest
with respect to the different stakeholder attitudes. Achieving the latter may not be
feasible due to conflicts among the stakeholders. Further, one set of stakeholders
may find one solution to be the most preferable, while another set may opine
otherwise. There are many ways to define when a set of goals, domain assumptions,
or quality constraints are preferred over another set, e.g., when the majority of the
stakeholders prefer a set of goals, when the most important stakeholders prefer a
set of goals, or based on a measurement system that rates a goal highest, regardless
of how many stakeholders agree. The exploration of a plausible definition of
“preference” will have to be defined in a given requirements engineering problem and
is part of the stakeholder conflict negotiation process. The empirical examination
of useful definitions of ‘preference’ is a topic for future research.

Further, given our privacy requirements ontology and dominant understandings of
privacy we would ideally want to add the following two statements to the definition
of the requirements engineering problem:

– i – The preferences A� of the stakeholders S are balanced.

– ii – The collection, retention, distribution and use of surveillance information
Io is minimized.

However, the addition of these statements to the definition of the requirements
engineering problem is disputable. The first statement refers to the importance of
balancing the interests of the different stakeholders, given the power relationships
between the stakeholders. This political problem is inevitable during privacy
requirements engineering. Yet, the inclusion of this statement may be too vague to
be useful, and may require additional criteria to be defined.

Further, when defining privacy goals, we discussed that privacy concerns with
respect to mandatory (dis)connectedness and the right to participate without
interacting with the system-to-be need to be addressed through meta-goals.
Addressing these matters is part of the political problem that needs to be recognized
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as such during the requirements engineering process. Therefore, although statement
(i) is vague and can not be broken down to any formal steps, it may nevertheless
be desirable to include it in the definition of the requirements engineering problem.
How and how far such political matters should be included in the engineering
process remains an open question to be discussed and researched.

The second statement is based on an assumption that the more surveillance
information is collected, the more difficult it is to secure that information in a way
that fulfills the privacy goals. Seen from the perspective of the implications of
security breaches on privacy solutions, it is possible to argue that data minimization
is a fundamental principle: increased security failures implies that solutions from
the privacy as confidentiality and control paradigms will become infeasible. If so,
then privacy as practice solutions, e.g., feedback and awareness system, can be
applied but will be limited due to the lack of feasible solutions from the other two
paradigms.

Minimization of surveillance information as a necessary condition for privacy is
one of the assumptions of the privacy as confidentiality paradigm. We discussed
the shortcomings of this paradigm in Chapter 3. The developments with respect
to surveillance and privacy in the future will show if this assumption will prevail.

In addition, in any system there will be goals that cannot be fulfilled technically, but
can be assured legally or through social agreements. In requirements engineering,
such matters get modeled as “trust assumptions” and can be modeled as a subset of
the domain assumptions. The satisfaction of security and privacy goals inevitably
depends on the trust assumptions made during requirements engineering and
systems development [Haley et al., 2004]. There are numerous proposals for
definitions of trust in computer science.7 Regardless of how trust is defined, the
requirements engineer is expected to document the trust assumptions. If trust
assumptions are taken into account and are modeled as domain assumptions, the
above definition of the requirements engineering problem can be modified such
that:

• For each soft goal q̂ in Q̂, there is a quality constraint q in Q or a domain
assumption k in K that is justifiably approximated to it.

Exactly how such trust assumptions and supporting legal means are to be modeled
is yet to be defined and is a topic of future work.

We hereby conclude the first part of the thesis which is of a theoretical nature.
In these initial chapters, we took a number of analytical steps to address the

7Trust in such a requirements context can, for example, be defined as the ”[...] belief by a
trustor with respect to the competence, honesty, security, and dependability of a trustee within
a specified context” [Grandison and Sloman, 2003]. Further definitions of trust may also be
considered.
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privacy requirements definition and privacy requirements analysis problem. Our
contributions so far to the requirements engineering field is twofold: first is an
investigation of the privacy requirements engineering problem (in Chapters 2
through 4, and second a design solution through the introduction of the privacy
requirements ontology in this chapter.

With the introduction of the privacy requirements ontology we developed a number
of concepts to assist requirements engineers in reconciling privacy notions, privacy
concerns and the privacy solutions of the different research paradigms. In the
second half of this thesis, we use these concepts in a case study based in the
application domain of SNS. The application domain of SNS has invoked grave
privacy concerns and has been the focus of attention of privacy researchers.

As a result of the attention it has received, SNS are a rich source for eliciting
privacy concerns and studying the performance of the concepts in our privacy
requirements ontology. Further, our case study provides us with the possibility to
evaluate how the concepts we develop perform in a real-life situation. We evaluate
to see if our concepts enable us to elicit privacy concerns of all three types, and
allow us to map those concerns to privacy solutions from the different privacy
research paradigms. Further, we study whether additional concepts are necessary
or changes, e.g., tightening or generalization of the concepts are desirable.





Chapter 6

Case Study: Web-Based Social
Network Services

In this chapter we shortly introduce the application domain of our case study:
Social Network Services. We find SNS to be appropriate as a case study due to
the critique they have received for their privacy practices. SNS are a domain
in which privacy solutions from all three privacy research paradigms can be well
suited. The question is how to determine when to apply these solutions in a manner
that reconciles understandings of privacy in the domain of SNS with the privacy
solutions.

In Chapter 5 we proposed a number of concepts in the privacy requirements
ontology to reconcile privacy concerns with privacy solutions. In the following
chapters, we apply these concepts to the domain of SNS. Specifically, it is our
objective to find out if our concepts enable us to elicit relevant privacy concerns
and analyze these to determine which privacy solutions are appropriate to address
these concerns. By applying the concepts of the privacy requirements ontology, we
also expect to evaluate whether these concepts are sufficient, specific and general
enough to complete a privacy requirements analysis.

In the following sections we first shortly frame SNS and motivate the importance
of doing privacy requirements engineering in this domain. Further, we describe the
specific SNS that we study and list the functionalities of such web based systems
relevant to the rest of our analysis.

121
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6.1 Social Network Services, Privacy and Require-
ments Engineering

Online social networks are popular web based services that allow individuals to (1)
construct a public or semi-public profile within a bounded system, (2) articulate a
list of other users with whom they share a connection, and (3) view and traverse
their list of connections and those made by others within the system [danah boyd
and Ellison, 2007]. Millions of users participate in these web services in order to
share their activities, news, beliefs and preferences as a form of socialization in
cyberspace.

Yet, this socialization cannot be seen only as an activity that occurs online, but
these are integrated in physical and geographical spaces. Hence the online and
offline activities cannot be seen as ontologically distinct and have consequences for
this mixed online and offline zone [Albrechtslund, 2008]. Further, from a socio-
material perspective, the participation in SNS cannot be seen as independent from
the materiality of for profit companies that enable these systems. Further, SNS
cannot be seen independent of governments interests to use these systems to surveil
populations [Marks, 2007].

Exactly this dependency has attracted much discussion and reaction to SNS. Some
of the discussions of SNS have been overly utopian and disregard the surveillance
problem. They emphasize the potential of SNS in creating new opportunities
for democracy, entertainment and business [danah boyd and Ellison, 2007, danah
boyd, 2007]. Others have been dystopian in nature. They underline them as
tools for mass surveillance with the potential to become tools of control [Acquisti
and Gross, 2006]. Fuchs [2009] argues that many of these mediated debates are
oversimplified and one-sided. He points out that the issues raised in both the
utopian and dystopian will neither disappear by using more or less technology, or
using technology differently, nor by changing individual behavior. Political changes
of a more fundamental nature are necessary.

Further, Fuchs [2009] argues that research which focuses on issues such as individual
privacy settings and how they can be adjusted, or simply on individual empowerment
neglects the general surveillance problems. We agree with the importance of
political changes, but, as we argued in Chapter 3, also underline the fact that
the information systems we engineer are part of the the socio-materiality that
interact with these political realities. Therefore, the way information systems are
constructed is informed by understandings of surveillance, can contribute actively
to mass surveillance, but may also subvert them. Any systems design can enable
certain forms of socialization and values, while disabling others. It is exactly this
assumption that drives the development of privacy solutions, and in our case the
analysis of privacy requirements.
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In the rest of this thesis, we apply the privacy requirements ontology to elicit and
analyze multilateral privacy requirements in the domain of SNS. In doing so, we
want to evaluate whether the concepts in the ontology allow us to contextualize the
privacy issues raised within the context of SNS during a requirements engineering
process. The way we have constructed the privacy requirements ontology, we
expect to elicit privacy concerns with respect to individuals but also with respect to
privacy as a social good. The ontology includes concepts and definitions to address
matters of surveillance and resulting forms of social sorting and discrimination.
The question remains, whether these concepts are both specific and general enough
to capture concerns with respect to individual and societal harms, informational
self-determination and significance. Especially, we expect privacy concerns with
respect to significance of information to help us elaborate stakeholder concerns
with respect to surveillance and social sorting.

We must note that in our case study, we are analyzing privacy requirements towards
existing SNS systems. We are not developing a new SNS from bottom up with a
completely new design and novel set of social software principles. This proves to be
advantageous in eliciting an initial set of functional requirements and in studying
different stakeholder perspectives. We use existing SNS, and their self-definitions
to define the initial set of functional requirements towards such systems. Further,
in Chapter 7 we benefit from the fact that SNS exist, have privacy policies, and
have been in the spotlight of news and participants of the Internet community.
Certainly, some of our analysis could not have been done, if we were to apply the
privacy requirements ontology concepts to a system-to-be. Hence, we identify the
evaluation of the privacy requirements ontology concepts in the context of a new
system with a set of new design principles as a matter of future work.

Further, software engineering can be described as a set of activities that are
applied linearly: requirements engineering, specification, architecture and design,
implementation, and testing. Empirical results have shown that usually software
engineering is not just a linear set of activities [Goguen, 1994]. Various authors
have also argued that requirements engineering can be applied continuously, also
during the maintenance of systems [Goguen and Linde, 1993]. We have also argued
in the privacy requirements ontology that the temporal aspect of privacy concerns,
as well as the application of privacy as practice goals demands that requirements
engineering activities are iterated. As a result, we see our empirical study of SNS
privacy requirements as such an iteration of requirements engineering activity in
the application domain of SNS.

Finally, SNS are exemplary of a new generation of web based systems in which
existing software development methods have been completely redefined. Web-based
systems are not comparable to systems internal to organizations. They also are
different from e-commerce web sites, in that the objective of the site is not the
completion of a task, e.g., the purchase of a good, but rather communication. SNS
have attracted millions of users, pushing the limits of scalability on many software



124 CASE STUDY: WEB-BASED SOCIAL NETWORK SERVICES

engineering methods. We address each of these differences when applying the
privacy requirements ontology to SNS.

6.2 Functional Requirements of SNS

We discussed in Chapter 5 that prior to privacy requirements analysis the basic
functional requirements of a system must stand. Hence, in the following we define
the functional requirements of SNS. We extract the functional requirements from
the “About” statements of the two sites that are the objects of our case study:
Facebook and MySpace. Facebook states that it is “... a social utility that connects
people with friends and others who work, study and live around them. People use
Facebook to keep up with friends, upload an unlimited number of photos, share
links and videos, and learn more about the people they meet.” Therefore, we can
state the following functional requirements based on Facebook’s self-description:

1. Users will be able to present a profile of themselves on the SNS.

2. Users will be able establish relationships with their friends, family and
colleagues (contacts).

3. Users will be able to communicate with their contacts.

4. Users will be able to upload and share digital contributions with their contacts.

Further, Facebook states that “At Facebook, we believe that people should have
control over how they share their information and who can see it. People can only
see the profiles of confirmed friends and the people in their networks. You can
use our privacy settings at any time to control who can see what on Facebook.”
Therefore, two further functional requirements are:

5. Users will be able to establish networks through their friends and share the
profile’s in these networks with their friends.

6. Users will be able to control who in their Networks can see what part of their
profiles through privacy settings.

The privacy settings mentioned by Facebook are meant only to control the sharing
among the users of Facebook and does not help in controlling the way that the
information is stored, shared, analyzed, or deleted by the provider. The latter is
an implicit functional requirement that is made explicit in Terms of Use or Privacy
Policies. Therefore, we state it as follows:
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Table 6.1: Functional requirements of Facebook and MySpace.
R SNS Functional Requirement
# F M
1 e e Users will be able to present a profile of themselves on the SNS.
2 e e Users will be able establish relationships with their friends, family

and colleagues.
3 e e Users will be able to communicate with their contacts.
4 e e Users will be able to establish networks through their friends and

share the profile’s in these networks with their friends.
5 e i Users will be able to control who in their networks can see what

part of their profiles through privacy settings.
6 e e Users will be able to upload and share digital contributions with

their networks.
7 i e Users will be able to comment and tag the shared contributions

on the SNS.
8 i i The SNS provider will be able to collect, analyze or delete any or

all the profiles and activities of their users.

7. The SNS provider will be able to collect, analyze or delete any or all the
profiles and activities of their users.

MySpace has an equivalent “About” statement, in which it says that the objectives
to a MySpace user is to “Create a community on MySpace and [...] share photos,
journals and interests with [...] growing network of mutual friends!”. Specifically,
MySpace states that it is for: Friends who want to talk Online, Single people
who want to meet other Singles, Matchmakers who want to connect their friends
with other friends, Families who want to keep in touch–map their Family Tree,
Business people and co-workers interested in networking, Classmates and study
partners, and Anyone looking for long lost friends. By “talking online”, we assume
that MySpace is referring to online-chatting or VoIP, which both fall under the
requirement number 3, which states that users will be able to communicate with
their contact, synchronously or asynchronously.

Table 6.1 gives an overview of the functional requirements of the SNS. All the
functional requirements mentioned in the table are available on both Facebook
(F) and MySpace (M). However, some requirements are explicit on only one of
the sites. Therefore, for each requirement we list which providers stated the given
requirement explicitly. We denote explicitly stated requirements with the letter “e”.
Implicitly stated requirements, meaning requirements that are not explicitly stated
but are functionalities that are available on the SNS, we denote with the letter “i”.
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It is interesting to note that neither provider explicitly states that they are by
default collecting all this data, and are using it to improve their services as well
as increase their revenues through adds or marketing. This silence about data
collection practices and lack of focus on matters of privacy in the presentation
of SNS have been identified as a way of practice privacy salience [Bonneau and
Preibusch, 2009]. We nevertheless include this functional requirement, since it
is existential to most SNS providers. Finally, SNS allow third parties to offer
applications to their users using the API of their platforms. This leads to a number
of problems with respect to privacy which we analyzed in detail in our studies (see
Appendix B). However, we do not include this analysis in the case study, and focus
on a subset of the problems in SNS, which we then study in depth in the coming
chapters.

6.3 Overview of the Case Study

In the next chapters we apply the concepts of the privacy requirements ontology
to the domain of SNS. In Chapter 7, we elicit privacy concerns based on studies
that analyze different stakeholders’ perspectives on SNS and privacy. In order to
do so, we also discuss the challenges of eliciting privacy concerns in SNS, evaluate
the advantages and disadvantages of existing requirements elicitation techniques,
and propose new techniques to address some of the challenges. In doing so, we also
address the problem of privacy requirements elicitation. Next, based on the sources
of the studies used to elicit stakeholder privacy concerns, we elaborate privacy goals
preferred by the different stakeholders to address some of these privacy concerns.

Finally, in Chapter 8 we study a subset of these privacy concerns, i.e., relational
information and transitive access control. Specifically, we aim to apply privacy as
control goals to relational information and privacy as practice goals to transitive
access control. We analyze and formalize the problems related to the concerns,
provide methods to define privacy constraints, and show that these justifiably
approximate the privacy as practice goals that are designated to the privacy
concerns. In the conclusion, we evaluate the concepts of the privacy requirements
ontology and provide an outlook.



Chapter 7

Eliciting privacy concerns in
SNS

In this chapter we study the problem of eliciting privacy concerns raised with
respect to SNS from the viewpoints of different stakeholders. In Chapter 5 we
define privacy concerns as an element of the privacy requirements ontology. It is a
task in itself to elicit or gather the privacy concerns from the stakeholders. The
task includes selecting the stakeholders, communicating the functionality of the
system-to-be and discussing possible consequences of this functionality. Further, it
requires the use of various methods to capture and present the privacy concerns of
the different stakeholders.

Eliciting privacy concerns in SNS benefits from the fact that such systems are
already in existence. This simplifies the problem of communicating the functionality
of the system-to-be. Yet, reaching the different SNS stakeholders and capturing
their privacy concerns raises further challenges because SNS are web-based systems,
rather than systems internal to an organization; and they are communication
oriented, rather than task or transaction oriented systems. These challenges also
have to be addressed when eliciting privacy concerns in SNS.

The problem of eliciting privacy concerns is comparable to the problem of eliciting
requirements. The latter is concerned with developing techniques to find out
what users and the other stakeholders of a system-to-be need. Some of the
proposed techniques also suggest the use of concerns to drive requirements elicitation
[Cybulski and Sarkar, 2006, Sommerville and Sawyer, 1997]. In this chapter we
will show that some of the requirements elicitation techniques are more appropriate
to address the challenges of eliciting privacy concerns in SNS than others.

In this chapter, we first discuss the challenges to eliciting privacy concerns in web
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based applications like SNS. Based on these challenges, we evaluate the advantages
and disadvantages of using existing requirements elicitation techniques for eliciting
privacy concerns in SNS. We suggest applying content analysis to documents related
to privacy in SNS as a novel technique to elicit privacy concerns of stakeholders
in SNS. We propose the use of the coherence method based on viewpoints to
present the elicited concerns and to compose stakeholder viewpoints into privacy
concern viewpoints [Viller and Sommerville, 1999]. Viewpoints are encapsulations
of information about a system or process, each viewpoint being a partial analysis
of the system from a particular perspective. According to Viller and Sommerville
[1999] reconciling and integrating the separate viewpoints leads to a more complete
analysis of the system.

Next, we present the results of our privacy concerns elicitation using viewpoints to
represent the various stakeholders’ perspectives in SNS. The stakeholder viewpoints
that we elicit in our study are: SNS providers, SNS community, SNS users (and
groups), and data protection authorities. The privacy concerns are elicited from
previously published studies, some of which have been completed by the author
of this thesis. For the elicitation of a community viewpoint we use a study in
which we apply content analysis to news articles related to privacy and SNS from
an SNS community [Gürses et al., 2008]. SNS providers cannot have privacy
concerns, i.e., they are not private persons but organizations. Yet, data protection
legislation requires service providers to publish privacy policies. In these policies
the service providers state how they comply legally, but also address what they
see as privacy concerns [Gürses et al., 2010]. We apply content analysis to SNS
privacy policies to elicit the privacy concerns acknowledged by SNS providers. The
details of the media and privacy policy analysis can be found in Appendices A and
B respectively. To elicit privacy concerns from the user viewpoint, we make use of
a survey on the privacy concerns of SNS users by Krasnova et al. [2009]. For the
elicitation of privacy authorities’ viewpoint on privacy concerns, we make use of
the ENISA position paper on “Security Issues and Recommendations for Social
Networks” [, Ed]. Finally, we integrate the stakeholder viewpoints into privacy
concern viewpoints and provide a discussion.

We do not claim that our results are a comprehensive analysis of privacy concerns
in SNS. Such an ambitious study would require a large requirements team. This
team would ideally be distributed in various countries and would interact with
numerous stakeholder groups. The completion of such a study is not feasible by a
single person within the scope of a thesis and is not the objective of this chapter.

Further, requirements engineering activities are usually focused on a single system-
to-be. In order to provide generalizable results and to avoid dependence on the
stable existence of a single SNS, we include in our study multiple SNS. The SNS we
selected have in common that they are used for entertainment and communication,
have a large population of users, do not require subscription fees, and belong
to companies that actively gestalt the debate on privacy in SNS. In particular,
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Facebook, MySpace, Orkut, and StudiVZ are included in the studies that we use
for eliciting the different stakeholder viewpoints. We have also studied the privacy
concerns that are addressed by third party service providers that are active on
SNS sites. Specifically, we studied the privacy policies of Playfish and Zynga (see
Appendix B. For brevity reasons, we do not include this stakeholder viewpoint in
this chapter.

7.1 The Challenges

Eliciting privacy concerns in web-based information systems like SNS is challenging
for a number of reasons. First, the concerns that web-based information systems
raise are inherently complex. These include technical and privacy concerns, but
also enterprise concerns [Cybulski and Sarkar, 2006]. These different concerns are
likely to cause divergences between stakeholder viewpoints. The constellation of
SNS stakeholders are also likely to lead to the political issues and power asymmetry
issues between stakeholders as we discussed in Section 5.1.

Second, SNS usually have many stakeholders and a wide audience. This emphasizes
the importance of multilateral analysis of stakeholder viewpoints, but also raises
feasibility and scalability issues. The SNS stakeholders are difficult to determine,
unlikely to participate in a long and time consuming requirements engineering
process, and are impossible to gather in one place. The SNS users fit the category
of wide-audience end-users: a large set of users who are beyond any organizational
reach. These users are not only distributed across borders and situated in various
domains, but also come from diverse cultural backgrounds, e.g., technical, social,
gender, age, and language backgrounds.

Third, the development cycles of web-based information systems differ from
traditional software engineering [Cybulski and Sarkar, 2006]. Due to the marketing-
driven development process, the delivery cycle for web-based systems is commonly
very short, i.e., less than 3 months [Earl and Bushra, 2001]. Under such time
constraints, existing requirements elicitation techniques and analysis methods are
inadequate, failing to identify and characterize the potential system users, their
needs and preferences [Cloyd, 2001]. Instead, the engineering teams of web-based
information systems rely on rapid prototyping and use of ad-hoc methods. These
ad-hoc methods often by-pass elicitation of stakeholder concerns or requirements
[Cybulski and Sarkar, 2006].

The short delivery cycles and the resulting omission of requirements elicitation
in web-based systems imply that privacy concerns are not accounted for prior to
deployment. The introduction of rapidly prototyped features are known to lead to
privacy breaches [Helft, 2010, Story and Stone, 2007]. Further, privacy concerns
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can best be articulated over time, as the consequences of the system functionality
in practice become apparent [Cybulski and Sarkar, 2006].

Fourth, SNS are hypermedia intensive web applications that demand the elicitation
of communication oriented goals and concerns rather than task oriented ones.
According to Baresi et al. [2000] web applications merge two interactive paradigms:
the transactional and the hypermedia paradigms. In transactional-style web
applications, users activate transactions, perform operations, input data, receive
system notifications and follow strictly predefined paths. In hypermedia-style
web applications, users navigate in the applications selecting paths among a
variety of possibilities, traverse links, locate, find, access, learn and explore
content. Hypermedia-intensive web applications privilege the hypermedia-style
rather than the transactional-style. Their primary objective is to provide a means
for users to communicate content. Secondary objectives of hypermedia-intensive
web application may also include accomplishing operations and transactional
tasks. In hypermedia-intensive web applications, stakeholders mainly need to
address communication goals, i.e. they wish to use the site to get across structured
messages and content to a variety of user profiles [Bolchini, 2003]. Only recently have
researchers started addressing the problem of analyzing communication oriented
goals and concerns [Bolchini, 2003, Perrone et al., 2005].

Fifth, privacy concerns are not only individual matters. Individual privacy concerns
matter, but there may be global privacy concerns which individual users may not
be aware of or are unable to articulate [Gutwirth, 2002, Nissenbaum, 2004, Solove,
2006]. Hence, it is necessary not only to analyze individual privacy concerns, but
to also elicit global privacy concerns from communities, and from interest groups,
e.g., data protection authorities, advocacy groups.

Finally, there are limitations for researchers to study the privacy concern elicitation
problem due to the proprietary nature of prominent SNS. Complete information
about the users of such systems is only available to the SNS providers. The
providers have little incentive to make this information available to an external
group of researchers. Ironically, making the information accessible may raise
privacy concerns in itself. Such concerns have to be addressed in any requirements
elicitation project.

In the next section, we review the existing requirements elicitation techniques. We
discuss the advantages and disadvantages of each technique with respect to the
challenges we accounted above.



RELATED WORK 131

7.2 Related Work

Various techniques have been proposed in the past for requirements elicitation.
Tuunanen [2003] categorizes these as traditional techniques, prototyping, group
elicitation techniques, cognitive techniques, contextual techniques, and model
driven techniques. Table 7.1 lists these categories and the techniques typical for
each category.

In this section, we evaluate the shortcomings and potentials of some of these
techniques for eliciting privacy concerns in SNS. We show that each of the existing
requirements elicitation techniques is able to address one or more of the challenges
of eliciting privacy concerns in SNS, but no single technique alleviates all the
challenges.

In our evaluation, we do not consider prototyping, cognitive techniques and model
driven techniques. We leave out prototyping based techniques, because we are not
concerned with design issues. Cognitive techniques are geared towards analyzing the
ways in which users complete tasks. Since SNS are intensively hypermedia-intensive
rather than task oriented transactional-style applications, cognitive techniques are
out of our scope. Finally, we argue that model driven techniques are useful for
representation and analysis of elicited requirements. We discuss the use of these
techniques for representing and analyzing the stakeholder viewpoints during privacy
concern elicitation later in Section 7.3.

Table 7.1: Requirements elicitation techniques as defined in Tuunanen [2003].
Categories Examples

Traditional Techniques Questionnaires and surveys, interviews and analysis
of existing documents

Group Techniques Brain storming, focus groups, and RAD/JAD
workshops

Contextual Techniques Ethnographic techniques, participant observation
Prototyping Prototyping the early versions of the system
Cognitive Techniques Protocol analysis, laddering, card sorting, and

repertory grids
Model Driven Techniques Goal based methods, viewpoints analysis, scenario

based methods

In the following, we evaluate traditional techniques, group techniques and contextual
techniques according to their ability to alleviate the challenges of eliciting privacy
concerns in SNS:
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Traditional techniques: The most prominent traditional techniques are surveys,
individual interviews, and document analysis. Executing surveys to elicit privacy
concerns is useful for reaching out to the wide-audience end-users. Surveys can
be designed to capture privacy concerns with respect to communication goals.
Statistical analysis is usually utilized to evaluate the results, providing quantifiable
results. Yet, due to the proprietary nature of SNS data, it is difficult to ensure the
selection of a representative population. Further, surveys are unlikely to capture
relational and global concerns with respect to privacy. Questionnaires used in
surveys assume that a given question always has the same meaning to subjects.
Hence, they are unlikely to capture different understandings of privacy, a diversity
of user concerns, or distinguish between the concerns specific to domains.

Interview techniques can be based on questionnaires or may be open ended. Due
to their flexibility, they can be geared to address communication goals. The face to
face interaction may be useful in assessing differences due to diversity of users in
the plethora of domains in which SNS get used. Interviews provide more detailed
qualitative information and the possibility to drill down on topics of importance to
the interviewer as well as the subject.

There is a risk that the advantages of interview techniques are diminished, if a too
strict interview structure is followed [Goguen and Linde, 1993]. Just like surveys,
a strict interview may exclude the diversity of ways to establish shared meaning
between the subject and the interviewer. Open ended interviews alleviate some
of these problems, and allow less constrained interaction between the interviewer
and the interviewee. However, open ended interviews require that the participants
share basic concepts and methods, without which they will be unable to negotiate
shared meanings for the questions asked [Goguen and Linde, 1993]. Given that
notions of privacy are deliberately vague and understandings of privacy are likely
to differ across borders, cultures or legislation, assuming shared meanings may
have negative effects on the interview and the elicited results. Moreover, open
ended interviews are also more vulnerable to distortion by interviewer bias. Finally,
interview techniques generally do not scale as well to wide-audience end-users as
surveys do.

Document analysis is often recommended prior to requirements elicitation [Nuseibeh
and Easterbrook, 2000]. Further studies also suggest the use of natural language
processing to mine requirements elicitation artifacts like interview transcriptions or
organizational documents to identify useful information [Rayson et al., 2000]. We
later show that content analysis can be especially useful in web-based information
systems to elicit stakeholder concerns from documents generated by organizational
stakeholders and web-based communities. In that sense, analysis of documents
can be used to alleviate the wide-audience end-user and distributed stakeholder
problem, given that such documents are available. Depending on the availability
of documents, different domain information can be extracted about the respective
communication goals. However, user diversity may be difficult to address, as
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documents are usually authored by a limited number of authors with specific
backgrounds.

Group elicitation techniques: There are a number of techniques that can be used
during group interviews. Most prominent of these are focus groups. Further related
techniques in requirements elicitation are called Joint Application Development (or
Rapid Application Development) groups [Andrews, 1991]. The groups are usually
constituted ad-hoc based on demographic considerations. They are useful for
eliciting a group response to the system at hand. The questions posed to the group
can be designed to emphasize communication goals. Group interviews are also
opportune to discuss relational and global aspects of privacy.

Group elicitation techniques are vulnerable to political manipulations by
participants [Goguen and Linde, 1993]. Further, none of the techniques accounted
so far can address the say-do problem [Goguen and Linde, 1993]. The say-do
problem consists of asking people to describe things that they usually do, e.g., how
they tie their shoelaces, only to find out that they are often linguistically unable
to describe what they are doing. Rather, many things are learned by showing
how to do things, or learned by watching others. The processes of learning and
doing things contains a lot of elicit tacit knowledge that would not be included in
a verbal explanation of the action.

Contextual techniques: Ethnographic and participant observation are techniques
that suggest the use of contextual observation to understand and elicit user needs.
In order to elicit the results, ethnomethodology and discourse analysis are applied
to identify patterns in conversation and interaction [Goguen and Linde, 1993].
During the execution of contextual techniques, questions are also raised about
the relationship between the observer and the observee, and how this affects
the outcomes of the observation. Hence, these techniques provide a powerful
framework for a deeper consideration of the limitations of interviews and surveys.
An underlying assumption of contextual techniques is that traditional sociology
and its methods are based on faulty assumptions about how social interaction is
organized. The reflection that contextual techniques require makes them more
adequate for addressing user diversity as well as diversity in the ways in which SNS
are integrated into different domains.

Traditionally, contextual techniques have been applied to analyze how users execute
tasks. It is unclear how easily communication and privacy lend themselves to
ethnographic observation. Further, by virtue of being based on the intricate
observation of users, contextual techniques do not scale to the problem of wide-
audience end-users.
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We discussed the advantages and the disadvantages of relevant requirements
elicitation techniques with respect to the challenges to privacy concern elicitation
in SNS. In the next section, we discuss our approach to multilaterally eliciting
privacy concerns in SNS.

7.3 Approach

We alleviate the challenges in eliciting privacy concerns in SNS by including an
appropriate selection of stakeholders. Further, these stakeholder viewpoints are
elaborated from studies that use various elicitation techniques. In the following,
we describe the importance of each stakeholder and the elicitation technique for
the given challenges.

Stakeholder divergences: We include users but also organizational stakeholders
to be able to compare divergent interests. Most significantly in the context of SNS,
we include the SNS provider stakeholder viewpoint. We use a study on SNS privacy
policies, in which we applied content analysis to the SNS privacy policies, as our
source to elicit the SNS provider stakeholder viewpoint (See Section 7.4.4). We
denote conflicts between the SNS provider viewpoint and other viewpoints when
they appear. A more detailed analysis of the conflicts with respect to difference of
interest and power asymmetry is included in the analysis of the privacy policies in
Appendix B and the media analysis in Appendix A.

Global and relational privacy concerns: The global privacy concerns and the
relationality of privacy we address by including the stakeholder viewpoints of data
protection authorities and the SNS community. This is based on the assumption
that the two stakeholders are more likely to reflect on global and relational privacy
issues than individuals that participate in a survey focusing on their individual
privacy concerns. At the end of this chapter, we show that this assumption holds for
the SNS community due to the presence of global privacy issues in media articles;
and, for the data protection authorities due to their awareness of legal compliance
obligations. The stakeholder viewpoint of the data protection authority is based on
the “Security Issues and Recommendations for Online Social Networks” position
paper published by the European Network and Information Security Agency1 [, Ed].

1ENISA is mainly focused on achieving a high and effective level of Network and Information
Security within the European Union. Hence, it is not per se a data protection authority.
Nevertheless, one of their main activities is titled ”Identity, Privacy and Trust” and has the
strategy to “Foster a Pan-European approach to privacy: focusing on rights and obligations of
users as well as service-providers. Providing guidelines on the use of available privacy enhance
technologies and their implications for anonymity.”
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The results are presented in Section 7.4.3. The elicitation of the SNS community
viewpoint is described below.

Feature based and long-term privacy concerns: In the different stakeholder
viewpoints, we include the privacy concerns that were raised with respect to
features released after short development cycles, but do not provide a detailed
analysis of the features themselves. Some of the privacy concerns are attributed
to features that SNS have introduced on short delivery cycles e.g., Facebook
Beacon [Rizk et al., 2009]. Later, in Chapter 8 we analyze the collaborative access
control mechanisms employed in SNS. These mechanisms underlie much of the SNS
functionality and only change incrementally. Hence, they better lend themselves to
analysis. We identify the elicitation of privacy concerns with respect to a yet to be
introduced feature during a short delivery cycle as a topic for future research.

Moreover, we focus on privacy concerns that have been articulated by users over
time based on experience with and reflection on existing SNS functionality. Finally,
all of the studies that we utilize as a source for eliciting the privacy concerns from
the perspective of the different stakeholders are based on the analysis of privacy
concerns with respect to communication goals.

Wide audience end-user problem: We take a number of steps to address the
wide-audience end-user problem. Our approach is based on the wide-audience
end-user problem problem definition and solution dimensions provided in Tuunanen
[2003]. Tuunanen [2003] identify (1) reaching a wide-audience end-user group, and
(2) communicating and understanding their needs, as two parts of the wide-audience
end-users problem. The authors then provide solution dimensions to address each
part. In particular, they require communication with three parties as the solution
dimensions of the reach problem: These three parties are user representation, user
groups, and user community. The two solution dimensions of the communication
problem consists of the representation of and agreement on elicited concerns. In
the following, we discuss how we exploit the solution dimensions to address the
wide-audience end-user problem in eliciting privacy concerns in SNS.

Solution dimensions of the Reach Problem: We address all three solution dimensions
of the reach problem by eliciting stakeholder viewpoints from studies with
corresponding audiences. In order to cover the user representation, we make
use of a previously conducted survey as our main source to elicit privacy concerns
of individual users [Krasnova et al., 2009]. In preparation to the survey, the
researchers studied focus groups. The result of the focus groups discussions are
used as a source to elicit user group concerns. The privacy concerns from the user
viewpoint are presented in Section 7.4.2.
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Defining what would count as a user community around SNS and reaching the
members of such a community are two difficult tasks. In order to identify such a user
community, we first provide existing definitions of the notions virtual community
and community of practice. Virtual communities are communities of people who
have never met, who may be using pseudonymous identities, and who meet in
spaces that don’t exist in substance [Mided, 2000]. Such communities can draw
together virtual groupings of individuals interested in co-constructing knowledge
around a common topic within a community of practice [Boulos et al., 2006]. We
select an SNS community of relevance to our study based on these definitions and
the infrastructure of the Internet.

We observed during our studies that on the Internet a population of professional
journalists and bloggers publish articles around privacy issues in SNS. The
development of an informational and social network through writing, reviewing
and linking of online news and blog articles in the Internet public may be seen as
indicators of the creation of a virtual community [Chin and Chignell, 2006]. By
authoring such articles, individuals participate in a virtual community of practice
that provides analyses of privacy breaches in SNS and resulting privacy concerns.
Further, the authors of the articles criticize design decisions by SNS providers,
point at user habits which they see as leading to privacy breaches, and point at
alternatives to both.

Further, by linking, reviewing and voting on the published articles, further
individuals participating in this community influence the dissemination and visibility
of these articles. Links to and positive votes lead to a higher ranking of the article
on conventional and social search engines, e.g., Digg, providing a socially driven
authority [Ovadia, Library Philosophy and Practice Special Issue on Libraries and
Google] on the privacy concerns that are of importance to a larger SNS community.

Moreover, past studies show that online news and blog articles have an impact on
SNS providers; on the interaction between bloggers and professional journalists;
and, on users themselves (see Appendix A for details) [danah boyd, 2008, Calore,
2006, Drezner and Farrell, 2008, Hoadley et al., 2010, Sanchez, 2009, Williams,
2009, Xu et al., 2008].

Based on these insights with respect to the interaction between news media, bloggers
and SNS, we define a virtual community of practice: those bloggers and journalists
who share an interest in and publish articles on the common topic of privacy and
SNS, and those users who link, review and vote on these articles.

In order to study the concerns of this SNS community, we collect and analyze the
articles about privacy, privacy breaches and SNS written, reviewed and linked by
participants of the community. We then apply thematic analysis, a qualitative
content analysis method, to analyze the main privacy breaches of concern to this
community, as they are articulated in the articles (see Appendix A). We use the
results of this study as a source to elicit the privacy concerns of an SNS community’s
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stakeholder viewpoint, presented in Section 7.4.1.

Solutions dimensions of the communication problem: We only address the
presentation dimension of communication problem in wide-area end-user studies.
We make use of the Coherence Method to present the stakeholder viewpoints and to
elaborate the privacy concern viewpoints [Viller and Sommerville, 1999]. According
to the Coherence Method, viewpoints are defined as encapsulations of information
about a system or process, each one being a partial analysis of the workplace
as seen from a particular perspective. Reconciling and integrating the separate
viewpoints leads to a more complete analysis of the system.

The Coherence Method stems from PREview [Sommerville and Sawyer, 1997],
a method which is used to elicit organizational concerns to drive the viewpoint
analysis. The concerns are used to shift the focus from what the system should
do, to how it can best serve the organization. Hence, PREview explicitly links
organizational goals and objectives with system requirements. Concerns such as
safety, compatibility, etc. are elaborated into questions, which must be asked of
every viewpoint source to collect information about the system. The coherence
method provides a number of questions to consider when elaborating each viewpoint.
These questions are proposed as guidance for the viewpoint analysts.

There are some problems with the definition of the Coherence method and its
applicability to the communication problem. Although there are organizations
involved in our analysis of privacy concerns in SNS, i.e., the SNS provider, and
a data protection authority, the concerns we are eliciting are privacy concerns of
individuals and communities, and not of organizations. Further, the coherence
method is task oriented. We discussed in Section 7.1 that SNS do not lend
themselves easily to being represented as a set of tasks. Hence, the task oriented
questions proposed for eliciting social concerns are not appropriate for our endeavor.

In order to alleviate these problems, we propose some alterations to the Coherence
Method before applying it. First, we propose to use questions other than those
proposed in Sommerville and Sawyer [1997] to elicit privacy concerns. In particular,
we suggest the three questions (Table 7.2) that we identified in Section 5.3 to elicit
and organize the privacy concerns of the SNS stakeholders.

Further, we extend the presentation of concerns and viewpoints in the Coherence
Method. The authors propose to represent each concern in a template using three
attributes: (1) the name of the concern, (2) the description, and (3) the stakeholder
(source) of the concern. In our representation, we add (4) the type of concern, based
on the privacy requirements ontology, and (5) the way in which (the functionality
of) an SNS facilitates the concern. Each stakeholder’s viewpoint consists of all the
privacy concerns elicited through the analysis of that stakeholder’s perspective.

Different from its original conception, we use the coherence method to elicit concerns
with respect to the privacy of the individuals and communities participating in
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Table 7.2: Questions for eliciting privacy concerns based on the privacy requirements
ontology. ISD stands for Informational self-determination.
Con. Type Question to elaborate concern

Harm Does the stakeholder have concerns with respect to expectations and
experiences of harm to individuals, groups, communities or societies
based on the (unfair) collection, retention, distribution, use and deletion
of surveillance information?

ISD Does the stakeholder have concerns with respect to the inability
to deny, determine, negotiate or ascertain the collection, retention,
distribution, use and deletion of surveillance information according
to the stakeholder’s understanding of private and public boundaries,
norms of appropriateness and flow, and the necessary balancing of
power?

Significance Does the stakeholder have concerns with respect to the inability to
deny, determine, negotiate or ascertain the reliability of surveillance
information, the linking of surveillance information to a person, group
or community and/or the significance of that information for that
individual, group or community throughout its lifetime?

SNS, and not to elicit organizational concerns — as organizations cannot have
privacy concerns. We nevertheless analyze the privacy concerns articulated by two
important organizational stakeholders: the data protection authority and the SNS
provider. When we analyze the perspective of the data protection authority, we
elicit the privacy concerns that this organization deems important to address in
SNS. We use the articulations of privacy concerns as descriptions of the concerns,
and their recommendations to elicit the primary privacy goal they designate to the
concern.

The analysis of the SNS privacy policies provides us with how SNS providers frame
privacy concerns related to SNS. The privacy policy contains a list of privacy
concerns that the SNS providers are compelled to address. The mention of a
privacy concern in the privacy policy does not mean that the SNS provider is
interested in taking steps to mitigate that concern. Rather, the articulation of a
privacy concern shows that the SNS providers are aware of the privacy concern
and have a position with respect to it. Hence, we fill the concern template in
the case of the SNS provider as follows: the privacy concern that is mentioned is
re-phrased as the description of the concern. In describing how the privacy concern
is facilitated, we document the position of the SNS provider with respect to the
concern, e.g., whether or not the SNS provider takes steps to mitigate the concern.
Finally, in the primary goal, we document how the SNS addresses the problem,
even if they provide no evidence of such a solution e.g., the SNS provider states
that they anonymize data in order to share it with third parties, so we assume



STAKEHOLDER VIEWPOINTS IN SNS 139

that the SNS provider has a confidentiality goal to address privacy concerns with
respect to the SNS provider sharing information with third parties.

Finally, from the stakeholder viewpoints, we derive the privacy concern viewpoints.
In order to do so, we cluster the different privacy concerns thematically for each of
the stakeholder viewpoints. We later use these themes to elicit the privacy concern
viewpoints. Privacy concern viewpoints are also represented with a template. Each
privacy concern viewpoint has a name, the clusters and the concerns that are
related to the viewpoint. Based on these, we also provide an analysis of the privacy
concern viewpoint.

We have not yet addressed the second solution of the communication problem.
This solution dimension consists of reaching an agreement on the elicited privacy
concerns with the stakeholders, which we define as a great venue for future work
to be completed through the dissemination of the results of this thesis to the
different stakeholders. In the next four sections, we present each of the stakeholder
viewpoints using the Coherence Method.

7.4 Stakeholder Viewpoints in SNS

7.4.1 Privacy Concerns of an SNS Community

We elicit privacy concerns from the viewpoint of the SNS community based on the
study of articles written about privacy and privacy breaches by the SNS community
(see Appendix A). In the study, four main themes emerge, which we interpret as
the main privacy concerns of the SNS community. Further, in the study sub-themes
are assigned to each of the main themes. These sub-themes refer to SNS design,
SNS provider behavior and user behavior that lead to the privacy breaches of
concern. In Appendix A we discuss these themes and sub-themes in detail. Here,
we describe the main themes shortly and provide definitions of the sub-themes only
when necessary. Further, we use the sub-themes to elicit and the main themes to
cluster the privacy concerns of the SNS community.

Unforeseeable visibility: Unforeseeable visibility denotes the problem of a user’s
profile information being visible to others without the user’s explicit knowledge
or approval. Given that SNS users want to make their information available such
that their audiences can find them, this breach often arises after users volitionally
but unwittingly publicize information to a wider audience than they actually
intended. The unforeseeable visibility problem arises for a number of reasons: poor
usability, SNS interest in promoting profile publicity, relational information and
transitive access control. We shortly provide definitions of relational information
and transitive access control as the definitions of these two concerns are not self-
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evident. All the privacy concerns related to unforeseeable visibility are presented
in Table 7.3.

• Relational information: Relational information is any information that is
controlled by multiple users. A typical example of a relational information
is the relationship between two profiles: the visibility of this information
is controlled by both ‘friends’. Different users may have different or even
conflicting visibility settings on their relational information. Differing privacy
settings on relational information will lead to unforeseeable visibility and can
cause conflicts among users.

• Transitive access control: Social networks can easily be modeled as graphs
with nodes representing users and edges representing relationships among
users. In such a graph, ‘friends’ of a profile A are those with path length
1 away from A, friend-of-friends are those profiles with path length 2 away
from A, etc. SNS provide access control that is based on the topology of the
network, i.e., a user A determines which other profiles can access her profile
(i.e., the list of authorized profiles) based on the proximity of those other
profiles to A in the SNS network. Since such proximity is defined dynamically
through the establishment and revocation of friends relationships between
profiles, SNS make use of transitive access control. Transitive access control
allows a user A to delegate to other profiles the right to expand and contract
the list of authorized profiles through the establishment and revocation of
friends relationships. For example, by making her resources visible to friends-
of-friends, user A allows all users with a path length of 2 to access her
resources. The profiles at path length 2 are determined by the relationships
of the friends of profile A. In order words, the list of authorized profiles for
A’s resources is co-determined by friends of A. All relational information is
de facto also controlled using transitive access control: each of the related
profiles receive the right to co-determine the list of profiles that can access the
relational information. What kind of co-determination is possible is defined
by the SNS provider.
Transitive access control is part of the design of SNS but the consequences of
this design is hidden under the description of ‘friends-of-friends’. In networks
with small world properties transitive access control even with small path
lengths may result in revelations to the complete network. Hence, transitive
access control contributes to unforeseeable visibility.

Separation of Identities and aggregation of profiles: Separation of identities is
the term used to refer to the construction of social identities through the selective
revelation and concealment of information by individuals in specific contexts and
roles [Nissenbaum, 2004, Phillips, 2004b]. On the internet, separation of digital
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Table 7.3: Unforeseeable visibility concerns from the perspective of SNS community.
Con. ID CC1.Poor Usability

Con. Type Individual Harms / ISD

Concern inability to ascertain, determine or negotiate the visibility of profile
information due to usability.

Facilitation The privacy settings and design of the SNS are not transparent to
users.

Goal Control
Con. ID CC2.Profile Publicity

Con. Type Individual Harms Social Harms / ISD

Concern inability to deny, ascertain, determine or negotiate the visibility of
profile information due to SNS providers interest in profile publicity.

Facilitation SNS providers have an interest in the wide release of data to a
greater audience and to selected third-party service providers. SNS
can implement features that lead to global accessibility of profile
information (e.g., search engine access, Beacon).

Goal Control
Con. ID CC3.Relational Information

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain, determine or negotiate the visibility, linking
or significance of profile information due to SNS design for sharing
relational information.

Facilitation SNS providers have designed SNS to maximize sharing of data. Hence
relational information is per default accessible to the union of all
related profiles’ privacy settings.

Goal Control
Con. ID CC4.Transitive Access Control

Con. Type Individual Harms / ISD

Concern inability to ascertain the visibility of profile information due to
transitive access control.

Facilitation SNS providers have designed SNS to maximize sharing of data based
on topology. In the friends-of-friends model, a profile’s neighbors can
co-determine the authorized profiles. This may lead to unforeseeable
visibility.

Goal Practice
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identities can be practiced through the establishment of multiple profiles on a
variety of SNS (or on other sites). It can also be established through the strategic
revelation and concealment of different information to different sets of authorized
profiles i.e., audiences of a profile. In SNS, separation of identities and audiences is
as easily established as breached. The following sub-themes were articulated with
respect to the breach separation of identities and audiences on SNS. The privacy
concerns hence elicited are listed in Table 7.4.

• Internal separation of digital identities: is about allowing users the practice
separation of identities through strategically revealing different profile
information to different audiences in the SNS. Features of SNS that aggregate
and broadcast information that was meant for different audiences may easily
lead to the breach of users’ internal separation of identities.

• External separation of digital identities: is about the ability of an individual
to create multiple profiles on a given SNS or in different digital environments.
We distinguish two kinds of privacy breaches in this respect:

– User driven external separation breaches: These have to do with the
advent of open standards and the possibility to exchange someone’s
social graph between various SNS. What users make available to friends
on one SNS network is not necessarily something that they want to
make available to friends on another SNS network.

– Provider driven external separation breaches: These occur when the
service providers link different identities of individuals across web-sites.

Contested ownership and control: With contested ownership we describe the
explicit and implicit ambiguities with respect to data ownership, expressed either
through legally binding documents or through design, that may lead to privacy
breaches. Specifically, we distinguish between contested ownership issues upon
joining and leaving an SNS. The privacy concerns hence elicited are listed in Tables
7.5 and 7.6.

• Provider contestation of data ownership: Users practically surrender their
“right to be let alone” as soon as they sign up to an SNS. SNS state that by
posting information on their profile, the user grants an irrevocable licence to
the SNS to copy, publicly perform, publicly display, extract and distribute
the user content for any purpose. Yet, SNS do not assert ownership over
the information. Further, users cannot make a copy of their own profile
information. These conditions are described in the SNS policy documents
and often merge the provider’s right to circulate the content world-wide and
the ownership of the data.
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Table 7.4: Separation of identity concerns from the perspective of SNS community.
Con. ID CC5.Internal Separation of Identities and Aggregation

Con. Type Individual Harms / ISD

Concern inability to deny, asceration, determine or negotiate the separation of
identities due to (lack of) SNS internal features

Facilitation Features of SNS and the underlying design may aggregate data which
was meant for different sub-identities of a profile or different sub-
audiences. SNS may also offer any features to distinguish audiences.

Goal Control
Con. ID CC6.External Separation of Identities and Aggregation

(User Driven)

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain, determine or negotiate if and how much of
the profile information of a user migrates with users who move their
network to another SNS provider. Further, the inability to determine
the significance of the migrated information in the new network.

Facilitation The portability feature is not well defined and does not allow users to
negotiate with their friends which information should migrate along.
Some SNS do not allow the migration of network data at all.

Goal Practice
Con. ID CC7.External Separation of Identities and Aggregation (SNS

Driven)

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the collection and
aggregation of information about a profile by the SNS provider from
other web-sites.

Facilitation SNS claim that they collect information from other sites. Some also
offer their services on others sites (e.g., Facebook Connect, Beacon).
It is not clear which information gets collected by the SNS provider or
the Third party service provider. Hence, it is not possible to determine
how this leads to the breach of separation of identities across sites.

Goal Practice
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• User contestation of relational information ownership: Once the SNS
membership is established, users inevitably start producing relational
information. Relational information, as defined earlier, results in ownership
interdependency. Who will specify when relational information will be visible,
to whom, who will be able to alter and finally delete that information? The
ownership interdependency issue also occurs with regards to tagged and
linked profile information, which henceforth become relational information.

• Profile removals and contestation of ownership: If SNS policies per default
ask for a license to circulate profile information widely and to share it with
third parties, it remains unclear exactly how the removal of a profile affects
the circulated copies. Finally, the ownership interdependency conflicts arise
when a user decides to leave her SNS. Should all relational information related
to her be deleted? How does that affect the privacy and the integrity of the
interdependent users? All of these questions also arise when SNS providers
remove user profiles in response to breaches of their Terms of Use.

Misappropriation: By misappropriation we refer to the use of SNS data out of
context or for previously undefined purposes. This problem is typically manifested
between users and providers, or users and third-parties, and in rare cases among
users. Misappropriation concerns often focus on the secondary usage of aggregated
SNS network information, i.e. the complete SNS graph including the user profiles,
the user interactions, and further behavioral information. They are also raised
with respect to the linking of aggregated data from multiple providers. Finally,
impersonation and appropriation are forms of misappropriation concerns which
involve the SNS and other users.

• Third-party providers, information sharing and relational information: Third
party providers may provide services on the SNS that lead to the unexpected
collection of profile information by a third party. Third parties benefit from
the maximum publicity and sharing interests of the SNS. It is, for example,
often sufficient for one of the profiles related to a relational information
to consent to its collection. SNS providers may share aggregated network
information with third parties for advertisement purposes. Further, features
embedded across sites e.g., Facebook Connect, may lead to the use of profile
information in both sites for unexpected purposes.

• Data mining and social sorting: Results of data mining on network
information can reveal additional information about users. SNS providers
assume that this information is beyond users’ control and is not related to
their privacy. The use of data mining raises concerns about social sorting.
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Table 7.5: Contested ownership concerns from the perspective of SNS community.
Con. ID CC8.Ownership of Data (General)

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain or determine the ownership and control of the
information contributed to the SNS.

Facilitation SNS state that by posting information on their profile, the user grants
an irrevocable licence to the SNS to copy, publicly perform, publicly
display, extract and distribute the user content for any purpose. SNS
do not assert ownership over the information. Yet, users cannot make
a copy of their own profile information.

Goal Control
Con. ID CC9.Ownership of Relational Information and Aggregated

Data

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain or determine ownership of profile information
that is relational, anonymized or aggregated (or any other form of
control over this information

Facilitation SNS make ambiguous statements about the ownership, processing or
use of relational, anonymized or aggregated data.

Goal Practice
Con. ID CC10.Deletion

Con. Type Individual Harms / ISD Significance

Concern inability to ascertain or determine the deletion of the profile information
of other profile related information collected by the SNS provider.

Facilitation SNS prefer deactivation to deletion. SNS provide no guarantees with
respect to deletion of data on mirroring sites, servers, backup devices
or third party servers. Deletion is technically difficult to accomplish
or ascertain.

Goal Control
Con. ID CC11.Deletion of Relational Information

Con. Type Individual Harms / ISD / Significance

Concern inability to determine the deletion or integrity, and hence the
significance of relational information.

Facilitation SNS provide users with top-down solutions to deleting information
related to many. The solutions are not transparent. No negotiation
mechanisms are offered.
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Table 7.6: Contested ownership concerns from the perspective of SNS community
(cont’d).
Goal Practice
Con. ID CC12.Retention and Availability

Con. Type Individual Harms / Social Harms / ISD / Significance

Concern inability to ascertain, determine or negotiate the time span of retention,
or the availability of profile information and other profile related
information collected by the SNS provider.

Facilitation The SNS do not state how long the profile information will be retained.
There are no guarantees with respect to the availability or protection
of surveillance information beyond a companies existence.

Goal Control

• Behavioral marketing: users’ profile information, interactions with other users,
as well as behavioral information may be used to run targeted or behavioral
marketing schemes. Opting out of these schemes is complicated.

• SNS internal misappropriation: Additional features or change of design
may lead to misappropriation of the profile and related information for the
functioning of these new features and design.

• Appropriation: these are concerns raised with respect to the use of profile
information for the purposes of the service provider towards other users , e.g.,
the use of a profile to advertise products to others.

• Impersonation: SNS do not authenticate the users with respect to their real-
world identities although some SNS require that users identify themselves
with their real world identities. This occasionally results in impersonation
attacks on SNS, i.e., malicious users pretending to be somebody else and
using the impersonation to gather information from ‘friends’ of that profile.

The misappropriation concerns as articulated by the SNS community are listed in
Tables 7.7 and 7.8.

Summary of the privacy concerns of the SNS community

The privacy concerns articulated in the news are often motivated by individual
and societal harms to SNS users due to loss of control. They identify the actions
of the service providers as the source of most of these control problems and hence
focus on SNS provider accountability. Despite awareness of these harms and the
bad track record of SNS providers, most of the articles underline the importance of
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Table 7.7: Misappropriation concerns from the perspective of SNS community.
Con. ID CC13.Third Parties, Information Sharing and Rel. Info.

Con. Type Individual Harms / Social Harms / ISD

Concern inability to deny, ascertain, determine, or negotiate the sharing of profile
information, relational information or aggregated network information with
Third Parties.

Facilitation The scope of the information shared with third parties and purpose of sharing
is ambiguous. Consent to sharing relational information is unclear. The
methods used to anonymize the shared data are unknown.

Goal control
Con. ID CC14.Data mining and Social Sorting

Con. Type Social harms/ ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the mining of profile and
aggregated network information.

Facilitation SNS provide users with no insight with respect to its data mining practices
and forms of behavioral categorization. It is not always clear and controllable
how the information presented to the profiles are mined and presented to
other users.

Goal practice
Con. ID CC15.Behavioral Marketing

Con. Type ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the use of profile and
aggregated network information for behavioral marketing

Facilitation SNS do behavioral marketing but the process is not transparent. Opting-out
is complicated.

Goal practice
Con. ID CC16.SNS internal misappropriation

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the use of profile
information for new features and design.

Facilitation As SNS introduce new features they re-purpose the collected information.
Such features are usually opt-out by default.

Goal control
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Table 7.8: Misappropriation concerns from the perspective of SNS community
(cont’d).
Con. ID CC17.Appropriation

Con. Type Individual Harms / Social Harms / ISD / Significance

Concern inability to deny, ascertain, or determine the use of a profile by the SNS
provider for sending messages to other users.

Facilitation SNS use profiles to make recommendations on products to other users.

Goal practice
Con. ID CC18.Impersonation

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain, or determine the use of one’s name/ real world
identity inappropriately on an SNS

Facilitation SNS do not authenticate the users with respect to their real-world identities,
but (some) require that users identify themselves with real world identities.

Goal confidentiality

informational self-determination rather than the importance of keeping information
confidential.

In comparison to all the other stakeholder perspectives, the SNS community focuses
on questions of information ownership, as well as control. We will see that in
the other stakeholder perspectives contested ownership is often not addressed as
strongly as in the community perspective. This may be due to the sensitivity of the
Internet community, and hence the SNS community, with respect to the rights of
individuals to share information on the Internet freely. This may also be a bias of
bloggers and technology journalists, who have other priorities than average users.

Although unforeseeable visibility and harms resulting from it are the most prominent
concerns, there are many other concerns that receive occasional mentions but are
very important. In our analysis of the media articles we used codes to distinguish
different topics with respect to privacy and privacy breaches in SNS. In total we
had 73 codes. We have generalized these in the themes and sub-themes. Even
though unforeseeable visibility is of great concern, it is one of many other concerns
that have to be addressed during privacy requirements analysis.

Finally, relational information (CC3) and transitive access control (CC4) are
articulated as privacy concerns themselves, but also facilitate other privacy concerns
(CC9, CC11, CC13). Same holds for data mining (in CC14 data mining is the
concern, in CC15 it is the facilitator). This means that sometimes a design
mechanism or a behavior of a stakeholder can itself be of concern, but this design
or behavior can also facilitate further privacy concerns.
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Table 7.9: SNS community stakeholder viewpoint.

CC.I Unforeseeable Visibility CC1-4

CC.II Separation of Identities and Aggregation CC5-7

CC.III Contested Ownership CC8-12

CC.IV Misappropriation CC13-18

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x CC1.Poor Usability Control

x x x CC2.Profile Publicity Control

x x x CC3.Relational Information Control

x x CC4.Transitive Access Control Practice

x x CC5.Internal Sep. and Aggreg. Control

x x x CC6.External Sep. (User) Practice

x x x CC7.External Sep. (SNS Provider) Practice

x x x CC8.Ownership of Data Control

x x x CC9.Owner. Rel. Info, Aggr. info Practice

x x x CC10.Deletion Control

x x x CC11.Deletion Relational Info Practice

x x x x CC12.Retention and Availability Control

x x x CC13.3rd Party, Share, Rel. Info Control

x x x CC14.DM and Social Sort. Practice

x x CC15.Behavioral Marketing Practice

x x x CC16.SNS int. misapp. Control

x x x x CC17.Appropriation Practice

x x x CC18.Impersonation Confidentiality

SNS Community Viewpoint

Source: Online News and blog articles

Concern Clusters

Concerns

7.4.2 Privacy Concerns of SNS Users

In order to elicit the privacy concerns of user representation and user groups we
use a study in which focus group interviews and a survey were used to gather
the privacy concerns of SNS users [Krasnova et al., 2009]. Specifically, the study
investigates the privacy concerns of individual users and how they impact the
dynamics and self-disclosure of the users of SNS. The authors execute the study in
three phases. In the first two phases they develop, operationalize and validate the
construct ”User Privacy Concerns on Online Social Networks” (PCOSN) based on
interviews with focus groups. We utilize the categories resulting from an analysis of
the dialogue with the focus groups as the elicited user group privacy concerns. Later
in the third part of their study, the authors validate these categories and examine
how the identified concern dimensions in the PCOSN construct influence various
aspects of individual self-disclosure. The validation is based on the quantitative
analysis of a survey disseminated in Facebook and StudiVZ, an SNS based in
Germany. The specifics of the validation we discuss in the summary of the user
concerns.
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Table 7.10: User general accessibility concerns.
Con. ID UC1.Accessibility (by other people)

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain or determine unwanted information
accessibility to individuals

Facilitation information provided to an SNS may become publicly available

Goal control
Con. ID UC2.Accessibility (by organizations)

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain or determine unwanted information
accessibility to organizations

Facilitation information provided to an SNS may become publicly available

Goal confidentiality
Con. ID UC3.Improper access

Con. Type Individual Harms / ISD

Concern inability to ascertain information accessibility to unauthorized parties

Facilitation information provided to an SNS may become publicly available due to
security breaches

Goal confidentiality

General accessibility: During the focus group discussions, general accessibility
of profile information was the most frequently mentioned concern. It refers to
fears connected to unwanted access of the information provided on an SNS. The
participants made a distinction between whether it was other persons e.g., parents,
teachers, or organizations e.g., HR or insurance company, that could get access.
Tables 7.12 and 7.13 provide an overview of the general accessibility concerns.

Social threats from user environment: These are threats that range from tagging
a user in unwanted photos and leaving inappropriate comments about the user on
their Wall or other public areas to user harassment or denigration on the platform.

Organizational threats: These are privacy concerns that the members of the focus
group raised with respect to the information collected by the service providers.
During the discussion distinctions were made between service providers and third
parties. Further, marketing was considered a category of concerns on its own. The
concerns were mainly preoccupied with the misuse of personal information for
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Table 7.11: User privacy concerns with respect to social threats in the user
environment.
Con. ID UC4.Uncontrollable user actions

Con. Type Individual Harms / ISD / Significance

Concern inability to determine the linkage of information to a profile

Facilitation Other users can influence the content on or related to a profile, i.e.,
relational information.

Goal control
Con. ID UC5.Bullying and Harassment

Con. Type Individual Harms / ISD / Significance

Concern expectation of harms due to harassment, offensive behavior, sharing of
secrets and public embarrassment

Facilitation Other users can influence the content on or related to a profile, i.e.,
relational information

Goal practice

commercial purposes. Finally, identity theft was mentioned only once during the
focus group discussion, but due to its importance as an organizational threat was
included in the rest of the study, i.e., in the following survey.

Summary of the privacy concerns of SNS users based on focus groups and
surveys

In line with the community articulations of privacy concerns in the news, the focus
group results show that much of the privacy concerns are motivated by potential
individual harms stemming from social or organizational environments. Concerns
with respect to social harm due to collection and secondary use of their personal
information on SNS are not addressed by the participants.

In the study, the privacy concern categories are validated using the survey results.
According to the authors’ interpretation of the extracted factors, when articulating
concerns about organizational threats, users neither subjectively differentiate
between who collects and uses the information they provide (SNS providers vs. third
parties) nor do they make a distinction between the collection and the secondary
use of their information.

An interesting result of the survey is the relationship between privacy concerns,
organizational threats and their negative influence on the amount of information
users disclose. Users tend to reduce self-representation on the platform when they
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Table 7.12: User privacy concerns with respect to organizational threats.
Con. ID UC6.Collection of information by SNS

Con. Type Individual Harms / ISD

Concern inability to determine or negotiate the collection of information by SNS
providers

Facilitation SNS business models are based on the collection and (profitable) exchange of
personal information with third parties. Confidentiality towards SNS provider
not available.

Goal confidentiality
Con. ID UC7.Secondary use by SNS

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine the secondary use of information
collected by SNS

Facilitation There is no way of controlling SNS with respect to secondary use of collected
information.

Goal control
Con. ID UC8.Collection by Third Parties

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine, or negotiate the collection of
information by Third Parties

Facilitation Third parties can either can either receive personal information from the SNS
provider or collect it directly. Confidentiality towards third party providers
not available.

fear that their information will be collected, stored, and used by the SNS and
Third Party service providers [Krasnova et al., 2009]. This shows that users have a
desire to keep their personal information confidential from SNS and Third Party
providers. This emphasis on confidentiality differentiates the user viewpoint from
the stakeholder viewpoint of the SNS community. This result should be integrated
in the justified designation of privacy goals to the privacy concerns.

Further, concerns about social threats are mainly related to the risks stemming
from the SNS user environment. The authors find that individuals don’t make
distinctions based on the nature of the threat (purposeful bullying vs. involuntary
uncontrollable actions of others), instead concentrate on the threat source i.e., the
social or organizational environment from which the threat stems. In comparison
to organizational threats, social threats do not have a significant impact on the
amount of information that individuals disclose. Instead, they prefer to consciously
control what they reveal to their audiences, showing that here that users prefer
control goals to address their privacy concerns towards other users in the SNS.

Identity theft neither emerged as a separate factor nor loaded highly on any of
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Table 7.13: User privacy concerns with respect to organizational threats (cont’d).
Goal confidentiality
Con. ID UC9.Secondary use by Third Parties

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine or negotiate the secondary use of
information collected by Third Parties

Facilitation There is no way of controlling third parties with respect to secondary use of
collected information.

Goal control
Con. ID UC10.Marketing

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, determine or negotiate the use of personal information to
personalize banners or emails on the network.

Facilitation SNS and Third Parties use profile information to serve targeted ads through
the SNS or other communication channels.

Goal practice
Con. ID UC11.Identity Theft

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain or determine use of users profile information to
access other systems using the user’s identity.

Facilitation SNS profiles include identity information which can be used to conduct identity
theft.

Goal confidentiality

the identified dimensions of the model. Hence, it seems that this concern is more
evident to security and privacy experts, but is not generally accessible in the
language of end-users when articulating privacy concerns.2

The focus groups interviewed in the study do not make a connection between the
difficulty to determine the visibility of their information and how this is related to
the underlying design of SNS. The survey results also do not make references to
the design of the SNS and abstract from the system.

This disengagement with the design of SNS points to another difference between
the results of the user study and the SNS community study. The survey study
results frame the concerns with respect to daily interactions with other principals
e.g., people or organizations that the users interact with. The study also shows
how users’ privacy concerns impact their self-disclosure without referring to how
they actually practice this self-disclosure using the SNS design. In comparison, the

2This may also be due to the prominence of identity theft in the Anglo-Saxon context in
comparison to the European context.
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SNS community always relates the privacy concerns together with a discussion of
the underlying design.

These are two different ways of narrating the same story: the users describe their
concerns based on the impact of SNS on their environments, whereas the SNS
community focuses on how the underlying design triggers this impact. Both studies
relate the privacy concerns to different privacy goals. These differences have to be
reconciled when privacy concern viewpoints are elicited.

Table 7.14: SNS user stakeholder viewpoint.

UC.I General Accessibility UC1-3

UC.II Social Threats from User Environment UC4-5

UC.III Organizational Threats UC6-11

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x UC1.Accessibility (other people) control

x x x UC2.Accessibility (organizations) confidentiality

x x UC3.Improper Access confidentiality

x x x UC4.Uncontrollable User Actions control

x x x UC5.Bullying and Harrassment practice

x x UC6.Info Collection SNS confidentiality

x x UC7.Info Secondary Use SNS control

x x UC8.Info Collection 3rd Party confidentiality

x x UC9.Info Second. Use 3rd Party control

x x x UC10.Marketing practice

x x x UC11.Identity Theft confidentiality

SNS User Viewpoint

Source: Focus Groups and User Survey

Concern Clusters

Concerns

7.4.3 Privacy Concerns of a Data Protection Authority

In 2007 the European Network and Information Security Agency published their
first position paper on “Security Issues and Recommendations for Online Social
Networks”. The study conducted by international privacy experts found wide
resonance in the academic circles interested in privacy research and aware of
the privacy concerns around SNS. Although the study was conducted in 2007,
the ENISA position paper is still representative of the positions that privacy
authorities take on social networks. SNS are seen in the study as informal but
all-embracing identity management tools, defining access to user-created content via
social relationships. The study focuses on privacy and security risks to individuals
due to the information collected and shared on SNS. Hence, the study lends itself
to be read as an articulation of the privacy concerns in SNS deemed to be most
important from the perspective of a data protection authority.
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Aggregation and misappropriation: A number of the privacy concerns are about
the increasing potential of profiling due to the collection and secondary use of
information that accumulates in SNS. In particular, the study focuses on a number
of harms that are possible through the creation of digital dossiers by SNS providers
and third parties. Digital dossiers are also seen as the facilitator of further
privacy concerns, e.g., discrimination. The privacy concerns due to aggregation and
misappropriation of SNS information are: digital dossier aggregation, discrimination,
bullying, stalking, blackmailing, impersonation, and infiltration of networks. The
aggregation and misappropriation concerns are represented in Tables 7.15 and 7.16.

Linking, security and separation of identities: These are privacy concerns raised
with respect to novel ways of linking previously separate sources of information.
These concerns include the volitional or inadvertent linking of different profiles of a
user across various web sites, as well as the linking of individuals to their locations.
These concerns are comparable to concerns about the breach of separation of
identities, but also include possible security problems that arise as a result of the
linking of information from different sources. The privacy concerns are presented
in Table 7.17.

Deletion and relational information: Privacy concerns with respect to deletion
of information are also raised from the perspective of the data protection authority.
This includes both concerns with respect to guarantees by the SNS to delete profiles
(instead of deactivation), but also with respect to the deletion of what we earlier
identified as relational information (See Table 7.18).

Summary of privacy concerns of a data protection authority based on a report
on SNS

The ENISA position paper lists a total of 15 threats. Some of these were security
threats e.g., cross-site scripting, viruses, spam, phishing; others were not privacy
related e.g., corporate espionage. Further, there were different harms that were
identified e.g., loss of employment opportunities, financial damages, slander. These
concerns can be used to analyze the type of experienced and expected harms in SNS
and the likelihood of their occurrence (See the role of catalogues of experienced
and expected harms in Section 5.3). We see the development of methods to
systematically elicit and address harms that occur on SNS as a topic of future
work.

Due to ENISA’s focus on security, the report emphasizes threats and risks and
not so much the ability to practice informational self-determination. The ENISA
report emphasizes abuse, misappropriation of data and resulting harms. Possible
concerns with respect to the ability of users to practice separation of identities
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Table 7.15: DPA privacy concerns due to aggregation and misappropriation of
profile and traffic information by the DPA.
Con. ID DC1.Digital Dossier Aggregation

Con. Type Individual Harms / ISD / Significance

Concern inability to deny or ascertain the creation and aggregation of digital dossiers
by third parties

Facilitation SNS profiles are accessible to third parties due to SNS design and indexing of
profiles by search engines.

Goal control
Con. ID DC2.Secondary data collection

Con. Type Individual Harms / Social Harms / ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the collection and
distribution of profile information and traffic data.

Facilitation SNS are a central hub, extensive traffic analysis is possible. SNS data collection,
processing and distribution practices are not documented.

Goal confidentiality
Con. ID DC3.Discrimination

Con. Type Individual Harms / Social Harms / ISD / Significance

Concern inability to deny, ascertain, determine or negotiate the collection of traffic and
profile data for behavioral marketing which may lead to discrimination.

Facilitation Digital dossier aggregation, secondary data collection and profiling through
analysis of network peers enables discriminatory practices, e.g., racial, price.

Goal practice
Con. ID DC4.Bullying

Con. Type Individual Harms

Concern expectations or experiences of harms due to the use of the SNS communication
facilities for bullying purposes.

Facilitation The ease of access to profile information and communication channels (one
shop effect) by malicious others, the banning of SNS at schools, generational
differences.

Goal practice
Con. ID DC5. Stalking

Con. Type Individual Harms

Concern expectations or experiences of harm due to the use of the SNS communication
facilities or profile information for stalking purposes.

Facilitation The ease of access to profile information, communication with a profile, and
of inferring presence and location from profile by malicious others.

Goal confidentiality
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Table 7.16: DPA privacy concerns due to aggregation and misappropriation of
profile and traffic information by the DPA (cont’d).
Con. ID DC6.Blackmailing

Con. Type Individual Harms / Significance

Concern expectations or experiences of harm due to the use of profile information
for blackmailing.

Facilitation The ease of access to profile information and the ability to aggregate
digital dossiers by malicious others.

Goal confidentiality
Con. ID DC7.Fake profiles / Impersonation

Con. Type Individual Harms / ISD / Significance

Concern inability to deny or ascertain the creation of profiles in the name of
(well-known) persons to damage their reputation or collect information
about them.

Facilitation The ease in which profiles under other peoples names can be created
using weak authentication. Target of the attack may not be able to
access the account.

Goal control
Con. ID DC8.Infiltration of Networks

Con. Type Individual Harms / ISD

Concern inability to ascertain that unknown persons become friends (or friends-
of-friends) and access private profile data for malicious reasons

Facilitation Injudicious establishment of friendship without authentication,
transitive access control.

Goal practice

based on novel linking methods are also addressed. Concerns about ownership of
data, separation of identities within the SNS, ability to migrate data, or usability
concerns are all mentioned but are not in the focus of the study.

The recommendations of ENISA focus not only on technical measures, but also on
the necessity to take social and legal measures. Various security recommendations
are provided in the study. These include an improvement of the access-control and
authentication mechanisms and transparency of the data handling practices. The
study further underlines the importance of engaging in SNS and raising awareness
and is critical of tendencies to ignore, or even worse, ban usage of SNS. The
stakeholder viewpoint of the data protection authority as it is elicited from their
opinion on Social networks is presented in Table 7.27.
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Table 7.17: DPA privacy concerns with respect to linking of different sources and
breach of separation of identities.
Con. ID DC9.SNS Aggregators

Con. Type Individual Harms / ISD

Concern harms due to user’s decision to aggregate profiles from multiple SNS
providers.

Facilitation Services that integrate profiles from multiple SNS use single
authentication producing a single point of failure for security. The
SNS aggregator can mine data across SNS sites.

Goal control
Con. ID DC10.Image based linking (of identities and location)

Con. Type Individual Harms / ISD / Significance

Concern inability to deny, ascertain, determine the linking of identities separated
across multiple sites or the linking of these identities to locations.

Facilitation Image sharing and tagging functionalities, together with content based
image retrieval technologies can lead to novel ways of linking data
breaching separation of identities.

Goal practice

Table 7.18: DPA privacy concerns due to deletion of profile and relational
information.
Con. ID DC11.Deletion and Relational Information

Con. Type Individual Harms / ISD

Concern the inability to ascertain, determine or negotiate the deletion of
personal profile and relational information.

Facilitation Often there are no deletion capabilities but only disabling of the profile.
It is not possible to ascertain the deletion of relational information
distributed throughout the network.

Goal control
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Table 7.19: Data protection authority stakeholder viewpoint.

DC.I Aggregation and Misappropriation DC1-8

DC.II Linking, Security and Separation of Identities DC9-10

DC.III Deletion and Relational Information DC11

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x DC1.Digital Dossier Aggregation control

x x x x DC2.Secondary Data Collection confidentiality

x x x x DC3.Discrimination practice

x x DC4.Bullying practice

x x DC5.Stalking confidentiality

x x x DC6.Blackmailing confidentiality

x x x DC7.Fake Prof./Impersonation control

x x DC8.Infiltration of Networks practice

x x DC9.SNS Aggregators control

x x x DC10.Image Based Linking practice

x x x DC11.Deletion and Rel. Info. control

DP Authority Viewpoint

Source: Expert opinions on privacy and security risks

Concern Clusters

Concerns

7.4.4 Privacy Concerns of SNS Providers

SNS providers cannot have privacy concerns as they are organizations and not
private persons. Further, the personal opinions of SNS provider managers or
developers also do not provide a reliable source for eliciting the privacy concerns of
importance to the SNS provider. Nevertheless, SNS providers have to address the
privacy concerns, and in doing so they state those privacy concerns of importance
to their organization.

Most popular SNS and Third Party Applications (TPA) provide privacy policies
to describe their data-protection compliance and to address users privacy related
questions and concerns. Privacy policies are legally binding and socially constructed
documents (non-human objects) and play an important role in defining the roles and
responsibilities of the involved stakeholders. The privacy policies are also where SNS
frame what they see as relevant privacy questions, concerns and practices. Further,
privacy policies are preemptive documents to protect SNS from legal complications.
In the privacy policies the SNS providers spell out their commitment to legal
compliance. Further, they use the policies as a shield to protect themselves from
the re-occurrence of complications with respect to data protection and privacy
[Facebook, 2009a]. For all these reasons, SNS privacy policies are an appropriate
source for eliciting the privacy concerns relevant for the SNS provider.

We conducted a qualitative study of the privacy policies of Facebook, MySpace
and Orkut. The details of the study are in Appendix B. In the following, we list
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the concerns that are addressed by the privacy policies of these SNS providers.

Scope of personal information: The first set of privacy concerns are related to
the definition and scope of personal information. The SNS providers keep the
definition of personal information minimal and limit the access and control rights
of individual users only to uploaded personal information. SNS provider admit
that they collect further information, including traffic data as well as data from
other service providers. This information is not defined as personal information.
The privacy policies also limit the scope of the policy i.e., who does the privacy
policy apply to. In most cases, visitors and non-users have limited rights granted
to them through the privacy policy, if any. Privacy concerns with respect to the
definition of personal information as they are addressed by the SNS provider are
listed in Table 7.20.

Accountability of the service providers: Data protection legislation offers a shield
against information based harms by empowering individuals in protecting their
personal information while also demanding accountability from data collectors. The
SNS providers have an interest in minimizing these accountability claims. Therefore,
in privacy policies SNS providers declare the limits of their accountability. We
use these articulations of accountability, or rather disclaimers with respect to
accountability, to elicit accountability concerns as they are addressed by the SNS
provider (see Tables 7.21 and 7.22).

Consent and notification: Users have to consent to the collection of their
information before they can use the SNS. Further, when additional features are
added then users should ideally have to consent to the new feature and the collection
of information for this new feature. SNS providers protect themselves against this
by stipulating that a user accepts any future changes to the privacy policy by
continuing to use the SNS. Further, most new features are per-default opt-out,
many do not offer any options. Finally, SNS providers take freedoms to share
anonymized data. It is unclear what techniques are used to anonymize data. Most
of the SNS privacy policies do not notify users about new collection and sharing
practices. All these matters raise a number of privacy concerns which are listed in
Table 7.23.

Retention, availability and deletion: The SNS providers address user concerns
with respect to deletion, retention and availability of SNS information vaguely.
Further, all privacy policies suggest that changes will be made to the privacy policy
if the company changes hands, but no guarantees are provided with respect to the
availability of the information. The privacy concerns with respect to retention,
availability and deletion are listed in Table 7.28.
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Table 7.20: Privacy concerns SNS provider addresses with respect to the definition
of personal information.
Con. ID PC1.Non-User Information

Con. Type Individual Harms / ISD

Concern the inability to deny, ascertain or determine the collection, retention,
distribution, use and deletion of information of non-users.

Facilitation SNS state that they collect information about non-users (from existing
users).

Goal control
Con. ID PC2.Visitor Information

Con. Type Individual Harms / ISD

Concern the inability to deny, ascertain and determine the collection, retention,
distribution, use and deletion of surveillance information of visitors.

Facilitation SNS state that they collect information about visitors.

Goal control
Con. ID PC3.Definition of Personal Information

Con. Type Individual Harms / ISD

Concern the inability to ascertain and determine the collection, retention,
distribution, use and deletion of personal information, including traffic
data and information from other sites.

Facilitation SNS state that they collect information beyond personal information,
including traffic information and information from other sites. Users
have no access to and control over this information.

Goal control
Con. ID PC4.Subject Access Rights

Con. Type Individual Harms / ISD

Concern inability negotiate subject access rights with respect to information
collected, used, distributed, retained or deleted by the SNS.

Facilitation SNS state that users are allowed to access, edit and check the accuracy
only of the personal information they upload. Users are not allowed
to make a copy of their own personal information outside of the SNS.

Goal control
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Table 7.21: Privacy concerns SNS providers address with respect to provider
accountability.
Con. ID PC5.Provider Accountability

Con. Type Individual Harms / Social Harms / ISD

Concern the inability to ascertain or determine the accountability of the SNS
provider with respect to the security of collected, retained, distributed,
used and deleted information in SNS

Facilitation SNS state that they are not accountable for leakages or loss of the
SNS information and resulting privacy breaches.

Goal confidentiality
Con. ID PC6.Third-Party Agreements and Accountability

Con. Type Individual Harms / Social Harms / ISD

Concern the inability to ascertain, determine or negotiate the accountability of
SNS providers with respect to the security of information they share
with Third Parties.

Facilitation SNS providers take no accountability for leakages of SNS information
due to third party security failures and resulting privacy breaches.

Goal control
Con. ID PC7.Security Measures

Con. Type Individual Harms / Social Harms / ISD

Concern the inability to ascertain the use of minimal security measures to
protect the information in SNS.

Facilitation SNS state that they use security measures to protect the communication
and the collected data e.g., SSL and encryption. No further information
is available.

Goal confidentiality
Con. ID PC8.User Responsibility

Con. Type Individual Harms / Social Harms / ISD

Concern inability to deny or negotiate the responsibilization of the users with
respect to the control and protection of their personal information.

Facilitation SNS state that users choose to reveal information and are responsible
for controlling it while promoting an infrastructure that shares by
default and easily bypasses user privacy settings. Third parties can
easily access users’ personal, traffic and network information.

Goal control
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Table 7.22: Privacy concerns SNS providers address with respect to provider
accountability (cont’d).
Con. ID PC9.Privacy Policy Scope

Con. Type Individual Harms / ISD

Concern inability to ascertain that a privacy policy of either the SNS or a Third
Party applies to the information collected and if so, which one.

Facilitation SNS and Third parties often refer to each others’ privacy policies for
certain information practices, but it is not clear which, if any, of the
policies apply.

Goal control

Relational information: Relational information and transitive access control play
an important role in the sharing and visibility of information in the SNS. In their
privacy policies SNS explicitly take no responsibility for data leakages that result
from this design. Relational information also complicates the deletion of profiles.
The SNS providers are provide no transparency with respect to how relational
information is dealt with when profiles are deleted. Privacy concerns with respect
to relational information are listed in Table 7.25.

Separation of identities: SNS providers state that they scrape personal
information about their users from other websites. Users are not informed about
what is being scraped, how the collected information is linked to their profiles, and
the significance of this linkage. Further, the profiles of the users can be indexed
by search engines leading to unforeseeable visibility of their profile information.
It has by now become standard that users can indicate whether they want their
information to be indexed by search engines. Yet, although some controls are
provided to the users to limit the collection of their profile information by third
parties, users are offered no indicators to limit the collection and processing of
their information with respect to SNS providers themselves. Concerns that the
SNS providers address with respect to separation of identities, or lack thereof, are
listed in 7.26.

Privacy Concerns of SNS Providers based on Privacy Policies

The most interesting result of our analysis of SNS providers’ privacy policies is that
they provide the most extensive list of privacy concerns. This comprehensiveness
is not because the SNS providers are especially active in mitigating the privacy
concerns of the different stakeholders. Rather, we argue, that this is a result of the
pre-emptive function of the privacy policies, the experiences of the SNS providers
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Table 7.23: Privacy concerns addressed by the SNS provider with respect to consent
and notification.
Con. ID PC10.Opt-out Limitations

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine, negotiate use of services
provided by the SNS provider.

Facilitation SNS providers only allow opting out of email communication, otherwise
services are by default opt-in and/or have no opt-out options.

Goal control
Con. ID PC11.Opting-out of Targeted Marketing

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine or negotiate the use of behavioral
marketing.

Facilitation SNS provide limited opt-out options out of marketing. SNS state that
they provide anonymized data to third parties for marketing purposes.

Goal control
Con. ID PC12.Anonymization and Sharing with Third Parties

Con. Type Individual Harms / Social Harms / ISD

Concern inability to ascertain, determine or negotiate the anonymization of
data, or deny the use or sharing of such anonymized data

Facilitation SNS state that they share anonymized data with third parties. There
are no explanations of anonymization techniques.

Goal confidentiality
Con. ID PC13.User Notification

Con. Type Individual Harms / ISD

Concern inability to ascertain data breaches, delivery of data for law
enforcement, or sharing with third parties.

Facilitation SNS provide no notification when data breaches occur, when data is
shared with law enforcement, or with third parties.

Goal control
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Table 7.24: Privacy concerns addressed by the SNS provider with respect to
retention, availability and deletion of SNS information.
Con. ID PC14.Retention Time

Con. Type Individual Harms / Social Harm / ISD / Significance

Concern inability to ascertain, determine, or negotiate how long the information
collected, used, and distributed by the SNS is retained in the databases.

Facilitation SNS do not mention any time limits with respect to how long they
retain surveillance information.

Goal control
Con. ID PC15.Deletion

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain, determine or negotiate the deletion of SNS
information.

Facilitation SNS prefer deactivation to deletion. SNS provide no guarantees with
respect to deletion of data on mirroring sites, servers or backup devices,
or the deletion of traffic data or data collected from other sites.

Goal control
Con. ID PC16.Retention for Law Enforcement

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain or determine the retention of SNS information
for law enforcement.

Facilitation SNS do not state what is retained for law enforcement and for how
long.

Goal control

with millions of users, and the expertise of the legal personnel who draft these
policies. It is unlikely that privacy policies of smaller and newer SNS will provide
the same insight.

Despite their scopious character, the privacy policies of SNS do not address privacy
concerns with respect to contested ownership. This is partially the case because
these matters are addressed in the Terms of Use. This shows that the SNS
community’s concerns with respect to contested ownership are disregarded by the
SNS providers. This is also in parallel with their disengagement with security and
privacy problems arising from relational information and transitive access control.

Further, the way the privacy policies are drafted, the concerns they mention the
most are about informational self-determination. The emphasis of these concerns
are on the freedom of users to express themselves and their ability to have controls
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Table 7.25: Privacy concerns addressed by SNS providers with respect to relational
information.
Con. ID PC17.Relational Information

Con. Type Individual Harms / ISD / Significance

Concern inability to determine or negotiate the control of information that is
related to many.

Facilitation SNS design includes relational information, information related to
many, and maximize sharing based on the most permissive related
profile. SNS take no accountability for the unwanted leakage of personal
information due to relational information.

Goal control
Con. ID PC18.Transitive Access Control

Con. Type Individual Harms / ISD

Concern the inability to ascertain the accessibility of profile information due to
the topology based transitive access control model.

Facilitation SNS allows for transitive access control which are by default set to
friends-of-friends. Hence, users’ friends co-decide on who has access
to a profile. SNS take no accountability for the resulting unwanted
leakage of information.

Goal practice
Con. ID PC19.Deletion of Relational Information

Con. Type Individual Harms / ISD / Significance

Concern inability to ascertain, determine or negotiate the deletion or integrity
of relational information

Facilitation SNS provide users with random solutions to the problem of deleting
information related to many. No negotiation mechanisms are offered.

Goal practice
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Table 7.26: Privacy concerns addressed by the SNS providers with respect to
separation of identities.
Con. ID PC20.Separation of Identities (Across Web Sites)

Con. Type Individual Harms / ISD

Concern inability to ascertain or determine the separation of identities across
different websites due to SNS scraping practices.

Facilitation SNS state that they scrape data related to the user from other websites
and that they aggregate this data, users have no access to or control
of this surveillance information.

Goal practice
Con. ID PC21.Indexing by Third Party Search Engines

Con. Type Individual Harms / ISD

Concern inability to ascertain, determine and negotiate the indexing of profiles
by third party search engines

Facilitation SNS provide their users with the ability to opt-out of indexing by third
party search engines.

Goal control
Con. ID PC22.Trust in the SNS Provider

Con. Type Individual Harms / ISD

Concern inability to deny, ascertain, determine or negotiate the trust towards
the SNS provider with respect to the collection, deletion, use, and
distribution of SNS information.

Facilitation SNS privacy controls only apply to the protection of information
towards other users, no controls apply towards the SNS provider. SNS
providers state that they are trustworthy, unlike third parties that
provide services on the SNS.

Goal confidentiality
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on information that they upload to the SNS. The SNS providers emphasize this
notion of privacy and yet limit its scope to a subset of the information that
accumulates in SNS. The privacy policy also shows that SNS providers have little
interest in engaging in matters of individual or social harms due to collection,
retention, distribution and use of SNS information.

Overall, the SNS providers are not transparent about their information collection,
processing, use and retention practices. Further, they offer no possibilities for users
to engage in determining or negotiating the significance of information linkages e.g.,
across web-sites, questioning their top-down policy decisions, and design defaults.

Table 7.27: SNS Provider stakeholder viewpoint.

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

PC.III Consent and Notification PC10-13

PC.IV Retention, Availability, Deletion PC14-16

PC.V Relational Information PC17-19

PC.VI Separation of Identities PC20-22

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC1.Non-User information control

x x PC2.Visitor information control

x x PC3.Definition of Personal Info control

x x PC4.Subject Access Rights control

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC7.Security Measures confidentiality

x x x PC8.User Responsibility control

x x PC9.Privacy Policy Scope control

x x PC10.Opt-out limitations control

x x PC11.Opt-out Targeted Market. control

x x x PC12.Anonymization and Share. confidentiality

x x PC13.User notification control

x x x x PC14.Retention Time control

x x x PC15.Deletion control

x x x PC16.Retention Law Enforce. control

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x x PC19.Deletion Rel. Info. practice

x x PC20.Sep. of ID (across sites) practice

x x PC21.3rd Party Search Eng. control

x x PC22.Trust in the SNS Prov. confidentiality

SNS Provider Viewpoint

Source: SNS Privacy Policies

Concern Clusters

Concerns
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7.5 Privacy Concern Viewpoints in SNS

The privacy concerns in the different stakeholder viewpoints overlap or have
similarities. These can be used to elicit the privacy concern viewpoints. Privacy
concern viewpoints emphasize the concern and provide the perspectives of each of
the stakeholders with respect to that privacy concern. Hence, privacy concerns allow
us to elicit a more comprehensive view of the system. We elicit 7 privacy concern
viewpoints. The different viewpoints are documents in Appendix C. Here, we
provide a short overview of the privacy concern viewpoints and the different privacy
concern clusters included in each. Some of clusters are repeated in different privacy
concern viewpoints. Further, our findings show that privacy concern viewpoints
also have interdependencies with each other, e.g., visibility problems affect the
separation of identities viewpoint and vice versa. Not addressing any one of the
clusters would negatively impact all the others.

We now analyze in more detail the visibility privacy concern viewpoint in detail
which is presented in Figure 7.29.

Analysis of the Visibility Privacy Concern Viewpoint: One of the main conflicts
between the SNS provider and the other stakeholder viewpoints is due to the
difference of the definition of personal information, surveillance information that
SNS collects and what the users can control. The definition of personal information
usually refers to the data set that data protection principles apply to. This is in
contrast to the definition of another set of information which users can control
with their privacy settings. Both personal information and the information that
the users can control are a subset of the surveillance information collected by the
SNS. An overview of the definition of personal information and the description of
‘other’ information the SNS providers collect is given in Table 7.30.

Concretely, MySpace’s privacy policy refers to the US definition of Personally
Identifiable Information (PII) (i.e., name, social security number, etc.), whereas
Google and Facebook define a larger set of data as personal information, more close
to the EU Directive’s definition. Any data protection MySpace offer to users are
mainly about the protection of the PII. Given the limited scope of PII, MySpace
can share almost all other profile information uploaded by the users with third
parties without apprehension.

In Orkut, personal information includes all the profile content but traffic data is
not explicitly classified as personal information. Facebook is the only privacy
policy that explicitly makes a distinction between the personal information
provided by the user, which we coded as PersonalInfo:Content, and “Web Site use
information collected by us as you interact with our Web Site” which we coded
as PersonalInfo:Traffic. Facebook offers users privacy controls only with respect
to their PersonalInfo:Content and not with respect to their traffic data. Hence,
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Table 7.28: Privacy concern viewpoints of SNS.
Visibility Viewpoint
CCI.Unforeseeable Visibility UCI.General Accessibility
UCIII.Organizational Threats DCI.Aggregation and Misappropriation
PCI.Scope of Personal Information PCIII.Consent and Notification
PCIV.Retention, Availability and Deletion PCV.Relational Information
PCVI.Sep. of Identities

Separation of Identities and Aggregation Viewpoint
CCII.Sep. of Identities and Aggregation CCI.Unforeseeable Visibility
UCI.General Accessibility DCII.Linking, Security and Sep. of Identities
PCI.Scope of Personal Information PCIII.Consent and Notification
PCV.Relational Information PCVI.Sep. of Identities.

Ownership, Retention, Deletion, Availability Viewpoint
CCIII.Contested Ownership DCIII.Deletion and Relational Information
UCIII.Organizational Threats PCI.Scope of Personal Information
PCII.Accountability of Service Providers PCIII.Consent and Notification
PCIV.Retention, Availability, Deletion PCV.Relational Information

Misappropriation, Aggregation, and Data Mining Viewpoint
CCIV.Misappropriation UCIII.Organizational Threats
DCI.Aggregation and Misappropriation PCI.Scope of Personal Information
PCII.Accountability of Service Providers PCIII.Consent and Notification

Accountability of SNS Providers Viewpoint
PCI.Scope of Personal Information PCII.Accountability of Service Providers

Security
CCIV.Misappropriation UCI.General Accessibility
DCII.Linking, Security and Sep. of Identities DCI.Aggregation and Misappropriation
PCII.Accountability of Service Providers PCVI.Sep. of Identities.

Identity Theft, Impersonation, Individual Attacks Viewpoint
CCIV.Misappropriation UCII.Social Threats from user environments
UCIII.Organizational Threats DCI.Aggregation and Misappropriation
PCII.Accountability of Service Providers.
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Table 7.29: Visibility Privacy Concern viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC1.Non-User information control

x x PC2.Visitor information control

x x PC3.Definition of Personal Info. control

x x PC4.Subject Access Rights control

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC7.Security Measures confidentiality

x x x PC8.User Responsibility control

x x PC9.Privacy Policy Scope control

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.III Consent and Notification PC10-13

PC.IV Retention, Availability, Deletion PC14-16

PC.V Relational Information PC17-19

PC.VI Separation of Identities PC20-22

DC.I Aggregation and Misappropriation DC1-8

UC.I General Accessibility UC1-3

UC.III Organizational Threats UC6-11

CC.I Unforeseeable Visibility CC1-4

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x DC1.Digital Dossier Aggregation control

x x x x DC2.Secondary Data Collection confidentiality

x x DC8.Infiltration of Networks practice

x x PC3.Definition of Personal Info. control

x x PC4.Subject Access Rights control

x x x PC12.Anonymization and Share. confidentiality

x x PC13.User notification control

x x x x PC14.Retention Time control

x x x PC15.Deletion control

x x x PC16.Retention Law Enforce. control

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x x PC19.Deletion Rel. Info. practice

x x PC21.3rd Party Search Eng. control

x x PC22.Trust in the SNS Prov. confidentiality

x x x UC1.Accessibility (other people) control

x x x UC2.Accessibility (organizations) confidentiality

x x UC6.Info Collection SNS confidentiality

x x UC8.Info Collection 3rd Party confidentiality

x x CC1.Poor Usability Control

x x x CC2.Profile Publicity Control

x x x CC3.Relational Information Control

x x CC4.Transitive Access Control Practice

Accountability

Visibility

Concerns

Concerns

traffic data is rendered as being outside of the privacy concerns and control of
users. Further, when SNS providers offer users controls, these are for determining
the flow of information to other users. No protection mechanisms are offered to
allow users to control the flow of information to the SNS provider.

The collection of massive of surveillance information beyond limited definitions of
personal information together with experiences of unforeseeable visibility has a
negative affect on the users (concerns CC2). The user study shows that users are
uncomfortable with the data collection and their inability to ascertain, determine
or negotiate with the SNS provider the information that they collect (concern
UC1, UC2). Users’ discomfort leads to decreased self-disclosure towards the SNS
provider and Third Party providers.
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This conflict can partially be addressed if the service provider agrees to expand
the definition of personal information, to bring all/more surveillance information
under data protection. Further, SNS providers can offer users both control and
transparency over surveillance information that the SNS provider collects. This
can be interpreted as a control goal to address the privacy concerns PC3 and PC4.

Further, the privacy concern can be mitigated by providing users with confidentiality
solutions that allow them to share information with their user environment while
keeping the communication confidential from the SNS provider. The users clearly
state that they have confidentiality as a goal with respect to the SNS provider
(Concern UC2). Currently they practice confidentiality by not revealing information
at all. It is hence reasonable to offer users the ability to communicate without
concerns about data collection by SNS providers. This goal conflicts with the SNS
providers interest in being a trusted service provider (concern PC22) and users’
caring partner with respect to their personal information (see Appendix B).

The SNS provider can mitigate the visibility concerns with respect to information
they share with third parties, both by providing controls and by being more
transparent about what they share with whom (concern PC12, PC13 and PC21).
The transparency of information sharing with third parties can be seen as a practice
goal to mitigate privacy concerns with respect to collection of data by SNS service
providers and third parties (concerns UC6 and UC8). Further, SNS providers give
no details about their procedures for anonymization. We see the improvement of
anonymization techniques as a confidentiality goal of the service provider (concern
PC12).

Providing users with more control over the surveillance information collected by
the SNS provider does not solve the problem with digital dossier aggregation
and secondary data collection due to the publicity of profile information (privacy
concern CC2). Both the data protection authority and users raise concerns with
respect to such profiling activities (concerns DC1, DC2, UC2, UC6, UC8). The
SNS providers have also acknowledged this problem and, for example, most SNS
today provide users with the choice of opting out of being indexed by third-party
search engines (concern PC21). The privacy settings and access control increase
the likelihood of digital dossier aggregation and secondary data access. Hence these
concerns are facilitated by relational information and transitive access control,
which we discuss next.

SNS providers either do not address privacy concerns due to relational information
and transitive access control or do not take accountability for resulting leakages
(concern PC17, PC18). The same SNS provider position is evident with respect to
leakages due to default privacy settings (which typically provides visibility of the
profile at least to friends-of-friends of a user). They also hold a similar position
with respect to the introduction of new features that abruptly increase the publicity
of profiles. All three design decisions on the side of the SNS provider may lead
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Table 7.30: The description of the surveillance information collected by each SNS.
Facebook

Pers. Info. (Content) name, your email, telephone number, address, gender, schools
attended, any other personal or preference information,
communication content, photos

Pers. Info. (Traffic) all interactions with website
Other browser type and IP address, deidentified information, aggregated

data, communication content and conditions of invitations to non-
facebook users, responses to invitations, information about the
user from other sources, other users supplement to user’s profile,
activity information collected from third parties, information
collected through cookies and beacons by third parties

MySpace

PII name, email, mailing address, telephone number, credit card
number

Non-PII date of birth, interests, hobbies, lifestyle choices, groups with
whom they are affiliated (schools, companies), videos and/or
pictures, private messages, bulletins or personal statements, IP
address, aggregate user data, and browser type.

Other Marital Status, Education and Children, About Me, Interests,
Movies, Anonymous click stream, number of page views
calculated by pixel tags, and aggregated demographic information,
information collected through cookies and beacons by third parties

Orkut

Personal Info. email address, password, gender, age, occupation, hobbies,
interests, photos

Other communication content and conditions of invitations to non-Orkut
users, SMS communication content and conditions, user’s wireless
carrier

to visibility of profile information to unwanted audiences — or to digital dossier
aggregation by malicious others as described in the Data Protection Authority
Viewpoint. The fact that SNS providers take no responsibility for leakages due
to relational information and transitive access control, default settings and new
features means that SNS providers take no accountability for their own design
decisions. This conflicts with SNS providers own interest in being trustworthy
service providers (concern PC22).

All stakeholder viewpoints designate control goals for the mitigation of the privacy
concerns with respect to relational information (concerns PC17,CC3). Relational
information on SNS is mostly opt-out by default, i.e., first a link is made and then
the linked user can delete the already publicized linkage. Interestingly, this opt-out
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linkage proves to be a problem for a subset of the linking activities. The reaction
may differ depending on if the linking is done by the SNS provider or another user.
For example, Facebook Beacon, in which the SNS provider linked users to their
activities on other websites, caused an uproar (See Appendix A). In the mean
time, users linking profiles to photographs, as well as wall posts to profiles remain
opt-out linkages that raise privacy concerns, but are acceptable. The reason why
some linkage activities are perceived differently is an interesting topic of future
research. The results of such a study can be used to do better design with respect
to relational information.

Overall, users and SNS community respectively want more transparency about the
visibility of their data and usable access control (concerns UC1, UC2, CC1, CC4).
None of the stakeholders speak against transitive access control and relational
information. Nevertheless, all stakeholders point to the need for more transparent
and tighter access control options (concerns UC1, UC2, UC6, UC8, DC1, DC2).
We interpret transparency as a practice goal, and tighter access control as a
confidentiality goal. This interest in transparency and tighter access control options
conflicts with the SNS providers’ desire to make profiles public and maximize
sharing (concern CC2).

Finally, it is unclear what remains visible after a user deletes her account (concern
PC15). This is partially due to relational information (concern PC19), but also
due to the SNS providers’ interest in keeping the surveillance information that they
collect. This is also evident in the SNS providers silence with respect to retention
times (concern PC14). Further, SNS providers do not offer notifications when
surveillance information is shared with third parties and law enforcement (concern
PC13, PC16). We designate practice goals to address concerns with respect to the
deletion of relational information (concern PC19), and designate control goals to
the deletion and retention concerns (concern PC14, PC15, PC16).

We construct a concern tree to visualize the the sub-concerns of the visibility privacy
concern in Figure 7.31 for those concerns related to SNS providers definition of
personal information and sharing practices. The privacy concern viewpoint is
defined as the root of the tree and all the privacy concerns in the viewpoint are the
children of this root (each child is a concern of the visibility concern viewpoint).
We noticed that some concerns in the viewpoint are facilitated by other concerns,
e.g., users concerns with respect to the limited definition and control of personal
information facilitates the concerns about the ability to determine the visibility
of that information to other users and organizations. Hence, we introduced the
tree structure to indicate that some privacy concerns facilitate the others, i.e.,
the children nodes are facilitated by the parent nodes. We did not interpret the
relationship between siblings: the siblings at each level of the tree could be related
using conjunctives, disjunctives or more complicated relationships. We drew a
dotted line around the siblings to show that they together lead to the facilitation
of the children privacy concerns. We identify the further specification of concern
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trees as future work.

Next, we designate goals from different stakeholders to the different concerns.
For readability, we designated a maximum of two stakeholder goals and only the
primary privacy goals of that given stakeholder. Some of these privacy goals are
conflictual, which we denoted with a contradiction sign. For example, from the
user stakeholder viewpoint we elicited a confidentiality goal to address concerns
with respect to sharing information with third parties (concern UC6), whereas
SNS service providers prefer to provide controls so that users can opt-out of such
sharing practices.

Further, for some concerns different stakeholders have the same type of privacy
goal, but the content and scope of these privacy goals diverge. We denote such
differences with a black circle between the privacy goals. For example, both the
service provider and the users articulate control goals to address concerns with
respect to the definition of personal information (concern PC3). However, we
know from our analysis that users and providers have a different understanding of
personal information. The definition of personal information is also a legal matter,
hence the resolution of this difference between stakeholders is dependent on the
legislation that SNS have to comply with — a stakeholder viewpoint that we did
not include in our analysis. Such differences among stakeholders with respect to
privacy goals also have to be analyzed and addressed during privacy requirements
engineering. The evaluation and comparison concepts introduced in the privacy
requirements ontology will be useful during the negotiation of such conflicts and
differences. We do not further elaborate the process of negotiating conflicts and
divergences, and identify the development of a method to do so as future work.

7.6 Discussion and Conclusion

In this chapter, we addressed a number of the challenges we identified with respect
to eliciting privacy concerns in web based systems like SNS. We addressed the
divergence of stakeholders by completing a multilateral stakeholder analysis. We
elicited the privacy concerns of SNS community and a data protection authority to
guarantee that global and relational privacy concerns are included in our analysis.
We analyzed privacy concerns based on the articulations of the stakeholders over the
SNS design and the socio-technical practices surrounding it over a period of time.
We included multiple stakeholders to represent users, user groups, and communities
to capture the privacy concerns of wide-audience end-users. We partially solved
the communication part of the wide-audience end-user problem by applying the
coherence method to elicit privacy concern viewpoints.

The different stakeholder viewpoints each offer a rich source from which to elicit
privacy concern viewpoints. In particular, we saw that the SNS community
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Table 7.31: Designation of privacy goals to visibility concerns.

PC:
Cont. 
Goal

CC2: Profile 
Publicity

UC:
Conf. 
Goal

UC:
Cont. 
Goal

PC3: Def. of Pers. 
Info.

PC4: Subject Access 
Rights

PC12: Anonym. and 
Sharing

PC13: User 
Notification

PC21: 3rd Party 
Search Engine

UC1: Access    
(other people)

UC2: Access    
(organizations)

PC:
Conf. 
Goal

PC:
Cont. 
Goal

PC: 
Cont. 
Goal

PC:
Cont. 
Goal

CC:
Cont. 
Goal

UC: 
Cont. 
Goal

UC6: Info Collect. 
SNS

UC6: Info Collect. 
Third party

UC:
Conf. 
Goal

UC:
Conf. 
Goal

CC:
Prac. 
Goal

UC:
Cont. 
Goal

UC: 
Cont. 
Goal

CC:
Prac. 
Goal

PC:
Cont. 
Goal

PC:
Cont. 
Goal

PC: 
Cont. 
Goal

PC:
Cont. 
Goal

PC:
Cont. 
Goal

VISIBILITY 
CONCERN 
VIEWPOINT

perspective led to the expression of privacy concerns as they are related to
SNS design. The SNS community also provided the only perspective in which
contested ownership of surveillance information was of central importance. The
user perspective showed that users of SNS have a simpler categorization of their
privacy concerns based on expectations of harms to their relationships in their
environments than all other stakeholders. These concerns were mostly motivated
by individual harms. Hence, the user viewpoint did not reflect on social harms.
Social harms were instead addressed by both the SNS community and the data
protection authority.

To our surprise, the privacy policies provided the most extensive list of privacy
concerns. The pre-emptive nature of these documents allowed us to elicit concerns
that none of the other stakeholders articulated. This points to the success of
data protection legislation in pushing providers to make public statements about
their information collection and processing practices. Unfortunately, the way the
data protection principles are addressed by the SNS providers leads to further
privacy concerns rather than providing mitigations to existing privacy concerns.
We found that SNS providers use privacy policies to minimize their accountability
and responsibilize users while assuring legal compliance. These results parallel
critiques that data protection is a procedural approach that maximizes individual
control over data thus placing the burden of protection to the individual rather
than society and its institutions [Cate, 2006].

We were best able to compile privacy concerns with respect to experiences of harms
from the perspective of the data protection authority. Further, the ENISA opinion,
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on which the data protection authority viewpoint was based, focuses on upcoming
technologies. This allowed us to elicit privacy concerns with respect to expectations
of harms due to technological advances, or what Solove [2006] calls architectural
harms.

We identified a total of eight privacy concern viewpoints. We analyzed the visibility
privacy concern viewpoint in detail and discussed privacy goals that can be designed
to each of the privacy concerns. We further visualized a subset of the privacy
concerns using concern trees. We designated stakeholder privacy goals and showed
how multilateral analysis makes conflicts and differences evident.

The results of our study demonstrate that in SNS confidentiality goals are articulated
together with control and practice goals. We were especially surprised by the
user study results: users produce copious amounts of information on SNS and
clearly have confidentiality goals. It seems that, unlike what is proposed in other
studies [Acquisti and Gross, 2006, Gross et al., 2005], users are concerned with
the implications of surveillance information collection on SNS. In response they
practice decreased self-revelation and desire confidentiality of their information
towards SNS providers. We conclude that it is of interest to all the stakeholders to
provide confidentiality tools that can be picked up by the users in case concerns
towards SNS providers gain in urgency. The development and introduction of such
privacy solutions though must go hand in hand with control and practice solutions
that contextualize the need for confidentiality solutions.

There are limitations to our study that we see as departure points for future work.
First, we only included four stakeholders, a small subset of the SNS stakeholders.
Most importantly, we did not include any studies that use contextual elicitation
techniques to closely study individual or community of SNS users. Surely, a lot
can be elicited through participatory observation of SNS users. It nevertheless
remains a challenge whether it is possible to ‘observe’ privacy practices. This is an
interesting question for experts doing internet research using ethnographic methods
and, hence, a good opportunity for future interdisciplinary collaboration. Second,
we did not study SNS privacy concerns specific to different domains, e.g., in schools
vs. at the work place. Third, due to lack of stakeholder presence during our study,
we elicited desirable privacy goals from the document sources that we analyzed. In
reality, the designation of the privacy goals to privacy concerns and the evaluation
of their appropriateness should be completed together with the stakeholders. We
plan to meet stakeholders and do domain based analysis in an upcoming project on
privacy and security in SNS. Fourth, we were especially attentive to design issues in
our analysis. This sensitivity towards design related concerns may have colored our
results. Such a bias may be balanced in the future through the elicitation of new
stakeholder viewpoints in collaboration with a person that focuses on non-technical
aspects of the stakeholder viewpoints. Fourth, we did not elicit a legal stakeholder
viewpoint. A legal stakeholder viewpoint is essential in the process of distinguishing
between mandatory and optional privacy goals. We plan to cooperate with legal
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experts in the near future to address the legal issues, e.g., the application of data
protection, contested ownership and misappropriation, that were raised during our
analysis.

One of the objectives of completing the privacy concern elicitation exercise is
to concretely apply the privacy requirements ontology to our case study and to
evaluate its effectiveness in doing multilateral privacy requirements analysis. Based
on our analysis, we can conclude that the concepts in the privacy requirements
ontology provide us with powerful means to organize stakeholder perspectives with
respect to privacy.

In particular, the questions we derived in Section 5.3 were pertinent for eliciting the
privacy concerns. These questions were also helpful in structuring the descriptions
of the privacy concerns. The only exception to this form of articulation are the
descriptions of concerns about experiences or expectations of harms: these privacy
concerns did not have the same syntactical structure. The common structure
of the descriptions of privacy concerns due to informational self-determination
and significance of surveillance information points to the possibility of applying
automated analysis for investigating interactions between the privacy concerns,
e.g., conflicts, similarities, differences. From our limited experience, the syntax of
each privacy concern can be broken down to the concern it raises: the inability to
deny, ascertain, determine, or negotiate; and to activities that raise the concerns:
collection, retention, distribution, use and deletion. Formalization of privacy
concerns based on their syntax can be used to automate the discovery of privacy
concern interaction candidates. Such an automated analysis of interactions is
especially useful as the requirements documents increase in size and complexity.
Requirements interaction analysis is a crucial step in requirements engineering to
achieve a consistent sets of requirements [Robinson et al., 2003], i.e., in our case
achieving consistent alternative sets of privacy concerns to be addressed by the
system-to-be.

We avoided using the ‘surveillance information’ concept until the very end of the
analysis. In SNS personal information is a contested category. We wanted to
test whether surveillance information, as a concept, was necessary and distinct
enough. We found that at the end of our analysis surveillance information is an
important concept and allows to underline the importance of information that is
usually not included under the category personal information because of different
stakeholder interests. Finally, we did not advance enough in our analysis to
evaluate the usefulness of the ‘evaluation’ and ‘comparison’ concepts from the
privacy requirements ontology. Such an evaluation is especially meaningful when
we elicit privacy concerns from the perspective of a legal stakeholder. The concepts
can then also be used to state those privacy concerns that have to be addressed and
goals that have to be implemented in the system by law. We have identified such
an interdisciplinary study of privacy concerns as an important venue for future
collaboration.
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We now move on to the next chapter where we study the practice goals to mitigate
the privacy concerns with respect to relational information and transitive access
control. We exhibited during out analysis of privacy concerns that the underlying
SNS design of relational information and transitive access control plays an important
role in most of the privacy concern viewpoints, and a central role with respect to
the visibility concerns viewpoint. For these reasons, we study relational information
and transitive control in detail in Chapter 8. Further, since privacy as practice
solutions and how they can be analyzed during requirements engineering remains
underrepresented in privacy research, we focus on the practice goals that are
designated to privacy concerns with respect to relational information and transitive
access control. Therefore, in particular, we want to investigate the requirements
towards increasing the control users have over relational information, and providing
transparency with respect to transitive access control.





Chapter 8

Analyzing privacy goals and
privacy constraints in SNS

Our main objective in this chapter is to identify privacy constraints to satisfice the
practice and control goals and hence address the visibility concerns we identified in
Chapter 7. The visibility concerns viewpoint is one of the eight privacy concern
viewpoints that we elicited in SNS. SNS may lead to the visibility of surveillance
information to unintended audiences, and this raises a number of privacy concerns.
This unforeseeable visibility may be due to SNS provider actions, e.g., sharing of
SNS surveillance information with third parties, but also due to the underlying
design and user practices. Here, we focus on relational information and transitive
access control that both raise and facilitate visibility concerns. Figure 8.1 shows
that relational information and transitive access control raise visibility concerns
(the intermediary nodes of the concern tree), and facilitate further privacy concerns
(the leaves of the concern tree). We discussed in the previous chapter that these
two design elements also facilitate privacy concerns from other privacy concern
viewpoints.

Relational information (RI) and transitive access control (TAC) are by now standard
elements of access control models in SNS. We studied the access control of three
SNS, MySpace, Flickr and most closely Facebook, to understand exactly how access
control based on relational information and transitive access control is implemented.
We use these models of RI and TAC based on our observations of SNS as the
starting point of our investigations in this chapter.

In short, relational information is data that, unlike profile information, is regarded
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as “belonging” or “related” to more than one user1; for example, the information
representing the “friends relationship” between A and B may be said to belong
to both A and B. With relational information, both A and B have some control
rights on that information. Which rights related profiles have changes depending
on the relational information: in the case of a friends relationship usually both
profiles have the same control rights, whereas when a picture on the wall of a profile
is commented, the related profiles will be distributed different control permissions.
This distribution of control permissions can depend on hierarchical understanding
of relatedness: the ‘owner’ of the profile usually receives more control permissions
than those who post information on that profile.

Transitive access control (TAC) allows a user A to delegate to other profiles the right
to expand and contract the list of authorized profiles through the establishment
and revocation of friends relationships. If the SNS is represented using a graph,
transitive access control is based on the topology of the graph: profiles delegate
to their neighbors at path length s the permissions to co-determine who in their
vicinity can access their resources. For example, by making her resources visible
to friends-of-friends, user A allows all users with a path length of 2 to access her
resources. The profiles at path length 2 are determined by the relationships of the
friends of profile A. In order words, the list of authorized profiles for A’s resources
is co-determined by friends of A. There again can be a hierarchy in the permissions,
a friend B can grant and revoke permissions to their friends that are not already
assigned permissions by A, and A may at all times revoke B’s access or right to
delegate control to his profile. In most SNS, the kind of co-determination of access
possible, i.e., transitive access control model, is defined by the SNS provider.

In the following sections we provide a multilateral privacy requirements analysis of
the access control models based on RI and TAC in SNS using the privacy ontology
concepts. It is not the aim of our analysis to propose a new access control model,
but, rather, it is our aim to elicit the requirements towards the model. In particular,
we develop a method to analyze the visibility conflicts between users that result
from the access control model deployed in SNS. We then identify privacy constraints
that will justifiably approximate the goal of providing users with greater control
over RI (control goal), and the goal of providing users with feedback and awareness
with respect to TAC (practice goal). By instantiating the concepts from the privacy
requirements ontology in our analysis, we also study their effectiveness with respect
to analyzing privacy requirements in SNS.

Moreover, at the end of our analysis we do not make normative judgements about
1While we called the privacy concern “contested ownership”, we would like to point out that

this term was chosen to reflect the wording used in the materials, and that we do not claim to
make any statements about the associated legal concepts. To motivate our choice of terminology
and put it into context, we will discuss the more general question of how a resource pertains to a
person (such that the person has “something to say” about its use). In this chapter, we cannot
solve the legal issues, and we therefore avoid the term “ownership” and its derivatives wherever
possible, preferring the (intentionally) underspecified “belonging to” or “related to”.
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which constraints are better for addressing the privacy concerns. Instead, we argue
that such an evaluation of the constraints must be done multilaterally based on
the preferences of the stakeholders, the sensitivity of the surveillance information,
and the risks of the application domain.

This chapter is organized as follows: in Section 8.1 we describe why RI and TAC
raise privacy concerns and are nevertheless interesting design elements. Next, we
define RI and TAC first intuitively then formally, define different types of conflicts
and provide an sketch of the algorithms to detect these conflicts. Finally we provide
an overview of four different RI and TAC design cases, use these to justifiably
approximate quality constraints to the privacy goals and conclude.

Figure 8.1: The concern tree for the visibility concerns viewpoint with respect to relational
information and transitive access control. The concern tree shows that RI and TAC raise
privacy concerns and facilitate further privacy concerns in the visibility concern viewpoint.

VISIBILITY 
CONCERN 
VIEWPOINT

CC3: Relational 
Information

PC15: Deletion

PC17: Relational 
Information

PC12: Anonym. and 
Sharing

PC13: User 
Notification

PC16: Retention 
Law Enforcement

PC19: Deletion Rel. 
Info.

UC2: Access    
(organizations)

UC6: Info Collect. 
SNS

UC8: Info Collect. 
Third party

UC1: Access    
(other people)

CC4: Transitive 
Access Control

CC1: Poor Usability DC1: Digital Dossier 
Aggregation

DC2: Secondary 
Data Collection

PC18: Transitive 
Access Control

8.1 The Problem

RI and TAC raise privacy concerns but also provide benefits to the different
stakeholders. First, TAC makes it easier for users, from now on profiles2 to manage

2We prefer to refer to a “profile” in an SNS rather than to a “user”. This is for a number of
reasons: firstly, a user may have multiple profiles; secondly, the profile of a user is not the user
herself, but a set of information objects she collects, creates and distributes; and last, profiles may
have no user behind them i.e. attacks on social networks may consist of injecting spam profiles
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the sharing of their resources by allowing friends of a certain path length to grant
further profiles in the network access to those resources. The TAC model also
overlaps with the SNS providers interest in achieving maximum sharing. The SNS
hence use the social interest in sharing resources to their advantage which raises a
number of privacy concerns. For example, a recent user study of Facebook users
shows that 87% of the users have default privacy settings [Strater and Richter,
2007] which reinforces privacy salience practices by the providers of SNS who
provide permissive default settings [Bonneau and Preibusch, 2009].

Second, many of the resources, which we will call information objects, in SNS, even
at the time of creation, are related to many profiles. The combination of TAC and
RI addresses this problem by giving all profiles related to an information object
access permissions and some control permissions. It enables information objects to
be collectively managed by multiple profiles who are granted a limited set of control
permissions throughout the information objects’ lifetime. Third, TAC provides a
collaborative solution to deal with the expansion and contraction of the network
and maybe even a solution to deal with issues of privacy collectively.

However, even though RI and TAC are cornerstones of the attractiveness of social
networks for users, they also facilitate the different privacy concerns identified in
the privacy concern viewpoints in Chapter 7. Ownership of RI may be contested
in various ways: what can be decided by A, what by B, and what happens when
both A and B grant and revoke different access rights with respect to a relational
information object? Further, TAC may lead to a wide and unforeseeable visibility of
profile information. If two or more related profiles are using TAC to determine the
visibility of a relational information, then the problem of unforeseeable visibility may
be amplified. The inability to ascertain or determine the visibility of information
also adds to the privacy concerns in the ‘separation of identities viewpoint’ and in
the ‘identity theft, impersonation, individual attacks viewpoint’.

Further, RI is opportune for misappropriation. The business model of SNS rests
on the “network value of customers” and hence they have an interest in receiving
consent to share information as widely as possible. Misappropriation may for
example occur if, in order to reveal relational information to third parties, it is
sufficient for one of the related profiles to agree to the third party’s terms. Finally,
misappropriation concerns may be raised because deletion of RI is complicated as
long as one or more of the related profiles want to keep their relational information
and hence the integrity of their profiles.

Analyzing privacy concerns in SNS only with respect to “personal information”
controlled by individual profiles falls short of analyzing many of the problems
arising from RI and TAC. RI also pose a problem with respect to the interpretation
of existing data protection legislation which is focused on personal information and
into the network that may have serious implications for the functionality as well as the security
of a social network.
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does not explicitly consider concerns raised due to collaborative control of relational
information. Further, conceptions of subject access rights are not explicit about the
transparency of relational information, and hence how to conceive subject access
rights to information related to many.

As a step forward, in the next section we construct a formal model RI and TAC.
In computer science, social networks are often modeled as graphs. In these graphs,
relational information is not modeled explicitly. To enable our analysis, we propose
a labeled graph that makes relational information explicit. We use tokens to
model transitive access control on this SNS graph. Based on this representation
we develop a method with which we can identify types of conflicts between users
that lead to privacy concerns.

8.2 Relational Information (RI) and Transitive Access
Control (TAC) in SNS

Access control in information systems defines which principals (persons, processes,
machines, ...) have access to which resources in the system – which files they can
read, which programs they can execute, how they share data with other principals,
and so on [Anderson, 2001]. Often a distinction is made between mandatory and
discretionary access control. Mandatory access control occurs when there is a
central instance defining access rules, where resources have trust levels that they
require and principals have trust levels that they can prove – also called label-based
access control. Mandatory access control is limited in responding to the needs of
systems like SNS with dynamic principals and resources.

Although with some constraints, SNS make use of discretionary access control
models. Discretionary access control is a mode in which the creators or “owners” of
files assign access rights, and a subject with a discretionary access to information
can pass that information on to another subject [Ferraiolo et al., 2003].3 In
[Jordan, 1987] the authors make a distinction between access permission and
control permission. Access permission is the permission of a principal to access a
resource in some manner. Control permission allows principals to grant or revoke
access permissions. Sometimes, this includes the ability to pass a subset of the
available control permission to other profiles [Jordan, 1987].

Transitive access control is the type of discretionary access control that is used in
SNS when profiles grant and revoke both access permissions and a subset of their

3TCSEC (1985) defines discretionary access control without mention of “ownership”, but
rather as “a means of restricting access to objects based on the identity of subjects or groups, or
both, to which they belong. The controls are discretionary in the sense that a subject with an
access permission to a resource is capable of passing that permission (perhaps indirectly) on to
any other subject [...]”.
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control permissions to others. Transitive access control is used when profiles allow
friends-of-friends, or friends at longer path lengths to access their resources.

We call each information resource of a profile in SNS an information object in that
profile. If an information object starts to be controlled by more than one profile
during its lifetime, it becomes a relational information object. Some information
objects have multiple controllers during initialization, i.e., they are relational
information objects at creation.

Bidirectional relationships and commented photographs are two illustrations of
relational information objects in SNS. In an SNS, profiles establish relationships
with each other. In some SNS, these relationships are bidirectional: both profiles
agree and then the friendship relationship is established. In SNS with bidirectional
relationships between profiles, each friendship relationship between two profiles,
by virtue of both profiles having control permissions on the relationship, is a
relational information object from its conception. A photograph of a profile A,
once commented by another profile B, becomes relational information, since by
commenting, B henceforth receives permission to grant her friends of a desired
path length access to both her comment and the photograph.4

In our definition of relational information, we focus on explicit relatedness. We
disregard the less clear-cut cases where the establishment of relatedness is technically
difficult although legally relevant, such as the data subjects of a photograph
published in an SNS.

8.2.1 Inconsistency and Reciprocity Conflicts with TAC and RI

Our objective is to investigate how profiles can be given more control and
transparency with respect to the effects of RI and TAC. For simplicity, we study
only relational information objects for which all the related profiles have the same
control permissions, i.e., we study the friendship relationship itself. We plan to
study the negotiation and distribution of a hierarchy of control permissions to
profiles related to a relational information object in the future.

We focus on conflicts that may arise if profiles with the same control permissions
have different privacy settings with respect to a relational information object, i.e.,

4When we first modeled RI in Facebook, by commenting a picture, a profile could simply
disseminate the commented picture indefinitely. Recently Facebook has changed their privacy
settings and has limited the control rights that a commenting profile is granted. As a result, now
there is a hierarchy between the owner’s privacy settings and the privacy settings of those profiles
who post information objects on the owner’s profiles, e.g., comments, photos, links. There are
many varieties of how a hierarchy of permissions to control relational information are distributed
on Facebook. The conflict detection model that we develop can be adapted to also address
conflicts arising from the hierarchy of control permissions with respect to relational information
objects.
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two or more profiles want to make the relational information object visible to
different sets of friends using TAC. If such profiles are related to an information
object, we say these profiles have conflicting privacy settings. However, we assume
that RI and TAC are sometimes desirable design elements. Therefore, the objective
is not to do away with RI and TAC if conflicts exist, but to introduce different
degrees of control and feedback to alleviate these conflicts and allow users to practice
privacy. Hence, we define different types of conflicts that can occur between profiles
related to an RI and then discuss ways to negotiate these conflicts using feedback
mechanisms.

In particular, we define conflicts due to inconsistencies among the profiles’ TAC
settings with respect the RI and conflicts due to lack of reciprocity:

• Conflicts due to inconsistency of related profiles’ TAC settings:
Inconsistency conflicts occur among profiles related to a relational information
object R if there is a discrepancy between the privacy settings of a profile
related to an information object R, and the visibility of R. Unless all
profiles related to an RI have the same friends and the same TAC settings,
inconsistency conflicts will occur among the related profiles with respect to
the access permissions of the RI. As an example, consider that profile A’s
friends are {C,D,E}, and B’s friends are {C,F,G}. If both A and B have
set their access permissions to “friends” and then enter a relationship, the new
relationship between A and B becomes visible to the union {C,D,E, F,G}, a
set greater than their respective set of friends. This leads to an inconsistency
between the permissions granted by each profile and the actual visibility of
their relationship information.

• Conflicts due to lack of reciprocity among profiles’ access to
information objects: Differing privacy settings with varying sets of friends
may be desirable in SNS. Hence, inconsistency among profiles’ TAC settings
may be acceptable to a certain level. In order to determine the acceptable
transitive access control practices, feedback and transparency is necessary
with respect to the effects of TAC. To increase transparency, the profiles
related to a relational information object r may be provided with feedback
about the collective effect of their privacy settings, e.g., profiles related to
r should be informed about those profiles r is visible to. However, such
feedback can only be implemented if those profiles that r is now visible to
agree to being reported in the feedback mechanism. We see such an mutual
agreement to flow of information to provide feedback and hence transparency
as a form of reciprocity.
The idea of reciprocity is derived from the theory of social translucence. Social
translucence is an approach to designing digital systems that emphasizes
making social information visible to the participants of a system. It is
mapped to digital systems through the use of “social proxies”, minimalist
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graphical representations of the online presence and activities of people.
Specifically, these systems work with the concepts of visibility, awareness and
accountability [Erickson and Kellogg, 2000]. The assumption is that if socially
significant information about a person’s actions are visible to others using
the system, then this raises awareness of that profile’s actions and enables
social accountability. For social networks, social translucence can be applied
through different degrees of reciprocity in information flow between profiles.
For the time being, we distinguish between strong and weak reciprocity to
increase social translucence in social networks.

– Strong reciprocity: is guaranteed in SNS when a profile A can access
profile B’s information, and that accessibility also holds in the opposite
direction. For example in Facebook this usually holds when a relationship
is established between two profiles: both profiles can access each other’s
related information objects, e.g., profile information, list of friends
relationships. SNS allow profiles to define strong reciprocity to only a
subset of their profile information. For example, when a relationship
is established strong reciprocity with respect to friends lists may hold,
but this may not be the case for pictures. Further, in most SNS strong
reciprocity is not guaranteed with friends of a greater path length. If
the users expect strong reciprocity for their profile information and this
is not guaranteed through the access control model then we say that
there is a strong reciprocity conflict.

– Weak reciprocity: consists of A knowing when a profile B is a
controller of some of her relational information, i.e., a co-controller,
or when B can access her profile information. Weak reciprocity with
respect to co-controllers is available on Facebook but this is not always
transparent, i.e. the ability of other profiles to set access permission
to relational information is not always presented as such to the related
profiles. In comparison, weak reciprocity with respect to who can
access a profile’s information is not guaranteed in Facebook, but is
a functionality available on Flickr. On Flickr relationships are not
bidirectional and profiles can indicate when they are ‘following’ a profile.
A feedback system that informs profile A of the set S of profiles who
have access to her relational information r can be implemented only if
“weak” reciprocity is available. Not all members of the feedback set S
may agree with being listed in a feedback mechanism. We then say that
there is a weak reciprocity conflict. Hence, depending on the degree
of reciprocity desired by the profiles, different types of conflicts may
occur.5

5It is always possible to expect reciprocity of higher orders recursively: if B knows that A
can access her profile, then A should know that B knows that A can access her profile. This is a
typical problem of auditing the audits or awareness of awareness. For now we are only concerned
with “first order” reciprocity.
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Depending on the privacy settings of different profiles and the way TAC is
implemented, inconsistency and reciprocity conflicts may occur. Inconsistency
conflicts and their unwanted consequences are pervasive in today’s SNS. For
example, in a German social network with 120,000 users, more than two thirds
of the users’ hidden relationships were disclosed to the public due to unilateral
friendship disclosure by their immediate friends [Preibusch and Beresford, 2009].

The design of RI and TAC can be analyzed during requirements engineering,
such that the acceptability of different inconsistency and reciprocity conflicts can
be discussed with the different system stakeholders. The users’ articulations of
acceptable inconsistency and reciprocity conflicts can be seen as privacy constraints
towards RI and TAC. If these privacy constraints justifiably approximate the
control goals with respect to RI and the transparency goals with respect TAC,
then we can say that some of the privacy concerns that we elicited in Chapter 7
are addressed and mitigated with these privacy constraints.

Further, data mining tools can be used to filter and summarize the feedback to
avoid information overload due to the application of social translucence. Data
mining tools can hence improve users’ awareness of information distribution in
order to support their privacy practices and negotiations. Data mining tools can
only be implemented when weak reciprocity conflicts do not occur. After all, if
profiles do not want to be mentioned in feedback systems (do not agree to weak
reciprocity), then tools that mention their profile and access information to others
would lead to a violation of their privacy needs.

In the following, we introduce the notation we use to describe RI and TAC. We
then develop a method with which inconsistencies and reciprocity conflicts based
on the RI and TAC design can be discovered. The output of this method can
be used during requirements engineering to elicit privacy constraints towards the
design of RI and TAC. Later, in Section 8.2.4, we apply our conflict detection
method to four different designs. There we also analyze the four alternative access
control models with respect to its effects on the visibility of friendship relationships
between profiles and on sharing information.

8.2.2 Formal Definition of an SNS Graph with RI and TAC

In this section, we formalize SNS, access and control permissions, as well as
inconsistencies and reciprocity conflicts. SNS are typically modeled as a graph.
Commonly, when graphs are used to model SNS, each node stands for a user’s
profile and all the information objects contained therein, while the set of edges
stands for the relationships between the profiles. In such models, it is assumed that
every information object is related to and controlled by a single profile, hence each
profile p implicitly represents the information related to p. The problem of who
controls a relationship is often solved by modeling relationships as unidirectional:
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Figure 8.2: Graphs for modeling SNS. The graph on the left models all information as
belonging to a single profile. The graph on the right explicitly shows all the information
objects related to a profile. The boxes with the label rx,y are nodes that model friendship
relationships explicitly. The dotted lines between information objects o1,2 and o2,1 indicate
that the two information objects are related e.g., a photo and a comment.
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the source of each edge is the controller of the relationship information (see the
graph on the left in Figure 8.2).

Since the focus of our study are relational information objects and the conflicts that
arise as a result of the permissions attributed to them, we model information objects
and use edges to indicate the profiles they are related to. Each information object,
be it the relationship between two profiles, a photo or a comment, is represented
explicitly by a node in the graph (See the graph on the right in Figure 8.2). Each
edge models the relatedness of that information object to other profiles or other
information objects. We assume that all edges are bidirectional. A profile node in
our graph does not represent all the information that a user has put online, but
rather is a root node that functions as a principal of all the related information
objects. Next, we provide a formal definition of the graph we are using.

The notation: We first introduce the notation for the graph to represent the SNS
profiles and their information objects. We assume that the social network only
contains relationships that are confirmed by both related parties i.e., there are no
unidirectional relationships. The information objects (vertices) in the graph can
have one of the following labels:

• P = p1, p2, ..., pn is the set of profiles in the SNS.
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• R stands for the set of relationships, rij denotes a symmetric relationship
between two profiles pi, pj ∈ P .

• M stands for any other informational object, which can be multimedia or
comments or links.

• O is the set of informational objects o where O = R ∪M ∪ P .

Next, we introduce the permissions. In order to enable transitive access control,
profiles should be able to delegate control permissions. Hence, we define two types
of permissions:

• access permissions: If a profile grants access permission to another profile for
an information object, then that profile may read that information object.
For the sake of simplicity, we define access permissions only as the right to
read an information object, and not the right to edit, execute or delete an
information object.

• control permissions: A principal with control permissions with respect to an
information object o has access to o6, and can grant and revoke additional
access permissions by establishing or deleting relationships. In some cases,
control permission also includes the permission for a principal to delegate
the right to grant access permission to o to other profiles.

We assume that all profiles may create new information objects. The creators of an
information object have control permissions for that object. The creator may permit
other profiles to relate textual or media comments to existing information objects.
Such information objects are then composed and become relational information
objects. The related profiles then receive further control permissions depending on
the underlying design.

Deletion and disconnection from information objects is an important functionality
and a complicated matter in social networks. With relational information, deletion
becomes a locus for conflicts and raises a number of privacy concerns. For now,
we do not consider commenting or deletion in our models. Hence, in our simple
model we assume that once control permissions are distributed, these can no longer
be changed. Further, since we do not consider deletion, access permissions can
be granted to further profiles, but revocation is not possible. We introduce the
following notation in order to express the TAC model in SNS:

6Note that when designing systems, ‘separation of duties’ may be a security concern. In
such cases, it is possible to have control permissions for an information object and yet no access
permissions. If separation of duties is a desirable requirements for the security of the social
network, the definition of control permissions will have to be changed.
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• C(o) and A(o) both subsets of P respectively denote the set of profiles that
have control and access permissions on an information object o ∈ O.

• F (p) returns the set of profiles that established a relationship with p. For a
subset of the profiles Q ⊆ P , F (Q) returns the union of F (p) for each p ∈ Q.
p is not included in F (p) so that we can distinguish between the different
sets “friends” and “friends-of-friends”. The union of those two sets is denoted
with FoF (p).

• If p ∈ C(o) for some information object o, then it can assign further access
or control permissions to that information object. The union of all the access
permissions assigned to an object by profiles in C(o) define who can access o.
S(p, o) returns the permissions a profile assigns to an information object o.
The permissions return the tuple (controlPermission, accessPermission),
both consisting of sets of profiles. Each permission set may vary between C(o)
and P . An information object o is private if S(p, o).controlPermission =
S(p, o).accessPermission = p. We also add a convention in order to keep
profiles with no access permissions from being able to grant or revoke control
permissions:

S(p, o).controlPermission ⊆ S(p, o).accessPermission ⊆ P

• T (p) refers to all the permissions set by a profile p, i.e., T (p) = {S(p, o) : p ∈
C(o)}.

• s, t ∈ N are variables that state the length of a path in a graph.

In our simple SNS model, we concentrate on one type of relational information,
namely, relationships themselves. Relationships are information objects that become
relational as soon as they are established i.e., C(rij) = {pi, pj}. The set C(o) of
a relationship is static and never gets extended. Both profiles in C(ri,j) have the
right to grant access rights to further profiles for relational information ri,j . We
plan to study further types of relational information and address conflicts with
respect to the assignment of hierarchical control permissions in future work.

The graph: We can now construct our SNS graph G = (V,E) in which
relationships and profiles are modeled explicitly using labels:

• V : the vertices in G can be labeled in two different ways:

– there is a labeling function lVp which maps some of the vertices to labels
in P .

– there is a labeling function lVr which maps some of the vertices to labels
in R.
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• E: edges connect vertices labeled with an element of P and vertices labeled
with an element of R. When two profiles pi and pj establish a relationship,
a vertex rij and edges (pi, rij) and (pj , rij) are inserted to the graph. The
edges are undirected. If two profiles establish a relationship, then a path of
length two exists between them.

Figure 8.3: SNS graph H. Each user is represented by a profile and her relationships.
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Example: Figure 8.3 is a depiction of a graph H which only includes profiles and
relationships as information objects. The profiles in H are P = {p1, p2, p3, p4}, and
the relationships are R = {r12, r13, r23, r14}. The C(rij) for each of the relationships
are the relationship partners. So far, we have not represented permissions for
information objects in H.

The conflicts: We distinguish between two types of conflicts:

• Inconsistency Conflicts:

– Control Permission Inconsistency: There is a control permission
inconsistency if:

∃pi, pj ∈ P : S(pi, o).controlPermission 6= S(pj , o).controlPermission

where pi, pj ∈ C(o)

Thus, a network is free of control-permission inconsistency if for all o:⋃
∀pi∈P

S(pi, o).controlPermission =
⋂
∀pi∈P

S(pi, o).controlPermission
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– Access Permission Inconsistency: There is an access permission
inconsistency if:

∃pi, pj ∈ P : S(pi, o).accessPermission 6= S(pj , o).accessPermission

where pi, pj ∈ C(o)

The definition of when a graph is free from access-control-permission
inconsistencies is analogous to that for graphs that are free of control
permissions inconsistencies.

If permission inconsistencies exist and are acceptable, and awareness mechanisms
are desirable, then it is also necessary to determine existing reciprocity conflicts.

• Reciprocity Conflicts: In the case of relationships and profiles, the two
information objects that we model, we distinguish between two kinds of
reciprocity conflicts:

– strong reciprocity conflicts: Let us define a function that has a
parameter Scope that determines the profile information objects that
have to be reciprocated in the SNS. Reciprocate(p, Scope) returns all
information objects o ∈ O related to profile p in the set Scope. Scope in
our model can specify the profile itself and the friendship relationships
of a profile. For example, Reciprocate(p,R) returns the set of all r ∈ R
such that p ∈ C(r).
Strong reciprocity conflicts between two profiles p1 and p2 exists, if
access to profile information objects defined by Reciprocate(p, Scope)
has no mutuality. Concretely, if for the given Reciprocate(p, Scope) it
is the case that ∃oi ∈ Reciprocate(p2, Scope), p1 ∈ A(oi), and 6 ∃oj ∈
Reciprocate(p1, Scope) such that p2 ∈ A(oj) then there is a strong
reciprocity conflict. An SNS guarantees strong reciprocity, if there are
no strong reciprocity conflicts between any two profiles in the network
for the information objects defined by Scope.

– weak reciprocity conflicts: We define a function Feedback(p) that
returns the tuple (profileControl, profileAccess) which are respectively
the profiles that co-control the relational information of a profile
p, i.e., profileControl = {C(o)|∀o, p ∈ C(o)}, and the profiles that
can access information objects of a profile p, i.e., profileAccess =
{A(o)|∀o, p ∈ C(o)}. A weak reciprocity conflict occurs between
two profiles p1 and p2, if p2 ∈ Feedback(p1).profileControl or p2 ∈
Feedback(p1).profileAccess, but p2 does not want p1 to know that this
is the case. An SNS guarantees weak reciprocity if no weak reciprocity
conflicts occurs between any two profiles.
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It is also possible that for some profile information that reciprocity is not
expected, e.g., for information that is made public.

Ultimately, we want to check how the permissions on information objects, some
of which are relational information, behave on a social network represented by a
graph G given the access control model of SNS. We want to verify if and when
inconsistencies appear that are not evident from the individual definitions of access
permissions. If inconsistencies exist and are acceptable, then we want to know if
reciprocity conflicts exists and whether it is possible to implement feedback and
awareness mechanisms in SNS despite these conflicts.

In order to analyze the different conflicts, we need to define some helping sets.
Each profile can access other profiles and friendship relationships. Access to the
latter also means that each profile may know something about other profiles by
virtue of being able to access a subset of their relational information. For example,
in our model, when profile p1 accesses the relationships of p2, it may know the
existence of a profile p3 and its relationship to p2, although p1 may not access p3’s
profile. Therefore, for the analysis of conflicts we need to analyze and compare the
information objects that each profile can access and knows about and the set of
profiles that can access the information objects of and know about a given profile.

Specifically, for each source profile pi, we need the set of profiles and the set of
friends relationships that pi can access. We also need the set of profiles that pi
knows about, by virtue of accessing their relationships. We call these the outbound
sets of a profile. The outbound sets are determined by the permissions that profiles
in the graph G give to their information objects. The inbound sets of a profile
are those profiles that can access pi’s profile and relationships, which includes
those profiles that know pi but cannot access its profile. These sets depend on the
permissions set by pi and by the profiles that co-control her relational information
in graph G. By comparing the outbound and inbound sets, we can determine if
conflicts occur between profiles in an SNS.

The relevant outbound sets and the inbound sets for each pi are as follows:

• outbound sets:

– AccessibleProfilespi : profiles that pi can access
– AccessibleRelationspi : relationships pi can access
– KnowsProfilespi : profiles pi can access a subset of the relationships of,

but whose profiles are not accessible to pi

• inbound sets:

– ProfilesAccessibleTopi : those profiles that can access pi’s profile
– RelationsAccessibleTopi : those profiles that can access pi relationships
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– ProfileKnownTopi : profiles that can access a subset of pi’s relationships
but not pi’s profile

8.2.3 Permission Tokens and the SNS Graph

In our simple SNS model control permissions are not delegated further. Hence, we
fix control permissions to always be limited to the creators of information objects,
where o ∈ P ∪R. Therefore, control permissions are static, i.e., p for C(p), and pi
and pj for C(ri,j). We do not discuss control permissions any further.

In order to check the permission inconsistencies, as well as reciprocity conflicts, we
first introduce tokens to our graph to represent the permissions. We then describe
the propagation of the tokens in the graph, and then how profiles can traverse the
graph based on these propagated tokens to access information objects. If a profile
can traverse to an information object, that means that the profile has access to
that information object. We add the tokens to the nodes that represent the friends
relationships. We rename such relationship nodes rij as relationship boxes. As
the permission tokens are propagated throughout the graph, they are ‘inserted’ to
appropriate relationship boxes rij .

Token distribution: Each access permission token is a tuple (p, s), where p ∈ P
and s is a path length. We assume that each profile initially sets a permission
preference for all its information objects and that this permission remains fixed.
Thus, each profile indicates the maximum path length s from which her information
may be accessible, i.e., her information may be accessible to friends (s = 2),
friends-of-friends (s = 4)7. The size of the set of profiles that can access p’s profile
information objects increases as the profiles in the SNS establish relationships
that reduce the path length between them and p to ≤ s. In our model we do
not consider information objects that a profile p does not reveal to other profiles
or information objects that a profile p makes available to profiles of path length
greater than 4 or makes available to the public and see the integration of these
permissions in our model as future work.

The distribution of a profile p’s permission tokens (p, s) needs to be updated every
time a relationship is established within a radius of path length s. After such a new
relationship is established a number of propagation steps are taken. The propagation
steps guarantee that permission tokens are distributed in a manner appropriate
to the changes in the topology of the graph as a result of the new relationship.
We assume in our simple model that relationships are established sequentially and

7The permission path lengths are indicated in multiple of 2 as in our graph relationship boxes
are modeled as nodes and hence between any two profiles the path length is a minimum of 2
edges.
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Table 8.1: The Permission Token Propagation Algorithm.
Permission Token Propagation Algorithm
Input: graph G

existing permission tokens in G
new relationship box ri,j with tokens (pi, s) and (pj , t)
edges (pi, ri,j), (pj , ri,j)

Output: updated graph

Step 0: add new edges, relationship box with the tokens to G
Step 1: pi and pj propagate tokens from existing relationship boxes with

s > 0 to the newly established relationship box rij .
Step 2: pi and pj propagate tokens in the newly established relationship box

rij with s > 0 to all their existing relationship boxes.
Step 3: depending on the maximum path length s > 0 of all the tokens

propagated in Steps 1 and 2, profiles at a maximum path length
s− 2 from pi and pj propagate the new tokens to further relationship
boxes.

hence do not address any complications that could arise if the relationships were
established, and hence the propagation were executed, concurrently.

In particular, when a new relationship is established between profiles pi and pj , two
edges and a node ri,j are inserted into the graph between the two profiles. Both
profiles put their own permission tokens (pi, s) and (pj , t) into the new relationship
box ri,j to indicate their permissions.

Next, as a result of the newly inserted edges and relationship box, changes occur
to the path lengths between pi and pj ’s friends and vice versa. Hence, tokens from
existing relationships boxes of pi and pj have to be propagated to ri,j , and the new
tokens in ri,j have to be propagated to the existing relationship boxes. At each
propagation the path length of the token is reduced by two to indicate how much
further the token should be propagated. Hence, the propagation of a token in both
directions depends on whether the distance of the relationship box is within the
path length defined in the permission token, i.e., if the path length value of the
permission token is greater than 0.

We formalize the propagation of the tokens in a propagation algorithm. The
propagation algorithm is called when a new relationship is established. The
input of the propagation algorithm is the new relationship box ri,j , the two edges
(pi, ri,j), (pj , ri,j), and the new tokens (pi, s) and (pj , t) as well as the graph G.
The algorithm outputs the updated graph. The three steps of the propagation
algorithm for an SNS where permissions can be defined for profiles at a maximum
of path length of 4 is presented in Table 8.1.
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The permission tokens only contain information with respect to propagation path
length. For different TAC models, further constraints with respect to distribution
can be defined. For example, if “common friends only” is the preference in the
network, then Step 3 of the propagation algorithm can be changed to “propagate
tokens only to the relationship boxes of common friends”, etc.

Further, paths to friends beyond friends-of-friends, i.e., path length t greater than
4, would lead to duplication of tokens that are propagated through cycles of the
graph with length less than t− 2. Propagation of permission tokens in cycles would
lead to duplicate tokens in relationship boxes, i.e., permission tokens that have
the same p but different path lengths in a single relationship box would count as
duplicates. Further steps will have to be taken to decide how the duplicates will be
treated in cycles. Since these cycles do not occur in any of the four cases we study,
we erase all duplicate tokens (tokens referring to the same profile), keeping only
those with maximum path length. We conclude by noting that the propagation
algorithm will have to be redesigned if path lengths greater than 4 can be included
in the permission tokens.

Graph traversal based on tokens The information objects that a profile can
traverse to are accessible to that profile. The permission tokens determine whether
a profile can traverse further on a path. Specifically, the p in a permission token
(p, s) is sometimes used by other profiles to traverse to p, i.e., to access p’s profile.
In other cases, if p has traversed to a profile, the existence of a token (p, t) in a
relationship box allows p to traverse to that relationship box. The traversal rules
based on the permission tokens are as follows:

1. traversal to a relationship box: a profile pi can traverse to a relationship box,
if pi can traverse to a profile neighboring the relationship box, and if the
relationship box contains a token (pi, s) where s ≥ 0.

2. traversal to a profile: a profile pi can traverse to another profile pk, k 6= i if:

• there is a token (pk, t) where t > 0 in every relationship box which pi
has access to on a path between pi and pk, and

• in each token (pk, t) that pi collects on its path, t is increasing.

Example Figure 8.4 shows a graph that resulted from three profiles interacting
with each other. First, p1 and p2 establish their relationship. Both profiles wish
to give their friends access permissions to their information objects – these being
p1, p2, r12, r23. Next, p2 and p3 establish their relationship. Profile p3 wishes
to give her friends and friends-of-friends access permissions, written FoF (p3) =
F (p3) ∪ F (F (p3)). The permissions tokens of all the profiles after the execution of
the propagation algorithm are shown in Figure 8.4. As a result,
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• p1 and p2 can traverse to each other’s profiles and access all relationship
boxes

• p2 and p3 can traverse to each other’s profiles and access all relationship
boxes

• p1 can traverse to p3’s profile, while the opposite is not the case. This is a
result of the graph traversal rules defined above: there are tokens (p3, s) with
increasing path lengths in the relationship boxes on the path to p3, and both
relationships boxes of p2 are accessible to p1. In the other direction, there
is no token (p1, s) where s > 0 in r23. Hence, p3 can see the relationship
box r12 because p2 has allowed p3 to do so according to the traversal rule to
relationship boxes.

Figure 8.4: Example: tokens define traversals to profiles and relationships boxes.

p2p1
r1,2

(p1, 2)
(p2, 2)

p3r2,3

(p3, 4)
(p2, 2)

(p3, 2) (p1, 0)

first relationship second relationship

after propagation

Information object discovery algorithm: In order to perform conflict analysis, we
assume the existence of a Information-Objects Discovery Algorithm. This algorithm
traverses the graph once the permissions are distributed with an exhaustive traversal
procedure such as breadth-first. For each profile node encountered during this
traversal, a tuple (profile, inboundsets, outboundsets) is added to an initially empty
set Traversable Information Objects. The set Traversable Information Objects is
the output of the algorithm. The inbound and outbound sets are then used to
identify inconsistencies and reciprocity conflicts among the profiles.

In the next section, we introduce the four cases that we studied, we analyze each
case for the existence of conflicts based on the inbound and outbound sets.

8.2.4 Four RI and TAC Models

We now summarize conflict detection for four different cases with RI and different
interpretations of the TAC model. The four cases involve making profiles and
relationships accessible to others, i.e. beyond the profiles in C(o), o ∈ P ∪R. This
type of access is necessary for a functioning social network – on the one hand,
profiles should be accessible enough to make interesting discoveries, on the other
hand, the profiles’ privacy preferences should be observed and undesired access
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should be minimized. We have selected four cases that are (a) as simple as possible
and show the basic features of this problem, that (b) build on one another, that
(c) reflect existing default and other possible settings in existing SNS [Bonneau
and Preibusch, 2009].

In particular, in most existing SNS, establishing a relationship between two profiles
pi and pj means that by default, it becomes visible to all friends, i.e. F (pi)∪F (pj)
(Case 1). An alternative, which is currently not available on SNS, is to make
the relationships only visible to common friends, denoted F (pi) ∩ F (pj) (Case 2).
In some existing SNS, profiles can be made accessible to friends and friends-of-
friends, shortly stated as FoF (p). This means relationships are accessible to
FoF (pi) ∪ FoF (pj) (Case 3). Case 4 investigates what happens when preferences
differ, with some users preferring a Case 1 setting and others a Case 3 setting.
More complex and differentiated settings can be constructed on this basis, also
including information objects shareable by many; they are the subject of future
work.

Here, we will describe in detail our model for Case 1, shortly summarize the other
three cases, and move on to an evaluation of all four models with respect to conflicts
and the privacy concerns raised by the different stakeholders.

Case 1: Information objects accessible only to friends (F (pi) ∪ F (pj))

Constructing the model: This is the most open model possible that is limited
to friends of first degree. If a relationship is established, then both relationship
partners can see each others’ profiles and list of all friends. F (pi) can see pi’s
relationship with pj but cannot access pj ’s profile, unless they are also in the set
F (pj). The opposite is also the case. We call this the SimpleFriendsOnlySNS.

Applying the algorithms The algorithm consists of a straightforward application
of the Propagation Algorithm sketched above. Since tokens are propagated at most
once (maximum s value is 2, and hence any token with s = 2 can only be propagated
once) by the newly related profiles, no cycles occur that affect the propagation of
tokens. Hence, it is enough if two profiles that establish a relationship complete
the first two propagation steps described above.

In order to complete the conflict analysis, we run the Information-Objects Discovery
Algorithm. For the model SimpleFriendsOnlySNS, the relevant outbound sets and
the inbound sets for each pi returned by the algorithm is as follows:

• AccessibleProfilespi : only pi’s friends are accessible to pi.

• AccessibleRelationspi : various subsets of the relationship boxes of F (pi) are
accessible to pi.
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• KnowsProfilespi : through being able to access friends’ relationship boxes,
pi knows the friends of F (pi), that is px ∈ F (F (pi)) such that px 6∈
AccessibleProfilespi .

• ProfilesAccessibleTopi : pi’s profile is only accessible to her friends F (pi).

• RelationsAccessibleTopi : pi’s relationship boxes are accessible to F (pi), and
since friends of F (pi) can access their relationship boxes, a subset of her
relationship boxes are also accessible to friends of F (pi). In total, different
subsets of pi’s relationship boxes are accessible to FoF (pi).

• ProfileKnownTopi : although they are not mentioned in the permissions,
by virtue of being able to access subsets of pi’s relationship boxes, px ∈
F (F (pi)) knows pi, and belongs to the set ProfileKnownTopi unless px 6∈
AccessibleProfilespi .

Conflict analysis:

We will now check for access permission inconsistencies and reciprocity conflicts in
the SimpleFriendsOnlySNS model. Control permission inconsistencies are not an
issue, since we decided to keep the control permissions fixed.

• access permission inconsistency: For every two profiles pi and pj , if F (pi) 6=
F (pj), then we have an access permission inconsistency. If F (pi) 6= F (pj),
then some pk ∈ F (pj) and not in F (pi) can access the relationship box rij ,
although pi had limited the access permission for rij to F (pi). According to
pj ’s settings, the access to rij for pk is allowed. As long as there is one profile
in the SNS with a different set of friends relationships, access permission
inconsistencies occur in Case 1.

• reciprocity conflict: We check to see if strong reciprocity exists for different
Reciprocate(p, Scope) functions. Specifically, we check if Reciprocate(p, P )
and Reciprocate(p,R) holds for Case 1. Reciprocate(p, P ) means that if a
profile is accessible to pi, that pi profile should also be accessible. This holds
in Case 1 since:

AccessibleProfilespi = ProfilesAccessibleTopi

Here, Reciprocate(p,R) means that if pi can traverse to the relationship
box of a profile, then the reverse should also hold. We defined the
AccessibleRelationspi to return the relationship boxes that pi can access.
The union of AccessibleProfilespi and KnowsProfilespi provides us with all
profiles whose relationship boxes pi can access. If we compare these two
outbound sets with the inbound set RelationsAccessibleTopi we get:
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AccessibleProfilespi ∪KnowsProfilepi
= F (pi) ∪ {px : px ∈ F (F (pi)) ∧ px 6∈ AccessibleProfilespi}
= FoF (pi)
= RelationsAccessibleTopi

From which we conclude that strong reciprocity holds in Case 1 with respect
to friends relationships.
Finally, there are also no weak reciprocity conflicts, since all profiles know of
the profiles that have access to their information objects because:

KnowsProfilespi = ProfilesKnownTopi

We conclude that access permission inconsistencies occur and that there are no
reciprocity conflicts in SimpleFriendsOnlySNS.

Model evaluation: We conclude that with the SimpleFriendsOnlySNS, the only
conflict is the access permission inconsistency. Further, we have demonstrated
that there are no reciprocity conflicts. The access permission inconsistency
can be eased by inserting feedback systems that show the difference between
permissions and their behavior. These feedback mechanism may be improved
using data mining and knowledge discovery algorithms [Gürses and Berendt,
2010b]. The SimpleFriendsOnlySNS model is open to socially translucent design,
as it produces no reciprocity conflicts. However, conflicts do not exist because
SimpleFriendsOnlySNS is static and offers the users little flexibility with respect
to preferences with alternative permissions. The access to relational information
is co-determined by friends, and can at most be accessible to friends-of-friends
of a given profile. Hence, although the model is not optimal for sharing beyond
immediate friends, it is a model which provides a good overview of how and how
far information can travel in the SNS.

Case 2: Information objects accessible only to common friends (F (pi)∩F (pj))

Constructing the model: The SimpleCommonFriendsOnlySNS model is
constrained in that only common friends are able to see that a relationship exists.
This also means that access to a profile only reveals the list of common friends.
If there is no central instance of an SNS provider that has an overview of all
relationships, in the SimpleCommonFriendsOnlySNS profiles pi and pj may have
problems verifying the existence of common friends without revealing information
about the friends they do not have in common. This could be solved using zero-
knowledge proofs or through a trusted third party that would do comparisons of
encrypted lists of friends [Freedman et al., 2004]. This is not the focus of this
chapter, so we simply assume that there is a function that returns the list of
common friends.
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Model evaluation: The SimpleCommonFriendsOnlySNS model avoids access
permission inconsistencies and reciprocity conflicts. At the same time, it is a
very conservative model in which the network visibility of profiles is very small.
As a design, SimpleCommonFriendsOnlySNS is static with respect to preference
alternatives. Further, the model makes it difficult to discover and establish new
communities, especially since in new communities common friends are sparse.

Case 3: Relationship accessible to (FoF (pi) ∪ FoF (pj))

Constructing the model:

The SimpleFoFOnlySNS allows relationships to be visible to friends-of-friends. If a
relationship rij is established, FoF (pi) ∪ FoF (pj) can see that this relationship
exists. The model is similar to the SimpleFriendsOnlySNS. Further, since the
permission tokens have path length 4 in SimpleFoFOnlySNS the last propagation
step also needs to be executed (see Propagation Algorithm Step 3). In this step,
friends of pi update their relationship boxes, so that the access permissions are
also distributed to friends-of-friends.

Model evaluation: Case 3 is a generalization of Case 1. There is one important
difference: in SimpleFoFOnlySNS the permission tokens travel further. As a
result, each profile pi can access relationship boxes of F (F (pi)). In our model,
by accessing relationship boxes, the profile pi can see the permission tokens in
that relationship box. Relationship boxes in SimpleFoFOnlySNS contain tokens
from friends-of-friends. Hence, any pi by accessing the relationship boxes of
F (F (pi)) has access to permission tokens of profiles at path length 8 away from
pi. This means that the KnowsProfilepi contains profiles whose relationship boxes
pi may access, or profiles whose permission tokens pi may access. Hence, we
show that the SimpleFoFOnlySNS contains no strong reciprocity conflicts by
reasoning from the outbound set AccessibleRelationspi which returns FoF (pi).
Hence, pi can also access relationship boxes of F (FoF (pi)), which is equal to
RelationsAccessibleTopi as shown in Table 8.2. We also see in the table that Access
permission inconsistency KnowsProfilespi = ProfilesKnownTopi hence there are also
no weak reciprocity conflicts. Further, access permission inconsistencies holds in the
SimpleFoFOnlySNS: each relationship is accessible by FoF (pi) ∪ FoF (pj). Hence,
Case 3 is problematic from a usability and transparency perspective: it is probably
more difficult for users to imagine and grasp access permission inconsistencies across
longer path lengths. The model is more interesting from a sharing perspective then
the previous two cases as information travels further. Finally, in common with the
previous three models, no alternatives are available to the profiles with respect to
determining the access permission path length for their information objects.
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Case 4: Relationship accessible to friends or to friends-of-friends

Constructing the Model: Next, we construct a model that allows profiles some
flexibility in their choice of access permission path length. Users can choose
between making their information objects available only to friends or to friends-of-
friends. The model becomes complicated as soon as a profile pi wants to make her
information objects accessible only to her friends, but a pj ∈ F (pi) wants to make
her information objects accessible to friends-of-friends.

Figure 8.5: Graph with profiles setting access to either F (p) of FoF (p).
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Consider the example graph in Figure 8.5. There are two options:

1. FoF (pi) overrides F (pj): p3 sets access permissions for her information
objects to FoF (p3). This means that p1 can access p3’s profile and her
relationship boxes, although the opposite is not the case. Further, p4 has
set her access permission for her information objects to F (p4). However,
according to p3’s permissions, p1 can access relationship box r3,4. Hence, in
this model we prioritize p3’s permissions and suggest that they override p4’s
access permission that limits access to its relationship boxes to F (p4). We
call it the FoFDominantSNS model.

2. F (pj) overrides FoF (pi): Alternatively, p4’s access permissions can be
prioritized, meaning that relationship box r3,4 is not accessible to p1. This
we call the FDominantSNS model.

Model evaluation: The FoFDominantSNS model offers greater flexibility to users,
since they can now choose between making their information objects accessible to
friends or to friends-of-friends. This produces access permission inconsistencies.
With appropriate feedback systems, the problems that arise from the access
permission inconsistencies can be alleviated and the more permissive profiles
can benefit from not begin limited by their neighbors.
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The dominance of one permission over another does cause problems. Namely, in the
worst case, when a profile pi with access permissions set to friends is surrounded by
neighbors pj with access permissions set to friends-of-friends, then her permissions
have no effect on the accessibility of her relationship boxes. Therefore, if profiles
with the neighbors that pi has are not aware of the effects of the FoFDominantSNS
model, they may harbor false perceptions of control. If they are aware of the effect,
it may cause frustration or simply confusion.

An alternative model like the FDominantSNS may solve these problems for profiles
pi, but then cause problems for profiles pj who have the feeling that their ability
to share their resources with a greater community can be dampened by their very
own friends. Therefore, although the two models in Case 4 provide the users with
more flexibility, they also come along with their problems, especially with respect
to reciprocity. As a result, a socially translucent design may be more difficult to
implement with such models.

8.2.5 Comparing Models

In Table 8.2, we give an overview of the conflict analyses in the four cases
(each case is listed in Column 1). In the second column, we have abbreviated
S(pi, o).accessPermission to S(pi) since control permissions are fixed and access
permission apply to all information objects. In columns two and three, we
indicate whether permission inconsistencies or strong reciprocity conflicts occur.
In the remaining columns, we list the outbound and inbound sets necessary
to identify whether conflicts occur. In column KnowsProfilepi , after the first
row we abbreviated AccessibleProfilespi to APpi to save space. In column
RelationsAccessibleTopi , we listed the profiles that have access, but did not
specify which relationship boxes each profile can access. These are usually subsets
of the profile pi’s relationship boxes: relationships of pi known to another profile
px by virtue of accessing the profiles of another profile pj ∈ F (pi). We also did
not add a column for weak reciprocity conflicts. In the four cases we studied, if
no strong reciprocity conflicts occur, then weak reciprocity conflicts do not occur
either. On the other hand, in Case 4, not only is strong reciprocity not guaranteed,
but depending on the permutations of the neighbors preferences, different types of
weak reciprocity conflicts occur. For the sake of readability and giving an overview,
we chose not to list the different permutations of preferences that lead to weak
reciprocity conflicts.

We numbered the two sub-models of Case 4. Case 4.1 represents the mixed model
with the FoFDominantSNS, whereas Case 4.2 is the FDominantSNS that privileges
profiles pi with access permissions set to friends. In Case 4.2, regardless of the
access permissions of pj ∈ F (pi), pi is guaranteed protection of its information
objects equivalent to those of SimpleFriendsOnlySNS. If the privacy concerns of
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the users emphasize the ability to keep information close to a profile, then Case 4.2
is favorable. However, Case 4.1 is the common model in existing SNS. This could
be because it privileges sharing over privacy. Given the evaluation of the model of
Case 4.1, it is no surprise that many users complain about unforeseeable visibility
of their information objects.

We conclude that already in a comparatively simple model in which profiles can
choose between two permission settings, challenging complexities occur. In current
SNS, there are also relational information objects for which the C(o) can be
extended after the creation of the object. It is nevertheless clear in the four cases
that when nodes in a network all set different access permissions unforeseeable
visibility of information objects is inevitable. Depending on the model, a profile’s
permissions can be completely overridden by the permission of their friends at
different path lengths. Access permission inconsistencies are easy to determine,
but determining reciprocity conflicts exhaustively can be a challenge, especially
when profiles are given the ability to change their permissions throughout time. In
Gürses and Berendt [2010b] we discuss the use of data mining methods to manage
the complexity of changing permissions.

The most important real world conclusion to be drawn from the table is that
the many privacy preferences offered in existing SNS produce inconsistent access
permissions which are as a rule not communicated to the users of SNS. Further, it
becomes evident from the table that the only case in which conflicts are avoided and
information visibility is controlled is the model SimpleCommonFriendsOnlySNS
(Case 2). This model is also the most conservative: for cliques in a graph, access
to information objects remains very open; for profiles that are not grouped in such
close communities, access to information objects is very limited. Next, the problems
that occur in Case 1, the model SimpleFriendsOnlySNS are simply amplified in
Case 3, the model SimpleFoFOnlySNS.

8.3 Privacy Constraints on RI and TAC

We designate controls goals to privacy concerns related to RI and practice goals to
concerns related to TAC. Figure 8.6 gives an overview of the different stakeholders
goals designated to the related privacy concerns. Next, we refine the privacy goals
and justifiably approximate privacy constraints to these goals. In Table 8.3 we
represent the privacy goals towards RI and TAC using a privacy goal template. In
this template we give each privacy goal an ID; indicate the specific privacy concerns
in the visibility privacy concern to which the privacy goals are designated; state
the goal; and provide a justification for the designation.

The two goals designate goals with respect to qualities of the RI and TAC as the
relevant quality space of the visibility privacy concerns. Next, in Table 8.4 we refine
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Table 8.2: Overview of conflicts, outbound and inbound sets for the different cases.
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Figure 8.6: The concern tree depicting designated stakeholder goals to concerns
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Goal. ID PG.RI

Des. Concerns CC3, PC17 in the Visibility Privacy Concern

Goal SNS should offer profiles more control with respect to RI.

Justification Relational information is controlled by many profiles. How the
control permissions are distributed is not in the control of the
profile. The user viewpoint, the SNS community viewpoint and
the data protection viewpoint indicate that there are problems
with respect to visibility that arise from relational information and
how it is controlled.

Goal. ID PG.TAC

Des. Concerns CC4, PC18 in the Visibility Privacy Concern

Goal SNS should offer users more transparency and feedback with respect
to TAC and its effects on the visibility of profile’s information
objects.

Justification Transitive access control allow users to collaboratively manage the
visibility of information. How far in the topology of the graph
information becomes visible due to TAC is not transparent to the
users. The user viewpoint, the SNS community viewpoint and the
data protection viewpoint indicate that there are problems with
respect to visibility that arise from transitive access control.

Table 8.3: Privacy goals for RI and TAC.

the control goal designated to RI using the formal definition of SNS we defined in
Section 8.2 and justifiably approximate privacy constraints to these goals.

Next, we provide the privacy constraints for the practice goal designated to TAC
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Goal. ID PG.RI.refined

Des. Concerns CC3, PC17 in the Visibility Privacy Concern

Goal Profiles should be able to deny, ascertain, determine and negotiate
control permissions with respect to RI.

Justification Relational information is information that is controlled by many.
Profiles should be able to decide by whom their relational
information is controlled and what control permissions should
be assigned to other related profiles. If multiple profiles have
different preferences with respect to how relational information
should be controlled, the system should allow these profiles to
negotiate the final distribution of control permissions.

Cons.. ID QC.RI.1

App. Goals PG.RI, PG.RI.refined

Constraint Profiles that co-create an RI object o should be able to deny,
determine, ascertain and negotiate the set C(o) and determine the
control permissions distributed to C(o).

Justification Control permissions are distributed to all co-creating profiles.
These are the related profiles of a relational information object o.
If profiles are offered the ability to determine or negotiate C(o)
and the control permissions distributed to profiles in C(o) then
we can state that the PG.RI.refined can be satisficed. Given the
sensitivity of the application domain and the information objects,
the stakeholders may pre-determine the type of controls available
to the profiles.

Cons.. ID QC.RI.2

App. Goals PG.RI, PG.RI.refined

Constraint Profiles that create an information object o should be able to deny,
determine, ascertain and negotiate the set C(o) and determine the
control permissions distributed to C(o) throughout time.

Justification Depending on the functionality of the SNS, information objects
may eventually become relational, e.g., comments to a photograph.
When information becomes relational, control permissions are
distributed to all the newly related profiles. If profiles are offered
the ability to deny, determine C(o) or negotiate C(o) throughout
the existence of the information, further, if the profile can ascertain,
determine and negotiate control permissions distributed to profiles
in C(o) throughout time then we can state that the PG.RI.refined
can be satisficed. Given the sensitivity of the application domain
and the information objects, the stakeholders may pre-determine
the type of controls available to the profiles.

Table 8.4: Privacy constraints justifiably approximated to privacy goals designated
to RI.
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in Table 8.5. For each of the quality constraints we use the formalisms we defined
in Section 8.2 to describe strong and weak reciprocity in SNS.

8.4 Discussion and Conclusion

The main objective of this chapter was to identify privacy constraints to satisfice
the practice and control goals and hence address the visibility concerns in SNS. In
doing so, we also complete our case study and can evaluate the concepts in the
privacy requirements ontology.

In order to reach our objective in this chapter, we completed the multilateral privacy
requirements analysis of RI and TAC in SNS using the privacy ontology concepts.
We identified the privacy goals of the different stakeholders. We analyzed RI and
TAC to to understand where the problems lie with respect to the visibility privacy
concern viewpoint. We identified access and control permission inconsistencies on
relational information, and the use of transitive access control for collaboratively
managing information as the source of the unforeseeable visibility problem. We
argued that the solution does not lie in canceling these features but providing
users with more control and transparency with respect to these access control
elements in SNS. In particular, we proposed the use of the concept to increase
social translucence in the way users manage RI and TAC.

Next, we provided a formal analysis of RI and TAC and developed a method to
analyze the permission inconsistency and reciprocity conflicts. We studied our
model in four different transitive access control models. Finally, we used the results
of the analysis of the four cases to identify privacy constraints. We showed that
these justifiably approximate to the goal of providing users with greater control
over RI (control goal), and the goal of providing users with feedback and awareness
with respect to TAC (practice goal).

By instantiating the concepts from the privacy requirements ontology in our analysis
of privacy requirements in SNS, we were able to study their effectiveness. We
found that the concepts were both specific and general enough to capture the
privacy concerns, privacy goals and privacy constraints in our SNS examples. We
had to introduce a number of templates to organize the information we generated.
The templates were inspired by viewpoints analysis and the coherence method
[Viller and Sommerville, 1999]. We found that these templates functioned well in
representing the different artifacts that we generated based on the concepts of the
privacy requirements ontology. We identify the integration of these templates and
the definition of a method to apply the privacy requirements ontology as a topic of
future research.

The visualization of the relationship between the privacy concerns were limited.
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Goal. ID PG.TAC.refined

Des. Concerns CC4, PC18 in the Visibility Privacy Concern

Goal Profiles should be able to ascertain, determine and negotiate the use of
TAC through strong and weak reciprocity.

Justification Transitive access control allow users to collaboratively manage the visibility
of information. Strong reciprocity demands that information flow is
mutual, and weak reciprocity guarantees that the profile can receive
feedback about how far in the topology of the graph her information objects
becomes visible due to TAC. The user viewpoint, the SNS community
viewpoint and the data protection viewpoint indicate that there are
problems with respect to visibility that arise from transitive access control.

Cons.. ID QC.TAC.1

App. Goals PG.TAC, PG.TAC.refined

Constraint Profiles should be able to ascertain, determine or negotiate
Reciprocate(p, Scope) for information objects they expect strong
reciprocity.

Justification Strong reciprocity is a way of establishing social translucence in SNS.
Profiles should be able to indicate the information objects for which they
expect strong reciprocity. If two profiles have different preferences, it
should be possible to negotiate the strong reciprocity expectations. The
ability to determine and negotiate Reciprocate(p, Scope) is one of the
constraints that needs to be fulfilled to satisfice PG.TAC.refined.

Cons.. ID QC.TAC.2

App. Goals PG.TAC, PG.TAC.refined

Constraint Profiles should be provided with a feedback mechanism that indicates who
can access a (relational) information object o given their TAC settings.

Justification A feedback mechanism provides a profile with the audience of the profile’s
information objects. The implementation of the feedback depends on the
availability of weak reciprocity between the profiles. A feedback mechanism
hence is a way of implementing weak reciprocity. The fulfillment of this
constraint is one of the conditions for the statisficing of the privacy goal
PG.TAC.refined.

Cons.. ID QC.TAC.3

App. Goals PG.TAC, PG.TAC.refined

Constraint The feedback mechanism should address weak reciprocity conflicts between
profiles. If weak reciprocity conflicts exist, these should either be
negotiated or aggregated feedback should be used.

Justification If weak reciprocity conflicts exist, then the implementation of a feedback
mechanism will depend on whether the conflicts can be negotiated. If
no negotiation is possible, aggregated feedback methods can be used
to provide the feedback mechanism, enabling weak reciprocity without
the revelation of information about individual profiles. The satisfaction
of this constraint is a condition for the satisfaction of the privacy
constraint QC.TAC.2 which justifiably approximates the practice goal
PG.TAC.refined.

Table 8.5: Privacy constraints justifiably approximated to privacy goals designated
to TAC.
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Especially we were missing definition of relationships between multiple privacy
concerns, goals or constraints. In general, the concepts of the privacy requirements
ontology is powerful in defining the relationship between different types of concerns
i.e., justified approximation between privacy goals and constraints, and justified
designation between privacy concerns and goals. However, we were missing concepts
to define the relationships between instantiations of a single concept, e.g., between
two privacy concerns or constraints.

Further, we only analyzed a single viewpoint. However, RI and TAC are privacy
concerns that are mentioned in a number of the privacy concern viewpoints. It is a
topic of future research whether visualization, or other forms of representation are
better to analyze the numerous privacy goals that can be designated to privacy
concerns in various privacy concern viewpoints.

Finally, we did not include a legal stakeholder and are missing an evaluation of how
well the concepts in the privacy requirements ontology capture privacy concerns
and goals in relation to data protection legislation. An evaluation of the concepts
with respect to legal requirements demands interdisciplinary research with partners
from legal studies, which we look forward to achieving in the near future.

In conclusion, we can state that the concepts of the privacy requirements ontology
fulfill their objective in our case study: the reconciliation of contextualized privacy
concerns of stakeholders with the abstract definitions of privacy properties used
in the different privacy solutions. With the help of a number of visualization and
representation steps, we were able to show how privacy concerns are related to
privacy goals and to privacy constraints. We were also able to identify shortcomings
of the concepts with respect to the analysis of interactions between the instantiations
of the concepts.



Chapter 9

Conclusion

The objective of this thesis is to address three main problems which have so far not
received much attention in privacy research: the privacy requirements definition,
elicitation and analysis problems. We argued in the beginning that it is necessary
to address these problems in order to provide requirements engineers with tools
to reconcile the meaning of information in a social context with the abstracted
formal conceptions of information used by computer scientists when developing
systems. We argued that this reconciliation is generally an important part of the
requirements engineering problem, but even more so when it comes to engineering
requirements with respect to privacy.

In order to address the privacy requirements definition problem we first studied
prominent privacy solutions that have been suggested in the last decades. In Chapter
2 we categorized these solutions into three privacy research paradigms: privacy as
confidentiality, privacy as control and privacy as practice. We demonstrated that
the description of the three research paradigms and the analysis of the potentials
and limitations of the solutions categorized in each paradigm provides requirements
engineers with an understanding of the assumptions, objectives and main principles
of these privacy solutions. Such an analysis of privacy solutions geared towards
requirements engineers has so far been lacking. Further, in Chapter 5 we integrated
the privacy research paradigms in the definition of privacy goals and privacy
constraints, two important concepts of our privacy requirements ontology. Through
the integration of the privacy research paradigms in our ontology, we have provided
intermediary concepts that can assist requirements engineers to discover appropriate
privacy solutions from all three paradigms during requirements engineering.

In Chapter 3 we studied the assumptions and objectives of the privacy as
confidentiality paradigm, the dominant privacy research paradigm in computer
science, from the perspective of surveillance studies. We discussed if and when
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the technologies proposed under this paradigm are able to provide protection in
a networked society saturated with surveillance technologies, i.e., a surveillance
society. The results of this chapter are important for requirements engineering,
as it provides analyses from surveillance studies authors who show how privacy
solutions may not behave as expected in different social contexts. Such anecdotal
examples can be used to learn from past mistakes and to develop best practices.
The analysis is also important to communicate the assumptions and objectives of
privacy researchers to other disciplines, to scrutinize these from the lens of other
disciplines, and hence to motivate further interdisciplinary research. The results of
the study hence underlines the importance of collaboration between legal studies,
surveillance studies, and computer scientists.

In Chapter 4 we reviewed the challenges that various contextual, relational and
non-absolute notions of privacy pose to engineering privacy requirements. We
argued that the recently proposed CORE requirements ontology is more promising
than the widely accepted Zave and Jackson requirements engineering model in
addressing these problems. In doing so, we also reviewed the fundamental concepts
available to a requirements engineer with respect to their appropriateness for
addressing the challenges of doing privacy requirements analysis.

In Chapter 5 we introduce our ontology. Our ontology, based on CORE, simply
extends the Zave and Jackson model to better integrate stakeholder preferences with
respect to privacy. This slight difference on the emphasis of stakeholder preferences,
as proposed by CORE is indicative of the special needs of requirements engineers
when analyzing state-of-the-art web-based systems and privacy. As we later show
in Chapter 7, web-based systems are implementations of communication systems.
These differ massively from systems that control machines.1 Further, the rise of wide-
spread privacy concerns are intertwined with the popularity of web-based services
and the integration of digital communication into our everyday lives. It is hence no
surprise that requirements engineering needs concepts to deal with the challenges
of web-based communication systems, and that the privacy requirements ontology,
which focuses on communication (with stakeholders) about their privacy concerns
better fits our needs in defining concepts for privacy requirements engineering than
the Zave and Jackson Model.

In the privacy requirements ontology, we also include insights from legal and
surveillance studies authors in order to integrate different privacy notions into our
ontology. We avoided suggesting the use of a single definition of privacy, or for
that matter a single privacy framework. We showed later in Chapter 7 that the
questions we inferred from our analysis of the different privacy frameworks and
notions are well suited for a requirements engineer to discover privacy concerns.

1Requirements engineering methods have often assumed that the systems that are being
developed are control machines, as it is often the examples of systems used by Zave and Jackson
[1997], or systems that automate human tasks, as discussed by Goguen [1994] and Sommerville
and Sawyer [1997].



OUTLOOK 215

In Chapters 6 through 8 we summarized the results of our case study. The initial
results show that the privacy requirements ontology concepts provide a strong
starting point for developing a method for a multilateral privacy requirements
engineering method. We evaluated at the end of Chapter 8 further strengths and
weaknesses of the privacy requirements ontology in relating privacy concerns to
privacy solutions during systems engineering.

9.1 Outlook

We reckon that this thesis is only an extensive snapshot of our work in progress.
We plan to continue with some of the threads of future work that we identified in
the different chapters. Specifically, we plan to complete similar interdisciplinary
analyses of the assumptions, objectives and main principles of the privacy as
control and privacy as practice paradigms. We are especially interested in
scrutinizing the concept of control and the effectiveness of transparency solutions in
information systems. Such studies can be used to open debate about the potentials
and limitations of the different privacy solutions and provide great insight for
requirements engineers engaging in privacy.

Further, we plan to evaluate the privacy requirements ontology with further case
studies. Most importantly, we are interested in case studies from other application
domains, and also at different stages of systems development. Based on these,
we plan to iteratively refine the concepts of the privacy requirements ontology,
with the prospect of developing a privacy requirements engineering method. Such
a method must provide concepts and processes to include aspects of legislation,
e.g., data protection legislation, and subjective privacy concerns. We expect to
collaborate with legal partners in enhancing the privacy requirements ontology
with respect to legislative concerns.

One of the positive results of evaluating the privacy requirements ontology in
the application domain of SNS is the usefulness of the questions we developed to
identify the different types of privacy concerns. We pointed out in Chapter 7 that
interactions between these privacy concerns need to be systematically analyzed for
overlaps, conflicts and support relationships. We also discussed that the structure of
the privacy concerns with respect to information self-determination and significance
of information lends itself to semi-structured data analysis. We plan to use these two
results to consider ways of automating, visualizing, and analyzing the interactions
between the privacy concerns.

Moreover, we stated in the stakeholder arbitration concept, and in the definition of
the privacy requirements ontology, that It is important to discuss power positions,
and the imbalances that may occur between different parties as the result of the
accumulated information. We are aware that power is just as abstract a term as
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privacy. We see the establishment of critical methods and heuristics to analyze
power imbalances, and ways to integrate some of the resulting concerns into software
development processes as an important topic of interdisciplinary research.

The graph model of SNS in Chapter 8 needs to be extended to address its limitations.
The current limitations include the management of relational information objects
with increasing number of controllers, the ability to distribute permissions for path
lengths greater that friends-of-friends, and the ability to manipulate permissions
i.e., change permissions throughout time. We expect that the graph model will
provide us with a deeper understanding of the flows of information in SNS and
evoke new ideas for privacy solutions. The exploration of further cases which avoid
inconsistency and reciprocity conflicts while enabling sharing is also an interesting
topic of future work.

Finally, it is important to note that our analysis of relational information (RI)
and transitive access control (TAC) is not specific to SNS. Especially in recent
applications on the Internet, e.g., the social web, RI is an increasingly popular
phenomenon. Relational information has consequences for systems in which
(un)linkability is a delicate matter. We plan to use the results of our analysis
of (RI) and (TAC) to elicit requirements for collaborative privacy solutions. By
further exploring newly introduced systems using the privacy requirements ontology,
we also expect to provide input to privacy researchers by providing them with
requirements for novel privacy solutions.



Appendix A

Community Privacy Concerns
based on Online News and the
Blogosphere

Ever since SNS became mainstream, they have been rebuked for playing an active
role in the ‘privacy nightmare’ on the Internet. SNS are held responsible for
the näıve voluntary auto-profiling of Internet users. Users of SNS are accused
of being uninformed, in contradiction with their privacy concerns [Gross et al.,
2005], or simply giving in to a badly conceived trade-off between their privacy
and functionality [Berendt et al., 2005]. These viewpoints currently dominate the
privacy debate on SNS in academia and the media.

In this Chapter, we start with the assumption that SNS actually are an interesting
space on the Internet for engaging in and practicing privacy (Albrechtslund 2008).
By virtue of being public and popular, SNS make evident privacy problems elsewhere
on the Internet e.g. emails, discussion forums, chats, e-commerce etc. In no other
web applications are the user communities so actively involved in privacy debates.
We also assume that privacy is not something concrete, in consensus and in
constant danger. Rather, we conceive privacy as a set of practices to negotiate
what should remain public or private in social contexts [Phillips, 2004b]. Legal and
other regulatory frameworks and various social mechanisms exist to ensure that
individuals can practice their privacy [Gutwirth, 2002, Nissenbaum, 2004].

Our motivation for this study is based on our interest in translating these “privacy
practices” into a software engineering requirements. Although by now privacy
research is well established in different sub-fields of computer science, the systematic
application of those results while engineering information systems remains an open
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research field. For example, security engineers have developed Privacy Enhancing
Technologies (PETs), identity management systems [Hansen et al., 2008] and
privacy metrics; data miners have studied privacy preserving data mining methods
[Vaidya et al., 2005]; usability engineers developed usable privacy policy designs
[Jensen and Potts, 2004], etc. It is however unclear, how and when we should
apply the plethora of privacy solutions, and which privacy concerns these solutions
mitigate, enabling new privacy practices?

In order to do a mapping between privacy concerns and privacy solutions, it is
important to determine what counts as privacy concerns from the perspectives of
the different stakeholders in a specific domain. Single, fixed, universal definitions
of privacy, e.g., confidentiality control, already define solutions to problems that
are yet not defined. Instead, we need to first determine why certain solutions may
be more appropriate to mitigate concerns than others. In order to do that, we first
need to determine which privacy concerns are raised in the given domain.

A.1 Related Work

One way of determining the stakeholder privacy concerns is through studying
expectations or experiences of privacy breaches in a specific domain [Solove, 2006].
In SNS, our domain of interest, concerns have been raised both with regard to
privacy breaches general to the Internet, as well as privacy breaches that are specific
to these applications [Acquisti and Gross, 2006]. A deeper understanding of these
specific privacy breaches in relation to the underlying design from the perspective
of various stakeholders is missing in current literature. Existing studies focus on
individual users perceptions of privacy concerns [Hoadley et al., 2010, Krasnova
et al., 2009, Tufekci, 2008, Xu et al., 2008]. These studies blackbox the underlying
system and hence provide little feedback on technical origins of the privacy breaches.
[Ed] is a valuable report that does reflect on the relationship between the SNS

design and expectations of privacy breaches. Yet, this study does not differentiate
stakeholder differences or user preferences.

It is the objective of this study to contribute to this gap in research by studying
those activities that lead to privacy breaches in the domain of SNS. In particular,
we consider the privacy concerns articulated by an SNS community, the description
of which we provide below. In our analysis, we show the relationship between the
privacy breaches of concern to this community and the underlying SNS design.

The rest of this paper is organized as follows. Section A.2 discusses the research
methodology and the limitations of the study. Section A.3 lists the four main
themes of privacy breaches that emerged from our study. The four main themes
are: unforeseeable visibility, separation of identities, contested ownership and
misappropriation. We describe major privacy breaches identified by the articles
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under each theme. For each privacy breach we map its main properties. Later, for
each breach, we propose design heuristics and non-technical measures to mitigate
the resulting concerns. We conclude by discussing our results and pointing to
future research.

A.2 Research Methodology

A.2.1 Defining an SNS Community

Reaching a user community around SNS is a challenge. In order to identify such a
user community, we first define virtual community and the notion of community of
practice. Virtual communities are communities of people who have never met, who
may be using pseudonymous identities, and who meet in spaces that don’t exist in
substance [Mided, 2000]. Such communities can draw together virtual groupings of
individuals interested in co-constructing knowledge around a common topic within
a community of practice [Boulos et al., 2006].

We observed during our studies that on the Internet a population of professional
journalists and bloggers publish articles around privacy issues in SNS. The
development of an informational and social network through writing, reviewing and
linking of online news and blog articles may be seen as indicators of the creation of
a virtual community [Chin and Chignell, 2006].

By authoring such articles, individuals participate in a virtual community of practice
that provides analyses of privacy breaches in SNS and resulting privacy concerns.
Further, the authors of the articles criticize design decisions by SNS providers,
point at user habits which they see as leading to privacy breaches, and point at
alternatives to both. By linking, reviewing and voting on the published articles,
further individuals participating in this community influence the dissemination
and visibility of these articles. Positive votes lead to a higher ranking of the article
on social search engines, e.g., Digg, providing a socially driven authority [Ovadia,
Library Philosophy and Practice Special Issue on Libraries and Google] on the
privacy concerns that are of importance to such an SNS community.

It has been shown that news and blog articles have an impact on SNS providers,
on the interaction between bloggers and professional journalists, and on users
themselves. As privacy concerns peak within the blogosphere, SNS providers react
to the issues raised in the blogs [danah boyd, 2008]. Researchers have shown that
there is an intensive and complex interaction between what is reported in personal
blogs on the Internet, and what themes are picked up by the news agencies and
vice versa [Drezner and Farrell, 2008]. Online news media i.e., online newspapers,
magazines, together with blogs play an important role in shaping public opinion
on privacy in SNS [Calore, 2006, Sanchez, 2009] and business strategies [Williams,
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2009]. User studies show that media coverage increases the users level of privacy
concerns [Xu et al., 2008] and awareness of privacy features [Hoadley et al., 2010].

Based on these insights with respect to the interaction between news media, bloggers
and SNS, we define a virtual community of practice: those bloggers and journalists
who share an interest in and publish articles on the common topic of privacy and
SNS, and those users who link and vote on these articles. We make use of Google
News and Digg itself to find the articles of highest ranking according to algorithmic
and social criteria.

We then apply content analysis to the articles written about privacy and SNS by
this virtual community. Specifically, we adapt thematic analysis, a qualitative
content analysis method, to our study. The themes describe the main privacy
breaches of concern to our SNS community. For each activity that may lead
to privacy breaches, we analyze the technological design that makes the activity
possible. We then provide point to design heuristics that can affect the functionality
in order to mitigate the raised privacy concerns. When technical solutions are not
available, we make suggestions for non-technical measures.

A.2.2 Applying Content Analysis

The content analysis method we apply is based on the thematic analysis
methodology [Braun and Clarke, 2006, Aronson, 1994]. Thematic analysis is
a method of analyzing data by identifying patterns and organizing them into
themes. The thematic analysis process as described by Braun and Clarke [2006],
simplified, consists of gathering all relevant news articles within a specific time
frame and pertaining to the research study. This raw data constitutes the data
corpus. The data corpus is then checked for relevance, and all invalid or irrelevant
content is weeded out. The remaining data is now called the data set. From this
data set, initial codes are derived and categorized. “Codes identify a feature of the
data (semantic content or latent) that appears interesting to the analyst...” [Braun
and Clarke, 2006]. This coding allows us to organize the data into meaningful
groups. Themes are then introduced, acting as umbrella terms for certain codes.
Codes are assigned to a theme if the theme semantically combines the meaning
of these codes. Themes may also be assigned to other themes, thus becoming
sub-themes.

Initially, candidate themes and codes may be proposed. An iterative process
follows for checking the validity of the assignments made, and whether a candidate
theme actually does cover all the codes assigned to it. Candidate themes may be
abandoned, and codes may be moved from one theme to another during this phase.
This process continues until all wrongly assigned codes have been relocated to the
relevant themes, or all invalid candidate themes have been abandoned.
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In our adaptation of the thematic analysis method, we concluded three steps. First,
we studied literature defining different analytical frameworks on privacy breaches
in information systems. We proposed initial codes based on this literature, i.e.,
consent, anonymity, separation of identities, information collection, information
processing, norms of flow, norms of appropriateness, accuracy, and misappropriation.
In the second part, we gathered our data corpus, prepared our data set, and coded
the articles iteratively. We included in our data corpus those articles that discuss
privacy, privacy breaches, and privacy violations that occurred in SNS generally, or
in Facebook and Myspace, specifically. Then two coders coded the articles based on
the initial codes, or added new codes when necessary. Third, in a cyclical manner,
we defined themes that characterize the important types of privacy breaches to the
final four presented here and classified the different breaches, sub-themes based
on the code analysis, under those categories. We related each of the breaches
to available SNS design. Finally, we provided design heuristics and principles to
address the raised privacy concerns.

The initial codes we suggested are based on discussions of characteristics of privacy
breaches in [Phillips, 2004b], [Braman, 2006], [Nissenbaum, 2004] and [Solove,
2006]. Phillips [2004b] argues for the importance of negotiating the line between
the public and the private. Solove [2006] classifies legally accepted cases of privacy
breaches in the USA under the categories: information collection, processing and
dissemination. Nissenbaum [2004] brings an alternative to universal accounts of
privacy and breaches with her notion of contextual integrity. She argues that
contexts are governed by information norms: norms of appropriateness and norms
of flow or distribution. Lastly, Braman [2006] points to problems that arise
under surveillance. These she calls misappropriation by memory, perturbation,
abandonment of accuracy, and inference attacks.

Gathering the Data

We apply our analysis to news articles that discuss SNS and privacy concerns and
that are published in an online news media or in blogs within a given time frame.
Therefore, to be qualified the news articles had to fulfill the following criteria:

• discuss SNS in general or specifically discuss the two major SNS of interest,
i.e., Facebook or Myspace

• discuss privacy, privacy breaches, or violations in SNS, Facebook or Myspace.

• be published during the selected time frame: between November 2007 and
April 2008 (6 months)
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We collected the articles that became our data corpus from news aggregators. In
particular, we gathered articles that were indexed in Google news1 and Digg2.
Google News is a computer-generated news site that aggregates headlines from
news sources worldwide, and allows archival search. Google news claims to include
more than 4500 news sources [Jarboe, 2007]. Digg was declared the fastest growing
news and media website in 2007 [Hopkins, 2007a]. In some countries, around the
selected time frame Digg periodically had more visits than Google News [Hopkins,
2007b]. Digg is a social news site, in which users either vote positively (digg) or
negatively (bury) a news article from an online news source or from a blog. The
results of the voting determine the appearance of an article on the front page of
digg.com. Further, search results indicate how often the article was digged and
they can be ranked accordingly.

We constrained our search to articles published between October 2007 and March
2008. This was also the time frame in which Facebook introduced Beacon and
privacy in SNS became a hot topic in the news and blogosphere. In Google News,
we were able to search the archives for the specified dates. At the time of our study,
Digg did not provide an archive facility or a time parameter in advanced search.
We manually solved the problem by ordering the Digg articles per date and picking
the articles that were published within the period of interest.

We gathered the data corpus by querying the selected news aggregators, i.e., Google
News and Digg. We executed the following queries in both sites:

1. social network privacy

2. social network privacy violation

3. social network privacy breach

Logically, query (1) should include the results from the other two, as these only
add an additional term to the search. However, we avoided using operators, e.g.,
‘and’ operators, meaning that also articles that contained a subset of the terms
‘social’, ‘network’ and ‘privacy’, as well as ‘violation’ or ‘breach’ were also returned
in the results.

For various reasons, we eliminated a number of articles. We ran our queries in
English and restricted the results to articles written in English. We eliminated
any articles that were in other languages. Further, we included only those articles
which either discussed privacy in social networks in general, or explicitly referenced
either Facebook or Myspace. We excluded articles that solely focus on professional
social networking sites, e.g., LinkedIn, Xing. We expected these sites to have
differences in privacy concerns due to the emphasis of these sites on professional

1http://news.google.com
2http://www.digg.com
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interests. Moreover, a number of the articles returned in the aggregator results were
unreachable because the links were no longer valid or access was limited to only
those users who paid subscription fees. The data corpus also included duplicates.
These articles were also eliminated in the final data set.

The number of results returned with each query in each aggregator varied. Google
News returned for query (1) 8000 results of which we viewed the first 380. After
350 results the hits in each result page that were relevant to our study dropped
below 10%. Query (2) returned 135 and Query (3) returned 95 results. Digg
returned a total of 154 articles in response to query (1), 21 in response to Query
(2), and 8 in response to Query (3).

We found 66 of the Digg articles and 79 of the Google News articles fulfilled our
relevance criteria and were accessible. After we eliminated the duplicates, we had
55 articles from Digg and 69 articles from Google News. We then integrated the
results from both aggregators and combed out duplicates. Our final data set had a
total of 116 articles that were relevant to our study.

For each article, we added meta-tags to our database. These meta-tags included:
Aggregator Source, Query used, Organizational source of the article (if it was
available), the date of publication, the SNS it referred to explicitly and the link
to the article. We then added two further columns in which the codes of the two
coders were included.

Analyzing the Data

The coding was completed iteratively. First the two coders evaluated the articles
independently. Later, the results were merged and overlapping codes were
eliminated, e.g., targeted marketing, behavioral marketing and viral marketing
were merged into the code targeted marketing. Independently, the two coders had
a total of 96 codes. After merging and eliminating overlapping codes, a total of 73
distinct codes remained, which were used a total of 528 times.

The themes were defined early on and iteratively stabilized until all the codes
could be assigned to a theme. Some of the codes referred to features provided in
SNS, e.g., Beacon, News Feed. We integrated these references into our analysis by
including references to these features in our themes. Further, we excluded codes
referring to matters of gender, age and sexuality on SNS. We discuss this issue
below.



224 COMMUNITY PRIVACY CONCERNS BASED ON ONLINE NEWS AND THE BLOGOSPHERE

A.2.3 Limitations of the study:

Any such analysis based on data gathered over the Internet has its limitations.
First, the two news aggregators that we used are not all inclusive and their coverage
of news sources is subject to change. Further news aggregators exist, e.g., Yahoo
News. Moreover, with time, the crawled results in Google News have naturally
changed over time. In Digg the interface has been revamped: when we checked in
February 2010 it was possible to make searches based on dates. Since our study,
Digg has also been included in more sites across the Internet. This has affected
both the quality of articles and the coverage of Digg. Some argue that this has
lead to an information overload and drop in the quality of Digg results [Cashmore,
2010]. These factors all underline the reliability of results from search engines,
news aggregators or social search sites [Orlikowski, 2007]. All of the changes that
we list above would affect the results of this study, if executed today. Therefore,
we claim that this study is prone to be dated.

Further, a lot of our sources were news sources or domain names based in the USA,
Canada, UK or Australia. Only in one blog article we know that the author was
based in a country where the dominant language is not English. Hence, our results
are biased towards an Anglo-Saxon based SNS community and discussions are
framed by the concepts and legislation available within the Anglo-Saxon traditions.
Later, my co-author in this study has re-executed this study within the German-
speaking world, the results of which can be found in [Rizk et al., 2009]. Comparing
the results between the two studies is a topic of future research.

Last, we excluded codes that are explicitly concerned with gender, age and sexuality
and that are reproduced in the context of SNS. These articles mainly dealt with
sexual predators, children, underage users, sexual harassment, and homophobia.
The way these topics are discussed in the articles are very gendered, ageist, and
conservative e.g., the articles depict children and women as victims, and sexuality
is a matter best hidden. Including these codes as is would be true to the articles,
but without any further reflection would reify a certain gendered, ageist, hetero-
normative picture of the world. To execute an intersectional and reflective analysis
would require a differentiated analysis of all the codes we have generated with
respect to gender, age, and sexuality, as in the example of [Tufekci, 2008]. Such
an analysis can make explicit how all the codes that we include are also implicitly
gendered, ageist, etc. These topics need to addressed using further interdisciplinary
analysis and is an important topic of future research.
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A.3 Results

SNS are not free of common privacy breaches like communication intrusion, identity
theft, phishing, stalking, information leakage, etc. [, Ed]. However, certain
characteristics of SNS open up possibilities for new kinds of privacy breaches.
These breaches primarily result from the fact that users reveal detailed information
to the public and map their real-life social relationships more explicitly than they
would in emails or on public forums.

At the same time, these public revelations have an advantage when it comes to
privacy and engagement in SNS design. Users act as a community to notice and
inform each other of privacy problems and on ways to avoid them. They use their
networks to put pressure on SNS providers to make the relevant changes [Sanchez,
2009]. Furthermore, we argue that user interaction may help to identify conflict in
privacy interests, leading users to ask for mechanisms to negotiate these conflicts.
In this sense, SNS are an interesting domain for promoting privacy practices on
the Internet that are not only motivated by the profit interests of providers. SNS
provide an interesting opportunity for doing user-driven privacy design.

In the following we introduce the four final themes that emerged out of our study.
In each, we list descriptions of the types of privacy breaches that cause privacy
concerns that are mapped to the given theme. In these descriptions we analyze
whether privacy concerns arise among users, between users and SNS providers, and
between users and third party service providers.

A.3.1 Breaches related to Unforeseeable Visibility

Unforeseeable visibility denotes the problem of a user’s profile information being
visible to others without the user’s explicit knowledge or approval. Given that
SNS users want to make their information available such that their audiences can
find them, this breach often arises after users volitionally but unwittingly publicize
information to a wider audience than they actually intended. The unforeseeable
visibility problem arises for a number of reasons:

Poor usability: although all SNS offer some privacy controls by now, the functional
effects are often not transparent enough. Previous studies suggest that users often
use default settings [Mackay, 1991, Gross et al., 2005]. Studies on Facebook suggest
that users unwittingly make mistakes in their privacy configurations, find them
time consuming [Lipford et al., 2008], or simply assume that their profiles are
private [Rosenblum, 2007].

Promoting profile publicity: SNS providers have an interest in the wide release
of data to a greater audience and to third-party providers. In its Privacy Policy
(PP), Facebook admits that part of the user profiles may be made available to



226 COMMUNITY PRIVACY CONCERNS BASED ON ONLINE NEWS AND THE BLOGOSPHERE

third-party search engines [Facebook, 2008b]. This may conflict with the users’
interest to determine the visibility of their data and cause unforeseeable visibility.

Relational information: Relational information is any information that is controlled
by multiple users. Different users may have different or even conflicting visibility
settings on their relational information. A typical relational information is the
relationship between two profiles: the visibility of this information is controlled
by both ‘friends’. Typically, the different profiles that control a relational
information have different visibility that apply to the information, which may
lead to unforeseeable visibility. An example of a relational information related
conflict arises if the trail of crumbs functionality is enabled, showing traces left
by visitors of a users’ profiles. A conflict arises when the owner of a profile wants
to know who visited their profiles, whereas the visitor wants that visit to remain
unobserved or anonymous.

Transitive access control: Social networks can easily be modeled as graphs with
nodes representing users and edges represent relationships among users. With
transitive access control we denote a delegation of limited control that needs to take
place in order to provide access based on the topology of the network. For example,
by making a resource visible to friends-of-friends (FoF) of user A, allows all users
with a path length of 2 to A to see her resources. In such a case, the visibility of
certain information is co-defined by friends of A. Especially considering that in
networks with small world properties, transitive visibility may result in revelations
to the complete network, transitive access control contributes to unforeseeable
visibility. A bug in Facebook actually proved the consequent dangers when it
revealed globally accessible unique album ids to those who commented her photos.
This made private albums visible to the whole network. Finally, using different
depths of transitive access control on different resources might lead to unintended
information revelation or concealment. Combined with relational information,
access control in SNS will always lead to unforeseeable visibility.

Privacy Design Heuristics for addressing Unforeseeable Visibility Breaches

Enhancing usability: A privacy-friendly design should explicitly require users to opt-
in before profiles are made publicly visible. This goes hand in hand with numerous
recommendations of privacy legislation and guidelines. Degrees of opting-in should
support users in getting out of the trap of submitting all their information as a
trade-off for functionality. At the same time, over-protective privacy settings should
not limit users’ freedom of activity. The usability of privacy settings should be part
of the design and validation process. Further, providing privacy settings should
not absolve providers, third parties or even communities of their responsibilities. A
multilateral security and privacy requirements analysis should be used to determine
the distribution of privacy responsibilities [Gürses et al., 2006].
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Possible measures to alleviate unforeseeable visibility breaches of privacy include
clearly showing the visibility of each private object (‘only friends are allowed to see
this information’, or ‘only you can see this’). There is a need to define standardized
visual cues for data that is public or private. Furthermore, SNS providers should
provide easy to use tutorials and tips on privacy settings for users, as well as
extended options for the more privacy-aware users.

Relational information negotiation: relational information problems, like the conflict
between “visitor anonymity” versus “profile privacy”, as in the case of trail of
crumbs, should be made explicit. Negotiation should be made possible and visual
cues should inform users of these conflicts and ways of negotiating them.

Provider-user negotiation: privacy settings in SNS can provide users the possibility
to negotiate their visibility with providers. Usability, feature based versus
centralized privacy settings, legal enforcement of settings, as well as the complexities
of relational information have to be taken into account when designing privacy
settings for user-provider negotiation of privacy.

Simplifying Transitive Access Control: Transitive access control, which becomes
even trickier when multiple layers of data have varying degrees of transitivity,
poses demanding and interesting information theoretical inference problems. A
systematic evaluation and validation of privacy settings with transitive access
control is necessary. Currently, this kind of analysis is done ad-hoc by users: users
communicate to confirm the visibility of resources despite their privacy settings.
Visual cues i.e. this is the graph of all friends-of-friends and they can see these
resources, can be used to inform users of the reaches of transitive access control.

Unforeseeable visibility breaches are related but not limited to the security goal of
confidentiality. Confidentiality guarantees that only authorized persons have access
to the information in a system. Confidentiality is monotonic, once information
has been revealed, the confidentiality of that information cannot be restored. The
containment of visibility can be less strict. Users may decide to change the visibility
of their profile throughout time. The concealment of previously public information
or the revelation of previously confidential information should be part of the privacy
negotiation process. Therefore, the design of privacy needs to go beyond the security
engineering view of confidentiality preservation. Nevertheless, the validation of the
access control settings has to be done diligently.

A.3.2 Breaches related to Separation of Digital Identities and
Aggregation

Separation of identities is the term used to refer to the construction of social
identities through the selective revelation and concealment of information by
individuals in specific contexts and roles [Phillips, 2004b, Nissenbaum, 2004] On
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the internet, separation of digital identities can be comparable and is as easily
established as breached in SNS. Based on the descriptions of privacy breaches in
the articles, we distinguish between two kinds of separation of identities in SNS.

Internal separation of digital identities: is about allowing users the freedom to
strategically reveal different profile information to different persons in their SNS.
Aggregation of data may easily breach users’ internal separation of identities. One
such breach happened in the early version of Facebook’s feeds. Users were unaware
that their information was being collected, aggregated, and posted to their friend’s
feeds [danah boyd, 2006].

External separation of digital identities: is about the ability of an individual to
create multiple profiles on a given SNS or in different digital environments. We
distinguish two kinds of privacy breaches in this respect:

1. User driven external separation breaches: These have to do with the advent
of open standards and the possibility to exchange someone’s social graph
between various SNS. What users make available to friends on one network
is not necessarily something that they want to make available to friends
on another network. This applies particularly to users’ profiles on informal
networks (e.g., Facebook, MySpace) where the settings might be looser, and
the same users’ profiles on professional networks (e.g., LinkedIn, Xing) where
they might want to present themselves more formally.

2. Provider driven breaches: ‘Facebook Beacon’ is an example of a breach of
external separation of identities driven by providers, including third party
providers. Beacon is a tracking system, integrated on external platforms. It
reports user activities to Facebook and informs a user’s contacts of those
activities. Facebook originally marketed Beacon to potential businesses by
stating ‘The user can choose to opt out of the story, but the user doesn’t
need to take any action for the story to be published on Facebook’ [Facebook,
2007]. User outrage led to a revision of the privacy policy, and the statement
was replaced by ‘The user must proactively consent to have a story from your
website published’ [Facebook, 2008a].

Privacy Design Heuristics for addressing Separation of Digital Identities and
Aggregation Breaches

Managing internal separation of digital identities: Allowing users to have groups of
friends and set visibility rights to each group is important to achieve internal
separation of identities. Facebook has recently implemented highly granular
access control settings enhancing internal separation of identities. Nevertheless,
smart grouping methods and increasing the usability of such “end-user privacy
administration” tasks is necessary. The management of internal separation of
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identities can be enhanced through mirrors of the user’s different profiles. Once
activated this feature could, for example, show what a friend vs. a colleague can
see of the user, reflecting their various identities in the “mirror”. Reflective features
generally could help to visualize for the user his or her data traces before they are
published.

A privacy-aware broadcast feature like the Facebook mini-feed could allow users
more granular approval for the information they release in the feed. The approval
feature could include details like which of their friends, or which groups of friends
are allowed to see each feed. The recent introduction of ‘lists’, which allow Facebook
users to group and categorize their contacts, is a good first step in that direction.
Additionally, frequent and detailed prompts for data release approval may be
critical to the usability of the privacy functionality. In response, users may prefer to
turn off the approval functionality or revert to default settings, leading to privacy
breaches [Lederer et al., 2004]. The option to completely deactivate broadcast
features must be available to the users.

Managing and guaranteeing external separation of digital identities: Providers may
breach external separation of digital identities when different profiles of a user
hosted by cooperating providers contain common identifying information. SNS
therefore is a domain in which users can make use of linkability analysis tools and
related identity partitioning tools [Berthold and Clauss, 2007, Borcea et al., 2005].
These tools can help users in managing multiple pseudonymous accounts in case
the providers collaborate. They can be used to alert users when two pseudonyms
can easily be linked.

Features that effect external separation of identities need to allow users complete
control over what information is shared, with whom, and how. Providers should
also make global deactivation easily accessible and usable. This is in stark contrast
to Beacon’s original purchase-by-purchase or vendor-by-vendor opt-out solution. In
case users opt-in to cross-platform aggregation to be published on their SNS, the
one-by-one approval function can be applied. The overload from managing multiple
platform aggregation may be diminished by using P3P like policies [Preibusch
et al., 2007]. The aggregate data should be subject to previously defined guidelines,
e.g. the Fair Information Practices (OECD 1980). We nevertheless beg caution,
since policies and guidelines have little or no meaning if the necessary legal and
social standards are not there to accompany them [Möller, 2008].

External separation of identities breaches caused by porting social graphs across
platforms require new negotiation mechanisms. Friends in one network must be
able to refuse to be listed as friends in another. In this sense, the release of such
information external to the original SNS is similar to an external transitive access
control and requires further studies.



230 COMMUNITY PRIVACY CONCERNS BASED ON ONLINE NEWS AND THE BLOGOSPHERE

A.3.3 Breaches related to Contested Ownership

With contested ownership we describe the explicit and implicit definitions of data
ownership that may lead to privacy breaches. Specifically, we distinguish between
contested ownership issues upon joining and leaving an SNS.

Provider contestation of data ownership: Users practically surrender their “right to
be let alone” as soon as they sign up to an SNS. The conditions of this deliverance
are set up in SNS policy documents and often merge the provider’s right to circulate
the content world-wide and the ownership of the data. For example, Facebook’s
Terms of Use states: ‘When you post User Content to the Site, you authorize and
direct us to make such copies thereof as we deem necessary [...] By posting user
content you grant the company an Irrevocable, perpetual, transferable license to use,
copy, publicly perform, publicly display, excerpt and distribute such User Content
for any purpose, commercial, advertisingÉ’ [Facebook, 2008c]. This statement
actually accompanies another one suggesting that ‘Facebook does not assert any
ownership over your User Content’. Policy documents that are within themselves
contradictory leave users in despair as to exactly what ownership means on SNS.
Further, it leaves unanswered how long data is retained and what happens to the
availability of the data if the company changes ownership or ceases to exist.

The complications in ownership with respect to relational information and
aggregated data are often not addressed in privacy policies. It is usual that
privacy policies pose the question of ownership as one that is between a single user
and the provider of the SNS. This produces a grey zone with respect to data that
belongs to many. Especially in the case of the aggregate data it is assumed that
SNS providers reserve the right to all aggregated data and derivatives thereof. We
will address aggregate data further in the Section on misappropriation.

User contestation of relational information ownership: Once the SNS membership
is established, users inevitably start producing relational information. Relational
information, as defined earlier, results in ownership interdependency. Who will
specify when relational information will be visible, to whom, who will be able to
alter and finally delete that information? For example, user A wants to publicize
all her activities. She comments one of friend B’s photos, only visible to friends.
May A: publicize that she commented? show the content of the comment? the
picture that was commented? Who actually owns the comment? So, whose privacy
settings should this comment subscribe to, to that of the author of the comment,
or the owner of the commented photo?

The ownership interdependency issue also occurs with regards to tags and links.
Many SNS nowadays allow users to tag uploaded content. On photos, owners can
tag a specific part of the photo and associate it with a friend by linking it to their
profile. On face value, these tags confirm the presence of the tagged user on the
SNS and link to his profile. As soon as a photo is tagged, the ownership questions
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arise by virtue of being relational information.

Profile removals and contestation of ownership: If SNS policies per default ask
for a license to circulate profile information widely and to share it with third
parties, it remains unclear exactly how the removal of a profile effects the circulated
copies. Even worse, Facebook asserts in their Terms of Use that removing User
Content amounts to an expiration of that license. But, how exactly User Content
is removed is not explained. Actually, deleting an account in Facebook, as opposed
to deactivating it, is a long and tedious process. Upon simple deactivation, the
data remains on the servers. Users must go through a complicated process to delete
their profile, including personally contacting Facebook staff, and in some cases,
sending legal letters [Aspan, 2008].

Finally, the ownership interdependency conflicts arise when a user decides to leave
her SNS. Should all relational information related to her be deleted? How does
that affect the privacy and the integrity of the interdependent users? All of these
questions also arise when providers remove user profiles in response to breaches of
their Terms of Use.

Privacy Design heuristics for addressing Contested Ownership Breaches

Distinguishing ownership from circulation rights: Privacy policies in SNS should
distinguish between circulation of profile information and the ownership of data.
If user data is going to be handled other than to make it available throughout
multiple servers and mirrored sites, then the purpose of data use should be clearly
stated.

Negotiating user-user interdependency: The interdependent ownership calls for
negotiation mechanisms and the establishment of community standards. A simple
solution to interdependent ownership would be to adopt the strictest settings that
any of the involved users have. An alternative would involve the SNS to inform
both parties of the ramifications of that particular interaction e.g. allowing user
B to comment on this photo will make that photo available to her friends due to
her current feed settings. Similarly, Myspace has a simple and elegant solution
to tagging in photos. The users first have to accept photos tagged with them
before those tags are made public. This is in stark contrast to Facebook, which
allows automatic tagging, all the while allowing the tagged user to remove the tag.
None of these basic solutions involve actual negotiations that would allow the users
to decide together the visibility and treatment of relational information. How to
address such conflicts and negotiations during requirements engineering is explored
in Chapter 8.

Removal of profiles and provider responsibility: Deletion of the data when a user
removes their profile is the responsibility of the providers. Legal frameworks
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should make providers responsible for the complete deletion of profiles, which will
inevitably have an impact on the sharing of the data with third parties. A good
example in this direction is the user-friendly Terms of Service (ToS) and Privacy
Policy (PP) of MySpace [Myspace, 2008b,a]. MySpace states that a user is in
sole control of their data, albeit while asserting that the SNS has the right to use
that data in some ways. They state that any use of PII (personally Identifiable
Information) will only be done after informing users of the purpose, and receiving
authorization from them.

Removal of profiles and user negotiation: If complete deletion is requested, then
this would imply that the user’s basic information, profile (and any comments
made by others on that profile), uploaded content such as photos and videos (and
any comments to those), their contact lists, their presence on other people’s contact
lists, and all other content be removed. This has an impact on the integrity of the
other profiles. An interesting design solution would be to allow users to distinguish
between kinds of relational information. Relational information is about sharing.
In real life, sharing sometimes means lending something, in others it means giving
something away i.e. like a gift. User may therefore be provided with functionality
that specifies the ownership conditions in relational information in a playful manner.

A.3.4 Breaches related to Misappropriation

By misappropriation we refer to the use of SNS data out of context or for previously
undefined purposes. This problem is typically manifested between users and
providers, or users and third-parties, and rarely among users. Misappropriation
often takes place on the aggregation of all user-interactions on the SNS: the
network information i.e. the complete social graph, the user profiles and the user
interactions. In its extreme case, such aggregation includes linking of data from
multiple providers.

Data mining and social sorting: Results of data mining on network information can
reveal additional information about users. Where is the user located in the network,
is the user a desired customer; a connector between communities; participating in
a community of interest that is of commercial or of other surveillance value? All
of these observations are based on aggregate traces and information provided by
users. But, it is assumed that this information is beyond users’ control and is not
related to their privacy.

The unwanted uses of network data that leads to discrimination of individuals based
on categorization in population groups are seen as breaches of categorization privacy.
The problems attached to surveillance networks and the resulting categorizations
has often in the focus of privacy debates [Nissenbaum, 2004, Solove, 2006], but
picked up by those in surveillance studies [Phillips, 2004b, Graham and Wood,
2003, Braman, 2006]. Facebook actually provides a privacy option which allows
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users to turn off “social advertising”, but nowhere do they state, exactly what part
of users’ “social data” or graph they observe for this kind of advertisement and
what happens if friends in the same social graph have conflicting configurations.

Third-party provider misappropriation and relational information: Third party
providers may provide services on the SNS that lead to the unexpected collection
of profile information by a third party. A recent example of misappropriation
concerns Facebook “apps” . Apps require full access to profile information before
users can interact with them. Facebook advises users to “use [...] applications at
[their] own risk” and provides apps with all profile information with no possibility
for the user to set limitations. Since users have to proactively install an app, and
explicitly consent to the use of their profile information, one could argue that this
is not a case of misappropriation. However the recent discovery that apps then
also gain access to sensitive information about their users’ friends catapults this
problem.

Impersonation and Appropriation: SNS do not authenticate the users with respect to
their real-world identities although some SNS require that users identify themselves
with their real world identities. This occasionally results in impersonation attacks
on SNS, i.e., malicious users pretending to be somebody else and using the
impersonation to gather information from ‘friends’ of that profile. Facebook
Beacon, another important example, misappropriates the mini-feed to indirectly
market products to the friends of a user who made a purchase [Hill et al., 2006].
This is an example of appropriation, “the use of the data subject’s identity to serve
the aims and interests of another” [Solove, 2006].

SNS internal misappropriation: Beacons misappropriation of data was public by
virtue of the properties of the application, although the technical implementation
and the complete effect of the feature remains a “trade secret”. Recognizing
misappropriation is a matter of expertise, if not impossible. It was only through
multiple interventions publicized in blog articles that it became evident that Beacon
uses a combination of cookies and pixels at partner sites that invoke javascript.
A deeper analysis showed that Beacon contains further unwanted side-effects
like tracking users that are off-line [Bertaeu, 2007] and linking users with wrong
information [Li, 2007].

Privacy Design Heuristics to address Misappropriation Breaches

Opening network information to scrutiny: OECD guidelines can be applied also to
network information in SNS. Users can be informed about how their information has
been shared and with whom. They may also be offered the right to scrutinize, edit
or delete this information. Mechanisms can also be implemented to encourage users
to scrutinize aggregate data and resulting categories, make corrections, or delete
themselves out of unwanted categories. Information overload and the required
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expertise may inhibit such engagement. Revealing network information would also
reveal information about other users. Even if the network is revealed anonymously,
it may be possible to devise attacks and reidentify users [Backstrom et al., 2007].
Using stronger anonymization techniques, especially those based on perturbation,
would in return raise questions about the authenticity and accountability of data
[Braman, 2006]. Transparency of network information is nevertheless an interesting
question for future research.

Engaging the public: Misappropriation, albeit less flashy than the other categories
of privacy breaches, is a silent assassin. In reality, only the providers themselves
know about their doings with network information. SNS providers rely on that
wealth of information for value creation. The more information they have on their
users, their users’ interactions, social graphs, habits, wishes, and purchases, the
more these users are worth to potential partners of that provider. The articles
show that their authors, and probably also their readers, expect that once their
information is ‘out there’, it is in one way or another public. Nevertheless, as
more misappropriation stories hit the news and the users become aware, it will
become inevitable to think about privacy design with respect to the use of network
information.

A.4 Discussion and Conclusion

There are three main contributions in this study. Firstly, we consider privacy as a
set of practices in negotiating the public and private divide. In that sense we depart
from the view of privacy as confidentiality often encountered in privacy research.
Starting from this perspective, we lay the groundwork for dealing with privacy
concerns systematically during systems engineering. We focus on the domain of
SNS where conflicts and negotiation are central.

Secondly, we argue that the themes that we have deductively and inductively
generated through literature review and content analysis can be used as a guiding
analytical framework to address the privacy concerns of the SNS community that
we studied. The themes, and the sub-themes include investigations of the properties
of prominent breaches in SNS and how they are inter-related. We use the breaches
as representative of the SNS community privacy concerns, and hence argue that
addressing them is equivalent to addressing this community’s privacy concerns.

The themes in this framework are interdependent, but they point out different
aspects of privacy breaches. For example: if ownership is contested, then it
is difficult for a user to determine the visibility of relational information; or,
misappropriation and unforeseeable visibility often result in the breach of separation
of identities, etc. Nevertheless, the differences are helpful in conceiving the necessary
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privacy design heuristics. Those privacy design heuristics and discussions on their
advantages and disadvantages make up the final contribution of this paper.

Clearly, neither the list of breaches nor the suggested privacy design heuristics are
complete. Further, the SNS community that we studied is one of many stakeholders
in SNS. They represent a tech-savvy, data protection legislation aware stakeholder.
Further stakeholder viewpoint analyses may reveal further privacy concerns.

We expect that as users are better informed about the inner workings and effects
of SNS, they will also become more articulate about their privacy concerns and
needs. Then, providers will face increasing pressure to engage in privacy design.
We conclude that in addition to user surveys, interviews, and ethnographic studies,
content analysis of user and user community artifacts can be used to analyze
those better articulated concerns. The results of such studies can guide SNS
communities in better understanding their privacy concerns as well as serve to
guide SNS providers in privacy design.

In our text we pointed to important topics that require future research. An
important issue worthy of further investigation is whether, and why, providers
would be willing to offer more privacy features? What drivers exist that could
positively affect the SNS providers’ approach to user privacy, when the availability
of user data is what gives their networks their value. Possible drivers for SNS
providers may be user retention, avoidance of bad publicity, industry standards,
adhering to potential relevant legislation, or simply ethics.





Appendix B

Service Provider Privacy
Concerns based on Privacy
Policies

Most popular SNS and Third Party Applications (TPA) provide privacy policies to
address privacy concerns, legislation requirements and privacy practices. Privacy
policies are legally binding and socially constructed documents (non-human objects)
and play an important role in defining the roles and responsibilities of the involved
stakeholders. Documents such as privacy policies can be interesting for researchers:
They are actively and collectively produced, exchanged and consumed; indicate
many decisions by many people; reflect special social circumstances; and, lastly,
their consumption is a social process, governing who will use which documents for
what purposes [Miller and Alvarado, 2005].

The main objective of this paper is to analyze privacy policies to analyze the privacy
concerns that the SNS and TPA providers address. We also use the analysis to
understand how the providers frame the privacy practices they offer to the different
SNS stakeholders. The results of the study are then used as input to elicit privacy
concerns related to SNS from the perspective of SNS and TPA providers.

In order to fulfill this objective, we preferred a qualitative study of the privacy
policies of social networks. Using a qualitative method, it is possible to identify
topics of interest, regardless of how, or how often, they are addressed. Further, our
aim is to investigate the privacy concerns of SNS providers with respect to users
and other stakeholders, describe how these topics are related to each other in the
documents, and examine the construction of the different roles, responsibilities and
accountabilities assigned to the different stakeholders. Given our requirements, we
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selected template analysis, a qualitative content analysis method, to study privacy
policies.

Based on template analysis we systematically coded the privacy policies and posed
the following questions:

• How is privacy defined in the privacy policies of SNS and TPAs? Is it limited
to the descriptions in various data protection principles or do the policies
extend those principles and/or offer alternatives where data protection has
its shortcomings?

• Which issues are relevant and important for the SNS and TPAs with respect
to their users’ privacy? Which issues do the play down? What kind of
accountability and liability do they offer or assign to their users or third
parties with respect to the information they manage?

• Which concerns do providers specifically articulate with respect to third
parties and users’ personal information? Which stakeholders are identified as
responsible for addressing these concerns? And, how is the situation framed
from the perspective of third parties?

We chose Facebook, Myspace and Orkut as the SNS of interest for a variety of
reasons. Facebook is currently the largest SNS and has had its fair share of privacy
issues over the years. It also recently adopted a “democratic” approach to updating
its Terms of Use and Privacy Policies. Myspace was the largest SNS for a long time
and targets a different audience from Facebook, including musicians and artists.
Orkut is heavily present in the Brazilian and Indian market and is a Google-owned
company. Google itself has been the focus of a series of privacy related critiques.

Additionally, we chose two of the largest 3rd party application providers, Zynga
and Playfish, whose products include many of the most popular games on SNS.
Zynga is based in California, and Playfish in the UK. The different locations are
also interesting since they reflect the different data protection laws the companies
comply with.

For brevity, we focus on passages and statements that stand out in the
aforementioned policies. We also shortly present an overview of the themes (codes)
derived from our analysis. The remainder of this Appendix is structured as follows:
Section 2 presents related work in the areas of SNS and privacy policies and
describes template analysis. Section 3 discusses the analysis of the privacy policies
of SNS providers and presents the main codes or themes identified therein. Section
4 presents the same analysis for TPA providers. Finally, Section 6 discusses the
results and concludes this paper.
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B.1 Related work, Methodology, and Documentation
of Results

SNS and TPA privacy policies are by-products of legislation or national
recommendations of data protection principles applied to the collection, processing
and distribution of personal information. In the USA, the Federal Trade Commission
recommends the Fair Information Practices [Commission, 2007], which are enforced
through self-regulation, private remedies and government enforcement. All data
collection processing in continental Europe is subject to the EU Directive 95/46/EC
[EU, 1995], whereas in the U.K. this is regulated by the Data Protection Act [of Data
Protection Commissioner, 1998]

In our analysis, we mention the principles and legislation that the privacy policies
in our data set explicitly claim to address. Nevertheless, our concern is not to study
which information practices or data protection principles are applied or legislation
is complied with, as in the recent survey by Reay et al. [2009]. Instead, we study
how these principles are interpreted and communicated in the privacy policies,
which ones are emphasized, and which others are left rather nebulous.

We used template analysis to systematically study the privacy policies. Template
analysis is similar to thematic analysis in that it is used to thematically organize
and analyse textual data. The essence of template analysis is that the researcher
produces a list of codes (‘template’) representing themes identified in their textual
data. The template is most commonly organized in a hierarchical structure,
representing the relationships between the themes [King, 2004]. Template analysis
can be used within a range of epistemological positions: anywhere between the
positivistic position of quantitative analysis “discovering” underlying causes of
human action, to the ‘contextual contructivist’ position which assumes that there
may be many interpretations depending on the researcher and the context of the
research [King, 2004].

In this study, we subscribe to the second school of thought. Quantitative and
experimental studies of privacy policies exist. These studies are concerned with
semi-structured language analysis to extract privacy requirements from privacy
policies [Breaux and Antòn, 2005], usability and readability of privacy policies
[Mcdonald et al., 2009], and presentation and visualization of privacy policies
[Kelley, 2009, Reeder et al., 2008].

While quantitatively analysing the codes, or even the vocabulary and grammar of
the privacy policies, reveals interesting starting points for studies, we assume that
the frequency of code may not tell us everything meaningful about the semantics of
and relationships between textual data. Sometimes a topic mentioned may make an
important difference in the analysis of a privacy policy regardless of the frequency
of its mention. As stated on the homepage of the Template Analysis Method: “The



240 SERVICE PROVIDER PRIVACY CONCERNS BASED ON PRIVACY POLICIES

fact that a theme is particularly common – or rare – may point to something worth
closer attention, but in qualitative analysis it must never be taken as any kind of
“evidence” in and of itself. The process of listing themes is about raising questions,
not answering them” [King, 2009].

Further, usability and readability studies focus on the comprehension and
transparency of these policies. If privacy policies are to serve any purpose, then the
their transparency and usability are central. Yet, making the policies transparent
is a different concern then the need for a deeper analysis as to how the policies
construct or order the relationship between users and service providers, service
providers and third parties, and between users. We are unaware of any studies
that move beyond matters of legal compliance and usability that also investigate
the construction of roles, responsibilities and accountabilities in privacy policies
in a comparable manner. According to the template analysis method, a first
version of the template is either pre-defined or established through some initial
coding. A code is a label attached to a section of text, to index it as relating to
a theme or issue in the data, which the researcher has identified as important to
her interpretation [King, 2004]. The hierarchical organization of codes enables the
researcher to analyze the data at varying levels of detail: higher-order codes can
give an overview, while lower-order codes allow for fine distinctions to be made
both within and among specific cases.

We followed the template analysis process in developing our template (based on an
initial first run through the Facebook Privacy Policy, later developed by applying it
to the full data set). We expected the main data protection principles to be present,
but did not define a priori themes in order to avoid bias. Our data set contained
only privacy policies of the subjects, but we did identify helping documents that
are explicitly or indirectly linked to the policies, listed here in the form (number of
explicit links : number of implicit links): Facebook (11:26), Orkut (8:25), Myspace
(3:14), Zynga (3:4), Playfish (4:0). When necessary, we included references to those
helping documents. Finally, we used the TAMS Analyzer [TAMS, 2008] to analyze
frequencies of codes, relationships and resulting hierarchies among codes.

B.2 Analysis of SNS Privacy Policies

Based on the final version of our template, seen in B.1, we grouped sets of related
codes from all SNS privacy policies into 5 topics. The figure also includes high-level
code counts. In the following, we will describe our findings for four of the main
topics. We do not discuss minors and underage users as this is a topic in itself
that is not only about privacy but also about the relationship between parents and
children, children and their peers, children and educational institutions, etc. Much
work has been done on the topic of minors by danah boyd [2007], among others.
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Stakeholders in SNS privacy policies: A stakeholder can be defined as any
individual, group, or organization whose actions can influence or be influenced by
the development and use of the system whether directly or indirectly [Pouloudi,
1999]. According to this definition, parents, privacy initiatives, schools, businesses
whose employees use SNS, institutions that offer trust seals, legislators and many
others are also stakeholders of SNS. Parents are mentioned in all three documents
as playing an important role for supporting safe internet practices of minors and
underage users but are out of the scope of our analysis. The TrustE seal is
mentioned as a stakeholder in the Facebook Privacy Policy. The US Safe Harbor
Principles as agreed on between the EU and the USA are mentioned in all three
policies.

The focus of this study is on privacy policies and hence we limit our stakeholders
to those either mentioned or addressed in these documents: the SNS itself, the
registered users of an SNS, the readers of the privacy policy, and third parties.
Third Parties in SNS are divided into three groups: third party advertisers, third
party partners (including partners and affiliates), and TPAs.

Topic 1: Personal Information, Data Protection and Policy

The first topic is concerned with the definition and scope of the policy and
explanations of how the policy applies data protection principles to personal
information. This topic is closely related to Topic 2 with regards to data collection
and processing for advertisement and by third parties.

The main audience of all three privacy policies are registered users, while subtleties
in the definitions of the audience exist. Facebook commences the privacy policy by
addressing a “you” that is supposedly the user who voluntarily shares information
with the SNS, both Myspace and Orkut start by defining when the policy start
applying to its reader [Facebook, 2009b, Orkut, 2009]. Moreover, Myspace makes
the distinction between members and visitors, hence suggesting that the policy
also applies to the visitors of the site [Myspace, 2008a]. Although Facebook talks
about test rides for visitors that can take a peek into the social network, it is not
clear if the Facebook Privacy Policy applies to them.

A definition of the “user” is provided only later in the Facebook Privacy Policy
after a first section that alludes to a caring relationship between Facebook and
its users. This introduction enunciates the importance of sharing information on
Facebook and the provider’s helper role in the process of sharing. Although much
of the Facebook policy is about the collection and processing of a wide range of
personal information by Facebook and third parties, the privacy problem is defined
as something else.

According to the Facebook Privacy Policy, privacy is a matter of controlling personal
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Topic 1: Personal Information, Data Protection and Policy #
Data Protection Principles (DP) 136
PersonalInfo 48
Tracking 19
PrivacyCompliance 18
Aggregation 18
Definition 8
OverridingExceptions 4
ReportingAbuse 4
Questions 5
Total 260

Topic 2: Advertisement and Third Parties #
AdvertisementPractices 14
ThirdPartyAgreements 9
Applications 6
Misappropriation 2
LinksToThirdPartySites 2
Total 33

Topic 3: User Control of Information #
InfoMgmt 26
Privacy Settings 21
Control 15
Users Choice To Share Info 14
PrivacyMarketing 6
Privacy Tools 3
Risk 2
Privacy 2
Disputes 1
Total 90

Topic 4: User Interactions and Information #
Other Users 25
Relational Information 4
Test Rides 1
Total 30

Topic 5: Internet Safety, Minors, Underage Users #
UnderAgeUsers 2
InternetSafety 1
Minors 1
Total 4

Table B.1: Final template of higher-level codes and the five main topics
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information that users willingly and knowingly choose to put on Facebook. Control
is defined as the user’s ability to control accessibility of personal information
to other users. A small number of exceptions apply to controlling information
processed by the SNS itself and third parties. Therefore, privacy on Facebook is
not about what Facebook itself can do with the information it collects, processes
and shares with Third parties.

In comparison, Myspace and Orkut’s privacy policies are more functional and are
concentrated on making transparent their data practices. Both policies do not
provide users with definitions of privacy; the word privacy is never mentioned in
the main text of the Orkut Privacy Policy. Rather, they describe if and how the
providers apply subsets of the data protection principles. In that sense, these two
policies are predominantly about defining the conditions with respect to personal
information between a single user and the provider of the SNS. Both, Myspace and
Orkut mention functionality to control sharing among users, but this is not the
dominant theme in their privacy policies.

The definition of personal information plays an important role in articulating the
scope of the privacy policies. Table B.2 shows the different categories of personal
information used by the privacy policies, the data that is explicitly classified under
each category, and the data that is mentioned in the policies but is not explicitly
classified under a given category. We listed such data in the rows labeled “other”
for each privacy policy.

We note here a difference between the US definition of personally identifiable
information (PII) [III, 2007], and the EU’s broader definition of personal data.
While PII covers data that directly identifies an individual e.g., name, social security
number, the EU Directive 95/46/EC provides a much broader and vague definition
of personal data. For computer scientists, this includes de-identified personal
information through which individuals can be identified probabilistically:

Myspace’s privacy policy refers to the US definition of PII whereas Google and
Facebook define a larger set of data as personal information, more close to the EU
Directive’s definition. Any options Myspace offer to users are mainly about the
protection of the PII. Given the limited scope of PII as defined above, Myspace
can share almost all other profile information uploaded by the users with to third
parties without apprehension. In Orkut, personal information includes all the
profile content but traffic data is not explicitly classified as personal information.
Orkut does document their extensive collection of their users’ traffic data which
includes the content and conditions of all communications with non-Orkut users.

Facebook has an even broader definition of personal information. It is the only
privacy policy that explicitly makes a distinction between the personal information
provided by the user, which we coded as PersonalInfo:Content, and “Web Site use
information collected by us as you interact with our Web Site” which we coded as
PersonalInfo:Traffic. Facebook offers users privacy controls only with respect to
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their PersonalInfo:Content and not with respect to their traffic data. Hence, traffic
data is rendered as being outside of the privacy concerns and control of users.

Further, Facebook explicitly states that it collects information about its users from
other sites in order to offer users a personalized experience. Users are able to
opt-out of the collection of data from other sources. But, there are no statements
about the users’ ability to access, edit or delete information previously collected.

In all three privacy policies, anonymized or de-identified data is described as being
data that cannot be linked back to the original users. It is not described how
far the SNS go with de-identification, whether they make use of state of the art
privacy preserving data mining techniques, whether they update these techniques
as proofs of their vulnerability are made public, and whether they deal with the
anonymization of network structures that have proven to be difficult [Narayanan
and Shmatikov, 2009].

“Accessing and editing personal data” is mentioned by all three privacy policies,
however, only Myspace (ironically, the site which least requires users to input
the “real” information) makes guarantees with respect to accuracy of personal
information.

The policies mention a number of possibilities to opt out of a subset of the data
collection and processing activities indicated in the policies. These possibilities
are always coupled with third party applications and data collection practices, the
only exceptions being email notifications and Facebook Beacon.

All three sites state that they may not be able to secure the users’ data, that data
may become public, and that they are not accountable for such leakages. Facebook
states that they may constrain the use of personal information by Third parties
through agreements but they are not responsible for resulting breaches.

Such statements can be interpreted in two ways. Either as a sign of honesty,
given digital systems, the nature of the Internet and the security problems therein,
any security or privacy mechanisms are subject to threats due to conditions that
the providers themselves do not always control. Or as a means of freeing all
three data collectors from accountability for the massive databases that they are
running. Facebook explicitly makes no guarantees with respect to TPA providers’
privacy compliance, while Myspace and Google state that the agreements include
agreements with respect to necessary security measures for the shared information.

Both peer-to-peer add-ons and encryption could offer more secure alternatives with
the same functionalities to SNS, none of the three SNS offer such mechanisms to
secure sensitive or other information belonging to their users. Facebook and Orkut
do mention the use of SSL for some of their communication, whereas we found no
mention of such technologies in Myspace.

Description of data retention practices in all three policies does not contain time
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Facebook

Pers. Info. (Content) name, your email, telephone number, address, gender, schools
attended, any other personal or preference information,
communication content, photos

Pers. Info. (Traffic) all interactions with website
Other browser type and IP address, deidentified information, aggregated

data, communication content and conditions of invitations to non-
facebook users, responses to invitations, information about the
user from other sources, other users supplement to user’s profile,
activity information collected from third parties, information
collected through cookies and beacons by third parties

Myspace

PII name, email, mailing address, telephone number, credit card
number

Non-PII date of birth, interests, hobbies, lifestyle choices, groups with
whom they are affiliated (schools, companies), videos and/or
pictures, private messages, bulletins or personal statements, IP
address, aggregate user data, and browser type.

Other Marital Status, Education and Children, About Me, Interests,
Movies, Anonymous click stream, number of page views
calculated by pixel tags, and aggregated demographic information,
information collected through cookies and beacons by third parties

Orkut

Personal Info. email address, password, gender, age, occupation, hobbies,
interests, photos

Other communication content and conditions of invitations to non-Orkut
users, SMS communication content and conditions, user’s wireless
carrier

Table B.2: Categorization in the policies of the data collected in each SNS.

limitations. Facebook and Orkut state that the retention of data is necessary to
provide the SNS services. It is also not clear if this unspecified “reasonable period
of time” also applies to the traffic data.

Deletion should terminate data retention, but all of the policies make a distinction
between deletion and deactivation, state that traces may be left on back up devices
or mirror servers, and make it costly to delete the profile. The policies again do
not state if deletion also applies to traffic data. Myspace does not explicitly state
what happens to non-PII when a user deletes her account. Further, it states that
PII necessary for federal, state or local law will also be retained. It is unclear how
much of the small set of PII needs to be retained according to federal, state or
local law. All policies state something similar. None of the policies offer to notify
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the users with respect to breach of data, delivery of data for legal purposes, or
sharing with third parties.

Orkut provides a two-step explanation of profile deletion that leaves the reader
perplexed. According to these descriptions, logging in after deletion may re-activate
the user’s account. Further complete deletion is only possible if the user deletes
all Google related accounts. This is a high price to pay to achieve the complete
deletion of a profile on one of the Google services.

Topic 2: Advertisement and Third Parties

All privacy policies describe the SNS’ sharing practices with third parties. There
are four types of data sharing statements that are mentioned: (1) sharing profile
information with third parties, (2) collecting information from Third Parties, (3)
SNS providers blocking access to certain information with Third Parties, and
(4) users revealing information to third parties directly. Third parties are either
advertisers, search engines, subcontractors for the services offered by the SNS,
third party sites that are linked through the SNS, or legally defined third parties
(government agencies, law enforcement, or any subjects with a legitimate legal
request for data).

Facebook states that it shares de-identified information with advertisers and offers
customized ads based on user behaviour. Facebook does not offer any option for
users to opt-out of such a customized advertisement program, while both Myspace
and Orkut do. Myspace depends on the veritability of the Network Advertising
Initiative’s Opt-Out program. Orkut lists only Predicta and Double Click as
advertisement partners with the ability to opt-out. For the Predicta site we were
unable to find an opt-out option. Orkut offers no opt-out from the collection of
communication content of SMS.

Facebook explicitly states that it collects information about its users from third
party sites. Although by now it is common to get access to users web based address
books, none of the policies mentioned this sensitive aspect in their privacy policies.

Further, the address book imports and collection (or scraping) of data from third
party sites, practices that SNS admit to themselves, have led to a series of yet
unresolved lawsuits about data portability and user lock-in. It is interesting that
these lawsuits are being challenged as a matter of “Terms of Use” and not as a
matter of privacy and related policies [Kincaid, 2009]. Facebook states that it will
discard data collected from third party sites if the users opts out, meaning that
the information is collected even if the user opts-out, to be discarded afterwards.

All three SNS mention that users may share information with third parties directly,
if they install TPAs, follow links to other sites, or receive advertisements. All
SNS do not take responsibility for information collected by the TPAs and instead,
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advise the users to read their privacy policies. Orkut explains that TPAs receive
all public profile information, which is defined to include all content that is not set
to a limited circle of friends. The application also receives information about other
pages that the user visits (given the application is also installed there). The user’s
information becomes visible to users of the application on other sites.

TPAs do not contain privacy policies on their SNS-based information pages.
Therefore, users are left to their own device for locating these privacy policies,
discovering which terms apply to their use of the application in the specific SNS
and making an informed decision about their privacy.

Topic 3: User Control of Information

Sharing in SNS includes the right to own one’s own information and control with
whom to share information. Hence, Facebook provides users with privacy settings
in order to control their sharing. But what control, ownership and sharing means
are constrained by all SNS providers.

The controls that users are given for their profile information applies at a maximum
to: limiting search and access to profile information by other users; limiting access
to third parties, and disabling indexing of profiles by third party search engines.
With the exception of email notifications and Beacon, all three sites offer no controls
with respect to data that is uploaded to the SNS itself. No mechanisms are provided
to the users to keep any of their information confidential from the SNS.

In that sense, in their privacy policies the SNS flaunt themselves as trusted. Users
should be concerned about controlling their information with respect to other
users and third parties. With the SNS themselves such controls are not necessary
and are not provided. This contrasts with the accountability guarantees that the
SNS provide their users: all SNS state in their privacy policies that they are not
responsible for any security breaches and public leakages of data.

By limiting the scope of the controls, not only do the SNS not step up to being
accountable for the data they hold in their databases, they also construct the user
as the figure responsible for making the right privacy decisions and controlling
access to their own profile information. The users are the ones that choose to
provide their information, they use the site at their own risk and they have to
decide set their controls towards others. And yet this choice and control ends
already with traffic data: revelation of traffic data is not information that a user
“knowingly chooses” to provide the SNS, nevertheless, they have no controls over it.

In comparison, the “choices” made by the SNS and Third Parties are depicted in
privacy policies as a matter of fact, a necessity for better services, and a description
of practice. The SNS determine the boundaries of the choices that users make
and may even override these. Even further, the underlying design is set up such
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that users may override other user’s choices with respect to controlling their profile
information, if it conflicts with their desire to share information. The fact that
one user’s decision to share information with TPAs determines what happens with
their friends’ data further exacerbates the problem of addressing data sharing and
control decisions as a matter of individual choice.

Topic 4: User Interactions and Information

SNS are designed to enhance sharing based on relationships between users and a
number of features that broadcast information to (subsets of) these relationships.
SNS work with transitive access control models where related users may be granted
access rights and control rights i.e., the ability to dynamically extend the access
list for one piece of information. For example, if a piece of information is accessible
to friends-of-friends, then that means that friends of the user co-determine who
is allowed on the access control list by virtue of defining their own set of friends.
When a relationship is established between two users, both have control permissions
on the relationship information itself: they can both delete the relationship and
make its presence accessible to their choice of friends. We call any information in
an SNS that can be controlled by more than one user relational information.

Relational information is not an exception in SNS but rather the rule: photos
are commented by others, walls are written on by many, discussions have many
participants. “Other users may supplement your profile”, states Facebook. Hence,
if a user wants to share their information, it is possible that supplements to that
user’s profile by others will also be shared. Hence, the concept of individually
controlling data towards other users is intrinsically bound to fail. Depending on
the underlying design, those friends may then make that information accessible to
a greater public. This points to an unresolved contradiction between the fact that
the SNS are platforms for sharing; the design is optimized for sharing collectively,
and the fact that privacy related controls are designed for individual users. The
controls set by individual users may become meaningless and provide no more
guarantees as soon as information is shared with or controlled by one or more users.
None of the SNS take responsibility for information that becomes public as a result
of their underlying design or give a reasonable description of how it works.

The ability to only individually control a limited amount of personal information
coupled with the hands-off attitude of SNS providers with respect to information
belonging to many suggests that the privacy policies and controls they offer only
effectively apply to data that is not shared and is related to a single user. This is
in most cases is limited to the persons contact information and personal attributes.
Any other settings to control information may be overridden by the underlying
design and this is not the responsibility of the SNS.

Being able to control private attributes has recently been questioned. Studies
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have shown that attributes revealed by friends in a profile’s vicinity might be
used to infer confidential attributes [Zheleva and Getoor, 2009] cautioning about
revelations of networks. Against this type of thinking, Stalder [2002a] argues that
in a networked world the intrinsic attributes of individuals are less valuable than
being able to prove that a user is well networked. It is the connectedness and being
able to prove their “existence” that allows individuals access to communities and
organizations.

Hence, although the revelation of hidden personal attributes is a problem, we
conclude that the privacy policies attention to individual control of private attributes
and not much more does disservice to the importance of relational information and
collective sharing in a networked world.

Myspace’s privacy policy is less concerned with justification of the sharing practices,
although they also explain that making profiles accessible through search engines
and browsing is important to connecting members. Orkut uses a similar language,
states that privacy controls may be overridden by the decisions of other users, and
takes no responsibility.

Relational information also causes problems with the deletion of data. It is not
clear which information will be deleted when users terminate their accounts. In
Orkut there are dozens of help pages for the different deletion options. None of
these are mentioned or linked on the page for deleting profiles. In some cases, users
may also delete contributions made by others: community owners are able to delete
all comments from single users; a photo owner is able to delete comments to her
photos and on her wall or comments she left on other users’ walls. Deletion of
relational information can be about both the privacy of a user or the integrity of a
user’s profile or a community’s discussion forum.

The differences in opinion as to which of privacy and integrity is of higher priority
may lead to conflicts. Neither the design nor the privacy policies address potential
conflicts arising out of relational information removal. They also do not offer
the possibility to negotiate or notify users when deletion is desired or unwanted
deletion occurs. Only Facebook addresses that disputes may arise, but what kind
of disputes, if they also include disputes among users is unclear.

B.2.1 Privacy Policies of Third Party Application Providers

In addition to analyzing the privacy policies of SNS, we decided to study two of the
largest providers of TPAs, Zynga (a San Francisco based company) and Playfish
(London based). Between the two of them, these providers are responsible for more
than 10 of the top (mostly games) third party applications on Facebook and other
SNS [Graft, 2009].
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We will again describe our findings for the main template topics. The policies of
Zynga and Playfish are brief, however they do offer a different angle from which to
study privacy policies [Playfish, 2009, Zynga, 2009]. The privacy policies here also
list the user and the provider as clear stakeholders. In addition to SNS, advertising
partners, 3rd party content providers, partners, affiliates and the users’ contacts
on the SNS themselves. Parents of minors and legal bodies are also mentioned, as
are certain legislations. As these are not discussed in detail, they do not play a
large role in our analysis here.

Stakeholders in TPA privacy policies: The stakeholders mentioned in TPA
privacy policies are as follows: the TPA itself, the registered users of a TPA,
the readers of the privacy policy, and third parties. Third Parties in TPA are third
party advertisers, third party partners (including partners and affiliates), other
TPAs, and additional third parties called content providers.

Topic 1: Personal Information, Data Protection and Policy

Both providers start by identifying their sites and the documents. Playfish continues
by immediately mentioning their compliance with data protection legislation
[of Data Protection Commissioner, 1998] this is later somewhat negated by the
fact that user information might be transferred outside of Europe where similar
legislation might not exist (section 4). Zynga, on the other hand, starts by
assuring the user that their information privacy is important, and that the service
is designed to protect that information from misappropriation. They explicitly
mention Californian law’s protection of opt-out right from disclosing information
to third parties. Furthermore, Zynga confirms that they use SSL (Secure Socket
Layer) technology for processing sensitive information. Playfish states that they
have “implemented reasonable technical and organisational measures dedicated to
secure your personal [É]”. Those measures are not explicitly discussed, and this
statement is immediately followed by a disclaimer that the internet is an open
system, and that they cannot guarantee that unauthorised third parties will not
be able to defeat those measures and misappropriate users’ personal information.
Playfish uses an unidentified third party for payment processing. We will discuss
third parties in section 5.2.

Both providers dedicate sections to the collection and processing of personal
information. Users are told that they consent to the collection of their personal
information by using the service on Zynga, and that they reserve the right to retain
all that information, “in anonymous form” for as long as they see fit. Playfish
makes no mention of consent on a global level, they do however mention consent
with regards to transfer of personal information outside of Europe. In addition
to basic personal data that both services collect on registration, SNS accounts
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(such as Facebook IDs) are gathered when users use applications on those SNS.
Remarkably, Zynga states that the IDs are also collected if a user uses the app on
a contact’s SNS page. No further information is given at this point, particularly,
there is no mention made of what exactly constitutes “usage” in this case. This
confirms, to a certain extent, the privacy breach identified in [Gürses et al., 2008],
that TPAs have access not only to their users’ accounts, but also to those of the
users’ friends. At this point, Zynga points users towards the ToS and PPs of SNS
providers for more information. Both providers, as in most other PPs that we have
studied, discuss the user’s responsibility to read changes to the policies, inform
the user about their information moving to new owners in case of a change of
ownership, and about the fact that they may gather information about the user
from various sources.

With regards to legal bodies, Zynga states that they may access, preserve and
disclose information as they see fit in order to avoid liability or when required to
do so by law. Playfish does not mention this particular topic. Zynga additionally
states that they may maintain and/or delete information as they see fit, particularly
if such content constitutes an infringing or prohibited posting.

Activity tracking, and particularly the usage of cookies, is given major coverage
on Playfish. Almost a third of the policy is dedicated to explaining what cookies
are, and how playfish uses them. The provider identifies two types of cookies,
those issued by Playfish itself, and those issued by third party advertisers. For
the latter, Playfish clearly states that they have neither access to, nor control of
the cookies. Furthermore, the provider informs users about their ability to disable
cookies, with the notice that not all features of the service may be available in
the case of disabled cookies. Zynga also mentions both cookies placed by other
content providers since “most content delivered through Zynga games originates
with another content provider”. No further mention of how and what information
is gathered here, who those “content providers” are, and how users can get to the
bottom of this chain of responsibility can be discerned from the policy.

Both providers discuss newsletters and other forms of notifications sent to users.
Playfish mentions an opt-in system whereby users request certain newsletters,
whereas Zynga says that they offer an unsubscribe link in the case of emails. They
however state that they may use “your name, email address and other information
on our system to notify you of [...]”. What that “other information” is, and how
users can opt-out of receiving notifications through those channels is not made
clear.

B.2.2 Topic 2: Advertisement and Third Parties

After data collection, retention and processing, advertisements and third parties
make up the second largest data body in both policies. Sharing information
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with third party content providers, advertisers and others is mentioned regularly
throughout, and the line between data anonymization, aggregation, mining, as well
as PII and non-PII is very blurred. In this section we will dissect that information
and try to clarify what type of information is shared with whom, according to the
privacy policies.

Playfish informs users that they may use targeted/behavioral advertising, but
issues an assurance that the advertisers will not receive information regarding who
views those advertisements. They do, however, mention passing along activity
information to third parties in order to improve the service. That information is
however aggregated data and statistics and can not be used to identify individual
users. In both policies, a differentiation is made regarding third party advertising
companies. Those may place cookies and use pixel tags (or beacons) in the
advertisements. The providers do not claim any responsibility for information
gathered through these cookies or tags. Additionally, Zynga mentions that, even
though they do not provide any PII to these advertisers, information is sent when
a user views a targeted add, and the advertiser may then conclude that the user
has the characteristics (age, gender, etc) which that ad was targeting.

This information conflicts with the statements made in another section, that Zynga
DOES provide non-PII and certain technical information (including IP and activity
information) to its partners (including advertisers). However, the partners have
no independent right to further share that information. Zynga also states that
users may not opt-out of sharing that information “whether personally identifiable
information or other information”. Suddenly, there is mention of PII, which wasn’t
the case before. Particularly since, only a few paragraphs before that statement,
Zynga clearly states “We do not sell or rent your Personally Identifiable Information
to any third party. We may, however, use certain information about you that is
not personally”. This whole section starts to contradict itself, and does not offer a
coherent statement to the user, with all the conflicting statements regarding sharing,
renting and selling, as well as PII, non-PII and activity information. Someone who
studies the section in detail, let alone a casual reader, is left confused and not really
aware of what their rights are.

Both providers do not explicitly mention security practices, rather, Playfish issues an
assurance to the user: “In some cases, the third party may receive your information.
However, at all times, we will control and be responsible for the use of your
information”. This claim of responsibility is quite unusual, and does not appear in
any of the other policies we analysed. However, Playfish does not really explain
what that “responsibility” really entails in terms of accountability. Zynga simply
claims that certain of its partners, their contractors and employees may view user
information and perform the various tasks (as set forth in the Privacy Policy).
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B.2.3 Topic 3: User Control of Information

There are interesting points to be made regarding control of information on both
services. Playfish offers users the chance to request to see the information available
about them (for a fee of 10 GBP). There is no specification regarding what that
information exactly is, whether it includes relational information, or information
gathered from other sources. One caveat is the providers’ right to withhold access
to that information where that right is provided under data protection legislation.
Users may review, correct, update or change their personal information by directly
contacting Playfish. There is no mention of allowing users to complete delete their
information. Zynga, on the other hand, makes no mention of allowing users to view
or change their information. They do state that any interactions and content sent
through the service may be collected and used by unspecified “others”! Account
termination is explicitly mentioned here, but again with the caveat that information
available on users may be retained even after said termination.

B.2.4 Topic 4: User Interactions and Information

Users of Zynga may invite other people to join the service, or to deliver information
to users through SNS apps offered by Zynga. Zynga reserves the right to retain
and disclose that information to legal bodies, as well as to send invitations and
reminders to those users. Recipients have the right to opt-out of receiving further
invitations. There is no mention of this in Playfish’s privacy policy. In conclusion,
Zynga’s Privacy Policy is much more detailed and comprehensive than that of
Playfish, however, they tend to offer fewer rights to the users, and make more use of
data mining and information aggregation and sharing for various purposes. Playfish
assumes a more reassuring, user-friendly tone, but on the downside, offers a more
vague document that leaves many topics (ex: account termination) untouched.
Both providers share information with numerous unspecified partners, associates
and content providers. The extent of the information shared, and who the recipients
of that information are must be made available to users, at the least.

B.3 Discussion and Conclusion

The objectives that these privacy policies fulfil are unclear. Based on the section
titles, the policies read as attempts to document how the data is collected and
processed according to principles of data protection. But the policies don’t provide
proper guarantees on data security or on the privacy controls offered through the
privacy tools, share data extensively with third parties and offer few possibilities
for users to negotiate what data is collected and disseminated.
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The way privacy related information is not concentrated in one central document or
location but are spread over several related documents across websites of SNS and
TPA provider’s, their partners, and unidentified others makes it nearly impossible
for users to have a comprehensive overview of their privacy information. Users are
left with the grand responsibility of controlling their “personal information”, while
the rules of the game are determined by those who collect information and can
juggle data protection compliant privacy policies in such a way that they offer no
accountability for their actions.

SNS and TPA providers tend to play a game of ping-pong, volleying user data to each
other and trying to absolve themselves of responsibility. 3rd party providers state
that they gather information from their users’ SNS accounts. Neither stakeholder
specifies the extent of that information. The SNS providers state that users are
agreeing to the 3rd party’s policies when they add an application while the 3rd
parties state that user information on SNS is governed by the SNS’ policies. Users
can easily get lost in a maze of privacy policies.

Further, in none of the SNS do users have access to their traffic data, this also
holds for Zynga. Playfish offers users access to all the information held about
them, although it is not clear if that includes traffic data. None of the policies offer
users a means of finding out when their personal information has been subpoenaed
or forwarded to other parties. How relational information behaves often remains
a mystery, since it does not easily fit into the personal information cast. Under
these conditions, access rights prove to be a weakness of SNS and TPA. This is
a surprising result given that SNS are about users feeding and accessing profile
information.

Based on our previous studies, we know that when it comes to privacy concerns
users do not use the same vocabulary or make the same distinctions as the data
protection principles. Facebook was the only provider that tried to address user
concerns with their language, but they also managed to maximize and legitimize
their interests in their privacy policy. It is important to study if and how user
concerns can be addressed by data protection, and which issues remain untouched
by privacy legislation and recommendations.

Paradoxically, in the case of the SNS policies that we studied, data protection
leads towards reducing privacy, rather than protecting it. This paradox is mainly
attributed to these principles reflecting a procedural approach to maximizing
individual control over data thus placing the burden of protection to the individual
rather than society and its institutions [Cate, 2006]. SNS and TPA providers have
successfully taken advantage of this weakness. At the same time, it seems that
social networks inherent structure of sharing has provided alternative approaches
to privacy concerns: the ability to collectively respond to privacy breaches as
an SNS community. This was best observed through user reactions to Beacon
and Facebook’s Terms of Use [Rizk et al., 2009]. This could be a cue that
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instead of focusing on individualized and proceduralized solutions to privacy
concerns, we should think about collective forms which increase users awareness
of existing information practices and allow them to determine or negotiate how
their information is collected, retained, distributed or deleted. This may lead to
other concerns like ownership of relational information, indeterminate visibility,
and community accountability that the privacy debate and policies have so far
rarely addressed.





Appendix C

Privacy Concerns Viewpoints
in SNS

The following are all the privacy concern viewpoints that we elicited from the
different stakeholder viewpoints.

Table C.1: SNS accountability concerns viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC1.Non-User information control

x x PC2.Visitor information control

x x PC3.Definition of Personal Info. control

x x PC4.Subject Access Rights control

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC7.Security Measures confidentiality

x x x PC8.User Responsibility control

x x PC9.Privacy Policy Scope control

Accountability

Concerns

257



258 PRIVACY CONCERNS VIEWPOINTS IN SNS

Table C.2: SNS vsibility concerns viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC1.Non-User information control

x x PC2.Visitor information control

x x PC3.Definition of Personal Info. control

x x PC4.Subject Access Rights control

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC7.Security Measures confidentiality

x x x PC8.User Responsibility control

x x PC9.Privacy Policy Scope control

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.III Consent and Notification PC10-13

PC.IV Retention, Availability, Deletion PC14-16

PC.V Relational Information PC17-19

PC.VI Separation of Identities PC20-22

DC.I Aggregation and Misappropriation DC1-8

UC.I General Accessibility UC1-3

UC.III Organizational Threats UC6-11

CC.I Unforeseeable Visibility CC1-4

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x DC1.Digital Dossier Aggregation control

x x x x DC2.Secondary Data Collection confidentiality

x x DC8.Infiltration of Networks practice

x x PC3.Definition of Personal Info. control

x x PC4.Subject Access Rights control

x x x PC12.Anonymization and Share. confidentiality

x x PC13.User notification control

x x x x PC14.Retention Time control

x x x PC15.Deletion control

x x x PC16.Retention Law Enforce. control

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x x PC19.Deletion Rel. Info. practice

x x PC21.3rd Party Search Eng. control

x x PC22.Trust in the SNS Prov. confidentiality

x x x UC1.Accessibility (other people) control

x x x UC2.Accessibility (organizations) confidentiality

x x UC6.Info Collection SNS confidentiality

x x UC8.Info Collection 3rd Party confidentiality

x x CC1.Poor Usability Control

x x x CC2.Profile Publicity Control

x x x CC3.Relational Information Control

x x CC4.Transitive Access Control Practice

Accountability

Visibility

Concerns

Concerns
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Table C.3: SNS breach of separation of identity concerns viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.III Consent and Notification PC10-13

PC.V Relational Information PC17-19

PC.VI Separation of Identities PC20-22

DC.II Linking, Security and Separation of Identities DC9-10

UC.I General Accessibility UC1-3

CC.I Unforeseeable Visibility CC1-4

CC.II Separation of Identities and Aggregation CC5-7

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC3.Definition of Personal Info control

x x x PC12.Anonymization and Share. confidentiality

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x PC20.Sep. of ID (across sites) practice

x x PC21.3rd Party Search Eng. control

x x PC22.Protection from SNS Prov. confidentiality

x x DC9.SNS Aggregators control

x x x DC10.Image Based Linking practice

x x x UC1.Accessibility (other people) control

x x x UC2.Accessibility (organizations) confidentiality

x x x CC3.Relational Information Control

x x CC4.Transitive Access Control Practice

x x CC5.Internal Sep. and Aggreg. Control

x x x CC6.External Sep. (User) Practice

x x x CC7.External Sep. (SNS Provider) Practice

Separation of Identities 

Concerns

Table C.4: SNS security concerns viewpoint.

PC.II Accountability of Service Providers PC5-9

PC.VI Separation of Identities PC20-22

DC.I Aggregation and Misappropriation DC1-8

DC.II Linking, Security and Separation of Identities DC9-10

UC.I General Accessibility UC1-3

CC.IV Misappropriation CC13-18

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC7.Security Measures confidentiality

x x x PC8.User Responsibility control

x x PC22.Trust in the SNS Prov. confidentiality

x x x DC7.Fake Prof./Impersonation control

x x DC9.SNS Aggregators control

x x UC3.Improper Access confidentiality

x x x CC18.Impersonation confidentiality

Concerns

Security

Concern Clusters
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Table C.5: SNS ownership, retention and deletion concerns viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

PC.III Consent and Notification PC10-13

PC.IV Retention, Availability, Deletion PC14-16

PC.V Relational Information PC17-19

UC.III Organizational Threats UC6-11

DC.III Deletion and Relational Information DC11

CC.III Contested Ownership CC8-12

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC3.Definition of Personal Info control

x x PC4.Subject Access Rights control

x x x PC6.3rd Party Agree. and Acc. control

x x PC9.Privacy Policy Scope control

x x x PC12.Anonymization and Share. confidentiality

x x x x PC14.Retention Time control

x x x PC15.Deletion control

x x x PC16.Retention Law Enforce. control

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x x PC19.Deletion Rel. Info. practice

x x UC6.Info Collection SNS confidentiality

x x UC8.Info Collection 3rd Party confidentiality

x x x DC11.Deletion and Rel. Info. control

x x x CC8.Ownership of Data Control

x x x CC9.Owner. Rel. Info, Aggr. info Practice

x x x CC10.Deletion Control

x x x CC11.Deletion Relational Info Practice

x x x x CC12.Retention and Availability Control

Ownership, Retention, Deletion and Availability 

Concerns
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Table C.6: SNS data mining and aggregation concerns viewpoint.

Concern Clusters

PC.I Scope of Personal information PC1-4

PC.II Accountability of Service Providers PC5-9

PC.III Consent and Notification PC10-13

PC.V Relational Information PC17-19

DC.I Aggregation and Misappropriation DC1-8

UC.III Organizational Threats UC6-11

CC.IV Misappropriation CC13-18

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x PC3.Definition of Personal Info control

x x x PC6.3rd Party Agree. and Acc. control

x x PC9.Privacy Policy Scope control

x x PC10.Opt-out limitations control

x x PC11.Opt-out Targeted Market. control

x x x PC12.Anonymization and Share. confidentiality

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x x x DC1.Digital Dossier Aggregation control

x x x x DC2.Secondary Data Collection confidentiality

x x x x DC3.Discrimination practice

x x UC6.Info Collection SNS confidentiality

x x UC7.Info Secondary Use SNS control

x x UC8.Info Collection 3rd Party confidentiality

x x UC9.Info Second. Use 3rd Party control

x x x UC10.Marketing practice

x x x CC13.3rd Party, Share, Rel. Info control

x x x CC14.DM and Social Sort. practice

x x CC15.Behavioral Marketing practice

x x x CC16.SNS int. misapp. control

x x x x CC17.Appropriation practice

Concerns

Data Mining, Aggregation, Marketing
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Table C.7: SNS identity theft and impersonation concerns viewpoint.

PC.II Accountability of Service Providers PC5-9

DC.I Aggregation and Misappropriation DC1-8

UC.II Social Threats from User Environment UC4-5

UC.III Organizational Threats UC6-11

CC.IV Misappropriation CC13-18

I.Har. S.Har. ISD Sig. ID Prim. Goal

x x x PC5.Provider Accountability confidentiality

x x x PC6.3rd Party Agree. and Acc. control

x x x PC17.Relational Information control

x x PC18.Transitive Access Control practice

x DC4.Bullying practice

x DC5.Stalking confidentiality

x x DC6.Blackmailing confidentiality

x x x DC7.Fake Prof./Impersonation control

x x DC8.Infiltration of Networks practice

x x x UC4.Uncontrollable User Actions control

x x UC5.Bullying and Harrassment practice

x x x UC11.Identity Theft confidentiality

x x x CC2.Profile Publicity Control

x x x CC3.Relational Information Control

x x CC4.Transitive Access Control Practice

x x x x CC17.Appropriation Practice

x x x CC18.Impersonation Confidentiality

Concerns

Identity Theft, Impersonation, Individual Attacks

Concern Clusters
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B. Fabian, S. Gürses, M. Heisel, T. Santen, and H. Schmidt. A comparison of
security requirements engineering methods. Requirements Engineering, 15:7 – 40,
2010.

Facebook. Facebook announces privacy improvements in response to
recommendations by Canadian Privacy Commissioner. Facebook Press Room, 27.
August 2009a. URL http://www.facebook.com/press/releases.php?p=118816.

Facebook. Facebook beacon„ 2007. URL http://www.Facebook.com/business/
?Beacon.

Facebook. Facebook beacon, 2008a. URL http://www.Facebook.com/business/
?Beacon.



270 BIBLIOGRAPHY

Facebook. Facebook privacy policy, 2008b. URL http://www.Facebook.com/policy.
php.

Facebook. Facebook privacy policy. Effective as of 26. November 2008, 2009b.
URL http://www.Facebook.com/policy.php.

Facebook. Facebook terms of use, 2008c. URL http://www.Facebook.com/terms.
php.

D. F. Ferraiolo, D. R. Kuhn, and R. Chandramouli. Role-Based Access Control.
Artech House Publishers, 2003.

M. J. Freedman, K. Nissim, and B. Pinkas. Efficient private matching and set
intersection. In EUROCRYPT, volume 3027, pages 1 – 19, 2004.

A. L. Friedman and S. Miles. Stakeholders: Theory and Practice. Oxford University
Press, 2006.

K. B. Frikken and P. Golle. Private social network analysis: how to assemble pieces
of a graph privately. In WPES ’06: Proceedings of the 5th ACM workshop on
Privacy in electronic society, pages 89–98, New York, NY, USA, 2006. ACM.
ISBN 1-59593-556-8.

L. Fritsch. State of the art of privacy enhancing technology (pet). Deliverable d2.1,
PETweb Project at Norsk Regnesentral, 2007.

F. T. C. (FTC). Privacy online: Fair information practices in the electronic
marketplace: A Federal Trade Commission report to Congress, May 2000a.
http://www.ftc.gov/reports/privacy2000/privacy2000.pdf.

F. T. C. (FTC). Privacy online: Fair information practices in the electronic
marketplace: A Federal Trade Commission report to Congress, May 2000b.

C. Fuchs. A critical case study of the usage of studivz, facebook, and myspace by
students in salzburg in the context of electronic surveillance. Technical report,
Forschungsgruppe Unified Theory of Information, 2009.

B. C. M. Fung, K. Wang, R. Chen, and P. S. Yu. Privacy-preserving data publishing:
A survey on recent developments. ACM Computing Surveys, (In Press).

G. G. Fuster and S. Gutwirth. Privacy 2.0? revue du droit des technologies de
l’information. Doctrine, pages 349 – 359, 2008.

C. E. Gallagher. The computer and the invasion of privacy. In Proceedings of the
5. SIGCPR conference on Computer personnel research, pages 108–114, 1967.

O. Gandy. Exploring identity and identification. Notre Dame Journal of Law,
Ethics and Public Policy, 2000.



BIBLIOGRAPHY 271

O. Gandy. Toward a political economy of personal information. Critical Studies in
Mass Communication, 10(1):70 – 97, 1993.

A. Gangemi, N. Guarino, C. Masolo, and A. Oltramari. Sweetening wordnet with
dolce. AI Magazine, 24(3):13 – 24, 2003.

S. Garfinkel, A. Juels, and R. Pappu. RFID privacy: An overview of problems and
proposed solutions. IEEE Security and Privacy, 3(3):34–43, May-June 2005.

E. L. Glaser. A brief description of privacy measures in the multics operating
system. In AFIPS ’67 (Spring): Proceedings of the April 18-20, 1967, Spring
Joint Computer Conference, pages 303 – 304, 1967.

M. Glinz. Rethinking the notion of non-functional requirements. In Proceedings of
the Third World Congress for Software Quality, volume II, pages 55–64, 2005.

M. Glinz. On non-functional requirements. In Proc. 15th IEEE International
Requirements Engineering Conference (RE ’07), pages 21–26, Oct. 2007.

J. Goguen. Requirements engineering as the reconciliation of technical and social
issues. In in Requirements Engineering: Social and Technical Issues, pages
165–199. Academic Press, 1994.

J. A. Goguen and C. Linde. Techniques for requirements elicitation. In Requirements
Engineering, 1993.

I. Goldberg. Privacy-enhancing technologies for the internet, ii: Five years later.
In Proceedings of Privacy Enhancing Technologies workshop (PET 2002), 2002.

N. S. Good and A. Krekelberg. Usability and privacy: a study of kazaa p2p file-
sharing. In CHI ’03: Proceedings of the SIGCHI conference on Human factors
in computing systems, pages 137–144, New York, NY, USA, 2003. ACM. ISBN
1-58113-630-7.

K. Graft. Zynga’s farmville leads top 25 facebook games for month. Gamasutra, 3.
September 2009. URL http://www.gamasutra.com/php-bin/news index.php?
story=25132.

S. Graham. Software-sorted geographies. Progress in Human Geography, 29(5),
2005.

S. Graham and D. Wood. Digitizing surveillance: Categorization, space, inequality.
Critical Social Policy, 23(2):227 – 248, 2003.

T. Grandison and M. Sloman. Trust management tools for internet applications.
In International Conference on Trust Management, pages 91 – 107, 2003.



272 BIBLIOGRAPHY

R. Gross, A. Acquisti, and I. H. John Heinz. Information revelation and privacy in
online social networks. In WPES ’05: Proceedings of the 2005 ACM workshop
on Privacy in the electronic society, pages 71–80, 2005.

P. Guarda and N. Zannone. Towards the development of privacy-aware systems.
Information and Software Technology, 51(2):337 – 350, 2009.
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S. Gürses, R. Rizk, and O. Günther. Sns and 3rd party application privacy policies
and their contruction of privacy concerns. In ECIS 2010, 2010.

S. Gutwirth. Privacy and the Information Age. Rowman & Littlefield Publishers,
2002.

C. Haley, R. Laney, J. Moffett, and B. Nuseibeh. Picking battles: The impact of
trust assumptions on the elaboration of security requirements. In J. et.al., editor,
iTrust’04, pages 347–354, 2004.

M. Hansen. Linkage control - integrating the essence of privacy protection into
identity management. In eChallenges, 2008.



BIBLIOGRAPHY 273

M. Hansen, A. Pfitzmann, and S. Steinbrecher. Identity management throughout
one’s whole life. In Information Security Technical Report, number 13. Elsevier,
2008.

M. Hay, G. Miklau, D. Jensen, D. Towsley, and P. Weis. Resisting structural
re-identification in anonymized social net- resisting structural re-identification in
anonymized social networks. In VLDB, 2008.

M. Hay, G. Miklau, and D. Jensen. Private analysis of network data. In
E. Ferrari and F. B. (Eds.), editors, Privacy-Aware Knowledge Discovery: Novel
Applications and New Techniques,. Chapman and Hall/CRC Data Mining and
Knowledge Discovery book series, Florida, U.S.A. (In print), 2010.

O. Hazzan and J. Kramer. The role of abstraction in software engineering. In ICSE
Companion ’08: Companion of the 30th international conference on Software
engineering, pages 1045–1046, New York, NY, USA, 2008. ACM. ISBN 978-1-
60558-079-1.

M. Helft. Critics say google invades privacy with new service. The New York Times,
12. February 2010. URL http://www.nytimes.com/2010/02/13/technology/
internet/13google.html.

M. Hildebrandt. Privacy in public, the right to (re)correlate the self. Imbroglio, 2004.
URL http://www.imbroglio.be/site/spip.php?article21(AccessedMarch,2010).

M. Hildebrandt. Profiling and the identity of the european citizen. In M. Hildebrandt
and S. Gutwirth, editors, Profiling the European Citizen: Cross Disciplinary
Perspectives. Springer Science and Business Media B. V., 2008.

S. Hill, F. Provost, and C. Volinsky. Network-based marketing: Identifying likely
adopters via consumer networks. Statistical Science, 21(2), 2006.

C. M. Hoadley, H. Xu, J. J. Lee, and M. B. Rosson. Privacy as information access
and illusory control: The case of the facebook news feed privacy outcry. Electronic
Commerce Research and Applications (Special Issue on Social Networks and Web
2.0), 9(1), 2010.

H. Hopkins. Fastest growing news and media websites: Digg.com and print - news
and media. Hitwise Intelligence, 27. February 2007a. URL http://weblogs.hitwise.
com/heather-hopkins/2007/02/fastest growing news media web.html.

H. Hopkins. Where to from google news? Hitwise Intelligence, 29. May
2007b. URL http://weblogs.hitwise.com/heather-hopkins/2007/05/where to
from google news 1.html.

C. J. III. Memorandum for the heads of executive departments and agencies. Office
of Management and Budget, May 2007.



274 BIBLIOGRAPHY

M. Jackson. The meaning of requirements. Annals of Software Engineering, 3:5 –
21, 1997.

E. K. Jacob. Classification and categorization: Drawing the line. In Advances in
classification research, Vol. 2 Proceedings of the 2nd ASIS SIG/CR Classification
Workshop: Held at the 54th ASIS Annual Meeting, pages 67 –83. Medford, NJ:
Learned, 1991.

G. Jarboe. Revealing the sources of google news. search engine land, 31. May 2007.
URL http://searchengineland.com/revealing-the-sources-of-google-news-11353.

C. Jensen and C. Potts. Privacy policies as decision-making tools: an evaluation of
online privacy notices. In CHI ’04: Proceedings of the SIGCHI conference on
Human factors in computing systems, pages 471–478, New York, NY, USA, 2004.
ACM. ISBN 1-58113-702-8.

C. Y. Johnson. Project ‘gaydar’. The Boston Globe, September
2009. http://www.boston.com/news/science/articles/2009/09/20/project\
gaydar\ an\ mit\ experiment\ raises new questions about online privacy/.

C. Jordan. A Guide to Understanding Discretionary Access Control in Trusted
Systems. DIANE Publishing, 1987.

I. Jureta, J. Mylopoulos, and S. Faulkner. Revisiting the core ontology and problem
in requirements engineering. In Proc. 16th IEEE International Requirements
Engineering Conference (RE ’08), pages 71–80, Sept. 2008a.

I. Jureta, J. Mylopoulos, and S. Faulkner. Revisiting the core ontology and problem
in requirements engineering. In Proc. 16th IEEE International Requirements
Engineering Conference (RE ’08), pages 71–80, Sept. 2008b.

I. J. Jureta, J. Mylopoulos, and S. Faulkner. A core ontology for requirements.
Applied Ontology, In print, 2009.

C. Kalloniatis, E. Kavakli, and S. Gritzalis. Addressing privacy requirements in
system design: the pris method. Requirements Engineering, 13(3):241–255, 2008.

P. G. Kelley. Designing a privacy label: assisting consumer understanding of online
privacy practices. In CHI ’09: Proceedings of the 27th international conference
extended abstracts on Human factors in computing systems, pages 3347–3352,
New York, NY, USA, 2009. ACM. ISBN 978-1-60558-247-4.

D. Kesdogan and L. Pimenidis. The hitting set attack on anonymity protocols. In
6th Information Hiding Workshop, pages 326 – 339, 2004.

D. Kifer and J. Gehrke. l-diversity: Privacy beyond k-anonymity. In IEEE 22nd
International Conference on Data Engineering (ICDE’07, 2006.



BIBLIOGRAPHY 275

J. Kincaid. Power.com countersues facebook over data portability. TechCrunch,
9. July 2009. URL http://techcrunch.com/2009/07/09/powercom-countersues-
facebook-over-data-portability/.

N. King. Using templates in the thematic analysis of text. In C. Cassell and
G. Symon, editors, Essential Guide to Qualitative Methods in Organizational
Research. Sage Publications Ltd., 2004.

N. King. Template analysis. retrieved 4. September, 2009, 2009. URL http:
//www.hud.ac.uk/hhs/research/template analysis/technique/technique.htm.

H. Krasnova, O. Günther, S. Spiekermann, and K. Koroleva. Privacy concerns and
identity in online social networks. Identity in the Information Society, 2009.

N. Krup and L. Movius. Us and eu internet privacy protection regimes: Regulatory
spillover in the travel industry. In International Communication Association,
2006.

P. Kumaraguru, L. F. Cranor, J. Lobo, and S. B. Calo. A survey of privacy policy
languages. Symposium on Usably Privacy and Security, 2007.

S. Landau, H. L. V. Gong, and R. Wilton. Achieving privacy in a federated identity
management system. In Financial Cryptography and Data Security, pages 51 –
70, 2009.

M. Langheinrich. A P3P Preference Exchange Language (APPEL), 2001a. W3C
Working Draft. 26 February 2001, http://www.w3.org/TR/P3P-preferences.

M. Langheinrich. Privacy by design – principles of privacy-aware ubiquitous systems.
In G. D. Abowd, B. Brumitt, and S. A. Shafer, editors, Proceedings of the Third
International Conference on Ubiquitous Computing (UbiComp 2001), number
2201 in LNCS, pages 273–291, Atlanta, USA, 2001b. Springer-Verlag.

M. Langheinrich. A privacy awareness system for ubiquitous computing
environments. In G. Borriello and L. E. Holmquist, editors, 4th International
Conference on Ubiquitous Computing (Ubicomp 2002), number 2498 in LNCS,
pages 237–245. Springer-Verlag, Sept. 2002.

R. N. Lebow. What’s so different about a counterfactual? World Politics, 52(4):
550 – 585, 2000.

S. Lederer, J. I. Hong, A. K. Dey, and J. A. Landay. Personal privacy through
understanding and personal privacy through understanding and action: Five
pitfalls for designers. Personal Ubiquitous Computing, 8(6):440–454, 2004.

P. Lewis. Video reveals G20 police assault on man who died. The Guardian, 7.
April 2009. URL http://www.guardian.co.uk/uk/2009/apr/07/video-g20-police-
assault.



276 BIBLIOGRAPHY

C. Li. Close encounter with facebook beacon, November 2007. URL http://blogs.
forrester.com/charleneli/2007/11/close-encounter.html.

N. Li and T. Li. t-closeness: Privacy beyond k-anonymity and âĎŞ-diversity. In
IEEE 23rd International Conference on Data Engineering (ICDE’07, 2007.

H. R. Lipford, A. Besmer, and J. Watson. Understanding privacy settings in
facebook with an audience view. In UPSEC’08: Proceedings of the 1st Conference
on Usability, Psychology, and Security, pages 1–8, Berkeley, CA, USA, 2008.
USENIX Association.

H. Liu, P. Maes, and G. Davenport. Unraveling the taste fabric of social networks.
International Journal on Semantic Web and Information Systems, 2(1):42–71,
2006.

K. Liu and E. Terzi. Towards identity anonymization on graphs. In SIGMOD,
2008.

L. Liu, E. Yu, and J. Mylopoulos. Security and privacy requirements analysis
within a social setting. In Proc. 11th IEEE Requirements Engineering Conference,
pages 151–161. IEEE Press, 2003.

D. Lyon. Editorial. Surveillance Studies: Understanding visibility, mobility and
the phenetic fix. Surveillance and Society, 1(1), 2002.

D. G. M. Gruteser. Anonymous usage of location-based services through spatial
and temporal cloaking. In In Proc. of MobiSys 2003, 2003.

W. E. Mackay. Triggers and barriers to customizing software. In CHI ’91:
Proceedings of the SIGCHI conference on Human factors in computing systems,
pages 153–160, New York, NY, USA, 1991. ACM. ISBN 0-89791-383-3.

P. Marks. Pentagon sets its sights on social networking websites. New Scientist, 9.
June 2007. URL http://www.newscientist.com/article/mg19025556.200.

P. Massell. Statistical disclosure control for tables: Determining which method to
use. In Statistics Canada International Symposium Series, 2003.
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