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Outline

• who holds your keys
• cryptanalysis

– public key crypto
– TLS bulk encryption
– hash functions

• hacks: plans and cars
• how to start over?
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Cryptology: principles
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National Security Agency
cryptologic intelligence agency of the USA DoD

– collection and analysis of foreign communications and foreign signals 
intelligence

– protecting government communications and information systems
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NSA analyzes massive data

Boundless informant  (8 June 2013) 
• big data analysis and data visualization for 

surveillance overview
• summarizes data records from 504 separate 

DNR and DNI collection sources
• scale: millions of items per day and per country

6

NSA surveillance by country
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NSA surveillance by country
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Germany
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The Netherlands and France
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Spain and Italy
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NSA foils much internet encryption

NYT 6 September 2013
The National Security Agency is winning its long-

running secret war on encryption, using 
supercomputers, technical trickery, court orders 
and behind-the-scenes persuasion to undermine 
the major tools protecting the privacy of 
everyday communications in the Internet age
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Rule #1 of cryptanalysis: 
search for plaintext
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Where do you find plaintext?

2. Upstream (fiber)1. PRISM (server)
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Is upstream surprising?
• 7 April 2006
• whistleblower Marc Klein, ex-AT&T Technician 

reports about NSA room 641A at 611 Folsom 
Street in San Francisco

• includes splitter + data mining
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Upstream (continued)
• What if you want the upstream in other countries?

• Echelon (European Parliament  2001)
• submarines (underwater cables)
• satellites
• fiber

• reroute traffic– who ever believed that internet 
routing was secure?

• hack the telcos (Belgacom?)
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3. Traffic data (DNR)
• traffic data is not plaintext itself, but it is very 

informative
• it may contain URLs of websites
• it allows to map networks

6 June 2013: NSA collecting phone records of 
millions of Verizon customers daily

EU: data retention directive (2006/24/EC)
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3. Traffic data (DNR) - defense
• TOR: tool for anonymous browsing and services

• not designed to resist global attacker
• NSA’s attempts 

– denial of service
– compromise end systems e.g. via bug in browser package 

(FoxAcid)
– meet-in-the middle via web site impersonations (Quantum)

• according to leaked documents from 2006: “We will never 
be able to de-anonymize all Tor users all the time” but 
“with manual analysis we can de-anonymize a very small 
fraction of Tor users”

http://www.washingtonpost.com/blogs/the-switch/wp/2013/10/04/everything-you-
need-to-know-about-the-nsa-and-tor-in-one-faq/
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4. Client systems

• hack the client devices
• use unpatched weaknesses (disclosed by 

vendors?)
• anyone remembers _NSAKEY from 1999?

• get address books
• 250 M email addresses per year

• get plaintext
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If you can’t get the plaintext

Clear  
text

CRY
PTO
BOX 

CRY
PTO
BOX

Clear  
text

%^C&
@&^(

%^C&
@&^(

Alice BobEve/NSA

Ask for 
the key!
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Asking for the key
• (alleged) examples

• Lavabit email encryption
• CryptoSeal Privacy VPN
• SSL/TLS servers of large companies

This experience has taught me one very important lesson: 
without congressional action or a strong judicial precedent, 
I would strongly recommend against anyone trusting their 
private data to a company with physical ties to the United 
States.

Ladar Levison, Owner and Operator, Lavabit LLC
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If you can’t get the private key, 
substitute the public key

fake SSL certificates or SSL person-in-the-middle

• Flame: rogue certificate by cryptanalysis*
• Comodo, Diginotar, Turktrust
• NSA – GCHQ FLYING PIG (Google, Hotmail,  

Yahoo!)

* Stevens, Counter-cryptanalysis, Crypto 2013
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If you can’t get or replace the key
Make sure that the key is generated using a 

random number generator with trapdoor

Pseudo-
random 
number 

generator
(PRNG)

seed

trapdoor allows to predict keys
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Dual_EC_DRBG or Dual Elliptic Curve 
Deterministic Random Bit Generator

• 1 of the 4 PRNGs in NIST SP 800-90A
• draft Dec. 2005; published 2006; revised 2012
• warnings

• Dec 05: output not perfectly random [Gjøsteen]
• Mar 06: backdoor if one fails to choose P and Q at 

random but one chooses Q = d.P for a known d [Brown]
• May 06: flaw [Schoenmakers-Sidorenko]

Appendix: The security of Dual_EC_DRBG requires that the 
points P and Q be properly generated. To avoid using 
potentially weak points, the points specified in Appendix A.1 
should be used.
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Dual_EC_DRBG or Dual Elliptic Curve 
Deterministic Random Bit Generator

• 10 Sept. 2013, NYT: "internal memos leaked by a former 
NSA contractor suggest that the NSA generated one of the 
random number generators used in a 2006 NIST standard 
— called the Dual EC DRBG standard — which contains a 
backdoor for the NSA." 

• NSA Bullrun program: NSA has been actively working to 
"Insert vulnerabilities into commercial encryption systems, 
IT systems, networks, and endpoint communications 
devices used by targets."
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Dual_EC_DRBG or Dual Elliptic Curve 
Deterministic Random Bit Generator

• 9 Sept. 2013: NIST “strongly recommends" against the 
use of dual_EC_DRBG, as specified in the January 2012 
version of SP 800-90A. 

• in light of community security concerns SP 800-90A 
reissued as draft standard, and re-opening SP800-90B/C 
for public comment

Why was the slowest and least secure of the 4 
PRNGs chosen as the default algorithm in BSAFE? 

On 7 Feb 2001 Bleichenbacher of Bell Labs found an attack on 
the PRNG building block of DSA (FIS 186). Coincidence?
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More PRNG flaws

• 1996: Netscape SSL [Goldberg-Wagner]
• 2008: Debian SSL [Bello]
• 2012: wireless routers [Heninger+], PGP/SSL [Lenstra+]
• 15 Aug. 2013: Android Java and OpenSSL PRNG 

flaw led to theft of bitcoins

16 Sept. 2013 Factoring RSA keys from certified 
smart cards: Coppersmith in the wild 
[Bernstein-Chang-Cheng-Chou-Heninger-Lange-van Someren’13]       
IACR Cryptology ePrint Archive 2013: 599

184 keys from Taiwan Citizen Digital Certificate cards
card + OS: EAL 4+; FIPS 140-2 Level 2
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Outline

• who holds your keys
• cryptanalysis

– public key crypto
– TLS bulk encryption
– hash functions

• hacks: plans and cars
• how to start over?
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If you can’t get plaintext or key: 
cryptanalysis

Can NSA break 
• RSA-512: easily
• RSA-768: definitely
• RSA-1024: likely
• RSA-1536: perhaps
• RSA-2048: who knows
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Factorisation records (RSA)
2009: 768 bits or 232 digits

2012: 1061 bits or 320 digits (21061-1)
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Widely used public-key systems rely on 3 
problems from algebraic number theory

Integer factorization: RSA (n = p.q)
Discrete LOGarithm : Diffie-Hellman, DSA: y = gx

Elliptic Curve Discrete LOGarithm, ECDSA: Q = x.P

RSA-1024 ∼ DLOG-1024 ∼ ECC-146
RSA-2048 ∼ DLOG-2048 ∼ ECC -206
RSA-4096 ∼ DLOG-4096 ∼ ECC-282

Not so likely that NSA can break some specific ECC 
curves proposed by NIST
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2013 breakthrough for 
DLOG in group of 

special form
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Recent progress

L(0) L(1)

(strong) exponentialpolynomial (weak)

L(1/3) — 1984
Factoring and (Non-ECC) DLOG 
stay here for 30 years

L(1/4) — DLOG special numbers (Joux Feb’13)

with restriction on the groups (Barbulescu et al. in Jun’13)

L(α)=exp((log2n)α (log2log2n)1- α)L(α)=exp((log2n)α (log2log2n)1- α)

L(1) — best ECC 
DLOG solvers

Public key crypto 
security

L(1/2) — 1981
Factoring and DLOG

Special form DLOG record: 6168 bits [Joux’13]
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Quantum computers?

exponential parallelism

Shor 1994: perfect for 
factoring

but: can a quantum computer 
be built?

n coupled quantum bits

2n degrees of freedom !
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If a large quantum computer can 
be built...

all schemes based on factoring (RSA) and DLOG 
will be insecure

same for elliptic curve cryptography
symmetric key sizes: x2
hash sizes: unchanged!

alternatives: postquantum crypto
– McEliece, NTRU,…
– so far it seems very hard to match performance of current 

systems while keeping the security level against conventional 
attacks
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2001: 7-bit quantum computer factors 15
2007: two new 7-bit quantum computers
2012: 21 has been factored

2012: 10 to 15 years for a large quantum 
computer

Quantum 
Quantum Computing: An IBM Perspective
Steffen, M.; DiVincenzo, D. P.; Chow, J. M.; Theis, T. N.; Ketchen, M. B.

Quantum physics provides an intriguing basis for achieving computational 
power to address certain categories of mathematical problems that are 
completely intractable with machine computation as we know it today. We 
present a brief overview of the current theoretical and experimental works in 
the emerging field of quantum computing. The implementation of a functioning 
quantum computer poses tremendous scientific and technological challenges, 
but current rates of progress suggest that these challenges will be 
substantively addressed over the next ten years. We provide a sketch of a 
quantum computing system based on superconducting circuits, which are the 
current focus of our research. A realistic vision emerges concerning the form 
of a future scalable fault-tolerant quantum computer.
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• MAC then encrypt: known to be suboptimal
• algorithms

• 1995  (non-USA): RC4-40 with 40-bit keys
• 1999: single DES with 56-bit keys
• 2002: AES with 128-bit keys

• mode of block cipher has many mistakes: 
• IV, padding, fragmentation
• warnings ignored by IETF

• resulting in continuous stream of attacks: 
• [Canvel-Hiltgen-Vaudenay-Vuagnoux 03], BEAST, CRIME, 

LUCKY 13 (new)

• reaction: switch back to : RC4-128 (50% of web!)

SSL/TLS bulk encryption
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RC4: weaknesses

• recover 220 out of 256 bytes of plaintexts after 
sending the same message 1 billion times

• some bytes can be recovered after “only” 16 
million transmissions

• extensions can find more bytes

Cryptanalysis of RC4 in TLS and WPA
http://www.isg.rhul.ac.uk/tls/

[AlFardan-Bernstein-Paterson-Poettering-Schuldt’13]

Related: Full Plaintext Recovery Attack on Broadcast RC4  
[Isobe-Ohigashi-Watanabe-Morii ‘13]
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RC4: weaknesses: bias in output bytes
[AlFardan+13] On the Security of RC4 in TLS

Byte 1
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RC4: weaknesses: bias in output bytes
[AlFardan+13] On the Security of RC4 in TLS

Byte 2
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RC4: weaknesses: bias in output bytes
[AlFardan+13] On the Security of RC4 in TLS

Byte 3
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RC4: weaknesses: bias in output bytes
[AlFardan+13] On the Security of RC4 in TLS

Byte 4
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RC4: weaknesses

• move to authenticated encryption

• AES-GCM: support by IETF, NIST, Cisco, Intel
• several technical problems – not robust

• faster scheme with better security: OCB
• patent problem

• CAESAR: open competition from 2013-2017 will 
come up with better solutions
• http://competitions.cr.yp.to/caesar.html

Fixing SSL/TLS bulk encryption
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Hash functions

collision resistance
preimage resistance
2nd preimage resistance

This is an input to a crypto-
graphic hash function.  The input 
is a very long string, that is 
reduced by the hash function to a 
string of fixed length.  There are 
additional security conditions: it 
should be very hard to find an 
input hashing to a given value (a 
preimage) or to find two colliding 
inputs (a collision). 

1A3FD4128A198FB3CA345932

protect short hash value 
rather than long text

h
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[Wang+’04]

[Wang+’05]
[Mendel+’08]

[McDonald+’09]

[Manuel+’09]

Most attacks 
unpublished/withdrawn

[Sugita+’06]

log2 complexity

[Stevens’12]

SHA-1 designed by NIST (NSA) in ‘94

prediction: no collision for SHA-1 in the next 12 months
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Keccak

permutation: 1600 bits

nominal version: 
• 5x5 array of 64 bits

• 24 rounds of 5 steps
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Keccak: FIPS 202 
(tbc)

six versions (n=output length, c = capacity; r = rate)
– SHA-3-224  n=224; c =  256; r = 1344  (84%)
– SHA-3-256 n=256; c =  256; r = 1344  (84%)
– SHAKE-256 n=x;     c =  256; r = 1344  (84%)
– SHA-3-256 n=384; c =  512; r = 1088  (68%)
– SHA-3-256 n=512; c =  512; r = 1088  (68%)
– SHAKE-512 n=x;     c =  512; r = 1088  (68%) 

main change: complexity 2nd preimage equal to complexity 
collision: 2c/2  (for “large” n)

flexible output length and tree structure (Sakura) allowed by 
additional encoding

128-bit 
security

256-bit 
security

FIPS 202

47

Hacks
• Privacy

– Politicians and laws talk about cookies, but web 
companies have found many other cool ways to keep 
tracking users: e.g. fingerprinting browsers through 
fonts: http://homes.esat.kuleuven.be/~gacar/fpdetective/

• Hacking commercial aircraft with an Android App 
http://arstechnica.com/security/2013/04/hacking-commercial-aircraft-
with-an-android-app-some-conditions-apply/

• Car immobilizers hacked
– Publication suppressed by British court at the 

request of VW
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More Hacks
• Trojan IOS Chargers
• SIM cards
• alarm systems and security cameras
• smart TVs
• DARPA project CreepyDOL: 60$ sensors track 

mobile devices



The Cryptographic Year in Review
Bart Preneel

ISSE 2013, Brussels

49

Can we build a secure infrastructure?
Potential compromises (APT/backdoor) in every building 
block 

– hardware
– operating system
– middleware
– applications and cloud
– routers
– DNS infrastructure
– routing infrastructure
– CA infrastructure
– smart cards

These compromises can be used for national 
security, industrial espionage, policing but also for 
cybercrime and cyberwar
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Can we build a secure infrastructure?

Answer: this is hard even without backdoors 
everywhere
Go back to typewriters or rebuild infrastructure

– whom to trust?
– start from scratch? Open source?
– distributed system with crypto so that multiple systems 

need to be circumvented
• works for authentication; hard for confidentiality
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The end

Thank you for 
your attention 

10-14 February ‘14 
www.secappdev.org


