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Crypto in applications?Crypto in applications?
large scale use of public key crypto: large scale use of public key crypto: 

communication protocols over the Internetcommunication protocols over the Internet
code signingcode signing
EMV dynamic data authenticationEMV dynamic data authentication

how many onhow many on--line accounts and passwords do you line accounts and passwords do you 
have?have?
how many cards do you carry?how many cards do you carry?

how many of these are public key smart cards?how many of these are public key smart cards?
have you computed a digital signature on a real have you computed a digital signature on a real 
transaction?transaction?
do you have still any privacy?do you have still any privacy?
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eideid in Googlein Google
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OutlineOutline

the Belgian the Belgian eIDeID cardcard
identity and identity managementidentity and identity management
eIDeID cards worldwidecards worldwide
interoperabilityinteroperability
concluding commentsconcluding comments
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Visual AspectsVisual Aspects
Front:Front:

Last nameLast name
Two given namesTwo given names
First letter of 3rd nameFirst letter of 3rd name
TitleTitle
NationalityNationality
Birth place and dateBirth place and date
GenderGender
Card numberCard number
Photo of the holderPhoto of the holder
Begin and end validity dates of the cardBegin and end validity dates of the card
Hand written signature of the holderHand written signature of the holder

Back side:Back side:
Place of delivery of the cardPlace of delivery of the card
National Register identification numberNational Register identification number
Hand written signature of the civil servantHand written signature of the civil servant
Main residence of the holder (cards produced Main residence of the holder (cards produced 
before 1/1/2004)before 1/1/2004)
International Civil Aviation Organization (ICAO)International Civil Aviation Organization (ICAO)--
specified zone (cards produced since 1/1/2005)specified zone (cards produced since 1/1/2005)
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Visual Security MechanismsVisual Security Mechanisms

Rainbow and guilloche printing Rainbow and guilloche printing 
Changeable Laser Image (CLI)Changeable Laser Image (CLI)
Optical Variable Ink (OVI)Optical Variable Ink (OVI)
Alpha gramAlpha gram
Relief and UV printRelief and UV print
Laser engravingLaser engraving

12345678

Tampering with photo?
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Belgian eID Project Time lineBelgian eID Project Time line

22 Sept 2000: Council of Ministers approves eID card concept stu22 Sept 2000: Council of Ministers approves eID card concept studydy

2000

19 July 2001: Council of Ministers approves basic concepts (smar19 July 2001: Council of Ministers approves basic concepts (smart card, t card, 
citizencitizen--certificates, no integration with SIS card, certificates, no integration with SIS card, Ministry of Internal Affairs
is responsible for RRNis responsible for RRN’’s infrastructure, pilot municipalities, helpdesk, card s infrastructure, pilot municipalities, helpdesk, card 
production, legal framework,production, legal framework,…… Fedict for certification servicesfor certification services

2001

End of 2009: End of 2009: all citizens have an eID an eID 
cardcard

2009

13 Dec 1999: European Directive 1999/93/EC on Electronic Signatu13 Dec 1999: European Directive 1999/93/EC on Electronic Signaturesres

1999

3 Jan 2002: Council of Ministers assigns RRN3 Jan 2002: Council of Ministers assigns RRN’’s infrastructure to s infrastructure to NV Steria

2002

27 Sept 2002: Council of 27 Sept 2002: Council of 
Ministers assigns card Ministers assigns card 
production to production to NV Zetes, , 
certificate services to certificate services to NV 
Belgacom

2002

9 May 2003: 9 May 2003: first pilot municipality
starts issuing eID cardsstarts issuing eID cards 25 July 2003: 25 July 2003: eleventh pilot municipality startedstarted

31 March 2003: 31 March 2003: first 4 eID 
cards issued to civil servantsissued to civil servants

2003 2004

25 January 2004: start of 25 January 2004: start of pilot phase evaluation

September 2005: September 2005: all newly issued ID 
cards are eID cards

2005

27 September 2004: start of 27 September 2004: start of nation-wide roll-out
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Belgium issuing eID cardsBelgium issuing eID cards
All 589 All 589 
municipalities municipalities 
issue eID issue eID 
cardscards

Today over 6 Today over 6 
million eID million eID 
cards cards 
produced produced 
and about 5 and about 5 
million million 
activatedactivated
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eID Card ContenteID Card Content

IDID ADDRESSADDRESS

Authentication

Digital Signature

PKI Citizen Identity Data

RRN = National Register
RRN, Root CA, CA,…

RRN 
SIGNATURE

RRN 
SIGNATURE

RRN
SIGNATURE

RRN
SIGNATURE

140x200 Pixels
8 BPP
3.224 Bytes
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PKI Content PKI Content –– Keys & CertificatesKeys & Certificates

2 key pairs for the citizen:2 key pairs for the citizen:
CitizenCitizen--authenticationauthentication

X.509v3 X.509v3 authentication certificate
Advanced electronic (nonAdvanced electronic (non--repudiation) signaturerepudiation) signature

X.509v3 X.509v3 qualified certificate
Can be used to produce digital signatures equivalent Can be used to produce digital signatures equivalent 
to handwritten signatures, cfr. European Directive to handwritten signatures, cfr. European Directive 
1999/93/EC1999/93/EC

1 key pair for the card:1 key pair for the card:
eID card authentication (basic key pair)eID card authentication (basic key pair)

No corresponding certificate: RRN : RRN 
(Rijksregister/Registre National) knows which public knows which public 
key corresponds to which eID cardkey corresponds to which eID card
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Identity Files ContentIdentity Files Content
Identity file (~160 bytes)Identity file (~160 bytes)

ChipChip--specific:specific:
Chip number

CitizenCitizen--specific:specific:
NameName
First 2 namesFirst 2 names
First letter of 3First letter of 3rdrd first namefirst name
RRN identification numberRRN identification number
NationalityNationality
Birth location and dateBirth location and date
GenderGender
Noble conditionNoble condition
Special statusSpecial status
SHA-1 hash of citizen photo

CardCard--specific:specific:
Card numberCard number
ValidityValidity’’s begin and end dates begin and end date
Card delivery municipalityCard delivery municipality
Document type

Digital signature on identity file 
issued by the RRN

Citizen’s main address file (~120 bytes)
Street + number
Zip code
Municipality

Digital signature on main address and 
the identity file issued by the RRN
Citizen’s JPEG photo ~3 Kbytes

No status, white cane (blind people), yellow No status, white cane (blind people), yellow 
cane (partially sighted people), extended cane (partially sighted people), extended 
minority, any combinationminority, any combination

Belgian citizen, European community citizen, Belgian citizen, European community citizen, 
nonnon--European community citizen, bootstrap European community citizen, bootstrap 
card, habilitation/machtigings cardcard, habilitation/machtigings card

King, Prince, Count, Earl, Baron,King, Prince, Count, Earl, Baron,……

Citizen
CA

Gov
CA

Belgium
Root CA
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Certificates for 
Government web servers, 

signing citizen files, public 
information,…

Card Administration: 
update address, key pair 

generation, store 
certificates,…

eID Certificates HierarchyeID Certificates Hierarchy

Card 
Admin

Cert 
Admin

Auth 
Cert

Card 
Admin

CA
CRL

Citizen
CA

CRL

Gov
CA

CRL

Belgium

Root CA

ARL

Belgium

Root CA

Server 
Cert

RRN
Cert

Non-
rep
Cert

Code 
sign
Cert1024-bit RSA   

2048-bit RSA   

2048-bit RSA   
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Location of the CertificatesLocation of the Certificates

Card 
Admin

Cert 
Admin

Auth 
Cert

Card 
Admin

CA
CRL

Citizen
CA

CRL

Gov
CA

CRL

Belgium

Root CA

ARL

Belgium

Root CA

Server 
Cert

RRN
Cert

Public key of this 
certificate is 

stored in every 
eID card

Certificate stored 
in full in every 

eID card

Certificate 
embedded in 

most commercial 
browsers

Certificate 
obtained by 
applications 

using eID cards

Non-
rep
Cert

Code 
sign
Cert
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eID Card Issuing Procedure (1/2)eID Card Issuing Procedure (1/2)

(8)

(9)

(10b)

Citizen PIN & PUK

Certification Authority (CA)

Municipality

National
Register (RRN)

Card Personalizer (CP)
Card Initializer (CI)

(0)

(3)

(4)

(5)

(7)

(6)

(13)

(12)

(11)

Citizen

(10a”)

(10a’)

(2)

(1)

Face to face identification
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eID Card Issuing Procedure (2/2)eID Card Issuing Procedure (2/2)
0: Citizen receives a convocation 0: Citizen receives a convocation 

letter or takes the initiativeletter or takes the initiative
1: Visit municipality with photo1: Visit municipality with photo
2: Formal eID request is signed2: Formal eID request is signed
3,4: CP receives eID request via 3,4: CP receives eID request via 

RRNRRN
5: CP prints new eID card, CI starts 5: CP prints new eID card, CI starts 

onon--card key pairs generationcard key pairs generation
6: RRN receives part of the eID 6: RRN receives part of the eID 

card activation code PUK1card activation code PUK1
7: CA receives certificate requests7: CA receives certificate requests
8: CA issues two new certificates 8: CA issues two new certificates 

and issues new CRLsand issues new CRLs

9: CI stores these certificates on the 9: CI stores these certificates on the 
eID cardeID card

10a: CI writes citizen data (ID, 10a: CI writes citizen data (ID, 
address,address,……) to the card, ) to the card, 
deactivates the carddeactivates the card

10b: CI sends invitation letter with 10b: CI sends invitation letter with 
citizencitizen’’s PIN and activation s PIN and activation 
code PUK2code PUK2

11: Citizen receives invitation letter 11: Citizen receives invitation letter 
12: Civil servant starts eID card 12: Civil servant starts eID card 

activation procedureactivation procedure
13: eID card computes a signature 13: eID card computes a signature 

with each private key, CA with each private key, CA 
removes certificates from CRLremoves certificates from CRL
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Citizen Certificate DetailsCitizen Certificate Details
Citizen Qualified certificate (~1000 bytes)

Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

10:00:00:00:00:00:8d:8a:fa:33:d3:08:f1:7a:35:b210:00:00:00:00:00:8d:8a:fa:33:d3:08:f1:7a:35:b2
Signature Algorithm: sha1WithRSAEncryption (1024 bit)Signature Algorithm: sha1WithRSAEncryption (1024 bit)
Issuer: C=BE, CN=Citizen CA, SN=200501
Not valid before: Apr 2 22:41:00 2005 GMTNot valid before: Apr 2 22:41:00 2005 GMT
Not valid after: Apr 2 22:41:00 2010 GMTNot valid after: Apr 2 22:41:00 2010 GMT
Subject: C=BE, Subject: C=BE, CN=Sophie Dupont (Signature), 

SN=Dupont, GN=Sophie 
Nicole/serialNumber=60050100093

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (1024 bit): 4b:e5:7e:6e: RSA Public Key: [Modulus (1024 bit): 4b:e5:7e:6e: …… :86:17, :86:17, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:
Policy: 2.16.56.1.1.1.2.1
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Non Repudiation

Authority Key Identifier: [D1:13: … :7F:AF:10]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/eidc0002.crlURI:http://crl.eid.belgium.be/eidc0002.crl
Netscape Cert Type: S/MIME
Authority Information Access: Authority Information Access: 

CA Issuers - URI:http://certs.eid.belgium.be/belgiumrs.crt
OCSP OCSP -- URI:http://ocsp.eid.belgium.beURI:http://ocsp.eid.belgium.be

Qualified certificate statements: [00......F..]
Signature: [74:ae:10: Signature: [74:ae:10: …… :e0:91]:e0:91]

Citizen Authentication certificate (~980 bytes)
Version: 3 (0x2)Version: 3 (0x2)
Serial Number:Serial Number:

10:00:00:00:00:00:0a:5d:9a:91:b1:21:dd:00:a2:7a10:00:00:00:00:00:0a:5d:9a:91:b1:21:dd:00:a2:7a
Signature Algorithm: sha1WithRSAEncryption (1024 bit)Signature Algorithm: sha1WithRSAEncryption (1024 bit)
Issuer: C=BE, CN=Citizen CA, SN=200501
Not valid before: Apr 2 22:40:52 2005 GMTNot valid before: Apr 2 22:40:52 2005 GMT
Not valid after: Apr 2 22:40:52 2010 GMTNot valid after: Apr 2 22:40:52 2010 GMT
Subject: C=BE, Subject: C=BE, CN=Sophie Dupont (Authentication), 

SN=Dupont, GN=Sophie 
Nicole/serialNumber=60050100093

Subject Public Key Info:Subject Public Key Info:
RSA Public Key: [Modulus (1024 bit): cf:ca:7a:77: RSA Public Key: [Modulus (1024 bit): cf:ca:7a:77: …… :5c:c5, :5c:c5, 

Exponent: 65537 (0x10001)]Exponent: 65537 (0x10001)]
X509v3 extensions:X509v3 extensions:

Certificate Policies:Certificate Policies:
Policy: 2.16.56.1.1.1.2.2
CPS: http://CPS: http://repository.eid.belgium.berepository.eid.belgium.be

Key Usage: critical, Digital Signature

Authority Key Identifier: [D1:13: … 7F:AF:10]
CRL Distribution Points:CRL Distribution Points:

URI:http://crl.eid.belgium.be/eidc0002.crlURI:http://crl.eid.belgium.be/eidc0002.crl
Netscape Cert Type: SSL Client, S/MIME
Authority Information Access:Authority Information Access:

CA Issuers - URI:http://certs.eid.belgium.be/belgiumrs.crt
OCSP OCSP -- URI:http://ocsp.eid.belgium.beURI:http://ocsp.eid.belgium.be

Signature: [10:ac:04: Signature: [10:ac:04: …… :e9:04]:e9:04]

Citizen
CA

Gov
CA

Belgium
Root CA
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eIDeID Card ApplicationsCard Applications
eGovernmenteGovernment

Official document requestsOfficial document requests
Marital status, Birth certificate,Marital status, Birth certificate,……

Access to RRN databaseAccess to RRN database

eTaxeTax
Tax form declaration + consultationTax form declaration + consultation
VAT declarationVAT declaration

eJusticeeJustice
Electronic submission of conclusions Electronic submission of conclusions 
in court casesin court cases

eAccesseAccess
Client authentication for web serversClient authentication for web servers
Secure chat for 12Secure chat for 12--16 year 16 year 
Access control, e.g., container park, Access control, e.g., container park, 
library, swimming pool,library, swimming pool,……

eMoveeMove
Water invoicesWater invoices
Energy contractsEnergy contracts

eLogineLogin
Windows Gina, Vista, CitrixWindows Gina, Vista, Citrix

eCommerceeCommerce
Online opening of new accountOnline opening of new account
Digital Rights ManagementDigital Rights Management
Qualified signatureQualified signature

Contract signingContract signing

eBankingeBanking
Online mortgage requestOnline mortgage request

eMaileMail
Registered mailRegistered mail
Authenticated emailAuthenticated email

eWorkeWork
Time registrationTime registration

eAdministrationeAdministration
Data captureData capture
Car matriculation registrationCar matriculation registration
Signing Signing eFormseForms
Signing Signing PDFsPDFs

eHealtheHealth
Access to patient fileAccess to patient file
Insurance cardInsurance card
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Typical Smart card ArchitectureTypical Smart card Architecture

Smart card
Reader

PIN Pad

DisplayLook

Feel

Citizen’s Computer System Browser

Keyboard
Mouse,… PCSC

ISO
7816
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Current eID full CRL sizesCurrent eID full CRL sizes
A CRL is valid A CRL is valid 
for seven days for seven days 
after it is issuedafter it is issued

A new CRL is A new CRL is 
issued together issued together 
with a new with a new 
Delta CRLDelta CRL

A Delta CRL A Delta CRL 
refers to a refers to a 
particular Base particular Base 
CRL which is CRL which is 
always younger always younger 
than 7 daysthan 7 days

OCSP queries OCSP queries 
the database the database 
with the most with the most 
recent recent 
certificate certificate 
status status 
informationinformation

OCSP = Online OCSP = Online 
Certificate Certificate 
Status ProtocolStatus Protocol

Frequently updated graphs available at http://www.godot.be
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Validation = complexValidation = complex

Digital SignatureDigital Signature
ValidValid
InvalidInvalid

eID Card (Signature eID Card (Signature 
Creation Device)Creation Device)

ValidValid
InvalidInvalid

SuspendedSuspended
RevokedRevoked
ExpiredExpired

CRL, OCSP ResponseCRL, OCSP Response
ValidValid
InvalidInvalid
ExpiredExpired

CertificateCertificate
ValidValid
InvalidInvalid

SuspendedSuspended
RevokedRevoked
ExpiredExpired

UnknownUnknown

Gov
CA

Belgium

Root CA

Auth 
Cert

Non-
rep
Cert
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Issues and challengesIssues and challenges
key generation on the cardkey generation on the card
no email address in certificateno email address in certificate
different PIN for entity authentication and signingdifferent PIN for entity authentication and signing
RSA PKCS#1 1.5 versus 2.0RSA PKCS#1 1.5 versus 2.0
avoid storage of information on the cardavoid storage of information on the card
encryption/decryption: need private decryption key encryption/decryption: need private decryption key 
backback--upup
20% of first PIN mailers lost20% of first PIN mailers lost
certification of card readerscertification of card readers
certification of smart cards (common criteria)certification of smart cards (common criteria)
certification of middleware and applicationscertification of middleware and applications
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RoundRound--up: Belgian up: Belgian eIDeID cardcard

big challenge: multiple parties and interfaces big challenge: multiple parties and interfaces 
4.5 years for planning and try4.5 years for planning and try--outout
4.5 years for the roll4.5 years for the roll--outout
10% of population is special case10% of population is special case

critical issues: education and awareness, critical issues: education and awareness, 
applications, card readers and middlewareapplications, card readers and middleware

itit’’s not about the cards not about the card
can be an enabler: ecan be an enabler: e--government and moregovernment and more
privacy concerns about unique IDprivacy concerns about unique ID
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OutlineOutline

the Belgian the Belgian eIDeID cardcard
identity and identity managementidentity and identity management
eIDeID cards worldwidecards worldwide
interoperabilityinteroperability
concluding commentsconcluding comments
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Identity Management: partial identitiesIdentity Management: partial identities

MasterCard

Diners Club

Government

Alice

Telecom-
munication

Leisure

Boyfriend
Bob

Travel

Shopping

Work

Payment

Health Care

Health
Status

Credit
Rating

Interests

Age

Driving
Licence

Tax
Status

NameBirthday

Birthplace

Good-
Conduct

Certificate

Insurance

Phone
Number

Blood
Group

Foreign
Languages

Income

Diary

Address

Cellphone
Number Likes &

DislikesLegend:

Identity
of Alice

Partial
Identity
of Alice
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Identity: definitions (1)Identity: definitions (1)

identifier: attribute or set of attributes of an entity 
which uniquely identifies the entity in a given context
entity authentication or identification: using 
claimed or observed attributes of an entity to 
distinguish the entity in a given context from other 
entities it interacts with

attributes: distinct & measurable 
properties belonging to a particular 
entity
identity: dynamic collection of all of 
the entity’s attributes (1 entity: 1 
identity)
partial identities: specific subset of 
relevant attributes
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Identity: definitions (2)Identity: definitions (2)
credential: piece of information attached to an entity and 
attesting to the integrity of certain stated facts
registration: process in which a partial identity is 
assigned to an entity and the entity is granted a means by 
which it can be authenticated in the future
federated identity: credential of an entity that links an 
entity’s partial identity in one context to an entity’s partial 
identity in another context
authorization: the permission of an authenticated entity to 
perform a defined action

!! these definitions reflect a specific vision on identity and identity management
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Identity: principlesIdentity: principles
““lawslaws”” [Kim Cameron, Microsoft] [Kim Cameron, Microsoft] 

1.1. user control and consentuser control and consent
2.2. minimal disclosure of information for a minimal disclosure of information for a 

constrained useconstrained use
3.3. disclosure limited to justifiable partiesdisclosure limited to justifiable parties
4.4. directed identities: omnidirected identities: omni--directional and directional and uniuni--

directionaldirectional
5.5. open open –– operators and technologiesoperators and technologies
6.6. human integrationhuman integration
7.7. consistent experience across contextsconsistent experience across contexts
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Identity management: rolesIdentity management: roles
(identity meta(identity meta--system)system)

identity 
selector

identity 
provider

relying party 
(service 
provider)

identity 
provider

relying party 
(service 
provider)
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Identity management: businessIdentity management: business
too many identities in enterprise, identity problem on the too many identities in enterprise, identity problem on the 
InternetInternet
need for distributed identification, authentication & 
authorization across boundaries

Liberty Alliance: identity service for webLiberty Alliance: identity service for web
emphasis on convenience (single sign on)emphasis on convenience (single sign on)
federation = linking/binding of (partial) identitiesfederation = linking/binding of (partial) identities
relies in a critical way on identity providerrelies in a critical way on identity provider
problem with collusion between service providersproblem with collusion between service providers

Microsoft WS.Microsoft WS.--* * CardspaceCardspace ((f.k.af.k.a. . InfoCardInfoCard))
Passport was not the correct approach for broad applicationsPassport was not the correct approach for broad applications

IBM Higgins (open source version IBM Higgins (open source version CardspaceCardspace))
OATHOATH
TLS federationTLS federation
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Federated identity managementFederated identity management
standardsstandards

token (WStoken (WS--*, X.509, SAML)*, X.509, SAML)
profile and services (WSprofile and services (WS--*, Liberty, SAML)*, Liberty, SAML)
policy and management (WSpolicy and management (WS--*, SAML, XACML) *, SAML, XACML) 
HTTP/TLSHTTP/TLS

contractscontracts
strength of (entity) authenticationstrength of (entity) authentication
privacyprivacy
certificates and liability certificates and liability 

technologytechnology
credentials (tokens)credentials (tokens)
federation service (issuing and validating tokens)federation service (issuing and validating tokens)
identity selectoridentity selector
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Identity management has many dimensionsIdentity management has many dimensions

international

political

social economical

legal

organisational

technical

eID

…. so it’s not 
sufficient to add 
an “identity 
layer” to the 
Internet
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Identity management for eIdentity management for e--GovernmentGovernment

specific requirements: security, scale, legislationspecific requirements: security, scale, legislation
do not copy business solutiondo not copy business solution

need for federationneed for federation
nationalnational
regional (states, territory)regional (states, territory)
citycity
international?international?
government sector: tax, social security, health, traffic, votinggovernment sector: tax, social security, health, traffic, voting
contexts: government, finance, insurance, public transportcontexts: government, finance, insurance, public transport

can this investment be reused by private sector?can this investment be reused by private sector?
citizen has 1.5 citizen has 1.5 eGovernmenteGovernment interactions per year on averageinteractions per year on average

tension: citizen needs versus industry pushtension: citizen needs versus industry push
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Identity Management MetaIdentity Management Meta--FrameworkFramework
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OutlineOutline

the Belgian the Belgian eIDeID cardcard
identity and identity managementidentity and identity management
eIDeID cards worldwidecards worldwide
interoperabilityinteroperability
concluding commentsconcluding comments
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eIDeID cards worldwidecards worldwide
ID cards in most countriesID cards in most countries

compulsory in 100 countriescompulsory in 100 countries
no ID cards in Australia, Canada, Denmark, Ireland, Latvia, no ID cards in Australia, Canada, Denmark, Ireland, Latvia, 
Lithuania, USALithuania, USA

sensitive topic sensitive topic 
war, religion, race, insurgentswar, religion, race, insurgents
Big BrotherBig Brother

many countries are rolling out or planning many countries are rolling out or planning eIDeID cardscards

Germany: plans for Germany: plans for eIDeID card, health card and job cardcard, health card and job card
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Austria   16 M 

Belgium  4 M  

Estonia   1.1 M

Finland   100 K  

Italy        2 M+9.3M

Spain      300 K  

Sweden  130 K

EU developmentEU development
Nov Nov ’’06  06  
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Status (June 2006)  Status (June 2006)  eIDeID cardcard –– no no eIDeID cardcard

SwedenSweden
SpainSpainSlovakiaSlovakia
ItalyItalyPoland Poland 

FinlandFinlandSloveniaSloveniaUnited KingdomUnited KingdomLuxembourgLuxembourg
EstoniaEstoniaMaltaMaltaPortugalPortugalHungaryHungary
DenmarkDenmarkIrelandIrelandLithuaniaLithuaniaGreeceGreece

BelgiumBelgiumFranceFranceLatviaLatviaCzech RepublicCzech Republic

AustriaAustriaThe NetherlandsThe NetherlandsGermanyGermanyCyprusCyprus

ConsolidationConsolidationUpdate/reviewUpdate/reviewDevelopment/ Development/ 
rollroll--outout

Conceptual/ Conceptual/ 
designdesign

Other issues: private sector involvement, biometrics, local services
See https://www.cosic.esat.kuleuven.be/modinis-idm/twiki/bin/view.cgi/Main/NationalProfiles

16.6.200616.6.2006
Jaana Kaakkola, Prime Minister's Office (source: Accenture)Jaana Kaakkola, Prime Minister's Office (source: Accenture)
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80

100

40

60

80

Citizens’
eGovernment
use, %

Citizens’ enthusiasm for 
eGovernment, %

6020

South Africa

Germany

Ireland
Brazil

United Kingdom

USA

The 
Netherlands

DenmarkNorway

Australia

Sweden

Japan
Spain

Portugal

France

Malaysia Singapore
Belgium

Italy

Canada
Finland

Opportunity

Dormant Challenged

Converted
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Public/private sectorPublic/private sector

outsourcing insourcingco-sourcing

Bank ID used 
by government 
portals (NO)

Belgium, Italy

Austria,  Estonia, 
Malta, The 
Netherlands, 
Scandinavia

market penetration 
applications

privacy
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The challengeThe challenge……

Front-
office

Back-
office
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FederationFederation
global unique identifiers: Belgium, Czech Republic, Hong global unique identifiers: Belgium, Czech Republic, Hong 
Kong, Ireland, Luxembourg, UK Kong, Ireland, Luxembourg, UK ……

illegal in some countriesillegal in some countries
identifier per context: the Netherlands (?) identifier per context: the Netherlands (?) 
identifier per sector: Austria, Franceidentifier per sector: Austria, France

one central database with one central database with ““allall”” information: UKinformation: UK
use of separate databases with controlled linking: Belgiumuse of separate databases with controlled linking: Belgium
very limited central storage: Germanyvery limited central storage: Germany
use of cryptographic credentials (minimal disclosure)use of cryptographic credentials (minimal disclosure)
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Privacy Enhancing MechanismsPrivacy Enhancing Mechanisms

PseudonymsPseudonyms
but still 1 public keybut still 1 public key

sector ID

f
sector codeuser master ID

ChaumChaum credentials credentials [Brands, [Brands, CamenischCamenisch--LysanskayaLysanskaya]]

can prove in ZK possession of digital signature can prove in ZK possession of digital signature 
(certificate)(certificate)
can prove Boolean assertions on data without can prove Boolean assertions on data without 
leaking any additional information (e.g., older leaking any additional information (e.g., older 
than 18)than 18)
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Smart cardsSmart cards

smart cards: Austria, Belgium, Finland, France, smart cards: Austria, Belgium, Finland, France, 
Spain, UK, Estonia, Italy,Spain, UK, Estonia, Italy,……
also mobile: Austriaalso mobile: Austria
no smart card: Bosniano smart card: Bosnia

standardized solutionstandardized solution
can be easier to deploy nationally/crosscan be easier to deploy nationally/cross--borderborder
varying public perception of conventional ID cards and varying public perception of conventional ID cards and 
smart cardssmart cards
less flexibleless flexible
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BiometricsBiometrics

biometrics (other than photo): Brazil, France, Hong biometrics (other than photo): Brazil, France, Hong 
Kong, Italy, Korea, Malaysia, Oman, Spain, UKKong, Italy, Korea, Malaysia, Oman, Spain, UK

note: 2 fingerprints needed for ICAO compliant passportsnote: 2 fingerprints needed for ICAO compliant passports
fingerprint removed in Greece (2002)fingerprint removed in Greece (2002)

may enable to detect duplicate registrationsmay enable to detect duplicate registrations
may offer better securitymay offer better security
but also security and privacy risks particularly if but also security and privacy risks particularly if 
central databasecentral database
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Other criteriaOther criteria

mobile solutionsmobile solutions
contact or contact or contactlesscontactless??
inclusion of noninclusion of non--nationalsnationals
ee--vaultvault
other applications: eother applications: e--health, payment, health, payment, 
drivingdriving’’ss license, public transport, passport:  license, public transport, passport:  
MalaysiaMalaysia
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OutlineOutline

the Belgian the Belgian eIDeID cardcard
identity and identity managementidentity and identity management
eIDeID cards worldwidecards worldwide
interoperabilityinteroperability
concluding commentsconcluding comments
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InteroperabilityInteroperability

Strategy
governance,
commercial 
directions

Procedures
policy, services, 

operational issues

Systems
applications, infrastructure, interfaces, standards
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Challenges/barriers (IPTS study Challenges/barriers (IPTS study –– Hyperion)Hyperion)

SocioSocio--cultural:cultural: history, information history, information 
asymmetry and brands, privacy and sharing, asymmetry and brands, privacy and sharing, 
ee--inclusioninclusion
Technical:Technical: standards, legacy, usability, standards, legacy, usability, 
technical interoperabilitytechnical interoperability
Market:Market: semantic understanding, inertia and semantic understanding, inertia and 
incumbents, initial investment and incumbents, initial investment and 
transaction costs, complexitytransaction costs, complexity
Legal:Legal: esignatureesignature, diversity, liability, diversity, liability



9

30 June 200730 June 2007
eID Cards and Identity ManagementeID Cards and Identity Management

©© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosicK.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosic
Slide Slide 4949

Interoperable eIDM in public services was 
identified as a policy priority in the 
eGovernement action plan, adopted by the 
Commission on 25 April 2006

Member States signed up to an ‘eID Timeline’ in 
the so-called ‘Signpost towards eGovernment
2010’ paper:

eIDMeIDM Roadmap: first stepsRoadmap: first steps

“a pan-European eIDM framework that would allow 
citizens, businesses and administrations to identify 
and authenticate themselves in a variety of 
eGovernment applications, [with a view of offering] 
secure means of electronic identification that 
maximise user convenience while respecting data 
protection regulations”
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Member States signed up to an ‘eID
Timeline’ in the so-called ‘Signpost 
towards eGovernment 2010’ paper:

eIDMeIDM Roadmap: goalsRoadmap: goals

Meeting this timeline will be very challenging
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The The PorvooPorvoo Group Group 
international cooperative networkinternational cooperative network

meets twice per year since April 2002meets twice per year since April 2002
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CEN 15264 eCEN 15264 e--AuthenticationAuthentication
Architecture for a European interoperable Architecture for a European interoperable eIDeID system within a system within a 

smart card infrastructure smart card infrastructure –– April 2005April 2005

30 June 200730 June 2007
eID Cards and Identity ManagementeID Cards and Identity Management

©© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosicK.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosic
Slide Slide 5353

CEN 15264 eCEN 15264 e--authenticationauthentication

Part 1: Architecture for a European interoperable Part 1: Architecture for a European interoperable eIDeID
system within a smart card infrastructure [61pp]system within a smart card infrastructure [61pp]
Part 2: Best Practice Manual for card scheme operators Part 2: Best Practice Manual for card scheme operators 
exploiting a multiexploiting a multi--application card scheme incorporating application card scheme incorporating 
interoperable IAS services [49pp]interoperable IAS services [49pp]

Privacy: code of conduct Privacy: code of conduct –– 5 pages5 pages

Part 3 User Requirements for a European interoperable Part 3 User Requirements for a European interoperable 
eIDeID system within a smart card infrastructure [49pp]system within a smart card infrastructure [49pp]

The cardholder needs to feel safe and with a sufficient degree oThe cardholder needs to feel safe and with a sufficient degree of f privacy privacy 
relevant to the transaction. For example, for a cash transactionrelevant to the transaction. For example, for a cash transaction or or 
account enquiry the cardholder would want a more secure area freaccount enquiry the cardholder would want a more secure area free of e of 
distractions and distractions and with a supportive ambiance so that the PIN entry with a supportive ambiance so that the PIN entry 
cannot be overseen by a cannot be overseen by a ““shoulder surfershoulder surfer””,, free of distractions with a free of distractions with a 
supportive ambiance. In a public place, the interaction between supportive ambiance. In a public place, the interaction between the the 
machine and the User should be easily learned, simple and clear machine and the User should be easily learned, simple and clear as as 
some people will be unwilling to experiment or be seen to fail tsome people will be unwilling to experiment or be seen to fail to operate o operate 
the equipment in public.the equipment in public.
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CEN TC224 WG15: 
CEN 15480 European Citizen Card (’07-’08)
Complete smart card specification, covering 
physical, electrical and security services
Middleware specification of implementation
Card profiles around a main service (ICAO 
traveling card, National ID card, e-
Government card )

CEN CWA 14890 (CEN CWA 14890 (eSigneSign))
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OutlineOutline

the Belgian the Belgian eIDeID cardcard
identity and identity managementidentity and identity management
eIDeID cards worldwidecards worldwide
interoperabilityinteroperability
concluding commentsconcluding comments
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Digital signaturesDigital signatures

still rarely used for signing transactionsstill rarely used for signing transactions
common infrastructure can helpcommon infrastructure can help
security level for security level for generic generic digital signature digital signature 
needs to be very highneeds to be very high
legislation (e.g., EU legislation (e.g., EU ’’99 Directive) has 99 Directive) has 
increased complexity increased complexity 

research: delegation and revocation research: delegation and revocation 
mechanisms for complex settingsmechanisms for complex settings
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PrivacyPrivacy
PrivacyPrivacy

Digital signature (1975)Digital signature (1975)
Digital certificate (1978)Digital certificate (1978)
Privacy at network layer (1981)Privacy at network layer (1981)
Privacy protecting credentials (1985)Privacy protecting credentials (1985)

Individual is losing controlIndividual is losing control
Profiling, behavioral targeting, social sorting, dynamic pricingProfiling, behavioral targeting, social sorting, dynamic pricing, , 
blacklists, constant surveillance, datablacklists, constant surveillance, data--veillanceveillance,,……

eIDeID can make it worsecan make it worse
unique identifiers used over broad range of applicationsunique identifiers used over broad range of applications
central database with biometricscentral database with biometrics

eIDeID can also be privacycan also be privacy--enhancing tool enhancing tool 
implement implement ChaumChaum credentialscredentials

privacy requires an integrated approach at all layersprivacy requires an integrated approach at all layers
research: bring the concepts to applicationsresearch: bring the concepts to applications
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BiometricsBiometrics
main drive: law enforcement and emain drive: law enforcement and e--passportspassports

fingerprint is better for forensics than for onefingerprint is better for forensics than for one--to many identificationto many identification
not scientifically tested with opponent model as defined in not scientifically tested with opponent model as defined in 
cryptology/securitycryptology/security

ok: ok: 
local verification and template storagelocal verification and template storage
derive key from biometrics (fuzzy key derivation)derive key from biometrics (fuzzy key derivation)
duplicate matching with fuzzy oneduplicate matching with fuzzy one--way functionway function

very risky: very risky: 
central databasecentral database
massive matching for duplicatesmassive matching for duplicates
RFID implantsRFID implants

research: integrate biometry with cryptologyresearch: integrate biometry with cryptology
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Back to basics: goalsBack to basics: goals
what are we trying to achieve?what are we trying to achieve?

cost savings (hard to evaluate)cost savings (hard to evaluate)
better service (faster, more userbetter service (faster, more user--friendly)friendly)
reduce identity theftreduce identity theft
bridge digital dividebridge digital divide
more privacymore privacy
global interoperability with many applicationsglobal interoperability with many applications
fraud preventionfraud prevention
reduce illegal immigration and terrorismreduce illegal immigration and terrorism

set realistic goalsset realistic goals
technology will change yet time scale of any technology will change yet time scale of any 
deployment is 6deployment is 6--10 years 10 years 
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The futureThe future
eIDeID could be a virtual concept could be a virtual concept 

so it may not need to be carried at all times so it may not need to be carried at all times –– or itor it’’s there all the times there all the time
itit’’s not about the card (or the number), its not about the card (or the number), it’’s about the systems about the system
what about what about eIDeID in second life?in second life?

couple it to ecouple it to e--passportspassports
technology can help technology can help (but ignored by 2007 standards)(but ignored by 2007 standards)

ChaumChaum--type credentials could make a useful tool to strengthen type credentials could make a useful tool to strengthen 
privacyprivacy
biometry could be used in a privacybiometry could be used in a privacy--enhancing wayenhancing way

…… but it needs to be carefully aligned with view and needs but it needs to be carefully aligned with view and needs 
of societyof society

need informed public debateneed informed public debate
balancing interests of citizen, balancing interests of citizen, government(sgovernment(s), private companies), private companies
slow political change (slower than business/social/technology) slow political change (slower than business/social/technology) 
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The future (2)The future (2)

Designing and deploying a national Designing and deploying a national 
infrastructure takes 8infrastructure takes 8--10 years10 years
What will the world look like in 2016? What will the world look like in 2016? 

1 Terabyte of data generated per citizen and per 1 Terabyte of data generated per citizen and per 
yearyear
4 Terabyte flash drives (a few hundred movies)4 Terabyte flash drives (a few hundred movies)
thousands of CPUs per citizen (RFID)thousands of CPUs per citizen (RFID)
Integration of computers and networks with Integration of computers and networks with 
human bodyhuman body
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Get Get eIDeID right from the start orright from the start or……

Thank you for your attention. 
¡Gracias!
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Some information sourcesSome information sources

Roadmap 
http://europa.eu.int/information_society/activities/egovernmhttp://europa.eu.int/information_society/activities/egovernm
ent_research/index_en.htment_research/index_en.htm
Modinis Study on Identity Management in eGovernment:
https://www.cosic.esat.kuleuven.be/modinishttps://www.cosic.esat.kuleuven.be/modinis--idmidm//
Advanced Applications for Electronic ID cards Advanced Applications for Electronic ID cards 
https://https://www.cosic.esat.kuleuven.be/adapidwww.cosic.esat.kuleuven.be/adapid//
PRIME: Privacy and PRIME: Privacy and Identity Management Identity Management 
for Europe for Europe http://www.primehttp://www.prime--project.euproject.eu//
FIDIS: Future of Identity in the Information Society: FIDIS: Future of Identity in the Information Society: 
http://http://www.fidis.netwww.fidis.net//
GUIDE: Government User Identity for Europe:
http://istrg.som.surrey.ac.uk/projects/guide/
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Some information sourcesSome information sources

Liberty Alliance Liberty Alliance http://www.projectliberty.org/http://www.projectliberty.org/
InfocardInfocard
http://http://msdn.microsoft.com/winfx/reference/infmsdn.microsoft.com/winfx/reference/inf
ocard/default.aspxocard/default.aspx
HigginsHiggins http://http://www.eclipse.org/higginswww.eclipse.org/higgins//

UK http://www.identitycards.gov.uk
LSE: the identity project:LSE: the identity project:
http://http://is.lse.ac.uk/is.lse.ac.uk/idcardidcard
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Belgium Belgium eIDeID linkslinks
Belgian eID card information on the Internet

http://eid.belgium.be
http://www.rijksregister.fgov.be
http://www.fedict.be
http://www.belgium.be
http://www.cardreaders.be

Test cards can be ordered at
http://www.eid-shop.be

Source code examples are available at
http://www.belgium.be/zip/middleware_source_code_nl.html
http://www.belgium.be/zip/middleware_source_code_fr.html

Portal (Danny De Cock) http://godot.be

Yourself https://www.mijndossier.rrn.fgov.be
https://www.mondossier.rrn.fgov.be
https://www.meindossier.rrn.fgov.be

keywords: “godot eID”
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Backup slidesBackup slides
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Technical interoperability challengesTechnical interoperability challenges

Lack of common standardLack of common standard
Temporary character of most solutions Temporary character of most solutions 

technical choices are typically technical choices are typically ““medium termmedium term””
MiddlewareMiddleware
Management of authorizationsManagement of authorizations

even harder in a crosseven harder in a cross--border contextborder context
Mapping of partial identities?Mapping of partial identities?
Free choice of tokensFree choice of tokens

an eID is not equal to a tokenan eID is not equal to a token
not everyone wants to use smart cards (only)not everyone wants to use smart cards (only)
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Organizational interoperability challengesOrganizational interoperability challenges

Multitude of digital identities and attributesMultitude of digital identities and attributes
Reliability and trustReliability and trust
The issues of The issues of delegation/representationdelegation/representation

How to model and manage this?How to model and manage this?
Possible conflict between technology and socioPossible conflict between technology and socio--
cultural and historical backgroundcultural and historical background
Inertia Inertia w.r.tw.r.t. local choices. local choices
Public perception: useful, easyPublic perception: useful, easy--toto--use, privacyuse, privacy
Lack of common terminologyLack of common terminology
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Legal interoperability challengesLegal interoperability challenges

Availability and use of one or more unique identifiersAvailability and use of one or more unique identifiers
Mismatch between technical/legal conceptsMismatch between technical/legal concepts

E.g. mandatesE.g. mandates
Diversity of legal frameworks vs. the need for technical Diversity of legal frameworks vs. the need for technical 
interoperabilityinteroperability
eIDeID and European legal competenceand European legal competence

Article 18.3 of the EC Treaty: no ID cards, residence permits, Article 18.3 of the EC Treaty: no ID cards, residence permits, 
social security cardssocial security cards……

Federation and the lawFederation and the law
Core concept: circles of trust. However, the law doesnCore concept: circles of trust. However, the law doesn’’t t ““trusttrust”…”…

Varying attention to privacy issuesVarying attention to privacy issues
ID cards, data exchange or accessID cards, data exchange or access……
Respect socioRespect socio--cultural backgroundscultural backgrounds


