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Outline & Goal
• Part I: side channel attacks

• Part II: countermeasures
– Algorithm
– Architecture
– Circuits
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Remember: Embedded Security

NEED BOTH

• Efficient Implementation
– Within power, area, timing budgets
– Public key: 1024 bits RSA on 8 bit μC and 100 μW
– Public key on a passive RFID tag 

• Trustworthy implementation
– Resistant to attacks
– Active attacks: probing, power glitches, JTAG scan chain
– Passive attacks: monitor electromagnetic radiation
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Security as design dimension

Secure design methods
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The starting point: Root of Trust
• A secret in a box by itself is useless

(useless like a key without a matching door-lock) 
• So a secure system contains at least two parts:

secure
embedded

system

distrusted
environment

root-of-trustsecurity policy
• authentication
• integrity
• confidentiality
• non-repudiation
• availability

The part that always
works as expected
(or so you think!)

[slide courtesy: P. Schaumont]
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Design Step: Secure partitioning

secure
embedded

system

distrusted
environment

secure
embedded
subsystem

distrusted
embedded
subsystem

[slide courtesy: P. Schaumont]
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What drives secure partitioning?

• Minimize footprint of the root-of-trust 
– Reduce the physical size of the root-of-trust
– Make the root-of-trust dynamic and short-lived

• Minimize the risk for side-channel-attacks
– A side-channel-attack is an interface into the root-of-trust around the 

security policy

side-channel-attack

secure
embedded

system

distrusted
environment

[slide courtesy: P. Schaumont]
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Hierarchical approach
secure

embedded
system

distrusted
environment

crypto
software

non-critical 
software

crypto
hardware

crypto
circuit

non-critical 
hardware/
software

non-critical 
circuit

Interpreter Side-channels

Timing Side-channels

Power Side-channels

Physical
Tamper-resistance

[slide courtesy: P. Schaumont]
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Countermeasures: Classification

• According to their application level:
– Hardware countermeasures
– Algorithmic (Software) countermeasures
– Protocol countermeasures

• According to their applicability:
– Algorithm dependent
– Algorithm independent
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Hardware Countermeasures

• Are typically algorithm independent
• Different methods:

– Add (increase) noise
– Introduce random delays
– Use special logic styles

• Typically try to target the link between the side channel 
leakage and the data which is processed
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Algorithmic Countermeasures

• Idea: intermediate values are randomized (blinded, 
masked), hence they target the link between the 
model and the data which is processed

• Are typically implemented in software
• Some are very much algorithm dependent:

– Asymmetric Cryptography: Blinding
– Symmetric Cryptography: Masking

• Some are less dependent:
– Randomization of sequence of instructions
– Indistinguishable instructions

• Some are independent:
– Random dummy instructions (similar to random delays)
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Protocol Countermeasures

• Put restrictions on the amount of executions of an 
algorithm

• Basis scenario of session key establishment for 
smart cards:
– Master Key MK
– Random Value Ri

– One-Way Function F
– Derivation of the ith session key: Ski = F(MK,Ri)
– If one session key is compromised, neither the master key, nor the 

other session keys are compromised
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Architecture design
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ECC

Scalar
multiplication

Point
operations

Combination of 
GF(2n) operations

Basic GF(2n) operations

CPU

MALU
Coprocessor

P0 P1

C code

assembly
routines

datapath

μCode
sequences HW

SW

Public Key: security partitioning

[CHES 2005]

Where is boundary between SW and HW? 
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Instructions

Program
Memory

MicroBlaze Core

MALU

Data
Memory

Interrupt

DBC

Coprocessor

163-bit Data Bus

OPB

32

Data

32

32-bit Inst. Bus

RF

1

Int. Ctrl.

IBC

Option 1: 163 bit data path
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Instructions

Program
Memory

MicroBlaze Core

MALU

Data
Memory

Interrupt

DBC

Coprocessor

163-bit Data Bus

OPB

32

Data

32

32-bit Inst. Bus

RFu-code

1

Int. Ctrl.

IBC

Option 2: 163 bit data path & instruction 
sequence decode
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Instructions

Program
Memory

MicroBlaze Core

MALU

Data
Memory

Interrupt

DBC

Coprocessor

163-bit Data Bus

OPB

32

Data

32

32-bit Inst. Bus

RFKeyu-code

1

Int. Ctrl.

IBC

Option 3: 163 bit data path & instruction 
sequence decode  & local storage of key
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Instructions

Program
Memory

MicroBlaze Core

MALU

Data
Memory

Interrupt

DBC

Coprocessor

163-bit Data Bus

OPB

32

Data

32

32-bit Inst. Bus

RFKeyu-code
Key Randomization

RNG

1

Int. Ctrl.

IBC

Option 4: 163 bit data path & instruction 
sequence decode  & local storage of key & 

Key randomization
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Circuit level countermeasures
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Intro to Static CMOS

• Consumes power when output makes a 0 to 1 transition
• Most popular circuit style!

0-1  
transition 

01   1

charge1   0

discharge0   1

00   0

OUTIN
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Duplicate logic

• As suggested by famous cryptographers . . .

1-0 
transition

0-1  
transition 

000   01   1

dischargecharge0   11   0

chargedischarge1   00   1

001   10   0

OUTOUTININ
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Dynamic logic

• Dynamic logic breaks input sequence

in

out 
Pr(echarge) 

Ev(aluation) 

PDN

0

1

0

1

OUTEV

1

1

1

1

OUTPre

discharge1   1

01   0

discharge0   1

00   0

ChargeIN
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Transition independent power consumption …

• When logic values are measured by charging and
discharging capacitances, we need to use a fixed
amount of energy for every transition

switch once 
every cycleswitch a constant 

load capacitance

…doesn’t create any side channel information

KUL - COSIC Tutorial – part II - 24 Chennai, December 2007 

Dynamic and Differential logic …
• is necessary but not sufficient

ANDNAND

A

B B

clk

clk

A (1,1) input 

(0,0) input 

→Balance differential output nodes
→(Dis)charge all internal nodes

E.g. DCVSL
is not
sufficient

[Tiri,ESSCIRC02]
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Sense Amplifier Based Logic charges each
cycle a constant load

 

clk 

AND NAND

clk 

A 

B 

A 

B 

clk 

VDD 

M1 

• Balanced input and 
output nodes

• All internal nodes 
connect to an output

KUL - COSIC Tutorial – part II - 26 Chennai, December 2007 

Sense Amplifier Based Logic

AND NAND 

Ctot=19.32fF 

AND NAND 

Ctot=19.38fF 
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Experimental setup

• DPA on module of last round DES
 

clk 

CL clk 

S1 
substitution

box 

4 

6 

PR clk

6 

Selection  
function 
D(K,C) 

predicts  
1st bit of PL. 
K guessed.  
C known. 

4 

PL 

K 

DPA: “Power measurements are partitioned over 2 sets based on 
guess of secret key. Difference between typical supply currents 
of sets has noticeable peaks if guess was correct.”
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Classical 1-bit DPA

LSB = 0
Collect measurements

Compute Mean0

LSB = 0
Collect measurements

Compute Mean0

Obtain n measurements: e.g. 5000
ciphertext xi ,  power trace pi(t),

Obtain n measurements: e.g. 5000
ciphertext xi ,  power trace pi(t),

HSPICE  DES Sbox in SABL

Focus:       LSB on LAST ROUND

For each key guess:  0 .. 63

Calculate:   LSB (Sbox(C^k’)^C)

LSB = 1
Collect measurements

Compute Mean1

LSB = 1
Collect measurements

Compute Mean1 5000 measurements * 
time window t *
256 key guesses

Mean0 – Mean1Mean0 – Mean1

Maximum difference = best key guess!Maximum difference = best key guess!

S-boxS-box

6 bits of right half 
of the ‘plaintext’ for this round

6 bits of round key

4 cipher bits

4 left bits
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Implementation details

• Same circuit; two implementations.
• Difference in logic style:

– static CMOS
– SABL

• 0.18μm, 1.8V CMOS technology
• 5000 encryptions
• Hspice with 10ps simulation step
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Supply current  profile

• irregular 
⇒ input 
dependent

• regular 
⇒ input
independent

[Tiri CHES2003]
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DPA – differential trace

• secret key 
stands out

• secret key does 
not stand out

[Tiri CHES2003]
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Measurements to disclosure

200 cycles 
sufficient 
to disclose key

transient 
response 
has died out
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Logic families

• Voltage Mode Logic
– fixed amount of charge
– including events in which gate 

does not change state

• Current Mode Logic
– perfect current source
– major drawback: static power 

consumption

 

10 

 

0
1
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MOS Current Mode Logic

• SABL is effective BUT requires 
full custom approach

• Other full custom approach: 
dynamic current mode logic 
(DyCML)

• Start from MOS Current Mode 
Logic (MCML): 

• Current is CONSTANT
• Left or right branch depends on 

the data

[Allam,Elmasry,JSSC2001]
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Dynamic Current Mode Logic (DyCML)

[Allam,Elmasry,JSSC2001]

Q2,Q3,Q4: precharge, 
evaluation
Q1,C1: Dynamic 
current source
Q5,Q6: Latch

Evaluation by Mace et al. for side-channel resistance
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Solution based on Standard cells

• false output

• with false inputs

 

B 

A 
Z 

 

A 

B 

A 

B 

Z 

Z 
A 

B 

A 

prch 

Z 

B Z De-Morgan’s 
Law

AND-ing
with 

precharge 
signal

1
2

precharge 1: 
outputs are 0  

precharge 0 - evaluation:      
1 output is 1
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Wave Dynamic Differential Logic

• Restrict library to AND, OR gate
– input 0 ⇒ output 0
– no precharge operator
 

AND gate

OR gateprch 

precharge 
inputs 

clk

Encryption 
Module 

register 

clk eval. prch. 

[Tiri,DATE2004]
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• All functions of and2, or2 operator 
• In addition: inverted input, output signals
• XOR2X4: OAI221X2:
• Our WDDL library: 128 cells

WDDL library

 A 
 

A 
 
 

 
 
B 

 
 
B 

Y

Y

AOI22X1 

OAI22X1 

INVX4

INVX4

 

C0 

OAI221X1

AOI221X1A0 
 
A1 

B0 
 
B1 

Y 

Y 

INVX2 

INVX2 A0 
 
A1 

B0 
 
B1 

C0 
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Experimental results
• Measurement results for FPGA test circuit 

5 63 421

single ended

WDDLout out

out

5 63 421 5 63 421 5 63 421

single ended

WDDLout outoutout outout

outout
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Unbalanced capacitive loads

• For constant power consumption:
constant load capacitance.

• Match loads at differential outputs.
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CA = CA’
Co,A  + Cw,A + Ci,I1  + … Ci,Ik

=  Co,A’ + Cw,A’ + Ci,I1’ + … Ci,Ik’
Cw,A = Cw,A’

Load capacitance breakdown

 

Co,A’ 

Ci,I2’ 

Co,A 

Ci,I2 

Ci,I1’ 

Ci,I1 

gate 

gate 2 

gate 1 

Co:  intrinsic output capacitance 
Cw:  interconnect capacitance 
Ci:  input capacitance 

Cw,A’ 

Rw,A’ Cw,A 

Rw,A • Intrinsic caps.:  
matched

• Interconnect: 
dominant (Moore’s 
law)

• Balancing 
interconnect:  
crucial
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Place & Route approach

• Parallel routes (adjacent tracks, same layer) balance 
geometric distances, parasitic effects 

• Resistance: equal vias, wire segments
• Capacitance (to other layers):  

ideally same environment
exact if every other layer is a power plane

 

Metal x 
Metal y 
Via xy 
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Differential pair routing

• Available via gridless/shape-based routers. 
– only few critical signals (e.g. clock)
– experiment with 200 pairs: 

8 hours CPU, 1000 conflicts, 100 open nets. 

• Gridded routers avoid wires in parallel.
• Trick router:  “fat”-wire routing.

– Abstract differential pair as one single fat wire.
– Route with fat wire; then decompose into pair.

[Tiri,CARDIS2004]
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Fat wire decomposition

1. Duplicate fat wire.
2. Slide apart copies.
3. Reduce to normal width.

 

ΔY 

ΔX 

-ΔY 

-ΔX
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script lib.v 

logic 
synthesis 

 

logic 
design behavior.vdesign 

specs 
rtl.v

 

cell 
substitution 

fat_lib.lefdiff_lib.lef 

place 
& 

route 
fat.v fat.definterconnect 

decompositiondiff.deflayout 
 

stream  
 out 

Few key modifications with minimal influence 
in backend of regular synchronous 

static CMOS standard cell design flow

Secure digital design flow

[Tiri,TCAD2006]
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Experimental setup

• DPA on module of last round DES

 

clk 

CL clk 

S1
substitution

box 

4 

6 

PR clk 

6 
K

Selection  
function 
D(K,C) 

predicts  
1st bit of PL. 
K guessed.  
C known. clk

4 

PL 

 
CR 

DPA: “Power measurements are partitioned over 2 sets based on 
guess of secret key. Difference between typical supply currents 
of sets has noticeable peaks if guess was correct.”
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Implementation details

• Same circuit; two implementations.
• Difference in routing:

– regular route (without constraints) – 8 sec. CPU
– differential pair route – 3 sec. CPU

• Same floorplan.
– aspect ratio 1, row utilization 0.8

• Toolflow:
– Place & route: Silicon Ensemble 5.3
– Layout-to-netlist (extraction parasitics): Virtuoso
– Power traces (transient simulation): Hspice

• 2000 encryptions.
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Absolute interconnect capacitances

• Extraction: 
Simcap

• Similar 
distribution

• Similar power 
dissipation

– regular:
42.8pJ

– diff. pair:
44.2pJ
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Matching precision

SIMCAP results:
• regular:

factor 4 variation
• diff. pair:  perfect 

match
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DPA – differential trace

• regular: DPA 
works despite a 
mere 2‰ power 
variation.

• diff. pair: 
effective 
reduction  of 
peaks secret 
key.
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Prototype IC – ThumbPodII
• AES, controller, fingerprint processor.

insecure 
single-ended

secure
WDDL

differential route
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Circuit techniques to address SCA

• Standard cells: break AES with 8000 encryptions
• Special cells (build from standard cells): over 1.5M 

encryptions and still not broken

STD CELL WDDL
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Correlation DPA

Real keyReal key
Key hypothesisKey hypothesis

Real side-
channel

Input Input 

Real outputReal output Hamming Difference
Power Model

Hamming Difference
Power Model

Statistical analysisStatistical analysis

Hypothesis correct?Hypothesis correct?

15K  measurements * 
time window t *
256 key guesses

S-box
with SR

S-box
with SR

8 bits of intermediate

8 bits of key

8 cipher bits

RegReg

Last round of AES, attack last subkey
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DPA attack on AES key bytes- SCMOS
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Correlation DPA

Real keyReal key
Key hypothesisKey hypothesis

Real side-
channel

Input Input 

Real outputReal output Hamming Weight
Power Model

Hamming Weight
Power Model

Statistical analysisStatistical analysis

Hypothesis correct?Hypothesis correct?

up to 1.5M 
measurements * 
time window t *
256 key guesses

S-box
with SR

S-box
with SR

8 bits of intermediate

8 bits of key

8 cipher bits

RegReg
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DPA attack on WDDL
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Alternative: masking

• Alternative to ‘constant’ power design
– Parasitic capacitances, process variations, etc. don’t guarantee perfect

balancing. (Perfect security does not exist…)

• De-correlate power variations: masking

KUL - COSIC Tutorial – part II - 58 Chennai, December 2007 

Masked Gates

A
B

M

XOR

B

M

A

M

Masked Gate

M M

M

[Schaumont,DATE2007]
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Masked AND gate

M

B

M

A

M

XOR

M

Masked AND

[Schaumont,DATE2007]
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De-correlate Power Variations

• Transitions on Q unpredictable if M is unpredictable

B

A Q

B

A Q

M=0 M=1

[Schaumont,DATE2007]
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Analysis for Masked SBOX

MASKED
SBOX

KEY

OUTIN

M

TOGGLE BIN

Frequency
M: 0->0
M: 1->1

M: 0->1
M: 1->0

[Schaumont,DATE2007]
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DPA straightforward after filtering

Filter

DPA

TOGGLE BIN

Freq

KEY = 124

KEY BYTE ESTIMATE
@ 10,000 measurements

R

[Schaumont,DATE2007]
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Masked gates

a
ai
b
bi
m
mi

q
qi

a
b q

a
ma
b
mb

q
mq

normal cell masked cell

Glitches break this!

[Mangard,CT-RSA2005]

MDPL: Masked Dual rail Pre-charge Logic
avoids differential route [Popp,Mangard,CHES2005]

Pre-filter breaks this
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CHES 2007 – Sept.10-13, 2007

• Popp et al. “Evaluation of the Masked Logic Style MDPL on a Prototype 
Chip”

• Schaumont, Tiri “Masking and Dual-rail Logic Don't Add Up” 
• Gierlichs “DPA-Resistance Without Routing Constraints? A cautionary 

note about MDPL security”

1. Filter
2. Fold over average
3. Regular DPA

[Schaumont,Tiri,CHES2007]
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Security Partitioning

• Side channel protection = extra cost
• Part of design methodology 
• Only secure parts needs protection against side channel 

attacks!
• In Thumpbod example: over 90% of calculations are on 

non-secure embedded processor with DFT co-processor
• Only AES calculations & matching needs SCA resistant 

implementation.
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Mapping Algorithms - Security Partitioning 

Server
Client root-of-trust

Protocol/Algorithm-level
validation

Noncritical
software

Matching &
Crypto

SW

Architecture-level
validation

Architecture-level
attacks

Matching &
Crypto

HW

Software
driver

Microarchitecture-level
validation

Microarchitecture-level
attacks

DPA-resistant
HW

Circuit-level
attacks
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Security partitioning

Thumbpod-II
• Processor & co-processor
• Security partitioning

– Secure ASIC
– Regular processor

LEON Processor

AHB/APB 
Bridge

Boot 
PROM I/F Boot ROM 

Memory 
Controller

Integer UnitAHB I/F

Cache

D-Cache 
2KB

I-Cache
2KB

AMBA 
Peripheral 

Bus

AHB 
Controller

ASIC NON-DPA

Fingerprint 
Sensor

RS232

2MB SRAM

UART1

UART2

AES 
Coprocessor

ASIC DPA

Comparator

Template/ HG 
Storage

32 b Memory Bus

LEON Processor

AHB/APB 
Bridge 

Boot 
PROM I/F

Boot ROM 

Memory
Controller 

Integer UnitAHB I/F

Cache
-

D-Cache
2KB

AMBA 
Peripheral 

Bus

AHB 
Controller

ASIC NON-DPA

Fingerprint 
Sensor 

RS232

2MB SRAM

UART1

UART2

AES 
Coprocessor 

ASIC DPA 32bits Memory Bus

Comparator 

Template/HG
Storage 

I-Cache
2KB

LEON Processor

AHB/APB 
Bridge

Boot 
PROM I/F Boot ROM 

Memory 
Controller

Integer UnitAHB I/F

Cache

D-Cache 
2KB

I-Cache
2KB

AMBA 
Peripheral 

Bus

AHB 
Controller

ASIC NON-DPA

Fingerprint 
Sensor

RS232

2MB SRAM

UART1

UART2

AES 
Coprocessor

ASIC DPA

Comparator

Template/ HG 
Storage

32 b Memory Bus

LEON Processor

AHB/APB 
Bridge 

Boot 
PROM I/F

Boot ROM 

Memory
Controller 

Integer UnitAHB I/F

Cache
-

D-Cache
2KB

AMBA 
Peripheral 

Bus

AHB 
Controller

ASIC NON-DPA

Fingerprint 
Sensor 

RS232

2MB SRAM

UART1

UART2

AES 
Coprocessor 

ASIC DPA 32bits Memory Bus

Comparator 

Template/HG
Storage 

I-Cache
2KB
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Conclusion

• Secure design means
– Efficient implementation of security functions (not topic of this tutorial)
– Secure implementation

• Side-channel attacks and countermeasures
– Arms-race
– Perfect security does not exist
– Make it too expensive to attack
– Algorithm security still orders harder than side-channel attacks

• Systematic design methods to design for security
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Future: Technology Aware Security

Security is as strong as 
the weakest link!

Link crypto heaven to 
deep sub-micron hell

1. Architectures & design methods: 
Trusted platforms, modules and 
security partitioning methods

2. Ultra Low Power Security:
Arithmetic, ‘light-weight crypto’, 
co-processors, RFID, 

3. Technology Aware:
Secure memories, process 
variations, robust, reliable, 
side-channel secure

Cipher Design
Biometrics

D
Q

Vcc

CPU CryptoMEM

JCA
Java

JVM

CLK
D

Q

Vcc

CPU
MEM

JCA
Java

KVM

CLK

Identification

Confidentiality
Integrity

Identification

Confidentiality
Integrity

Identification
Integrity

[Modified after H. De Man]

Crypto Heaven

Deep Submicron
Hell of Physics

Deep Submicron
Hell of Physics


