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Definition of Elliptic Curve

I Elliptic curve E over field K is defined by

y2 + a1xy + a3y = x3 + a2x2 + a4x + a6, ai ∈ K

I The set E(K) consists of all (x , y) ∈ K × K, which satisfy
this equation together with O

I O is called point at infinity
I ∃ addition law on E and the set E(K) is a group
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Elliptic Curves over R
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y2 = x3 + 4x2 + 4x + 3 y2 = x3 − 7x + 6
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Addition Law on Elliptic Curve
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Exercise: Addition Law on Elliptic Curve

Let P1 ⊕ P2 = P3, with Pi = (xi , yi) ∈ E
I If x1 = x2 and y1 + y2 + a1x2 + a3 = 0, then P1 ⊕ P2 = O,
I Else

x1 6= x2

{

λ = (y2 − y1)/(x2 − x1)
ν = (y1x2 − y2x1)/(x2 − x1)

x1 = x2

{

λ = (3x2
1 + 2a2x1 + a4 − a1y1)/(2y1 + a1x1 + a3)

ν = (−x3
1 + a4x1 + 2a6 − a3y1)/(2y1 + a1x1 + a3)

The point P3 = P1 ⊕ P2 is given by

x3 = λ2 + a1λ − a2 − x1 − x2

y3 = −(λ + a1)x3 − ν − a3
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Elliptic Curves over Finite Fields
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The elliptic curve y2 = x3 + x + 3 mod 23
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Elliptic Curve Discrete Logarithm Problem

Let E be elliptic curve over finite field Fq

I Take point P ∈ E(Fq) \ {O} and compute Q = d · P
I ECDLP: given P and Q, compute d

Analogy with finite fields: Let Fp be finite field
I Take element g ∈ F

×

p and compute h = gd

I DLP: given g and h, compute d

⇒ Translate primitives based on DLP to ECDLP setting
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Pohlig and Hellman Reduction

I Let G be a group of order n =
∏k

i=1 pei
i and let Q = dP

I Assume prime p|n and let t = n/p, then

Q′ = tQ = tdP = d(tP) = dP ′ = d0P ′

I Note P ′, Q′ are in subgroup of order p, thus d0 ≡ d mod p
I Find d mod p and recover d mod p1 · · · pk using CRT
I Exercise: algorithm to compute d mod pe with e > 1
I Hint: write d mod pe = d0 + d1p + · · · + de−1pe−1

I Conclusion: order of G should contain large prime factor
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Pollard Rho Algorithm: General Case

I Let S be a set |S| = n and f : S → S random mapping
I Starting with random value x0 ∈ S, compute

xi+1 = f (xi) for i ≥ 0

I Sequence x0, x1, x2, . . . is deterministic random walk
I Since S is finite we must eventually obtain

xi = xj ⇒ xi+1 = f (xi) = f (xj) = xj+1

I Sequence x0, x1, x2, . . . , becomes cyclic
I Picture of sequence looks like the Greek letter rho ρ
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Pollard Rho Algorithm: General Case

I The rho-shape has an initial tail and cyclic part
I Expected length of both tail and cyclic part is

√

πn/8

I Using this in naive way also requires O(
√

n) memory
I Main problem in Baby-Step-Giant-Step algorithm
I Use Floyd’s cycle finding algorithm
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Floyd’s Cycle Finding Algorithm

I Given (x1, x2), compute (x2, x4), then (x3, x6) and so on . . .
I Given the pair (xi , x2i ) we compute

(xi+1, x2i+2) = (f (xi ), f (f (x2i )))

I We stop when we find xm = x2m

I Exercise: proof that if tail has length λ and cycle length µ

m = µ ·
⌈

λ

µ

⌉

I Since λ ≤ m ≤ λ + µ we see that m = O(
√

n)

I Detect a collision with O(1) storage
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Pollard Rho: Discrete Logarithms

I Let G denote a group of order n and let Q = dP
I Partition G into three sets S1, S2, S3 (O 6∈ S2)
I Define the following random walk

Xi+1 = f (Xi) =







Q + Xi Xi ∈ S1,
2Xi Xi ∈ S2,
P + Xi Xi ∈ S3.
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Pollard Rho: Discrete Logarithms

Let Xi = aiP + biQ, then

ai+1 =







ai xi ∈ S1,
2ai (mod n) xi ∈ S2,
ai + 1 (mod n) xi ∈ S3,

and

bi+1 =







bi + 1 (mod n) xi ∈ S1,
2bi (mod n) xi ∈ S2,
bi xi ∈ S3.

Dr. F. Vercauteren Elliptic Curve Discrete Logarithm Problem



Pollard Rho: Discrete Logarithms

I Start with the triple

(X0, a0, b0) = (O, 0, 0)

I Then we have, for all i ,

logP(Xi) = ai + bi logP(Q) = ai + bid.

I Exercise: using Floyd’s cycle finding algorithm we find

Xm = X2m ⇒ d =
a2m − am

bm − b2m
(mod n)
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Parallel Pollard Rho (van Oorschot and Wiener)

I With m processors, m pseudo-random walks starting at

X (i)
0 = aiP + biQ

I Each processor need to compute O(
√

πn/2/m) iterations
I Central server need to store all O(

√

πn/2) points
I Define distinguished points SD ⊂ G and θ = |SD|/|G|
I Processors only send distinguished points to central server

O(

√

πn/2
m

+
1
θ
) time O(θ

√

πn/2) space
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Pollard Lambda Attack

I Assume that the discrete logarithm lies in a certain interval

d ∈ [a, . . . , b].

I Let w = b − a denote length of interval and set N =
√

w
I Divide G up into k ' log2(w)/2 subsets Si for 0 ≤ i < k
I Let si = 2i for 0 ≤ i < k and define pseudo-random walk

Xi+1 = Xi + sjP if Xi ∈ Sj .

I Let R0 = bP and Ri = Ri−1 + sjP for i = 1, . . . , N
I Let c0 = b and ci+1 = ci + sj (mod n), then logP(RN) = cN
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Pollard Lambda Attack

I Second random walk: H0 = Q = dP and compute

Hi+1 = Hi + s′

j P

I Set d0 = 0 and di+1 = di + s′

j mod n, then logP(Hi) = d + di

I Once path of Hi meets that of Ri it follows it
I Iterate M times until HM = RN , then

cN = logP(RN) = logP(HM) = d + dM mod n

I Expected running time O(
√

w) and storage O(log(w))
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Additive Reduction (Semaev, Araki/Satoh, Smart)

I Let E be an elliptic curve defined over Fp

I E is called anomalous when |E(Fp)| = p
I Transfer DLOG via group homomorphism

E(Fp),⊕ → Fp,+

I Computing DLOG’s in Fp,+ is trivial using Euclides
I Uses p-adic lift and p-adic elliptic logarithm
I Requires only O(log p) elliptic curve operations
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Multiplicative Reduction (MOV, Frey-Rück)

I Let E be an elliptic curve defined over Fq

I Let E(Fq)[l ] be prime order subgroup we work in
I Transfer DLOG via group homomorphism

E(Fq)[l ],⊕ → F
×

qk , ·

I k is called security multiplier and is smallest k ∈ N

l |qk − 1

I Note: k is order of q in Z/(lZ), so in general O(l)
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Multiplicative Reduction (MOV, Frey-Rück)

I Weil pairing: bilinear map 〈·, ·〉 : E(Fq)[l ] × E(Fq)[l ] → F
×

qk

I Bilinearity: 〈aR, bS〉 = 〈R, S〉ab

I Given Q = dP, find T such that 〈P, T 〉 6= 1, then

〈Q, T 〉 = 〈dP, T 〉 = 〈P, T 〉d

I Find d using sub-exponential algorithm in F
×

qk

I Only efficient for small k , but higly unlikely
I If E is supersingular, i.e. p|(|E(Fq)| − q − 1) then k ≤ 6
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Weil Descent (Frey, Hess, Gaudry, Diem, Scholten)

I Let E be an elliptic curve over Fqk with k > 1
I Define abelian variety WE of dimension k over Fq with

WE(Fq) = E(Fqk )

I WE is called Weil restriction of E
I Try to find a curve C on WE and map the DLOG

E(Fqk ) → JC(Fq)

I Apply index calculus algorithms on JC(Fq)

I Use Fpk , k large prime and order of 2 ∈ Z/(kZ)× large
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Conclusions

I Well chosen elliptic curve E/Fq, only square root attacks
I |E(Fq)| is divisible by a large prime l (Pohlig-Hellman)

I p 6 | l to avoid additive reduction

I ord(q) mod l large to avoid multiplicative reduction

I either q = p or q = pk with k large prime

I More future proof than RSA/DL since no sub-exp attacks
I Be aware of extra structure . . .
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