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Abstract. In this paper NTRUEncrypt is implemented for the first time
on a GPU using the CUDA platform. As is shown, this operation lends it-
self perfectly for parallelization and performs extremely well compared to
similar security levels for ECC and RSA giving speedups of around three
to five orders of magnitude. The focus is on achieving a high through-
put, in this case performing a large number of encryptions/decryptions
in parallel. Using a modern GTX280 GPU a throughput of up to 200000
encryptions per second can be reached at a security level of 256 bits. This
gives a theoretical data throughput of 47.8 MB/s. Comparing this to a
symmetric cipher (not a very common comparison), this is only around
20 times slower than a recent AES implementation on a GPU.

Keywords: NTRU encryption, Graphical Processing Unit, Paralleliza-
tion, CUDA.

1 Introduction

Graphical Processing Units (GPUs) have long been used only for the rendering
of games and other graphical applications. More recent GPUs are also used
for general purpose parallel programming, using new programming models. A
General Purpose GPU (GPGPU) contains a large number of processor cores
(240 for the GTX280 [23]) that run at frequencies that are mostly lower than
CPUs (1.2 GHz for the GTX280 GPU compared to 3.8 GHz for a recent Intel
Pentium 4 [18]). Compared to a CPU a GPU provides a much larger computing
power (several GFlops, or even TFlops for multiple GPUs) for specific parallel
applications, because of the large number of cores. The recent change towards
general scalar processor cores, that support 32- or 64-bit integer and bitwise
operations, offers a new opportunity to implement cryptographic applications
on GPUs.
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There are several cryptographic ciphers that have a high level of parallelism,
making them suitable for implementation on GPU. For performing a single en-
cryption/decryption GPUs might not be very well suited: there is a latency
compared to a CPU, because of the transfer of the data between main memory
and GPU memory. In many applications the focus is not on the latency of a
single cryptographic application, but on the throughput: one wants to perform
a large number of encryptions/decryptions as fast as possible. In the case of a
symmetric block cipher this will be the case when operating on a large block
of data (using a suitable block cipher mode). Asymmetric ciphers are not often
used in such a mode of operation, but more likely on servers that need to process
many different secured connections where a large number of asymmetric crypto-
graphic operations need to be performed. Currently cryptographic co-processors
are used to speed up these operations, but a GPU might provide an alterna-
tive for these co-processors. An advantage is the fact that GPUs are almost by
default present in modern computers and are also much underused. Another ad-
vantage is the flexibility: GPUs are easy to reprogram, making it an interesting
co-processor to add to large computing farms. The large power consumption of
the fastest GPUs is however a disadvantage, especially with a growing focus on
the energy performance of data centers. One of the most likely uses of GPUs
will be performing attacks on ciphers. GPUs have a very good computing power
/ price ratio, making them very economic for bulk computations. One can have
around 200 GFlops (around 1 TFlops theoretically) for less than AC500. In many
attacks multiple cryptographic operations need to be performed, or at least part
of these operations, so implementing and optimizing the original cryptographic
operation on GPU is also of great use for attacks.

The choice for NTRUEncrypt (in short: NTRU) as the cryptographic cipher
is less obvious: RSA [24] and ECC [7] are currently the respectively dominant
and rising ciphers. NTRU has a large potential as a future cipher, given the very
simple nature of it’s core operation: the convolution (compared to a modular
exponentiation for RSA and repeated squaring/doubling for ECC). This simple
operation makes it very suitable for embedded devices with limited computing
power, but also for parallelization, since a convolution can be split up over several
processors. NTRU also has a good (asymptotic) performance of O(N2) (or even
O(N log N) using FFT), compared to, for example, O(N3) for RSA. So, NTRU
is expected to outperform RSA and ECC at similar security levels, and NTRU
will also provide a good scalability for the future.

Because of these properties of NTRU, it was chosen as the cipher to be im-
plemented on a GPU in this paper. For this paper the ees1171ep1 parameter
set is used, a high security (k = 256, the symmetric key size in bits) param-
eter set as claimed in [27]. Besides this parameter set a special version using
product-form polynomials is also implemented. Product-form polynomials im-
prove performance even further. Taking this high security level into account,
NTRU performs very well when comparing with RSA (which would require a
15360 bit modulus) and ECC. For high througput applications a speedup of
three to five orders of magnitude is reached compared to RSA and ECC. The
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GPU implementation reaches a throughput of up to 200 000 encryptions per
second which is equivalent to a theoretical data throughput of 47.8 MB/s.

Organization. In Section 2 previous work on cryptography on GPUs and
NTRU implementations is discussed. Next, a brief introduction is given to the
NTRU cryptosystem in Section 3, especially on the parameter sets that have
been proposed in the literature. In Section 4 the basics of GPGPU programming
are explained, with a focus on the CUDA platform. This knowledge of NTRU
and CUDA is combined to make an optimized GPU implementation of NTRU
in Section 5. Finally the performance of the implementation is evaluated and
compared to other implementations and other ciphers in Section 6.

2 Related Work

There is already much software available for GPUs, ranging from simple linear
algebra packages to complex physical simulations. There has not been much de-
velopment of cryptographic applications for the GPU, until recently when GPUs
started supporting integer and bitwise operations. For example, AES was imple-
mented on GPU [20] [14] [8], offering a maximum throughput of 831 MBytes/s
(128 bit key, [20]).

RSA [24] has been implemented before the introduction of recent GPGPU
platforms, using the OpenGL API [21] and more recently using modern platforms
[26] [11], reaching up to 813 modular exponentiations (1024-bit integers) per
second [26]. GPUs are also used to launch attacks, for example elliptic curve
integer factoring [5] and brute force attacks, like for wireless networks [25].

There are no GPU implementations for NTRU. NTRU has however been
implemented on a variety of platforms, like embedded devices, FPGAs [3] and
custom hardware [1]. NTRU turns out to perform very well on devices with lim-
ited computing capabilities, given the simple nature of the convolution that is
the central encryption/decryption operation. Compared to other modern cryp-
tosystems like ECC, NTRU turns out to be very fast [19].

3 NTRUEncrypt

In this section the basics of NTRU are briefly introduced, based upon [2], to
which we refer for further, more complete, information.

Let Z denote the ring of integers and Zq the integers modulo q. NTRUEn-
crypt is a public-key cryptosystem that works with the polynomial ring P (N) =
Z[X ]/(XN − 1) (and Pq(N) = Zq[X ]/(XN − 1)), where N is a positive prime.
A vector from Z

N (resp. Z
N
q ) can be associated with a polynomial by f =

(f0, f1, . . . , fN−1) =
∑N−1

i=0 fiX
i.

The multiplication of two polynomials h = f � g is defined as the cyclic
convolution of their coefficients:

hk = (f � g)k =
∑

i+j≡k mod N

fi · gj (0 ≤ k < N) (1)

which is the ordinary polynomial multiplication modulo XN − 1.
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The polynomials used in NTRU are selected from several polynomial sets
Lf ,Lg,Lr and Lm. First the basic operations (key creation, encryption and
decryption) of NTRU are introduced and afterwards, in Section 3.1, the structure
of the polynomials and the parameter sets are discussed.

Key creation. The private key is a polynomial f , chosen at random from the
set Lf . Another polynomial g ∈ Lg is also chosen at random, but is not needed
anymore after key generation. From these polynomials the public key h can be
computed as

h = p � f−1
q � g mod q (2)

where f−1
q is the inverse of f in Pq(N) and p is a polynomial (usually 3 or X+2).

The polynomials f and g generally have small coefficients, while h has large
coefficients.

Encryption. The message m ∈ Lm can be encrypted by choosing a random
polynomial r ∈ Lr as a blinding factor and computing the ciphertext as

e = r � h + m mod q. (3)

In practical schemes the message is padded with random bits and masked. For
this paper, these steps are ignored, and only the computation of r�h+m mod q
is considered.

Decryption. Decryption can be done by convolving the ciphertext e with the
private key f

a ≡ e � f ≡ p � r � g + m � f mod q (4)

and next convolving by f−1
p mod p. By a careful choice of f it can be assured

that f−1
p = 1, so only a reduction mod p is needed.

One of the problems NTRU faces are decryption failures: the first step of the
decryption only computes a mod q and not a. The problem is that knowing a
mod q is not enough to know a mod p. The problem of decryption failures has
been studied extensively in [17]. In this paper it suffices to pick the coefficients of
a from (−q/2, q/2] and assume the probability of decryption failures is negligibly
low.

3.1 Parameter Sets

The parameter N must always be chosen to be prime, since composites allows
the problem to be decomposed [13]. The parameter q is mostly chosen as a power
of 2, to ease the computations modulo q. The parameter p must be relatively
prime to q, but it is not necessary that p is an integer, it can be a polynomial.
Popular choices for p are 3 and X + 2.
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Besides the parameters N, p, q there are the sets of polynomials Lf ,Lg,Lm,Lr

that have to be defined. The message space Lm is defined as Pp(N), since the
message is obtained during the decryption after reducing modulo p.

The other sets of polynomials are chosen as ternary (for p = 3) or binary (for
p = X + 2) polynomials.

Ternary polynomials. Define L(dx, dy) as the set of all ternary polynomials
that have dx coefficients set to 1 and dy coefficients set to−1 (all other coefficients
are 0).

One of the most natural choices for the polynomial sets is

Lf = {1 + p � F : F ∈ L(df , df )} , Lr = L(dr, dr) , Lg = L(dg, dg)

which is also used in the most recent standards draft [27]. The choice of Lf as
1 + p � F guarantees that f−1

p = 1.
For ternary polynomials p is set to 3.

Binary polynomials. Binary polynomials offer an alternative for ternary poly-
nomials and are much easier to implement in hardware and software. A disad-
vantage is that binary polynomials are by definition unbalanced, so f(1) �= 0.
As a consequence information on m, namely m(1), leaks.

In [12] the following parameters are used:

Lf = {1 + p � F : F ∈ L(df , df )} , Lr = L(dr , 0) , Lg = L(dg, 0)

Product-form polynomials. The central operation when encrypting is a con-
volution with a binary/ternary polynomial. The number of non-zero elements
in r ∈ Lr is crucial for the performance of the encryption operation. A smaller
number of non-zero elements will make the convolution faster (and lower mem-
ory usage, depending on the storage strategy) but will also degrade the security.
By taking

Lr = {r1 � r2 + r3 : r1 ∈ Lr1 , r2 ∈ Lr2 , r3 ∈ Lr3}

with dr1 , dr2 , dr3 � dr the convolution is still secure, since r1 � r2 + r3 still
contains roughly the same amount of randomness as a single random r [15]. For
our implementation dr1 = dr2 = dr3 = 5, so each polynomial ri has 10 non-zero
coordinates. The performance is however increased drastically. The convolution
t = r � h mod q can be computed in several steps as in [3]:

t1 ← r2 � h ; t2 ← r1 � t1 ; t3 ← r3 � h ; t← t2 + t3 mod q (5)

Since each of r1, r2, r3 have a low number of non-zero elements, the convolutions
in (5) are much faster, requiring less additions than r � h. Another advantage is
the lower storage requirement.
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4 GPU Programming

4.1 The CUDA Platform

The CUDA programming guide [22] explains in detail all aspects of the platform
and programming model and was used as a basis for the following sections. The
GTX280 that was used for this paper is a GPU that belongs to the range of Tesla
Architecture GPUs from Nvidia. The Tesla architecture is based upon an array
of multiprocessors (30 for the GTX280) that each contain 8 scalar processors.
A multiprocessor is operated as a SIMT-processor (Single-Instruction, Multiple-
Thread): a single instruction uploaded to the GPU causes multiple threads to
perform the same scalar operation (on different data). The CUDA program-
ming model from Nvidia, that is used to program their GPUs, provides a C-like
language to program the GPU.

Programming model. As stated above, all programming is done using scalar
operations: one needs to program a single thread which will then be executed in
multitude on the GPU. Threads are grouped into blocks. All blocks together form
a ‘grid’ of blocks. Threads within the same block can use shared memory. Both
threads and blocks can be addressed in a multi-dimensional way. All scheduling
of instructions (threads) on the multiprocessors is hidden from the programmer
and is done on-chip. Threads are scheduled in warps of 32 threads. For optimal
performance divergent branching inside the same half-warp (16 threads) must
be avoided: each thread in a half-warp must execute the same instruction, other-
wise the execution will be serialized. If divergent branching occurs, one possible
strategy is to ensure that the thread ID for which divergence occurs coincides
with a change of half-warp.

Memory. A multiprocessor contains fast on-chip memory in the form of regis-
ters, shared memory and caches. Off-chip memory is also available in the form of
global memory and specialized texture and constant memory. The global mem-
ory is not cached. The GTX280 provides 1GB of off-chip memory.

Each of the memory types has specific features and caveats1:

– Global memory: as the global memory is off-chip there is a large perfor-
mance hit (hundreds of cycles). Another issue is that multiple threads might
access different global memory addresses at the same time, which creates a
bottle-neck and forces the scheduler to stop the execution of the block until
all memory is loaded. It is recommended to run a large number of blocks,
to ensure the scheduler can keep the multiprocessors busy, while memory
loading takes place. One way to avoid such large performance penalties are
coalesced memory reads, in which all threads from a half-warp access either
the same address or a block of consecutive addresses. In the case of loading
a single address the total cost is only one memory load.

1 Texture memory is not used in this paper, so details have been omitted.
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– Registers: care has to be taken to limit the number of registers per thread as
the registers are shared among all threads and blocks running on the same
multiprocessor.

– Shared memory: shared memory is stored in banks, such that consecutive
32 bits are stored in consecutive banks. When accessing shared memory one
needs to ensure that threads within the same warp access different banks, to
avoid ‘bank conflicts’. Bank conflicts result in serialization of the execution.

– Constant memory: the advantage of using constant memory is the presence
of a special read-only cache, which allows for fast access times.

Instructions. Almost all operations that are available in C can be used in
CUDA. CUDA only uses 32-bit (int, float) and 64-bit variables (long, double)
for arithmetic, other types are converted first. In this paper, we will refer to 32-
bit integers as ‘int’ (or just ‘integer’) and to 64-bit integers as a ‘long’. Integer
addition and bitwise operations take 4 clock cycles. 32-bit integer multiplication
takes 16 cycles. Integer division and modulo are expensive and should be avoided.

5 The Implementation

For the implementation the ees1171ep1 parameter set from [27] is used. This
parameter set (with ternary polynomials and N = 1171, p = 3, q = 2048 =
211, dr = 106) is one of the three strongest from the draft standard. Considering
the relatively young age of NTRU and recent attacks (e.g. [16]), it is better
to be rather conservative in the parameter choices and take one of the strong
parameter sets.

Two implementations were made: one using the default ternary polynomials,
the other using product-form ternary polynomials. In the last case dr1 = dr2 =
dr3 = 5.

The generation of random data (needed for encryption) is performed by the
CPU, although parallel implementations exist for CUDA. There are several rea-
sons for this choice: first of all it is the goal of this paper to compare the central
NTRU operation, the convolution, and not to compare choices of random num-
ber generators. By computing the random numbers beforehand on CPU, any
influence of the choice of the random generator is excluded. Second, one might
consider an attack strategy in which the opponent would explicitly choose r,
instead of using random numbers. Another advantage of performing the genera-
tion of r on CPU is exploiting the parallel computation by using both CPU and
GPU.

5.1 Operations

Both parallel encryption (two variants) and parallel decryption are implemented
on CUDA. The superscript i in mi denotes the i-th message that is used in the
parallel computation. The operations are defined as follows:
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– Encryption: given ri ∈ Lr, hi and mi ∈ Lm (for i ∈ [0, P ), with P the
number of parallel encryption operations) the kernel computes ei = ri � hi +
mi mod q. Two strategies for the public key are considered: one which uses
the same public key for all encryptions (∀i : hi = h) and one with different
public keys for every operation.

– Decryption: given ei and f , compute mi. The private key is the same for
all decryptions.

Key generation was not implemented, although situations exist where one would
like to generate multiple keys in parallel.

For encryption both ordinary and product-form ternary polynomials are used
as r.

The decryption operation can be written as

e � f ≡ e � (1 + p � F ) ≡ e + (e � F ) + (e � F )� 1 mod q (6)

where “�” is a left bit shift. Besides some extra scalar operations for each
coefficient, one can reuse the encryption algorithm. In the next sections only
encryption is discussed. The results section only includes results for the case
that F is an ordinary ternary polynomial. Because there was no performance
difference compared to encryption, decryption was not implemented for product-
form polynomials.

5.2 Memory Usage - Bit Packing

Since all data must be transferred from the main computer memory to the GPU
(device) memory, it is in the best interest to limit the amount of memory used.

One standard technique is bit packing. The ternary coefficients of r can be
encoded as 2 bits, of which 32 can be packed into a 64-bit long. The coefficients
of h are each 11 bit long, allowing for up to 5 coefficients to be stored in a long.
We however pack only 4 elements of h in a long. The extra unused bits come in
handy when performing an addition on the entire long, so that the overflow does
not corrupt one of the packed values stored higher in the bit array. Note that
although the polynomial m also has ternary coefficients we choose to store it
using 11 bits per element. This way, the result of the encryption e (which is mod
q) can be written in the same space as m, which results in a smaller memory
usage. In total 623 long’s are required to store h, m and r.

For the implementation with product-form polynomials the values of r1, r2

and r3 can be stored in a different way. Instead of encoding each ternary coef-
ficient as two bits, the indices of the non-zero coefficients are stored, as in [3].
Since each index is in [0, N − 1], 	log2(N)
 = 11 bits are needed to store each
index. These indices are again packed, but not aligned to 16 bit multiples, since
the access is sequential (see further). The memory consumption is only lowered
moderately to 592 longs, but the new structure of the convolution has a large
impact on the construction of the loops and thus the performance.

Since multiple encryption/decryption operations are performed, multiple mes-
sages m and blinds r need to be uploaded to the device. All variables are stored
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in one large array of long’s, e.g. a single mb is packed to 293 longs, with the total
array being 293×P long’s. Note that the time for bit packing the data on CPU
is not included in the timing results and that all host-memory is page-locked.

In the next sections and the algorithms in Appendix 7, we use the notation
xpacked,i to refer to the long containing the i-th element of the x polynomial
(which is denoted as xi). P (i) is used to denote the index of the long that con-
tains xi. When there is a reference to xi in the pseudo-code, the index calculation
and decoding are implicit.

5.3 Encoding

The coefficients of h are encoded as 11 bit integers, in the range [0, q − 1]. The
blind r, consisting of ternary coefficients, is encoded by mapping {0, 1,−1} to
2-bit values (which can be chosen arbitrarily). The message m also consists of
ternary coefficients, but for efficient computation, these are loaded in the memory
space that will contain the result e. Because of this, the ternary coefficients are
stored as 11-bit values in two’s complement (e.g. (−1)3 = 211 − 1).

5.4 Blocks, Threads and Loop Nesting

Parallelism is present at two levels: at the level of a single encryption, which is
split over multiple threads, and at the level of the parallel encryptions, which are
split over the blocks. When performing a single encryption, one needs to access
all elements rb

i , hb
j and eb

k. Each block (block index denoted with the superscript
b) is responsible for doing a single encryption/decryption operation. To make
storing ek as efficient as possible, each thread is responsible of computing 4
coefficients of e, which implies that each thread writes only one long.

For the normal ternary polynomials, the algorithm executed by each thread
is presented in Algorithm 3. There is an implicit ‘outer loop’ that iterates over k
(the parallel threads). The middle loop (over i) selects the element from rb and
then uses simple branching and addition (no multiplications).

Algorithm 1 shows the algorithm for the product-form ternary polynomials.
The implicit outer loop is the same, but the computation inside is completely
different. The computation of r2 � h is split over all threads and the results are
stored (packed) in shared memory. Unlike the other convolutions in Algorithm
1, all threads need all indices of r2 � h and not just the k . . . k + 3-th coefficients.

Since r1, r2 and r3 are stored using indices, the convolution algorithm is
different from that used for ordinary polynomials. Algorithm 2 describes part of
such a convolution. Again, only 4 coefficients of the result are computed, which
matches the division of the convolution among the threads.

5.5 Memory Access

Since the convolutions are very simple operations, using only addition and some
index-keeping operations, the memory access will be the bottleneck. One of the
solutions is to explicitly cache the elements of r and h in registers (the GPU
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does not have a cache for global memory). Especially for r this turns out to
be a good strategy, since each long contains 32 coefficients, thereby reducing
the number of accesses to global memory with a factor 32. For h no significant
benefits were observed, so the caching was omitted. The main reason is that the
packed coefficients of h are less often accessed (many of the ri are zero) and
they are accessed in a more or less random pattern, so caching them for more
than one iteration (over i in Algorithm 3) makes no sense. There is however a
benefit from executing multiple threads in parallel: when thread t accesses hj ,
thread t+1 will at the same time access hj+4, which is always stored in the next
long. This means that memory access is coalesced, although bad alignment of
the memory blocks will prevent the full speedup.

For product-form polynomials the number of memory accesses is much lower:
the space used to store r is smaller. As r1,r2 and r3 are accessed only once, this
means a drop in memory access from 296 to 48 bytes per block. The number of
accesses to h also goes down: only the convolutions r2 � h and r3 � h need access
to h. r2 and r3 each have 10 non-zero coefficients, giving a total of 20 accesses to
h for each element in the result, so 20×1171 = 23420 longs per block, compared
to 2Ndr = 248252 longs per block for ordinary polynomials.

Note that the access to e is coalesced, since each thread accesses a consecutive
long.

5.6 Branching

Almost no divergent branching occurs during the execution of the algorithms. In
the case of normal polynomials branching on ri is not divergent, as each thread
has the same value for i. The only divergent branches are for the modulo compu-
tation. There is one aspect when using product-form polynomials in Algorithm
1 that might cause a performance hit: the thread synchronization. Since the in-
termediate result tshared is shared among all threads, all threads should wait for
the completion of that computation.

6 Results

In this section the results of the GPU implementations are compared to a simple
CPU implementation in C and other implementations found in the literature.
The CPU tests were performed on an Intel Core2 Extreme CPU, running at
3.00GHz. This processor has four cores, but only one of these cores is used as
the CPU implementation is not parallel. The GPU simulations were performed
on a GTX280. To verify that all implementations were correct, the output was
verified (with success) against a reference implementation in Magma [6].

Table 1 shows the results expressed as milliseconds per operation (or opera-
tions per second). Results for different hi are, obviously, only available for the
GPU when doing multiple (20000) operations in parallel. The times in Table 1
are the minimal times over 10 identical experiments. All results are expressed
as wall clock time, since this is the only way to be able to compare CPU and



Speed Records for NTRU 83

Table 1. Performance comparison of NTRU on an Intel Core2 CPU and a Nvidia
GTX280 GPU using ordinary and product-form ternary polynomials (N = 1171, q =
2048, p = 3)

Encryption (different hi) Encryption (same hi) Decryption
μs/op op/s μs/op op/s μs/op op/s

Ordinary

CPU - - 10.5 · 103 (95) 10.5 · 103 (95)
GPU, 1 op. - - 1.75 · 103 - 1.87 · 103 -
GPU, 20000 ops 41.3 24 213 40.0 25 025 41.1 24 331

Product-form

CPU - - 0.31 · 103 (3225.8) - -
GPU, 1 op. - - 0.16 · 103 - - -
GPU, ∼ 216 ops 4.58 218 204 4.51 221 845 - -

GPU. Taking the minimum time ensures that clearing of the cache or context
switches do not bias the results. Clearing of the cache and context switches de-
pend heavily on the environment in which the program is used, so it would not
be fair to include these in the measurements. Overall, the GPU times had a
small variance, so the difference between average time and minimal time was
negligible. The time for copying data from main to GPU memory is included in
the GPU performance figures.

The CPU implementation does not use any optimizations like bit packing and
just consists of a few nested loops. The CPU implementation only performs one
single encryption/decryption. Despite the fact that the CPU implementation is
not optimized, we use it as a rough basis for comparison for the GPU version.
The available performance results for previous implementations are for different
(less secure) parameter sets, which makes it very hard to compare.

From Table 1 it is clear that encryption and decryption have roughly the same
performance: the extra element-wise operations for decryption do not take much
time. This is also the reason that decryption was not implemented separately for
product-form ternary polynomials, since it would show the same performance.
Encryption with the same h is slightly faster than using different hi, although
an explanation for this has not been found2.

Figure 1 shows the subsequent gain in performance when increasing the num-
ber of parallel encryptions (for ordinary polynomials). Around 211 encryptions
the GPU approaches its maximum performance, larger numbers of parallel en-
cryptions yield only a slight improvement in the number of operations per second.

Table 1 shows that for all implementations, product-form polynomials are
much faster, as expected by the lower number of memory accesses in Section
5.5. The performance increases by almost a factor 10 compared to ordinary
polynomials. Again a small difference is observed between encryption with the
same and different hi.

2 The opposite result was expected. As h was not stored in constant memory, there
should be no benefit from caching.
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Fig. 1. NTRU encryption operations per second using ordinary polynomials and the
same h (N = 1171, q = 2048, p = 3)

Table 2. Comparison of several NTRU, RSA and ECC implementations. The chosen
parameter set and claimed security level (k) is listed for all ciphers. The number of
operations per second is listed, together with the amount of data encrypted/decrypted
per operation (excluding all padding, headers...).

Platform (N, q, p) Enc/s Dec/s bit/op

FPGA [3] Xilinx Virtex 1000EFG860 @ 50 MHz (251, 128, X + 2) 193 ·103 - 251
Palm [3] Dragonball @ 20 MHz (C) Product form 21 11
Palm [3] Dragonball @ 20 MHz (ASM) (k < 80) 30 16
ARM C [3] ARM7TDMI @ 37 MHz 307 148
FPGA [1] Xilinx Virtex 1000EFG860 @ 500kHz (167, 128, 3) 18 8.4 250

(k � 80)
C Intel Core2 Extreme @ 3.00GHz (1171, 2048, 3) 95 95 1756
CUDA GTX280 (1 op) (k = 256 [27]) 571 546
CUDA GTX280 (20000 ops) 24 ·103 24 ·103

C Intel Core2 Extreme @ 3.00GHz (1171, 2048, 3) 3.22 ·103 - 1756
CUDA GTX280 (1 op) Product form 6.25 ·103 -
CUDA GTX280 (∼ 216 ops) (k = 256 [27]) 218 ·103 -

RSA comparison
CUDA [26] Nvidia 8800GTS 1024 bit 813 1024
C++ [9] Intel Core2 @ 1.83GHz (k = 80 [4]) (14 ·103) 657 1024
CUDA [26] Nvidia 8800GTS 2048 bit 104 2048
C++ [9] Intel Core2 @ 1.83GHz (k = 112 [4]) (6.66 ·103) 168 2048
ECC comparison

CUDA [26] Nvidia 8800GTS (PointMul) ECC NIST-224 1.41 ·103

C [10] Intel Core2 @ 1.83 GHz (ECDSA) (k = 112 [4]) 1.86 ·103

Table 2 compares the CPU and GPU implementations with previous work
on NTRU and to some RSA and ECC implementations. A note of caution is
due, since the previous NTRU implementations use much lower security param-
eters and because the platforms that are used are totally different. Also note
that the amount of data encrypted per operation is different. As a very rough
extrapolation to convert the results for the other NTRU implementations to the
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security level of our implementation one can use the O(N2) asymptotic perfor-
mance of NTRU. This drastically lowers the performance measures for the other
NTRU implementations, ignoring even the increase of q and dr. For applications
with a focus on high throughput (many op/s), the CUDA implementation for
product-form polynomials outperforms all other NTRU implementations (taking
the higher security parameters and amount of data into account). The imple-
mentation with product-form polynomials gives a speed of more than 200 000
encryptions per second or 41.8 MByte/s. For applications that need to perform
a small number of encryptions with low latency, the parallelization of CUDA
does not give much speedup compared to the CPU. However, when comparing
NTRU with RSA and ECC, the speedup is large: up to 1300 times faster than
2048-bit RSA and 117 times faster than ECC NIST-224 when comparing the
number of encryptions per second (or up to 1113 times faster than 2048-bit
RSA when comparing the data throughput). In addition, the security level of
NTRU is much higher: when extrapolating to RSA and ECC with k = 256 bit
security, this would add an extra factor of around 10 for ECC and around 400 for
RSA (assuming O(N3) operations for RSA and ECC, where N is the length of a
message block). So, in this extrapolation, NTRU has a speedup of five orders of
magnitude compared to RSA and three orders of magnitude compared to ECC.
The results listed for RSA encryption on CPU are operations with a small public
key (e = 17), which allows for further optimization that has not been done for
the RSA GPU implementation.

7 Conclusion

In this paper NTRU encryption/decryption was implemented for the first time on
GPU. Several design choices, such as the NTRU parameters sets, are compared.
The exact implementation is analysed in detail against the CUDA platform,
explaining the impact of every choice by looking at the underlying effects on
branching, memory access, blocks & threads... Although the programming is
done in C, the CUDA model has its own specific ins and outs that take some
time to learn, making a good implementation not very straightforward.

Many external factors, like power consumption, cost, reprogrammability, con-
text (latency vs throughput), space... besides the speed of the cipher influence
the choice of platform. In areas in which reprogrammability, cost and throughput
are important and power consumption is of lesser importance, a GPU implemen-
tation is a very good option.

For 216 encryptions a peak performance of around 218 000 encryptions/s (or
4.58× 10−6 s/encryption) is reached, using product-form polynomials. This cor-
responds to a theoretical data throughput of 47.8 MB/s. The GPU performs at
its best when performing a large number of parallel NTRU operations. Paral-
lel NTRU implementations could serve well on servers processing many secured
connections or in various attack strategies in which many (partial) encryption
operations are needed. A single NTRU operation on GPU is still faster than a
(simple) CPU implementation, but the speedup is limited. Even then a GPU
might be interesting to simply move load off the CPU.
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Comparing NTRU to other cryptosystems like RSA and ECC shows that
NTRU, at a high security level, is much faster than RSA (around five or-
ders of magnitude) and ECC (around three orders of magnitude). Even when
only performing a single operation NTRU is still faster by around a factor of
35 for 2048 bit RSA and 3 for ECC NIST-244. Because of the ways NTRU
can be parallelized, NTRU also clearly outperforms RSA and ECC for high-
throughput applications. So, both for low-latency (single operation) and high-
throughput (multiple operations) applications NTRU on GPU outperforms RSA
and ECC.
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Appendix

A Code Listings

Algorithm 1. Pseudo-code for a single NTRU encryption (product-form poly-
nomials)
1: b← blockID
2: k ← 4 ∗ threadID
3: Allocate etemp[0 . . . 3]← 0
4: Allocate tshared[0 . . . N − 1]
5: tshared[k . . . k + 3]← Convolve(hb, rb

2,+, rb
2,−, k, tshared[k . . . k + 3])

6: Synchronize threads
7: etemp[0 . . . 3]← Convolve(tshared, rb

1,+, rb
1,−, k, etemp[0 . . . 3])

8: etemp[0 . . . 3]← Convolve(hb, rb
3,+, rb

3,−, k, etemp[0 . . . 3])
9: for l = 0 to 3 do

10: eb
k+l ← mb

k+l + etemp[l] mod q
11: end for

http://www.tml.tkk.fi/Opinnot/Tik-110.501/2000/papers/
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Algorithm 2. Pseudo-code for a single product-form convolution.
Convolve(h, r+, r−, k, t)
Require: h: an ordinary polynomial,

r+, r−: the positions of the +1 and −1 elements in the polynomial r,
t: result of the convolution,
k: offset of the results that need to be calculated.

Ensure: t[k . . . k + 3] = {h � r}k...k+3

1: k ← 4 ∗ threadID
2: for l = 0 to dr−1 − 1 do
3: i← r+

l

4: for δk = 0 to 3 do
5: t[k + δk]← t[k + δk] + h(k+δk−i mod N)

6: end for
7: end for
8: for l = 0 to dr−1 − 1 do
9: i← r−l

10: for δk = 0 to 3 do
11: t[k + δk]← t[k + δk]− h(k+δk−i mod N)

12: end for
13: end for
14: return t[k . . . k + 3] mod q

Algorithm 3. Pseudo-code for a sin-
gle NTRU encryption (ordinary poly-
nomials)
1: b← blockID
2: k ← 4 ∗ threadID
3: Allocate etemp[0 . . . 3]← 0
4: for i = 0 to 10 do
5: for l = 0 to 3 do
6: if P (i) �= P (i− 1) then
7: rcache ← rb

packed,i

8: end if
9: relem ← ri (from rcache)

10: j ← k + l − i mod N
11: if relem = 1 then
12: etemp[l]← etemp[l] + hb

j

13: end if
14: if relem = −1 then
15: etemp[l]← etemp[l]− hb

j

16: end if
17: end for
18: end for
19: for l = 0 to 3 do
20: eb

k+l ← mb
k+l + etemp[l] mod q

21: end for

Algorithm 4. Pseudo-code for a sin-
gle NTRU Decryption
Require: F : the private key (f = 1+ p �

F )
e: the encrypted message

1: k ← 4 ∗ threadID
2: Execute Algorithm 3, taking m = 0,

r = F and h = e and obtaining
t[0 . . . 3].

3: for l = 0 to 3 do
4: t[l]← t[l] + (t[l]� 1) + ek+l

5: tmp ← t[l] − p ∗ ((p−1 mod q) ∗
t[l]� log2 q)

6: (t[l] > q)⇒ (tmp← tmp + 1)
7: t[l]← tmp
8: end for
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