Speeding Up Barrett and Montgomery Modular
Multiplications

Miroslav Knezevic, Student Member, |IEEE, Frederik Vercauteren*,
and Ingrid Verbauwhede, Senior Member, IEEE
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1 INTRODUCTION

UBLIC-KEY cryptography (PKC), a concept intro-

duced by Diffie and Hellman [13] in the mid 70’s,
has gained its popularity together with the rapid evolu-
tion of today’s digital communication systems. The best-
known public-key cryptosystems are based on factoring
i.e. RSA [25] and on the discrete logarithm problem in
a large prime field (Diffie-Hellman, ElGamal, Schnorr,
DSA) [19] or on an elliptic curve (ECC/HECC) [15], [20],
[16]. Based on the hardness of the underlaying mathe-
matical problem, PKC usually deals with large numbers
ranging from a few hundreds to a few thousands of bits
in size. Consequently, efficient implementation of PKC
primitives has always been a challenge.

Modular multiplication forms the basis of modular
exponentiation which is the core operation of the RSA
cryptosystem. It is also present in many other crypto-
graphic algorithms including those based on ECC and
HECC. In particular, if one uses projective coordinates
for ECC/HECC, modular multiplication remains the
most time consuming operation for ECC. Hence, an effi-
cient implementation of PKC relies on efficient modular
multiplication. The most popular algorithm for modular
multiplication is Montgomery’s method [21]. The ap-
proach of Montgomery avoids the time consuming trial
division that is the common bottleneck of other algo-
rithms. For efficient implementation of modular multi-
plication the crucial operation is modular reduction. Al-
gorithms that are most commonly used for this purpose
are Barrett reduction [3] and Montgomery reduction [21].

The authors are with the Department of Electrical Engineering, Katholieke
Universiteit Leuven, ESAT/SCD-COSIC, Kasteelpark Arenberg 10, B-3001
Leuven-Heverlee, Belgium.

* Postdoctoral Fellow of the Research Foundation - Flanders (FWO)
E-mail: {mknezevi foercaut,iverbauw }@esat.kuleuven.be.

In this study we propose two modular multiplication
algorithms based on Barrett and Montgomery modular
reduction. The methods are simple and especially suit-
able for hardware implementations. Four large sets of
moduli for which the proposed methods apply are given
and analyzed from a security point of view. By consider-
ing state of art the attacks on public-key cryptosystems,
we prove that the proposed sets are safe to use in
practice for both elliptic curve cryptography and RSA
cryptosystems. We propose a hardware architecture for
the modular multiplier that is based on our methods. The
results show that, concerning the speed, our proposed
architecture outperforms the modular multiplier based
on standard modular multiplication for more than 50 %.
Additionally, our design consumes less area comparing
to the standard solutions. Furthermore, we adapt these
algorithms for finite fields of characteristic 2.

The remainder of this paper is structured as follows.
Section 2 describes the algorithms of Barrett and Mont-
gomery as the two most commonly used reduction meth-
ods and presents a short overview of related work. In
Section 3 we show how precomputation can be omitted
and the quotient evaluation simplified in Barrett and
Montgomery algorithms. Section 4 analyzes the security
implications and in Section 5 we describe a hardware
implementation. In Section 6 we adapt these algorithms
to finite fields GF(2"). Section 7 concludes the paper.

2 PRELIMINARIES

In the paper we use the following notations. A multiple-
precision n-bit integer A is represented in radix r repre-
sentation as A = (A,,—1...Ao)r where r = 2%; n,, rep-
resents the number of digits and is equal to [n/w| where
w is a digit-size; A; is called a digit and A; € [0, — 1]. A
special case is when r = 2 (w = 1) and the representation
of A= (Ap_1...Ap)2 is called a bit representation.



To make the following discussion easier, we define the
floor function for integers in the following manner. Let
U,M € Z and M > 0, then there exist integers ¢ and Z
such that U = ¢M + Z and 0 < Z < M. The integer q is
called the quotient and is denoted by the floor function
as

q=|U/M| . ¢))

The integer Z is called the remainder. Note here that the
floor function always rounds towards negative infinity.
This is very useful for hardware implementations, where
the numbers are given in two’s complement representa-
tion. If the divisor is of type 2°, the floor function is just
a simple shift to the right for s positions.

2.1 Barrett and Montgomery Modular Multiplication
Methods

Given a modulus M and two elements X,Y € Zjy
where Z ), is the ring of integers modulo M, the ordinary
modular multiplication is defined as:

XXxY2X -YmodM .

Let the modulus M be an n,-digit integer, where the
radix of each digit is » = 2". The classical modular
multiplication algorithm computes XY mod M by inter-
leaving the multiplication and modular reduction phases
as it is shown in Algorithm 1. A value ¢ is called an

Algorithm 1 Classical modular multiplication algorithm.

Input: X = (an—l . ..XO)T, Y = (an—l .. .YQ)T, M =
(M, —1... M), where 0 < X, Y < M, 2" 1 < M <
2", r=2" and n, = [n/w|.

Output: Z = XY mod M.

1. Z<«<0

2: for i = n,, — 1 downto 0 do
3 Z<Zr+XY;

4 q<|Z/M|

5 Z<Z—qcM

6: end for

7: Return Z.

intermediate quotient, while Z represents an intermediate
remainder. The calculation of ¢ at step 4 of the algorithm
is done by utilizing integer division which is considered
as an expensive operation, especially in hardware. The
idea of using the precomputed reciprocal of the modulus
M and simple shift and multiplication operations instead
of division was first introduced by Barrett [2], [3] in 1984.
The original algorithm considers only reduction, assum-
ing that the multiplication is performed beforehand.

To reduce the number of correction steps, Dhem [10]
introduces a generalized Barrett algorithm. The algo-
rithm is given in Algorithm 2 where o and 3 are added
parameters. As will be shown later, these parameters are
of great importance for the quotient evaluation. The anal-
ysis of the generalized Barrett algorithm is given in [11].
To make the following explanations easier, we outline a

similar analysis and give some additional notations that
are used in the later algorithms.

Algorithm 2 Generalized Barrett modular reduction for
integers [10].

Input: positive integers U = (U, 4yy—1...Up)2 and M =
(Mnfl...Mo)Q where Mn,1 7§ O, Y < n, n =

|2+ /M .
Output: Z = U mod M.
q<= 722”%,5; r
Z<=U—-gqM
if Z > M then
Z<=7—-M
end if
return Z.

Analysis of Algorithm 2 (see also [11]): The quotient

= | — | can be written as
4 {AIJ

U n+ao
_ {EJ _ | 2nFB 2
1= 1) = | e |
where o and 3 are two variables. The estimation of the
given quotient is now equal to

i= {L%JLQEWJ _ U%JMJ |

208 20—8
%J is constant and may be precomputed.
Let us now define the quotient error as a function of the
variables «, 4 and ~
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Now, since e € Z, the quotient error can be estimated as
onth 1
_'2afﬁJ

U
e e(a,ﬁ,v)_{ +2n+a+ i

According to Algorithm 2 we have U < 2"*7 and M >
2n~1. Hence, we can evaluate the quotient error as

1
e=e(a,B,7) < \\1 427 bt WJ .

Following the previous inequality, it is obvious that for
a>v+1and § < —2it holds e = 1. [ ]



Modular multiplication of two n-digit inputs using
Barrett reduction can be done by reducing the result
of n x n-digit multiplication (input U in Algorithm 2).
This algorithm implemented in hardware can perform
modular multiplication at a very high throughput. How-
ever, due to the big integers used in cryptographic
applications, this algorithm is not suitable for embedded
devices as it requires the use of big multipliers (e.g.
512 x512-bit multiplier). To make the multiplication more
efficient, interleaved reduction and multiplication can be
performed. An interleaved digit-serial modular multi-
plication with generalized Barrett reduction is given in
Algorithm 3. The quotient evaluation is done in the same
way as in the generalized Barrett reduction algorithm.

Algorithm 3 Interleaved digit-serial modular multiplica-

tion with generalized Barrett reduction [11].

Input: X = (X,,,-1...X0)r, Y = Yo,-1...Y0)r, M =
(Myy—1 ... Mo)y, p = |2"F*/M| where 0 < X,Y <
M,2" < M < 2", r=2% and n,, = [n/ww

Output: Z = XY mod M.

1. Z<0

2: for i = n,, — 1 downto 0 do

32 Z<=Zr+XY;
o | Lo e

4. q <= LwJ

5: Z<Z—dM

6: end for

7. if Z > M then

8 Z<Z-M

9: end if

10: Return Z.

Analysis of Algorithm 3 (see also [11]): Starting from
the first iteration of Algorithm 3 (i = 0), we can find an
integer 7 such that

Zo= XY, 4 <2"7

Since X < M,Y; <2%, Z;, < M +eM and M < 2%, after
1 iterations we have

Zi=7Z; 12" + XY,
< (M + eM)2" + M2¥
< (2+e)2"t |

where ¢ = e(a, 3,7) is the quotient error as a function
of «, § and ~. Since we want to use the same value for
e during the algorithm, the next condition must hold

Z; < (24 e)2" T < 2"

To minimize the quotient error (e = 1), we must choose
~ such that
32" <27 .

In other words, we choose v > w + 2. Now, according
to the analysis of Algorithm 2 we can conclude that for
a=w+3, 3 =-2and v = w + 2 we may realize a
modular multiplication with only one correction step at
the end of the whole process. [ |

Montgomery’s algorithm is one of the most commonly
used reduction algorithms. In contrast to Barrett reduc-
tion it utilizes right to left divisions. The result of the
reduction has the form Z = UR™! mod M for an input
U and a modulus M. Similar to Barrett reduction, this al-
gorithm uses a precomputed value M’ = —M~! mod R.
For the sake of efficient implementation one usually uses
R = 2". Algorithm 4 shows the Montgomery reduction
in short. The interleaved modular multiplication can also
be done based on Montgomery reduction algorithm and
is shown in Algorithm 5.

Algorithm 4 Montgomery reduction for integers [21].
Input: positive integers U = (Uzp—1...Up)2, M =
(Mp—1...Mp)2, R = 2™ where ged(M,2) =1, M’ =
—M~' mod R.
Output: Z = UR~! mod M.
¢ < (U mod R)M’' mod R
Z«<=U+qM)/R

if Z > M then
Z<=7Z—-M

end if

return Z.

Algorithm 5 Interleaved digit-serial modular multiplica-

tion with Montgomery reduction.
Input: X = (an,1 .. .Xo)r, Y = (an,1 .. .Y())T, M =
(My,—1...My),, M' = —M;" modr where 0 <
XY < M, 2"t < M < 2", r = 2% ged(M,r)=1
and n,, = [n/w].
Output: Z = XYr~ " mod M.
1. 2«0
2: fori=0ton, —1 do
Z <=7+ XY;
q < (Z mod r)M’ mod r
Z <= (Z+qM)/r

end for

if Z > M then
Z<<=2Z-M

end if

10: Return Z.

2.2 Related Work

The idea of simplifying an intermediate quotient eval-
uation was first presented by Quisquater [23] at the
rump session of Eurocrypt '90. The method is similar
to the one of Barrett except that the modulus M is
preprocessed before the modular multiplication in such
a way that the evaluation of the intermediate quotient
q basically comes for free. Preprocessing requires some
extra memory and computational time, but the latter
is negligible when many multiplications are performed
with the same modulus.

In [14] Hars proposes a long modular multiplication
method that also simplifies an intermediate quotient



evaluation. The method is based on Quisquater’s algo-
rithm and requires a preprocessing of the modulus by
increasing its length. The algorithm contains conditional
branches that depend on the sign of the intermediate
remainder. That increases the complexity of the algo-
rithm, especially concerning the hardware implementa-
tions where additional control logic needs to be added.

Besides the simplified quotient evaluation, our algo-
rithms do not require any additional preprocessing. In-
stead, we propose four large sets of moduli for which the
proposed algorithms work. The algorithms are simple
and especially suitable for hardware implementations.
They contain no conditional branches inside the loop and
hence require a very simple control logic. Note that the
same algorithms are applicable to any general moduli
if the preprocessing as described in [14] is performed
beforehand.

3 THE PROPOSED MODULAR MULTIPLICA-
TION METHODS FOR INTEGERS

In both Barrett and Montgomery modular multiplication
algorithms, the precomputed values of either modulus
reciprocal (1) or modulus inverse (1) are used in order
to avoid multiple-precision divisions. However, single-
precision multiplications still need to be performed (step
4 of the Algorithms 3 and 5). This especially concerns the
hardware implementations, as the multiplication with
the precomputed values occurs within the critical path of
the whole design. Section 5 discusses this issue in more
detail.

Let us, for now, assume that the precomputed values
p and M’ are both of type +£2° — & where § € Z and
¢ € {0,1}. By tuning p and M’ to be of this special type,
we transform a single-precision multiplication with these
values into a simple shift operation in hardware. There-
fore, we find sets of moduli for which the precomputed
values are both of type £2° —¢.

3.1 Speeding Up Barrett Modular Multiplication
Before describing the actual algorithm, we provide two
lemmata to make the following explanation easier.

Lemma 1: Let M = 2" — A be an n-digit positive
integer in radix 2 representation and let y = [2"**/M |
where c e N If 0 < A < L1+2O<J then

§=2% ?)
Proof of Lemma 1: Rewrite 2" as
27T = M2Y 4+ 2°A.

Since it is given that 0 < A < Ll +2QJ we conclude that
0 < 2A < M. By definition of Euclidean division, this
shows that pu = 2¢. [ |

Lemma 2: Let M = 2"~! + A be an n-digit positive
integer in radix 2 representation and let p = |2t /M |
where a e N. If 0 < A < LWJ then

p=20t_1 . (3)

Proof of Lemma 2: Rewrite 2"+ as

onte — pr(20th — 1) 4277 — A0 — 1),

Since 0 < A < LQZ:—:lJ, we conclude that 0 < 2»~ ! —
A(2971 — 1) < M. By definition of Euclidean division
this shows that p = 2o+ — 1. [ |

The interleaved modular multiplication algorithm
based on general Barrett reduction is given in Section 2.
Now, according to Lemmata 1 and 2 we can define two
sets of moduli for which the modular multiplication
based on Barrett modular reduction described in Algo-
rithm 3 can be improved. These sets are of type

S, - M=2"—A where0<A<L1+2aJ' 4)

Syt M =2""1+A where 0 <A < |52

Figure 1 further illustrates the properties of the two
proposed sets S; and S;. As we can see from the figure,
approximately o bits of the modulus are fixed to be all
0’s or all 1’s, while the other n — « bits are arbitrarily

chosen’.

n-1 0
s [ I EIE
S R )

Fig. 1. Binary representation of the proposed sets S; and
S,.

The proposed modular multiplication algorithm is
shown in Algorithm 6. Again, o and [ are parameters,
important for the quotient evaluation. As we show later,
to minimize the error in quotient evaluation, o and [ are
chosen such that « = w + 3 and 5 = —2.

In contrast to the original Barrett algorithm where the

z anta
quotient is evaluated as ¢ = {%
proposed algorithm the evaluation is simplified to

, in our

|£] ifmesy
54| if Mesy.

This saves one single precision multiplication and ad-
ditionally increases the speed of the proposed modular
multiplication algorithm.

Proof of Algorithm 6: To prove the correctness of the
algorithm, we need to show that for « = w + 3 and
B = —2, ¢ can indeed be represented as

. |£] ifmesy
54| if Mesy.

1L.If My_q—2=1for M €Sy (My,—_q—1 =0 for M € Sy), then the
remaining n — a — 2 (n — o — 1) least significant bits can be arbitrarily
chosen. Otherwise, if M;,—q—2 = 0 (Mn—_q—1 = 1), then the remaining
n—a—2 (n—oa—1) least significant bits are chosen such that Equation 4
is satisfied.



Algorithm 6 Proposed digit-serial modular multiplica-
tion based on Barrett modular reduction (o« = w + 3 and
p=-2).
Input: X = (an,1 .. .XQ)T, Y = (an,1 .. .}/0)7«, M €

S1USy where 0 < X, Y < M, r=2" and n,, = [n/ww
Output: Z = XY mod M.

Z <=0

for i = n, — 1 downto 0 do

Z <= 72"+ XY;

[£] ifmesy

R on
! x| i Mes,.
Z<7-qM

end for

if Z > M then
L<=7Z—-M

end if

while Z < 0 do

Z <7+ M // At most 2 additions are needed.
end while
return Z.

Let us first assume that M € S;. According to Lemma 1
it follows that p = 2%. Now, ¢ becomes equal to

| e |l ) 2
q 2a—p3 20—p on+p ’
For 8 < 0 the previous equation becomes equivalent to
=
q= on | -

For the case where M € S; we have, according to
Lemma 2, that p = 2! — 1. Now, ¢ becomes equal to

| =l -y LZ [ (1= 1)
q 2a—0 on+p 2a+1 :
For § = —2 the previous equation becomes equivalent
to

. Z 1 1 1

7= LG—?JE( __2a+1) '
If we choose « such that

2“+1>1nax{{§éi§J} , )

the expression of ¢ simplifies to
54| -1 if 2] |5 s
|| 25

The inequality (5) can be written as

(6)

Qs
Il

a+1 maX{Z}
> |5

where max{Z} is evaluated in the analysis of Algo-
rithm 3 and given as

max{Z} = (2+¢€)2"*" .

To have the minimal error, we choose e = 1 and get the
following relation

. 2n+w
gatl o {327172 J _ {3 . 2w+2J '

Latter inequality is satisfied for a > w + 3.

If, instead of Equation 6 we use ¢ as ¢ = |z |,
the evaluation of the intermediate quotient § will, for
2 | |5%=], become greater than or equal to the real
intermediate quotient ¢. Due to this fact Z can become
negative at the end of the current iteration. Hence,
we need to consider the case where Z < 0. Let us
prevent Z from an uncontrollable decrease by putting
a lower bound with Z > —2"7 where v € Z. Since

- > EJ > — — 1 for any A, B € Z, we can write the
fgllowing inequality (note that Z < 0 and M > 0)
Z 2"t z 2"t
_ | ==llar] | o el
1= 907 =7 907
L(m ~1)
¥ P\ M
208
_zZ_Z
- M onto
<LZJ+1 z
M N+
=atl-oa
<qg+14207

Now, since ¢,§,e € Z, we choose o > v + 1 and the
quotient error is estimated as —1 < e < 0. If in the next
iteration again happens that 2 | | 7Z5 |, the quotient error
will become —2 < e < 0.

Finally, to assure that Z will remain within the bounds
during the i-th iteration we write

Zi = Z; 12" + XY,
=(Zi—o — qM + eM)2" + XY;
> (0+eM)2¥ +0
> 2t > oty

The worst case is when e = —2 and then it must hold
v > w + 1. By choosing o = w+ 3 and 8 = -2 all
conditions are satisfied and hence, ¢ is indeed a good
estimate of ¢q. At most one subtraction or 2 additions at
the correction step are required to obtain Z = XY mod
M. This concludes the proof. [ |

3.2 Speeding Up Montgomery Modular Multiplica-
tion
Similar to Lemmata 1 and 2 we also have Lem-
mata 3 and 4 that are at the heart of the proposed
modular multiplication algorithm based on Montgomery
reduction.

Lemma 3: Let M = A2" + 1 be an n-digit positive in-
teger in radix 2 representation, i.e. 2"V < A < 2"V,
and let M’ = —M ! mod 2% where w € N, then

M =-1. 7)



Proof of Lemma 3: Since M = 1 mod 2% we clearly
have —M~! = —1 mod 2¥. ]
Lemma 4: Let M = A2 —1 be n-digit positive integer
in radix 2 representation, i.e. 2"~ < A < 2"7% and
let M' = —M~! mod 2% where w € N, then

M =1. ®)

Proof of Lemma 4: Since M = —1 mod 2 we clearly
have —M~! =1 mod 2%. ]
According to the previous two lemmata we can easily
find two sets of moduli for which the precomputation
step in Montgomery multiplication can be excluded.
The resulting algorithm is shown in Algorithm 7. The
proposed sets are of type

Ss: M =A2¥+1 where 2" V"L <A <277, ©)
Sy M =A2% —1 where 2" vl <« A < 2",

Figure 2 further illustrates the properties of the two
proposed sets Sg and S4. As we can see from the figure,
w — 1 bits of the modulus are fixed to be all 0’s or all 1’s,
while the other n — w + 1 bits are arbitrarily chosen. To
fulfill the condition ged(M,b) = 1 (see Algorithm 5), the
least significant bit of M is set to 1.

n-1 0
S [2]m] £ aios. E

|mN .allls...

Fig. 2. Binary representation of the proposed sets S3 and
Ss.

S []m]

Due to the use of special type of moduli, the evalua-
tion of the intermediate Montgomery quotient is sim-
plified compared to the original algorithm given in
Algorithm 5. As in our case the value of M’ is simply
equal to 1 or —1, the Montgomery quotient ¢ = (Z mod
R)M' mod R becomes now

{ —Z mod R
q:

Z mod R
Similar to the proposed modular multiplication algo-
rithm based on Barrett reduction, this fact also increases
the overall performance of the proposed algorithm.
Proof of Algorithm 7: Follows immediately from
Lemma 3 and Lemma 4. [ |

ifMESg;
if M €8S,.

4 SECURITY CONSIDERATIONS

In this section we analyze the security implications of
choosing primes in one of the sets 51, Sz, 3,54 for use
in ECC/HECC and in RSA.

4.1 ECC/HECC

In the current state of the art, the security of ECC/HECC
over prime fields GF(p) does not depend at all on the
precise structure of the prime p. This is illustrated by

Algorithm 7 Proposed digit-serial modular multiplica-

tion based on Montgomery modular reduction.

Input: X = (an,1 .. .Xo)r, Y = (an,1 .. .Yo)r, M e
S3USy where 0 < X, Y < M, r =2% and n,, = [n/ww

Output: Z = XYr~ " mod M.

Z <=0
fori=0ton, —1do
7 <=7+ XY;
| —Zmodr if M € Ss;
1= Zmodr if M €8S,.
Z <= (Z+qM)/r
end for
if Z > M then
Z<=7Z—-M
end if
return Z.

the particular choices for p that have been made in
several standards such as SEC [26], NIST [22], ANSI [1].
In particular, the following primes have been proposed:
proz = 2192 — 2% — 1, pogy = 2224 — 290 1, poss =
2256 _ 2224 + 2192 + 296 _ 1’ Pags = 2384 _ 2128 _ 296 +232 _ 1,
and pso1 = 252! — 1. It is easy to verify that for w < 28 all
primes are in one of the proposed sets. As such at least
one of our methods applies for all primes included in the
standards?. In conclusion: choosing a prime of prescribed
structure has no influence on the security of ECC/HECC.

4.2 RSA

The case of RSA requires a more detailed analysis than
ECC/HECC. We will assume that the primes p and ¢ that
constitute the modulus N = pg both are chosen in one
of the sets S;. Note that if A is chosen two times smaller
than the maximum allowed by Lemma 1 or 2, then for
p,q € S; or S, we have N € S; or S,. Furthermore, if
p,q € S3 or Sy, then the modulus N € Sy, so our methods
not only apply for p and ¢, but also for N itself.

To analyze the security implications of the restricted
choice of p and ¢, we first make a trivial observation. The
number of n-bit primes in the sets S; for n > 259+ w is
large enough such that exhaustive listing of these sets is
impossible, since a maximum of w + 3 bits are fixed.

The security analysis then corresponds to attacks on
RSA with partially known factorization. This problem
has been analyzed extensively in the literature and the
first results come from Rivest and Shamir [24] in 1985.
They describe an algorithm that factors N in polynomial
time if 2/3 of the bits of p or ¢ are known. In 1995,
Coppersmith [7] improves this bound to 3/5.

Today’s best attacks all rely on variants of Copper-
smith’s algorithm published in 1996 [9], [8]. A good
overview of these algorithms is given in [17], [18]. The

2. Please note that for the moduli used in all common ECC cryp-
tosystems the modular reduction can be done even faster (without any
multiplication). This is the reason behind standardizing generalized
Mersenne prime moduli (sums/differences of a few powers of 2) [5].



best results in this area are as follows. Let N be an n
bit number, which is a product of two n/2-bit primes. If
half of the bits of either p or ¢ (or both) are known, then
N can be factored in polynomial time. If less than half
of the bits are known, say n/4 — ¢ bits, then the best
algorithm simply guesses ¢ bits and then applies the
polynomial time algorithm, leading to a running time
exponential in ¢. In practice, the values of w (typically
w < 64) and n (n > 1024) are always such that our
proposed moduli remain secure against Coppersmith’s
factorization algorithm, since at most w + 3 bits of p and
q are known.

Finally, we consider a similar approach extended to
moduli of the form N = p"q where p and ¢ have the
same bit-size. This extension was proposed by Boneh,
Durfee and Howgrave-Graham [4]. Assuming that p and
q are of the same bit-size, one needs a 1/(r + 1)-fraction
of the most significant bits of p in order to factor IV in
polynomial time. In other words, for the case r =1, we
need half of the bits, whereas for e.g. 7 = 2 we need only
third of the most significant bits of p. These results show
that the primes p, ¢ € S, assembling an RSA modulus of
the form N = p"q, should be used with care. This is
especially true when r is large. Note that if » ~ logp, the
latter factoring method factors IV in polynomial time for
any primes p,q € N.

5 HARDWARE IMPLEMENTATION OF THE PRO-
POSED ALGORITHMS

A typical architecture that describes an interleaved
modular multiplier is shown in Figure 3. Both Bar-
rett and Montgomery algorithms can be implemented
based on this architecture. The architecture consists of
two multiple-precision multipliers (m; and 73) and one
single-precision multiplier (73). Having two multiple-
precision multipliers may seem redundant at first glance,
but the multiplier 7; uses data from z and y that are
fixed during a single modular multiplication. Now, by
running m; and my in parallel, we speed-up the whole
multiplication process. If the target is a more compact
design, one can also use a single multiple-precision
multiplier which does not reduce the generality of our
discussion.

Multipliers 7, and 7, perform multiplications at the
lines 3 and 5 of both Algorithms 3 and 5, respectively.
A multiplication performed in step 4 of both algorithms
is done by multiplier 73. In case of generalized Barrett
reduction [10], the precomputed value p is A = w+4-bits
long, while for the case of Montgomery the precomputed
value M’ is A = w-bits long. Due to the generalized
Barrett’s algorithm, the multiplier 7, uses the most sig-
nificant A bits of the product calculated by 73, while for
the case of Montgomery, it uses the least significant A
bits of the same product. This is indeed a reason for
Montgomery’s multiplier being superior comparing to
the one of Barrett’s.
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Fig. 3. Architecture for an interleaved modular multiplier
based on Barrett or Montgomery reduction.

The critical path of the whole design occurs from the
output of the register Z to the input of the tempo-
rary register in 7y, passing through two single-precision
multipliers and one adder (bold line). To show this in
practice, we have synthesized 192-bit, 256-bit and 512-bit
multipliers, each with the digit size of 8, 16 and 32 bits.
The code was synthesized in 0.13 pm CMOS technology,
using Synopsys Design Vision tool and the standard cell
library. The results can be found in Tables 1 and 2.

A main improvement of the new algorithms is a
simplified quotient evaluation. This fact results in the
new proposed architecture for the efficient modular
multiplier as shown in Figure 4. It consists of two
multiple-precision multipliers (7; and m2) only. The most
important difference is that there are no multiplications
with the precomputed values and hence, the critical
path contains one single-precision multiplier and one
adder only (bold line). To compare the performance with
the architecture proposed in Figure 3, we have again
synthesized a number of multipliers in 0.13 pm CMOS
technology, using Synopsys Design Vision tool and the
same standard cell library.

The results are given in Tables 1 and 2 and show
that frequency-wise our proposed architecture outper-
forms the modular multiplier based on standard Barrett’s
reduction for more than 50 %. The architecture based
on Montgomery’s reduction gets a relative speed-up of
around 30 %. To further illustrate the obtained results,
we provide two charts in Figure 5 and Figure 6 where the
critical path delay versus occupied area is given. Designs
that are closer to the origin are the more superior ones.

Finally, we would like to note that the size of some
of the proposed designs with w = 8 and w = 16 bits



Synthesis results for the hardware architectures of 192-bit, 256-bit and 512-bit modular multipliers based on Barrett

TABLE 1

reduction.
Architecture | Input size n | Digit size w | Area | Frequency | Relative speed gain compared
[bit] [bit] [kGE] [MHZz] to the standard methods [%]
8 24.93 135.6 -
192 16 30.31 110.0 -
32 51.52 87.1 -
8 33.15 137.6 -
Barrett 256 16 37.61 109.1 -
32 58.00 131.0 -
8 62.69 127.6 -
512 16 67.08 107.9 -
32 86.63 845 -
8 25.01 180.5 33.1
192 16 28.03 156.5 423
32 43.51 130.4 49.7
8 33.40 1773 28.9
Proposed 256 16 35.97 153.8 41.0
Algorithm 6 32 50.77 131.0 534
8 67.07 159.8 25.2
512 16 66.13 149.0 38.1
32 79.20 121.7 44.0
TABLE 2

Synthesis results for the hardware architectures of 192-bit, 256-bit and 512-bit modular multipliers based on

Montgomery reduction.

Architecture | Input size n | Digit size w | Area | Frequency | Relative speed gain compared
[bit] [bit] [kGE] [MHZz] to the standard methods [%]
8 2272 171.5 -
192 16 26.00 132.1 -
32 41.57 101.3 -
8 29.94 173.6 -
Montgomery 256 16 33.14 133.9 -
32 48.60 100.5 -
8 58.53 157.5 -
512 16 58.35 127.6 -
32 7446 100.7 -
8 23.00 190.1 10.8
192 16 25.30 162.3 22.9
32 38.59 130.9 292
8 29.84 181.5 45
Proposed 256 16 32.60 157.0 17.3
Algorithm 7 32 45.68 127.4 26.9
8 60.13 163.7 3.9
512 16 58.09 1445 13.2
32 71.87 121.7 20.9

is larger than the size of the designs based on standard
Barrett and standard Montgomery method (see Table 1
and Table 2). This is due to the synthesis tool that uses
larger gates in order to achieve a higher frequency. To
prove this, we have also synthesized all designs with
the digit size of w = 8 and w = 16 bits, using the lower
frequency and the final size was at least 10 % smaller in
all cases.

6 THE PROPOSED MULTIPLICATION METH-
OoDS IN GF(2")

Following the same principles described in Section 3, we
first show how the original Barrett multiplication can
be adapted for the interleaved digit-serial multiplication
over GF(2"). Second, we also provide a special set of
moduli for which the digit-serial multiplication in GF(2")

based on Barrett reduction has no precomputation and
has a simplified quotient evaluation. Finally, we show
how the interleaved digit-serial multiplication based on
Montgomery reduction for a complementary set of mod-
uli, can also be performed without precomputation and
with simplified quotient evaluation. As these algorithms
operate in a binary field, they are specially suitable for
efficient hardware implementations.

Before describing the actual algorithms, we give some
mathematical background of finite field arithmetic. Each
element of the field GF(2") can be represented as a
polynomial of degree less than or equal to n — 1, written

n—1
as A(x) = Z a;x" where a; € GF(2). Similarly, the same
=0

element A(x) can be written in digit-representation as
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Fig. 5. Critical Path Delay vs Area graph for multipliers
based on Barrett and our proposed method.
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My —1

A(z) = Y Ai(z)z™ where n,, = [n/w] is the number
=0

of digits and A,(x) is a polynomial of degree w — 1 such
w—1
that Al(,f) = Z aiwﬂwj.
=0

A multipliéation in GF(2"™) is multiplication modulo
an irreducible polynomial that is used to define the field.
Let A(z) and B(z) represent two elements in GF(2") and
let M(z) be an irreducible polynomial of degree n over
GF(2) used to define the finite field. The multiplication
of A(z) and B(x) over GF(2") is defined as

A(x) x B(z) £ A(z) - B(x) mod M(z) . (10)

To make the following discussion easier we introduce
the floor function for polynomials in the following man-
ner. Let U(z) be a polynomial over GF(2), then there exist
unique polynomials ¢(x) and Z(z) over GF(2) where
the degree of Z(x) is less or equal to n — 1, such that
U(x) = g(z)M(z) + Z(x). The polynomial ¢(z) is called
the quotient and is denoted by the floor function as

q(z) = LU(:C)/M(:C)J =U(x)divM(z) . 11)
6.1 Improved Multiplication in GF(2™) Based on Bar-
rett Reduction

The following lemma is the analogue of Lemma 2.
Lemma 5: Let M(xz) = 2" + A(z) be an irreducible

polynomial over GF(2) such that A(x) = Zmixi

i=0
where 1 < w < n, m; € GF(2) and let u(z) =

|z"tw=1 /M (z)|. Then it holds:
plz) =zt . (12)
Proof of Lemma 5: Rewrite 2"t~ ag
el = M (2) + 2V A ().

Since deg(z*'A(z)) < n — 1 and deg(M(z)) = n, we
conclude that the quotient is indeed u(x) = ¥~ 1. ]
In [12] the authors present a digit-serial multiplication
in GF(2"™) based on Barrett modular reduction. Here we
outline the same algorithm in Algorithm 8 and based on
it, we propose the improved digit-serial multiplication
algorithm in Algorithm 9.
Proof of Algorithm 9: The correctness of the algorithm
follows directly from Lemma 5 since p = 2*~! and the
quotient evaluation thus becomes

(o) = WMM J _ {LZ@—@JﬁM J _ %@

pw—1 Tw xn—1

6.2 Improved Multiplication in GF(2") Based on
Montgomery Reduction

Similar to Lemma 5 we also give Lemma 6 that is at the
heart of the improved multiplication in GF(2") based on
Montgomery reduction.

Lemma 6: Let M(z) = 2" + 2VA(z) + 1 be an ir-
reducible polynomial over GF(2) such that A(z) =



Algorithm 8 Digit-serial multiplication in GF(2") based
on Barrett reduction [12].

My —1 Ny —1
Input: A(x Z Ai( (x) = Z B;(x)z", ir-
1=0

reducible polynomial M (z

ne = [n/w| and p(z) = Lx"Jr“’*l/M(a:)J.
Output: Z(z) = A(x)B(z) mod M (z).
Z(x) <=0
for i = n, — 1 downto 0 do
Z(z) <= Z(z)z" + A(x)B;(x)

Z(x) .
i) < | L

Z(x) < Z(x) + (x)M (z)
end for
return Z(z).

me where m,, =1,

Algorithm 9 Proposed multiplication in GF(2") based on
Barrett reduction.

Noy—1 Ny —1
Z Ai(z)2™, Bz Z Bi(

1rreduc1ble polynonual M(z) = 2" + A( ) where

x) = Z mixt, ny = {n/w}

Output: Z(z) = A(z)B(x) mod M(z).
Z(x) <0
for i = n, — 1 downto 0 do
Z(z) < Z(z)z" + A(z)B;(z)
j(z) < {fn(f”
Z(x) < Z(z) +
end for
return Z(z).

Input: A(x

q(x) M (x)

n—w—1

Z m;x’ where 1 < w < n, m; € GF(2) and let

M’( )= M(z) ! @ Then it holds:

M (z)=1.

Proof of Lemma 6: Note that M(z) = 1mod 2",
which shows immediately that M'(z) = 1. [ |
The Montgomery multiplication algorithm for finite
fields of characteristic 2 was proposed in [6] and is out-
lined in Algorithm 10. Based on this algorithm we give
an improved digit-serial multiplication in GF(2") that
skips the precomputation and has a simplified quotient
evaluation (see Algorithm 11).
Proof of Algorithm 11: The correctness follows im-
mediately from Lemma 6 since M'(z) = 1. [ |

mod x

(13)

7 CONCLUSION

In this work we proposed two improved modular mul-
tiplication algorithms based on Barrett and Montgomery
modular reductions. We introduced two sets of moduli

Algorithm 10 Digit-serial multiplication in GF(2") based
on Montgomery reduction [6].

N —1

ZA

reducible polynomial M (z

Ny —1

= Z Bi(x)x

E m;z' where m,, = 1,

Input: A(x

nEU )= [n/w], r(z) = 2* and ]V['(gc) = —Mo(x)~! mod
Outpu't: Z(x) = A(x)B(z)r(z)” ™ mod M (x).
Z(x) <=0
fori=0ton, —1do
Z(x) < Z(z) + A(2)Bi(2)

DI (z) mod r(z)
(x))/r(x)

q(z) < (Z(x) mod r(z
Z(x) <= (Z(x) + q(x)M
end for
return Z(z).

Algorithm 11 Proposed digit-serial multiplication in
GF(2") based on Montgomery reduction.

N —1 Ny —1
= 2 A = 2 B

1rreduc1ble polynonual M(z) = a™ + A(a:) + 1 where

x) = Z mxt, r(x) , nw = [njw].

Output: Zlau) = A(z)B(x)r(x)~™ mod M(x).
Z(x) <=0
forz':()tonw—ldo
Z(z) < Z(z) + Ai(2)B(z)
q(z) < Z(x) mod r(z)
Z(x) < (Z(x) + M(x)q(x))/r(x)
end for
return Z(z).

Input: A(x ™, B(x

::Cw

for the improved Barrett and two sets of moduli for
the improved Montgomery algorithm. These sets contain
moduli with a prescribed number (typically the digit-
size) of zero/one bits, either in the most significant or
least significant part. Due to this choice, our algorithms
have no precomputational phase and have a simplified
quotient evaluation, which makes them more flexible
and efficient than existing solutions. We have also pro-
posed an architecture for a modular multiplier that is
based on our method. The results show that, concerning
the speed, our proposed architecture outperforms the
modular multiplier based on standard Barrett method
for more than 50 % with no additional area overhead.
Similar sets of moduli are also defined for binary fields.
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