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 Belgian eID cardsBelgian eID cards
 From Smart Cards to Smart DevicesFrom Smart Cards to Smart Devices
 ProofProof--ofof--concept with Smart Phoneconcept with Smart Phone
 Challenges & ConcernsChallenges & Concerns
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Who gets an eID card?Who gets an eID card?

CitizensCitizens KidsKids AliensAliens

eID cardeID card KidsKids--IDID ForeignersForeigners’’ cardcard
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eID Card = 4 FunctionseID Card = 4 Functions

 NonNon--electronicelectronic
1.1. Visible Identification of a personVisible Identification of a person

 ElectronicElectronic
2.2. Digital identificationDigital identification

 Data captureData capture

3.3. Prove your identityProve your identity
 Authentication signatureAuthentication signature

4.4. Digitally sign informationDigitally sign information
 NonNon--repudiation signaturerepudiation signature

eFunctionality

Enabler of
eServices



4/5/20114/5/2011
Slide Slide 66Challenges for Securing Mobile eIDChallenges for Securing Mobile eID

©© K.U.Leuven/ESAT/COSIC, http://K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosicwww.esat.kuleuven.be/cosic

1. Visual Aspects of a Belgian eID card1. Visual Aspects of a Belgian eID card
Front:Front:
 NameName
 First two namesFirst two names
 First letter of 3rd nameFirst letter of 3rd name
 TitleTitle
 NationalityNationality
 Birth place and dateBirth place and date
 GenderGender
 Card numberCard number
 Photo of the holderPhoto of the holder
 Begin and end validity dates of the cardBegin and end validity dates of the card
 Hand written signature of the holderHand written signature of the holder

Back side:Back side:
 Place of delivery of the cardPlace of delivery of the card
 National Register identification numberNational Register identification number
 Hand written signature of the civil servantHand written signature of the civil servant
 Main residence of the holder (cards produced Main residence of the holder (cards produced 

before 1/1/2004)before 1/1/2004)
 International Civil Aviation Organization (ICAO)International Civil Aviation Organization (ICAO)--

specified zone (cards produced since 1/1/2005)specified zone (cards produced since 1/1/2005)
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2. eID Card Content2. eID Card Content

IDID ADDRESSADDRESS

Authentication

Signature

PKI Citizen Identity Data

RRN = National Register

Root CA 
CA

RRN

RRN 
SIGNATURE

RRN 
SIGNATURE

RRN
SIGNATURE

RRN
SIGNATURE

140x200 Pixels
8 BPP
3.224 Bytes
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3. & 4. Signing Keys & Certificates3. & 4. Signing Keys & Certificates

 CitizenCitizen--authenticationauthentication
 X.509v3 X.509v3 authentication certificateauthentication certificate

 Advanced electronic signaturesAdvanced electronic signatures
 X.509v3 X.509v3 qualified certificatequalified certificate
 Can be used to produce digital signatures Can be used to produce digital signatures 

equivalent to handwritten signatures, cf. equivalent to handwritten signatures, cf. 
European Directive 1999/93/ECEuropean Directive 1999/93/EC

 eID card authenticationeID card authentication
 No corresponding certificateNo corresponding certificate
 Used for eID card administrationUsed for eID card administration
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Problems with Current Smartcards

 Typical application:
 Smartcard uses its secret or private key

 E.g., creation of digital signatures, decrypting information…

 Trust & What-You-See-Is-What-You-Sign:
 Can the user trust her smartcard?
 Can the user trust her smartcard does what she intends?
 Is the reader trustworthy?
 Is the software using the smartcard trustworthy?
 Can the user verify what the card has done?

 Phishing, Trojan horses
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Solving these Problems Requires…

 More on-card computing power
 Multi-threaded

 More on-card storage capacity
 Interoperable means many trustees & configurations

 On-card user interface
 Display, PIN pad, OK/Cancel-buttons

 Online connectivity
 Verifying other party, reader, user

 Sound certification
 Fundamental to enhance overall trust perception
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Proof-of-concept with Smartphone
 Smartcard  Smartcard Device

 Device = smartcard + reader + user interface
 Solves all issues, but…
 Not cheap…

 Open source implementation of JavaCard applet
 Functionally equivalent with Belgian eID card
 http://code.google.com/p/eid-quick-key-toolset/

 Applied to Android phone
 Using secure microSD card
 Exact Copy of eID card files
 Same signing functions

 eID card keys cannot be copied



4/5/20114/5/2011
Slide Slide 1212Challenges for Securing Mobile eIDChallenges for Securing Mobile eID

©© K.U.Leuven/ESAT/COSIC, http://K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosicwww.esat.kuleuven.be/cosic

Challenges & Concerns…

 Linking device to user
 Reliable registration

 Impossible to implement visual security 
measures
 eID card contains visual security measures

 What about malware on phone’s OS?


