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Overview of eID Card TypesOverview of eID Card Types

Belgian CitizensBelgian Citizens
1.1. Belgian kids:Belgian kids:

zz Kids card with two revoked Kids card with two revoked 
certificates, age < 6certificates, age < 6

zz Kids card with valid Kids card with valid 
authentication & revoked authentication & revoked 
nonnon--repudiation certificate, 6 repudiation certificate, 6 
<= age < 12<= age < 12

2.2. Belgian youngster:Belgian youngster:
zz eID card with valid eID card with valid 

authentication & revoked authentication & revoked 
nonnon--repudiation certificate, repudiation certificate, 
12 <= age < 1812 <= age < 18

3.3. Belgian adults:Belgian adults:
zz eID card with two valid eID card with two valid 

certificates, 18 <= agecertificates, 18 <= age

Aliens Aliens ☺☺
4.4. Foreign kids:Foreign kids:

zz Kids card with two revoked Kids card with two revoked 
certificates, age < 6certificates, age < 6

zz Kids card with valid Kids card with valid 
authentication & revoked authentication & revoked 
nonnon--repudiation certificate, 6 repudiation certificate, 6 
<= age < 12<= age < 12

5.5. Foreign youngster:Foreign youngster:
zz eID card with valid eID card with valid 

authentication & revoked authentication & revoked 
nonnon--repudiation certificate, repudiation certificate, 
12 <= age < 1812 <= age < 18

6.6. Foreign adults:Foreign adults:
zz eID card with two valid eID card with two valid 

certificates, 18 <= agecertificates, 18 <= age
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Belgium issuing eID cardsBelgium issuing eID cards
�� 1 Million 1 Million 

cards cards 
produced produced 
and issued in and issued in 
6 months6 months

�� All 589 All 589 
municipalities municipalities 
issue eID issue eID 
cardscards
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eID Card = 4 FunctionseID Card = 4 Functions

�� NonNon--electronicelectronic
1.1. Visible identificationVisible identification

�� ElectronicElectronic
2.2. Digital identificationDigital identification

�� Data captureData capture

3.3. Prove your identityProve your identity
�� Authentication Authentication 

4.4. Digitally Digitally signsign 
informationinformation
�� NonNon--repudiation repudiation 

signaturesignature

�� Inherent to ID cardInherent to ID card
zz Reason of its existenceReason of its existence

�� Inherent to eID cardInherent to eID card
zz PrivacyPrivacy--riskyrisky

�� User consent?User consent?

zz ((Trans)actionalTrans)actional activitiesactivities
�� Consequence of PKIConsequence of PKI

zz LongLong--term relationsterm relations
�� MandatoryMandatory
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eID Card ContenteID Card Content

IDID ADDRESSADDRESS

Authentication

Digital Signature

PKI Citizen Identity Data

RRN = National Register

Root CA 
CA

ID CA
RRN

RRN 
SIGNATURE

RRN 
SIGNATURE

RRN
SIGNATURE

RRN
SIGNATURE

140x200 Pixels
8 BPP
3.224 Bytes
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Signing Keys & CertificatesSigning Keys & Certificates
�� 2 key pairs for the citizen:2 key pairs for the citizen:

zz CitizenCitizen--authenticationauthentication
�� X.509v3 X.509v3 authentication certificateauthentication certificate

zz Advanced electronic (nonAdvanced electronic (non--repudiation) repudiation) 
signaturesignature
�� X.509v3 X.509v3 qualified certificatequalified certificate
�� Can be used to produce digital signatures Can be used to produce digital signatures 

equivalent to handwritten signatures, cfr. equivalent to handwritten signatures, cfr. 
European Directive 1999/93/ECEuropean Directive 1999/93/EC

�� 1 key pair for the card:1 key pair for the card:
zz eID card authentication (basic key pair)eID card authentication (basic key pair)

�� No corresponding certificateNo corresponding certificate: RRN : RRN 
((Rijksregister/Registre NationalRijksregister/Registre National) ) knows which knows which 
public key corresponds to which eID cardpublic key corresponds to which eID card
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Certificates for 
Government web servers, 
signing citizen files, public 

information,…

Card Administration: 
update address, key pair 

generation, store 
certificates,…

eID Certificates HierarchyeID Certificates Hierarchy

Card 
Admin

Cert 
Admin

Auth 
Cert

Card 
Admin

CA
CRL

Citizen
CA

CRL

Gov
CA

CRL

Belgium
Root CA

ARL
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Root CA

Server 
Cert
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Non-
rep
Cert

Code 
sign
Cert1024-bit RSA   

2048-bit RSA   

2048-bit RSA   
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eGovernment’seGovernment’s Basic ConceptsBasic Concepts
�� Federated architectureFederated architecture

zz Each sector operates autonomouslyEach sector operates autonomously
zz Interfaces with other sectors through bus systemInterfaces with other sectors through bus system

�� Built around authentic sourcesBuilt around authentic sources
zz Master copy of data is available at exactly one repositoryMaster copy of data is available at exactly one repository
zz Master copy = authoritative sourceMaster copy = authoritative source

�� Maximal reuse of informationMaximal reuse of information
zz No data replicationNo data replication
zz Administrations are forbidden to reAdministrations are forbidden to re--request data already available in request data already available in 

an authentic sourcean authentic source
�� Integrated system for user and access managementIntegrated system for user and access management

zz Citizens, professionals and companies are equipped with necessarCitizens, professionals and companies are equipped with necessary y 
credentialscredentials

zz Each actor manages its own access policiesEach actor manages its own access policies
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Service Oriented eGovernment ServicesService Oriented eGovernment Services

Basic services of the Basic services of the eHealtheHealth platformplatformNetwork

Patients, Care takers,Patients, Care takers,
Health care institutionsHealth care institutions

VASVAS VASVASVASVAS

Suppliers

Users

PortalPortal 
eHealtheHealth

PortaHealthPortaHealth
SVASVASVASVASVASVADTWDTW

Site RIZIVSite RIZIV
SVASVASVASVASVASVADTWDTW

MyCareNetMyCareNet
SVASVASVASVASVASVADTWDTW

Portal SZPortal SZ
SVASVASVASVASVASVADTWDTW

Site FOD SZSite FOD SZ
SVASVASVASVASVASVADTWDTW

VASVASVASVASVASVAS

VAS = Validated Authentic Source
Slide stolen from Frank Robben, cf.

http://www.law.kuleuven.ac.be/icri/frobben/presentations.htm

http://www.law.kuleuven.ac.be/icri/frobben/presentations.htm
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