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OutlineOutline

�� About GSTAbout GST
�� Transversal nature of “security”Transversal nature of “security”
�� Generic architectureGeneric architecture
�� Secure vs. TrustSecure vs. Trust
�� Security ModulesSecurity Modules
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About GSTAbout GST
�� Global System for Telematics (GST)Global System for Telematics (GST)

zz Integrated Project (IP) supported byIntegrated Project (IP) supported by the European Commission's Information the European Commission's Information 
Society Directorate GeneralSociety Directorate General

zz Total budget: 21,5 million Euro with an EC contribution of 11 miTotal budget: 21,5 million Euro with an EC contribution of 11 million Euro llion Euro 
zz Duration: March 2004 through February 2007 (36 months) Duration: March 2004 through February 2007 (36 months) 
zz Contract N°: 507033, priority FP6Contract N°: 507033, priority FP6--20022002--ISTIST--11

�� Target:Target:
zz Create an Create an open environmentopen environment in which innovative telematics services can be in which innovative telematics services can be 

developed and delivered developed and delivered costcost--effectivelyeffectively
zz Drivers and occupants have to be be able to rely on their onDrivers and occupants have to be be able to rely on their on--board integrated board integrated 

telematics system to telematics system to access a dynamic offeraccess a dynamic offer of onof on--line safety, efficiencyline safety, efficiency-- and and 
comfortcomfort--enhancing services wherever they drive in Europeenhancing services wherever they drive in Europe

zz Drivers have to be able to Drivers have to be able to access their portfolio of servicesaccess their portfolio of services throughout Europe throughout Europe 
usingusing the same vehicle terminalthe same vehicle terminal

�� 7 Subprojects:7 Subprojects:
zz TechnologyTechnology--oriented: Open Systems, Certification, Service Payment, Securityoriented: Open Systems, Certification, Service Payment, Security
zz ServiceService--oriented: Rescue, Enhanced Floating Car Data, Safety Channeloriented: Rescue, Enhanced Floating Car Data, Safety Channel
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SEC GoalsSEC Goals

�� Define an Define an architecturearchitecture and provide and provide 
security mechanismssecurity mechanisms for secure telematics for secure telematics 
applications.applications.
zz functional point of view (applications, services, functional point of view (applications, services, 

user devices)user devices)
zz infrastructure point of view (networks, platforms)infrastructure point of view (networks, platforms)

�� Define roadmap for a Define roadmap for a trust value chaintrust value chain
including certification requirementsincluding certification requirements
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Security Security –– Where?Where?

Security
Network

Security
Communications

Security
Applications

Security
User

Network access

Secure communications

Applications integrity

Strong authentication of
{user, device, service provider}

Focus
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Security Security –– How?How?

Based on implementation complexity and cost:Based on implementation complexity and cost:
�� No security mechanismsNo security mechanisms
�� NonNon--cryptographic techniques (e.g., CRC, cryptographic techniques (e.g., CRC, 

hardware enclosures,…)hardware enclosures,…)
�� Combine all of the above with cryptographic Combine all of the above with cryptographic 

techniquestechniques

Protect ConfidentialityProtect Confidentiality
Security LevelsSecurity Levels

Protect 
Protect 
Integrity
Integrity

YesYes NoNo

YesYes SecureSecure AuthenticatedAuthenticated

NoNo ConfidentialConfidential InsecureInsecure
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Security Security –– What?What?

�� User/Services dataUser/Services data
zz User requests serviceUser requests service

�� Information and data exchangeInformation and data exchange
zz Service provider provides serviceService provider provides service

�� ClientClient--server modelserver model

�� Application dataApplication data
zz Sent between service provider and deviceSent between service provider and device

Device A

Security
Module

Device B

Security
Module

Secure Tunnel

Msg Msg
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{Device, Infrastructure} {Device, Infrastructure} ÆÆ
{Infrastructure, Device}{Infrastructure, Device}

Device A

Applications
Provides functionality to user
Uses services from remote devices
Provides services to remote devices

Secure Communications Engine
Send (Target, Security Level, Data)
Process (Incoming Data)

Communications Engine
Send (Target, Data)
Listener (Incoming Data)

Device B

Applications
Provides functionality to user
Uses services from remote devices
Provides services to remote devices

Secure Communications Engine
Send (Target, Security Level, Data)
Process (Incoming Data)

Communications Engine
Send (Target, Data)
Listener (Incoming Data)

Application
Layer                 

Secure Communications
Layer                 

Communications
Layer                 
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Devices and Security ModulesDevices and Security Modules

Security Module (SM)

Security
Session
Manager

Security
Policy

Manager

Secure
Storage

Crypto
Engine

Generic Device

Services

Security
Module

Services

X Y

Z …

Device

Network Interface

User Services

Device Services

Device Internals

Internal Services

Key Features of a Security Module:
• One SM per Device
• SM = e.g., OSGi bundle
• SM offers services to other bundles
• SM initialized by manufacturer
• Initialized SM ready to be used
• Combination of hard- and software

• Hardware Î Non-cloneable
• Software Î Risk for cloning

• Provide true strong authentication
• Secure communications rely on SM

• Insecure
• Authenticity
• Confidentiality
• Secure = Auth. + Conf.
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Security Module

Hardware Abstraction

Cryptographic Engine

Security Modules DetailsSecurity Modules Details

Functionality Abstraction
Get/Put Certificate/Data,… … Encrypt/Decrypt Data/Key
Calculate SHA-1 Hash Prepare/Create/Retrieve Signature Calculate HMAC (SHA-1)

PKCS#11

TPM Smartcard Java CardSoftware

Java CSP

…

Proprietary
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SM FunctionalitySM Functionality

�� Secure persistent storage engineSecure persistent storage engine
zz User data, Communications session dataUser data, Communications session data

�� Authentication engineAuthentication engine
zz Digitally sign outgoing informationDigitally sign outgoing information
zz Calculate Message Authentication CodeCalculate Message Authentication Code
zz Verify incoming authenticated dataVerify incoming authenticated data

�� SystemSystem--wide “trusted” informationwide “trusted” information
zz Root CA certificatesRoot CA certificates
zz Trust anchors with respect to registration proofsTrust anchors with respect to registration proofs

�� Operates in clientOperates in client--server modeserver mode
zz Difficult to enforce use of security module at client sideDifficult to enforce use of security module at client side
zz Server can determine whether the correct SM was usedServer can determine whether the correct SM was used
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Secure Key Agreement with Secure Key Agreement with 
StationStation--toto--StationStation

D2 sends a Pong message
Pong (Session Identifier, Data (optional))

D1D1

Key
Agreement
Messages

Secure
Data

Transfer

D1 broadcasts a Ping message
Ping (Session Identifier, Data (optional))

Data Transfer
Secure Send/Receive (Session 
Identifier, Secured (optional) Data)

D2D2

D2D2

Optional
Confidentiality

And/Or
Integrity

ProtectionData Transfer
Secure Send/Receive (Session 
Identifier, Secured (optional) Data)

1 2

34

5

65

6

Device + Service
Discovery

Service Usage
Data Transfer
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Security
Module
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evice B

Security
Module

Secure Tunnel

Msg Msg
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Secure Key Agreement with Secure Key Agreement with 
StationStation--toto--Station (ctd)Station (ctd)

D1 Receives a Pong message
� Checks Authenticated (EK(data2)||αy)
� Calculates K= (αy)x

� Decrypts EK(data2)
� Processes data2

D2 Receives a Secured Data Transfer message
� Checks Authenticated (EK(data3))

D2 Decrypts the information within a session with D1
� Decrypts EK(data3)

D1 Prepares Secure Data Transfer
� Encrypts EK(data3)
� Authenticates EK(data3)

D1 Broadcasts Secured Data Transfer message for D2
� Broadcast of Authenticated (EK(data3))

D2 Receives a Ping message
� Checks Authenticated (data1||αx)
� Processes data1

Ping message sent from D1 to D2
� Computes secret x
� Calculates αx

� Authenticates {data1||αx}

D1 Broadcasts the Ping message
� Broadcast of Authenticated (data1||αx)

D2 Prepares a Pong message for D1
� Computes secret y
� Calculates αy

� Calculates K= (αx)y

� Encrypts data: EK(data2)
� Authenticates {EK(data2)||αy}

D2 Broadcasts Pong message for D1
� Broadcast of Authenticated (EK(data2)||αy)

1

2

3

4

5

6
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Secure Communication TypesSecure Communication Types

Store and Forward of Application Data through End-to-End secure tunnel
Full security options, heterogeneous security mechanisms

Application Data, Point-to-Point Secure Communications

Application Data Securely Exchanged Between A and B
Secure Communications Tunnel

Application Data

Security Module

Hardware Component
(optional)

secure
confidential
authenticate
insecure

Device B

Intermediate
Device CDevice A

7 Secure Communications Tunnel  

3 4

Application Data1 2

65  
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Devices RegistrationDevices Registration

Registry

Service Y

Service X

Service Z

Registration Proof Z

Registration Proof Y

Registration Proof X

Central
Registry

Device Y SMY

SMCR

SMZ

SMX

Device X

Registration Proof CR

Device Z
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Pushing Data to CarPushing Data to Car

�� Information is sent to a vehicleInformation is sent to a vehicle
�� Vehicle gateway determines Vehicle gateway determines 

information origininformation origin
�� If “trusted”, information routed to If “trusted”, information routed to 

intended destinationintended destination

�� Registration proofs are crucial to Registration proofs are crucial to 
build trustbuild trust
zz Determine whether a device in a car Determine whether a device in a car 

belongs to that carbelongs to that car

Snow Alert

Weather
Monitor
System

Registration Proof

SMWMS

GUI

User
Interface

Registration Proof

SMUI

Routing

Car
Gateway Registration Proof

SMCG

Weather Alert Service

Weather
Monitor

Registration Proof

SMWM
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Pulling Data to CarPulling Data to Car

�� InIn--car service requests Car Gateway car service requests Car Gateway 
to send a request to a remote to send a request to a remote 
Service ProviderService Provider

�� Service Provider determines request Service Provider determines request 
originorigin

�� Authorized request is processedAuthorized request is processed
�� Response is authenticated and sent Response is authenticated and sent 

to requestor if applicableto requestor if applicable

�� Allows proving who used a specific Allows proving who used a specific 
service, e.g., for billingservice, e.g., for billing

Bring me Home

Navigation
Service

Registration Proof

SMNS

GUI

User
Interface

Registration Proof

SMUI

Routing

Car
Gateway Registration Proof

SMCG

NavigationNavigation
Service Provider

Registration Proof

SMNSP



29 November 200529 November 2005
Slide Slide 1818A Security Architecture for Automotive Push and Pull ApplicationA Security Architecture for Automotive Push and Pull Applicationss

© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosic© K.U.Leuven/ESAT/COSIC, http://www.esat.kuleuven.be/cosic

Examples of Security ModulesExamples of Security Modules

�� Hardware security module (most expensive)Hardware security module (most expensive)
zz Used for highUsed for high--bandwidth communications, secure bandwidth communications, secure 

payments, etc.payments, etc.
zz Not very carNot very car--friendly friendly ☺☺

�� Smartcard, SecurID token, SIM cardSmartcard, SecurID token, SIM card
zz Commonly used to provide strong authenticationCommonly used to provide strong authentication
zz Reasonably cheapReasonably cheap

�� Trusted platform module (TPM)Trusted platform module (TPM)
zz By default built into many new laptops and desktopsBy default built into many new laptops and desktops
zz Cheap Cheap 

�� Software key store (cheapest)Software key store (cheapest)
zz Less critical applicationsLess critical applications
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Device BDevice A

Untrusted Applications
Trust Zone

Trusted 
Platform 
Module

Msg

Untrusted Applications
Trust Zone

Trusted 
Platform 
Module Secure Tunnel

MsgMsg

Secure Tunnel

Msg

Relation with Trusted ComputingRelation with Trusted Computing

Device A

Security
Module

Device B

Security
Module

Secure Tunnel

Msg Msg
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ConclusionsConclusions

�� Need for strong user and device Need for strong user and device 
authenticationauthentication

�� Registration proofs provide security contextRegistration proofs provide security context
�� Security modules are more than a TPMSecurity modules are more than a TPM
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Thank you for your attentionThank you for your attention
Danny De Cock

Danny.DeCock@esat.kuleuven.be
http://www.esat.kuleuven.be/cosic

GST – Global System for Telematics
http://www.gstforum.org

“If it is provably secure, it is probably not…” – Lars R. Knudsen on block ciphers

mailto:Danny.DeCock@esat.kuleuven.be
http://www.esat.kuleuven.be/cosic
http://www.gstforum.org/
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Typical Examples

Protocol Stacks ViewProtocol Stacks View
User Layer

User devices
Application Layer (OSI Layer 7)

Offers Services to Users, Services and Devices
Security Layer (OSI Layer 5 – Session)

Protects Against Remote Evil Services and Devices
Transport Layer (OSI Layer 4)

Provides Reliable Communications (order, arrival,…)
Network Layer (OSI Layer 3)

Provides Network Access, e.g., ETH, ZigBee,…
Data Link Layer (OSI Layer 2)

Communication Technologies, e.g., RF, WiFi, IR,…

Service Data

Service Data

Application processing Data

Application processing Data

Device-Device Security

Device-Device Security

Reliable Device-Device Communication

Reliable Device-Device Communication

Device-Device Data Transmission

Device-Device Data Transmission

Data Transmission over Physical Network

Data Transmitted over Physical Network

SSH, IMAP, IMAPS, HTTP…
SSL/TLS, VPN…

Our Security Features

IPSEC
ISO 15764, ISO/DIS 20828
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