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Part I: Introduction to 
security technologies 
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Security properties 
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!   Confidentiality 
!   prevention of unauthorized disclosure of information 

  Traditionally: CIA 
  Confidentiality 

  Integrity 
  Availability 
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Security properties (II) 
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!   Availability 
!   prevention of denial of service 

  Integrity 
  prevention of unauthorized modification of information 
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Security properties (III) 
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  Data authentication 
  data origin is who it is claimed to be Written by  A 

Really? 

  Entity authentication 
  sender is who he is claiming to be 

I am A Is she? 
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Security properties (IV) 
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!   No repudiation (origin) 
!   the sender cannot repudiate having sent a message 

  No repudiation (destination) 
  the receiver cannot repudiate having received a message 

I didn’t 
receive it 

It was 
not me! 
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Symmetric key encryption 
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!   Alice and Bob share keys 

!   Achieves confidentiality  

ABC $*^^ ABC $*^^ 
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!   Encryption does not protect against modifications 

!   Replace authenticity of long message by authenticity of short 
string 

!   Message Authentication Code (MAC) 
!   Provides data origin authentication 

Data integrity 
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One way 
function 

Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
Pellentesque vestibulum, nibh et 
hendrerit tincidunt, purus quam 
pellentesque tortor, in faucibus 
tellus arcu iaculis ante. 

7CB3410087 
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H(X) 

X? 

Pre-image 

!   Manipulation Detection Code (MDC) or Hash function 
!   MD5, SHA-1, RIPEMD 

Data integrity 
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One way 
function 

Lorem ipsum dolor sit amet, 
consectetur adipiscing elit. 
Pellentesque vestibulum, nibh et 
hendrerit tincidunt, purus quam 
pellentesque tortor, in faucibus 
tellus arcu iaculis ante. 

98EA030283 

Hash 

H(X) 

X 

2nd Pre-image 

X’? 

H(X) 

X1 

Collision 

X2 

Hash Hash 
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Public Key Cryptography 
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!   Symmetric key limitations 
!   How to establish symmetric keys? 

!   How to distribute them? 

!   How to store them 

!   Confidentiality 

Secret Key Public Key 

ABC $*^^ ABC $*^^ 

Encrypt Decrypt 
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Public Key Cryptography 
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!   Integrity 

!   RSA, ElGamal 

!   Slow, normally combined with Symmetric Key 
!   Key agreement, another full lecture... 

Secret Key Public Key 

ABC ABC ABC 

Sign Verify  

ABC 
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Why authentication? 
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!   Before you grant permissions.... 

!   Authentication: binding of identity to subject 
!   Alice is.... 

!   The person she says 

!   The computer she says 

!   The process she says 

!   ... 

!   Prove attributes 

I  am A Is she? 

Nov 25, 2013 



How do we establish identity? 
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!   One or more of the following 
!   What you know:  secret 
!   What you have:  token 
!   What you are:  fingerprint 

!   Others 
!   Where you are 
!   How you type 

!   In practice, authentication requires more than strong 
cryptography (the whole environment is important) 
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Access control: key concepts 

Claudia Diaz (KU Leuven) 

!   Main actors 
!   Principals/users (subject) 
!   Resources (object) 
!   Operations (action: read, write, append, execute...) 

Alice reads file ‘foo.txt’ 

!   Only authorized principals should perform authorized 
operations on authorized resources 

operation 

user resource 
Access Control Matrix 
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Not that easy... 
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!   What/who are the principals? 
!   User = physical person or process? 

!   Accountability:  are users responsible for their programs? 

!   Intentionality:  what if there is a bug? 

!   Granularity of the resources: processors, files, sockets, DB records, 
user accounts 
!   At which level do we implement security? 

!   Who sets/manages/updates the policy? 
!   Creator of information (discretionary), central authority (mandatory) 

!   Dynamic environments (users join/leave the system, change roles, etc.) 

!   Delegation 
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Summary Part I 
!   Security is a property of the overall design 

!   What are you trying to protect against whom? 
!   Requirements specification is not trivial  
!   Neither is to implement them 

!   Ensuring that “only authorized principals should perform authorized 
operations on authorized resources” is not easy 
!   Each system has its own requirements, that depend on the environment: 

there is no perfect recipe for security 
!   Even if there was... translate into implementation is not trivial 
!   In some cases checking that the policy is not violated might be 

undecidable 

!   The human is often the weakest link in the chain 
!   Social engineering, lack of usability… 
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Part II: Privacy Technologies 
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Overview 

!   Review of (three) different families of privacy 
technologies focusing on: 
!   the concept of “privacy” they embed 

!   their goals 

!   their challenges and limitations 

!   incentives/obstacles for deployment  

•  Content based on ongoing work with Seda Gürses 
(NYU) on Privacy Research Paradigms in CS 
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“Social privacy”: Privacy concerns 

!   Technology mediation of social interactions leads to problems in the 
immediate social context of the user 
!   Examples:  

!   “My parents discovered I’m gay” 
!   “My boss found out that I hate him” 

!   “My friends saw my naked pictures OMG!” 

!   Self-presentation and identity construction towards friends, family, colleagues 
!   Particularly relevant in social media applications  
!   Tension between privacy and publicity 

!   Decision making: cognitive overload, bounded rationality, immediate 
gratification, hyperbolic discounting, behavioral biases 

!   Who defines the privacy problem: 
!   Users 
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“Social privacy”: Goals 

!   Meet privacy expectations: system behaves as expected by 
the user:  
!   “don’t surprise the user!” 

!   Make privacy controls (e.g., settings) visible and easy to use 

!   Assist users in privacy-relevant decision making:  
!   users can predict the outcomes of their actions, such that they 

do not regret their actions after the fact 

!   Help users develop appropriate privacy practices  
!   e.g., etiquette: use “Bcc:” instead of “Cc:” when sending email 

to a large number of people 
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“Social privacy”: Examples 

!   Appropriate defaults 
!   “only friends” 

!   Usable privacy settings, tools for audience segregation  
!   automated grouping of friends 

!   Contextual feedback mechanisms  
!   “how others see my profile” 

!   Privacy nudges  
!   timer nudge, audience visualization nudge, content analysis 

nudge 
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Social privacy technologies: challenges and 
limitations 

!  Focus on volitional actions (e.g., user-generated content) 
!  Concerns relate to harms that are direct consequences of user actions 

!  Typically leaving out implicit data, more abstract privacy risks  

!  Focus on the front-end 
!  Making abstraction of: how the back-end is implemented, what information is disclosed to the service provider, how it 

can be (stealthily) used by the provider 

!  Research methodology: user studies  
!  Mostly conducted in Europe and North America 
!  Focus on the “average consumer” 

!  Limited by users’ understanding and perception of the system 

!  Focus on “privacy expectations” 
!  Slippery slope if expectations erode 

!  Example: prisoners in the Panopticon have no expectation of privacy, thus, the system design perfectly meets their privacy 
expectations 

!  Paradox of control (affects all types of privacy technologies) 

!  Incentives for deployment: strong 
!  Aligned with industry’s interests: make users comfortable with sharing information in their systems  
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“Institutional privacy”: Privacy concerns 

!   Concerns mainly interactions with organizations 

!   Data collection without user awareness or informed consent 

!   Use of data for illegitimate purposes 

!   Data security: 
!   Information becoming public (or widely available to third parties) 
!   Safety, protection from crime: identity theft, stalking, etc. 

!   Data correctness, integrity, deletion 

!   Who defines the privacy problem: 
!   Legislation, organizations (through policies) 
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“Institutional privacy”: Goals 

!   Ensure compliance with data protection principles:  
!   informed consent, purpose limitation, data 

minimization, data security obligations, subject access 
rights 

!   Data security:  
!   prevent (or mitigate the consequences of) data breaches 

!   Auditability and accountability 
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“Institutional privacy”: Examples 

!   appropriate defaults and privacy controls  
!   again, but here towards organizations instead of peers 

!   tools to make privacy policies easier to understand and negotiate  
!   P3P, DNT 

!   tools help organizations define and enforce access control policies  
!   purpose-based access control 

!   auditing systems 

!   database privacy technologies  
!   data anonymization and differential privacy techniques 
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Institutional privacy technologies: challenges 
and limitations 

!  Assumes the collection and processing of personal information by organizations is good and necessary  

!  The organization is (semi-)trusted to be honest, competent, and act in the best interest of the user  
!  Reliance on the legal system to punish lack of compliance 
!  No (technical) protection guarantees towards organizations that want to violate user privacy by stealthily abusing the 

data that they hold 

!  Focus on limiting (mis)use of personal data, rather than collection 
!  In spite of data minimization principles in data protection, it is easy to justify mass collection and/or obtain consent for 

it: does not preempt the creation of large databases 
!  Auditing and legal compliance mechanisms may result in more data being recorded 

!  Who has the power to define and enforce the policies on data use? 
!  Do whatever we wanted to do with the data while being compliant 

!  Focus on “personal data”  
!  Does not address inferences from anonymized or aggregated data (discrimination concerns) 

!  Limits on transparency posed by IP (proprietary software, algorithms, databases) 

!  Incentives for deployment: strong 
!  Legal compliance is a very strong driver  
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Anti-surveillance technologies 
(PETs): Privacy concerns 

!   Data disclosure by default through the use of the ICT infrastructure 

!   Threat model:  
!   surveillance by (possibly colluding) service providers and governments  
!   not unreasonable given recent revelations.  

!   Censorship by service providers and governments 
!   protection of the public sphere 

!   Relationship to other democratic values: 
!   Protection of dissent, free speech, freedom of association, freedom from 

government intrusion, protection of the democratic system itself (danger of 
moving towards a totalitarian system through mass surveillance) 

!   Who defines the privacy problem: 
!   Security experts 
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Anti-surveillance technologies (PETs): Goals 

!   Prevent/minimize default disclosure of personal 
information to service providers and other third parties: 
!   Only information explicitly disclosed is made available to 

intended recipients (confidentiality) 
!   This includes user-generated content and implicit data  
!   Minimize the need to trust others with appropriately handling 

data 
!   Distribute trust by avoiding single points of failure 

!   Circumvent censorship 
!   Availability properties 
!   Circumvention might need to be undetectable (hard!)  
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Anti-surveillance technologies 
(PETs): Examples 

!   end-to-end encryption  
!   PGP, OTR 

!   systems for anonymous communications  
!    Tor 

!   advanced crypto protocols:  
!   private information retrieval, oblivious transfer 
!   anonymous authentication 
!   privacy-preserving smart metering 

!   obfuscation approaches: 
!   TMN: degrade data quality with noise 

!   Technologies that expose surveillance (transparency) 
!   FPDetective 
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Anti-surveillance technologies (PETs): 
challenges and limitations 

!   Focus on (preventing) data disclosure 
!   No protection for information after disclosure 

!   Making secure design and implementations is hard 
!   Active research 

!   Importance of public algorithms and open source: “it takes a village to keep systems secure” 
!   Security of end-devices: big issue 

!   Research methodology: 
!   Narrow privacy definitions 
!   Driven by threat (adversarial) models 

!   Explicit (sometimes implicit) assumptions that need to hold to guarantee privacy properties 
(mathematical, behavioral, available building blocks, trust assumptions) 

!   Making security usable is hard 
!   Target: global user base, or users with stronger privacy concerns (e.g., activists, journalists)? 

!   Incentives for deployment: weak at best 
!   Companies don’t want this: less data is bad for business 
!   Governments  neither: national security, law enforcement, social control, detection of fraud 
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PETs implemented by the Service Provider 

!   Example: advanced crypto protocols:  
!   identity management systems, privacy-preserving smart metering, 

road tolling, etc. 

!   Requires  
!   Designing the system with the PET integrated in it 
!   Significant investment 
!   Expertise in implementing and integrating the PET  
!   Availability of software for review (trust in the implementation) 
!   Interest/incentives from the SP 

client SP PE
T 

PET 
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Unilateral PETs 

!   Example: encryption plug-ins (e.g., for gmail, facebook), OTR for instant 
messaging, obfuscation tools (e.g., TMN), anonymizing proxies 

!   SPs do not need to invest or modify their services, PET only at client-side 
!   Often implemented as (research) open-source projects: expertise and review 

required! 

!   Requires: 
!   That the SP “tolerates” the use of the PET  

!   In the terms and conditions 
!   In practice: e.g., that it does not take action to make the PET unusable 

(plausible deniability) 
!   … or that the PET is made undetectable: possible? desirable? 

client SP service PET 
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Collaborative PETs 

!   Example: anonymous communications networks (e.g., Tor hidden services), distributed social 
networks, community-based systems 

!   The service itself is implemented in a P2P fashion, often as a (research) open-source project 

!   Commercial SPs still involved: communications infrastructure 
!   Possibility to make PET unusable by blocking its communications 
!   Governments also sometimes interested in blocking these PETs  

!   Requires 
!   An engaged community of users, security expertise, and software review 
!   Tradeoffs performance/cost/security, particularly to protect against traffic analysis 

!   Protection from being outlawed 

client PET 

SP 

client PE
T 

client 

PE
T 

service 

comm 
infrastructure 
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Summary Part II 
•  Diverse landscape of privacy technologies, in terms of 

goals, limitations, and assumptions (trust, dependencies on 
technology, law, social norms or third parties) 
!   hard to approach for outsiders (and even for insiders!) 

!   Importance of understanding embedded concepts of privacy 
and who gets to define those concepts and fill them with 
meaning! 

!   How to integrate the different technological approaches?  

!   Incentives!! Particularly, how to incentivize and support the 
deployment of anti-surveillance technologies? 
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Part III: Why the word 
“trust” should be better 
avoided 

36 Claudia Diaz (KU Leuven) 

Slides based on the paper by Dieter Gollmann. 
“Why Trust is Bad for Security.” In Electronic Notes 
in Theoretical Computer Science 157 (2006) pp. 3–9 
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“Trust” has become a fashionable 
word, but what does it mean? 

What do you understand as “trust”?  
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“Trust” in common language 

!   “Firm reliance on the integrity, ability, or character of a 
person or thing” 

!   “have confidence or faith in” 

!   “reliance: certainty based on past experience” 

!   “To have or place reliance; depend” 

!   “To expect with assurance; assume” 

!   “To be confident; hope” 
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Trust based on… 

!   Blind trust: belief, confidence, hope, reliance, depends on 
personal judgement or instinct 

!   Trust based on a good reputation 

!   Trust based on control and punishment, contractual 
agreements 

!   Trust based on policy enforcement 

!   Trust that a device or process will behave in a particular way 
based on its design 

!   “Trust me, because you do not need to” 
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Reliance on trust 

!   Consider an election system 

!   Everybody tells their vote to a person 

!   That person computes the result of the election 

!   Need to trust that person to behave honestly 

!   Would you trust such a system?  

!   Or would you rather trust a system in which even if 
people are dishonest there is no way they can cheat?  
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Trusted Computing Base 

!   The Trusted Computer System Evaluation Criteria1 
define a Trusted Computing Base (TCB) as: 
!   “The totality of protection mechanisms within a 

computer system – including hardware, firmware, and 
software – the combination of which is responsible for 
enforcing a security policy.” 

!   Meaning: “trusted denotes everything one has to rely 
on for the system to remain secure” 
!   If a trusted component fails, security can be violated 

!   Trusted components are those that can hurt you 

1 US Department of Defense. DoD Trusted Computer System Evaluation Criteria, 1985. 
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Trusted entities/components 

!   Trusted entities/components are undesirable in computer 
security  
!   System 1: the security relies on a trusted entity/component 

!   System 2: same functionality without a trusted entity/
component 

!   System 2 is superior to System 1 from a security point of view 

!   Security: the less you need to trust entities/components, the 
better 
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Trustworthy components 

!   Components that have to work as expected for the 
system to meet its advertised purpose are called trusted 

!   Components that provide evidence that they will not 
fail are called trustworthy 

!   Attestation: mechanism whereby one can check that a 
remote system is configured as advertised. 

!   Equates trust with expected behavior  
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Trust based on reputation 

!   Attempt to indicate the level of trustworthiness of an entity based 
on its prior behavior 
!   Assumes that if an entity has behaved honestly in the past, it will 

continue to do so in the future 

!   Incentives for establishing and maintaining a good reputation 

!   Example: e-bay 

!   Collaborative systems: users share information with each other 

!   Challenges:  
!   Ensuring that ratings come from real and distinct users (prevention 

of Sybil attacks) 

!   Privacy of users providing the ratings 
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Trusted Computing 

!   Goal of the TCG (Trusted Computing Group): “to make the Web a 
safer place for surfers” 

!   A core element in the security architecture developed by the TCG is 
a set of so-called roots of trust, defined as: 
!   “Components that must always behave in the expected manner, 

because their misbehavior cannot be detected.” 
!   Root of trust = trusted (in the sense that it can violate security / hurt 

you) 
!   “The complete set of Roots of Trust has at least the minimum set of 

functions to enable a description of the platform characteristics that 
affect the trustworthiness of the platform.” 
!   Leap from trusted components to trustworthiness platforms. Destroys the 

careful distinction between “trusted” and “trustworthy” systems 
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Decentralized access control 

!   Evolution towards more complex systems:  

!   Multiple authorities and decision points, complex policies, delegation of 
access rights 

!   Policy enforcement amounts to more than checking an access control list 
stored with a protected resource 

!   Access rights are often given because they are required to do a job, not 
to express trust: 

!   Need-to-know principle: grant access to resources based on operational 
needs (nothing to do with “trust”) 
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Trust management  

!    Trust management, as introduced in KeyNote1 and PolicyMaker2 
was used as a term to distinguish a new and more general 
decentralized approach to access control 
!   “Trust management is supposed to be an incredibly vague and provocative 

term invented by Matt Blaze” -- Joan Feigenbaum 
!   “Fancy name for (distributed) access control systems where access control 

decisions can be ‘delegated’” -- Dieter Gollmann 

!   Complexity is the enemy of security 
!   With multiple authorities setting policies and delegation of access rights, 

it is very hard to define enforcement mechanisms 
!   Gollmann: “‘Precise’ mechanisms that explicitly handle each possible case 

might become unwieldy, if not altogether impossible to design.” 

1 Matt Blaze, Joan Feigenbaum, John Ioannidis, and Angelos D. Keromytis. The KeyNote Trust-Management System 
Version 2, September 1999. RFC 2704. 
2 Matt Blaze, Joan Feigenbaum, and Jack Lacy. Decentralized trust management. In Proceedings of the 1996 IEEE 
Symposium on Security and Privacy, pages 164–173, 1996. 
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PKIs and trust 
!   Bruce Schneier: “PKIs are supposed to provide authentication, but 

they don’t even do that”  

!   Redirection to another entity’s site for performing the payment is a 
common practice, indistinguishable from man-in-the-middle attacks 

!   Expired certificates might indicate that the server is compromised, 
but many legitimate sites also have expired certificates 

!   If the user wants to carry out a transaction, they will just click “OK” 
to any warning pop-ups 

!   Registration process to get the certificate?  

!   CA (root-of-trust) compromise: eg, DigiNotar 

!   Privacy problem: default disclosure of all attributes in the certificate 
and full linkability of transactions 
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Trusted Code 

!   In code-based access control, access privileges are 
assigned directly to code, not to users.  

!   Trusted code: code running with many privileges 

!   Untrusted code: code running with very few privileges  

!   Example: code restricted to a Java sandbox would be 
untrusted 
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Trusted Code 

!   A flaw in code running with systems privileges might be 
exploited by an attacker to take over the victim’s system 

!   The same flaw in code that runs with limited privileges 
would have less serious implications 

!   Trusted (= privileged) code is a component that can hurt 
you 

!   However, calling code “trusted” may also insinuate that this 
is code you can trust, i.e. trustworthy code, which can easily 
lead to confusion 
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Summary Part III (1) 

!   Trust is a fashionable but overloaded term with lots of 
intertwined meanings 
!   Overloaded concepts cannot promote precise 

discussions and clear understanding 
!   Security needs precision and clarity 
!   Trust is often used as a placeholder when we can’t say 

precisely what we mean 
!   A problem in interactions with the general public and 

between different communities 
!   We would be better off if we avoided using the term 

trust – if we mean security, let’s just call it security 
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Summary Part III (2) 

!   Reliance on trusted entities/components: bad for security 

!   TCBs do not guarantee trust, they ask for it 

!   Trust management does not manage trust but access control 

!   Trust paradigms from a privacy perspective: 
!   “Trust us, because we care about your security and 

privacy” (give us your data and rely on our honesty/
competence) 

!   “Trust us, because you do not need to” (minimize disclosed 
data) 
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