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Outline 
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  Two main approaches to privacy in technology: 
 Data Protection Technologies 
  Privacy Enhancing Technologies 

  Anonymity technologies + protection against traffic analysis 
  Identification +data minimization 

  Summary and conclusions 



Data protection directive 
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 Data collected for specific and legitimate 
purposes 

 Proportional: adequate, relevant and not 
excessive (data minimization) 

 With the subject’s awareness and consent 
 Data subject right to access, correct, delete her 

data 
 Data security obligations 

 Integrity, confidentiality of the data 
  Identified or identifiable person -- does not apply to 

“anonymous” data! 



Assumptions 
  Collection and processing of personal information by organizations is useful and 

necessary (“free flow of information”) 
  Hospitals: health records 
  Businesses: purchase records 
  University: student records 

  Organizations have an interest in providing reliable services and protecting user 
privacy 
  The organization is “trusted” to, eg, respect the preferences expressed in privacy 

settings, keep the data secure, etc.  

  Privacy problems arise when personal information is: 
  collected without consent  
  (mis)used for different purposes than those stated at the time of collection 
  available to unauthorized parties (inside or outside the organization) 
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Goals 
  Providing individuals with means to control the use of their 

information 
  Privacy defined as an individual’s right “to control, edit, manage, and delete 

information about them[selves] and decide when, how, and to what extent 
information is communicated to others.” [Westin] 

  Informed consent, privacy controls (e.g., settings), subject access rights 

  Providing organizations with means to 
  define and enforce data security policies  
  prevent / detect the (ab)use of personal information for unauthorized 

purposes 
  “accountability” 

  Combination of technology and organizational measures 
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Data protection technologies 
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  System model 
 Data subject provides her data 
 Data controller responsible (trusted) for its protection 

  One or several data processors 

  Threat model 
  External parties, errors, malicious insider 

subject 
data 

controller 

internet 

processors 



Privacy settings 
  Means for the user to specify her privacy preferences 

  Common problems 
  hard to find and understand 
  meaningful granularity? 
  cognitive overload 

  Many proposed technologies aim at making it easier for users to 
configure these settings 
  default “suites” of privacy settings 
  privacy wizards that automate the configuration/update of settings 

  Note: the enforcement of the policy (settings) is done by the 
organization 
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Purpose-based access control 
  Privacy policy that defines:  

 Who: user identities or roles  
 What: resources or data  
 How: actions  
 Why: the reason for which data are processed  
 Conditions: under which the access is granted/denied  
 Obligations: actions to be taken before or after the access  

  Policy enforcement: 
  Ensure that the purpose of a data access is compliant with the 

policy 
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Auditing 
  Verify that the policies are being respected 
  Mechanism:  

  log the data access and processing operations 
  examine those logs to detect policy violations 

  This might enable additional privacy violations (that involve 
exploiting the information in the logs) 

  Proposals to  generate auditing specifications that produce 
logs that are both minimal and sufficient for the audit 
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Problems of data protection 
technologies 
  Informed consent? 

  Privacy policies long and difficult to understand 
  Complex systems, difficult to imagine potential abuses 

  Lack of choice 

  Purposes stated in the policy may be: 
  Vague and allowing “function creep” 

  Privacy invasive 

  How can you check that your data is not being abused? 
  Very difficult in practice: organizations are opaque 

Claudia Diaz (KU Leuven) 10 



Problems of data protection 
technologies 
  Data minimization (proportionality) often ignored 

  The collection of large amounts of data may be seen as a problem in 
itself: surveillance society?  

  Trust assumptions may not be realistic 
  Incompetence 
  Incentives?  
 Cost of securing the data 
  Function creep 
 Malicious insiders  

  Weak enforcement (change with the regulation?) 
  No protection for “anonymous” data 
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Privacy Enhancing Technologies 
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  System model 
  Subject provides as little data as possible 

  Reduce as much as possible the need to “trust” other entities 
  Threat model 

  Strategic adversary with certain resources motivated to breach 
privacy (similar to security systems) 

  Adversarial environment: communication provider, data holder 



Assumptions 
  Lack of transparency and DP enforcement: Once the data is under the 

control of an organization it is very difficult for individuals to verify how their 
data is actually being used. 

  Misalignment of incentives: Organizations that collect and process user 
data are not necessarily competent and honest, security is expensive 
  Incentives to amass and use personal data for financial gain (without regard for 

users’ privacy concerns 
  Large number of reported privacy breaches (due to a lack of appropriate data 

security practices) 

  Placing high levels of trust in organizations should be avoided whenever 
possible, as it leaves individuals vulnerable 
  Note: the lack of trust may refer to the difficulty of securing the technical 

infrastructure rather than generalized paranoia (“everybody is evil”) 
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Goals 
  Create an individual autonomous sphere free from intrusions 

from both an overbearing state (possibly in collusion with 
corporations) and from the pressure of social norms 
  Inspired by the definition of privacy as “the right to be let 

alone” [WarrenBrandeis1890]  

  Disclosure of information is BY DEFAULT 
prevented, or information is minimally disclosed in 
a way that cannot be linked back to the individual 
  Individuals may still disclose information voluntarily to others 
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Two main strategies 
  Anonymity 

  Service provider can observe access to the service 
  Cannot observe the identity of the user 

  Oblivious Transfer (OT) / Private Information Retrieval (PIR) 
  Service provider can identify user 
  Cannot observe details of the access to the service 

  Which records were accessed 
  Which search keywords were used 
  Which content was downloaded 
  … 

  All parties have assurance that the other participants in the 
protocol are cannot cheat 

  Other approaches: obfuscation 
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PETs to achieve anonymity 
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Anonymous credentials 
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  Cryptographic protocols between <Issuer, Prover, Verifier> 
  Prover can prove that he holds a credential with certain attributes 
  or any expression on them (simple arithmetic, boolean) (e.g. age>18 and 

country= Belgium) 

  Unforgeability and Privacy 
  Verifier gains no more information: One party proves to another that 

a statement is true, without revealing anything other than the 
veracity of the statement. 

  Secure even if Issuer and Verifier collude 

Prover 

Issuer 

Verifier 

Issue  
credential 

Show 
credential 
(prove 
attributes) 



PKI vs Anonymous Credentials 
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Signed by a trusted issuer 
Certification of attributes 
Authentication (secret key) 

No data minimization 
Users are identifiable 
Users can be tracked 

(Signature linkable to other 
contexts where the PK is 
used) 

Signed by a trusted issuer 
Certification of attributes 
Authentication (secret key) 

Data minimization  
Users are anonymous 
Different credential shows 

may be unlinkable (single 
vs multiple show) 

PKI Anonymous credentials 



Example: Anonymous e-cash 
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  Secure and private payments 
  Cannot forge money or payments 
  with the anonymity of cash 
  Not just cash: cinema or transport tickets 

  Anonymous credentials can provide this 
  The bank certifies I have one euro 
  Payment: prover shows the credential, verifier 

accepts it 
  Verifier goes to the bank to deposit the coin 

  Security properties: 
  Unforgeability 
  Privacy (for payer) 
  Double spending prevention! 



Communication infrastructure 
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  Anonymous authentication protocols assume that the communication 
channels are secured / maintain privacy properties 
  Previous protocols are useless if the adversary can link transactions based on traffic data 

(e.g., IP address) 
  Anonymity / unlinkability not provided by default by the communication 

infrastructure 
  Adversary:  

  Third party with access to the communication channels 
  Recipient: adversarial or trusted (subject can authenticate over the anonymous 

channel) 



Anonymous communications: 
abstract model 
  Objective: hide the identity of the sender (or receiver, or 

both) 

  Make the bit patterns of inputs and outputs different (bitwise 
unlinkability) 

  Destroy the timing characteristics (traffic analysis resistance) 
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Anonymous channel 



Onion encryption 
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Onion routing 
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TOR – adversary model 
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Identification + data minimization 
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Oblivious Transfer (OT)  

  A inputs two information items, B inputs the index of one of A’s items 
  B learns his chosen item, A learns nothing 

  A does not learn which item B has chosen;  
  B does not learn the value of the item that he did not choose 

  Generalizes M instead of 2, etc. 
  Example: retrieving location-based content 

  Weaker version: Private Information Retrieval (PIR) 
  B may learn the value of items he did not choose 
  More efficient protocols 
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Buying digital goods (Priced 
Oblivious Transfer) 

Digital content  
server 

Authentication 

Deposit 

Oblivious purchases 
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"   Privacy of the buyer: 
"   Vendor does not learn which particular item she buys 
"   Vendor learns neither the amount of money paid nor the new value of the deposit 

(NewDeposit = OldDeposit – price) – only that NewDeposit > 0 

"   The vendor is assured that: 
"   Buyer does not learn anything about content for which she did not pay. 
"   Buyer pays the right price for the item she buys and updates the deposit correctly. 



Private Search 
  Alice stores documents 
  Bob wants to retrieve documents matching some keywords 
  Properties: 

  Bob gets documents containing the keywords 
  Alice does not learn Bob’s keywords 
  Alice does not learn the results of the search 

Bob Alice  
2. Filter 

3. Buffer matching documents 

1. Dictionary keywords 
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To summarize…  
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Main characteristics of DP 
technologies 
  Privacy is defined as the ability to determine acceptable data 

collection and usage, which is articulated through policies 
  policies defined by the user (settings) 
  policies defined by the organization 
  Limitation: no emphasis on technically minimizing data collection – 

does not preempt the creation of large databases 
  The organization is trusted to enforce the policies through access 

control mechanisms 
  Limitation:  no protection guarantees towards organizations that 

want to violate user privacy by abusing the data that they hold 
  Mimicry of off-line bureaucracy in digital systems 

  Often ignoring the properties of digital systems 
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Main characteristics of PETs 
  Privacy notions are predefined as properties that are hard-coded in the 

technology itself 
  The goal of the technology is then to ensure that these formally defined privacy 

properties hold 
  Limitation: narrow privacy definitions 

  Focus on preventing data disclosure 
  mitigate privacy risks by enabling services and functionalities while minimizing data 

disclosure beyond what seems intuitively possible 
  once data is disclosed it is hard to prevent privacy abuses - data cannot be abused for 

privacy invasive purposes if it has not been previously made available 
  Limitation: no protection once data is disclosed – disclosure is sometimes 

desirable and/or necessary 
  Minimize the need to trust others with appropriately handling identifiable and 

linkable data 
  while still guaranteeing other security properties such as service integrity 
  thorough security analysis that considers strategic adversarial behavior and verifies that 

the system provides the claimed privacy and security properties 
  Limitations: direct conflict with business models based on extracting 

value from data; transfers the trust to the technology   
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Deployment 
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  Data protection technologies 
 Compliance is a strong driver 
 Hidden costs of securing large databases 

  Privacy Enhancing Technologies 
 Can reconcile aggressive data minimization and service integrity 

guarantees  
 Active research, lots of proposed solutions 
  Poor deployment  



Conclusions 
  Privacy is a broad and subjective concept that can be defined in many 

different ways 
  not evident what sort of protection is offered by a specific technology.  

  Questions you should ask when considering a privacy technology: 
  What is the implicit or explicit definition of the “privacy problem” that is 

addressed by the technology?  
  Who defines what privacy is?  
  What are the trust assumptions (both relating to the technical 

infrastructures available and to the behavior of the entities involved in the 
system)?  

  What are the threats considered (e.g., is the technology designed to 
protect against surveillance by the government, against misuse by an 
organization, or against disclosure to the broader public)?  

  What is the level of assurance provided by the privacy technology – does it 
provide technical mechanisms that are verified through a security analysis?  
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