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the Fle mish  govern me nt  ai med
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The  APES  p roject  is  p ar t  of  the
Flemish  STWW  progra m
(ht tp: / / www.iwt.be /) ,  which  is  a
collection  of  p rojects  t ha t  t ry  to
b ridge  the  gap  be tween  the  research
world  on  the  one  side  an d  society
on  the  other  side. The  p roject  s ta r t -
ed  in  October  2000  and  will  carry
on  u n til October  2004.

The  goal  of  t he  project  is  to  de -
velop  basic  building  blocks  t ha t
p rovide  ano nymity in  a  wide  varie ty
of  ap plications.  The  idea  is  to  de-
velop  technologies  which  ad d
anony mity  to  co m m u nication  in-
fras t ruc ture s,  bu t  also  to  m ore  so-
p his ticated  interactions  s uch  as
p ayment, elections, cont ract  signing,
peer - to - peer  systems, e tc.

The  research  consor tiu m  consis ts
of  t h ree  par tners  fro m  the  K.U.Leu-
ven,  each  bringing  their  own  exper-
tise  in this p roject: 

Coordinator  research  group
COSIC, Depar t ment  of  Electrical
Engineering - ESAT; 
Research  grou p  Dist riNet,  De-
p ar t ment  of Comp u ter  Science;
Research  grou p  ICRI, Faculty  of
Law.

The  consor tiu m  is  backed  u p  by  a
u ser  grou p  consis ting of  the  follow-
ing  me mbers:  Data4S,  Ubizen,  Uti-
m aco  Safeware,  HyperTrus t,  t he
Belgian  Privacy  Com mission  and
ISPA Belgiu m.

1 Research
During  the  firs t  two  years  of  t he
p roject,  we  have  focused  o ur  a t ten-
tion  on  tools  an d  applications  tha t
require  u nconditional  ano nymity. In
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t he  next  two  years,  we  will  s t u dy
and  develop  syste ms  with  condi-
tional ano nymity req uire ments.

The  d ocu men ta tion  of  t he  re-
search  tha t  has  been  carried  ou t  for
this  p roject  can  be  foun d  on  ou r
website 
h t t p s: / / www.cosic.esat.kuleuven.ac.
be / a pes /

We  p resen t  below  a  su m m ary  of
this  work.

1.1 Anonymity
requirements for

different applications
During  the  firs t  six  m o n t hs  of  the
p roject, we have s urveyed  the  s ta te -
of - the - ar t  in  anonymity  syste ms;
we  have  s t u died  the  applications
tha t  req uire  anony mity;  an d  the
s pecific  ano nymity  require ments  of
each  application.  The  obtained  re-
s ul t s  can  be fou nd  in the  deliverable
D2,  “Application  req uiremen t s”
[D2].

For  ap plications  such  as  elec-
t ronic  voting  an d  electronic  pay-
m en t s,  anony mity  and  p rivacy  are
s t rictly  necessary.  In  a  de mocratic
society  p u blic  elections  will  be  held
anony mou sly  an d  citizens  have  a
funda men tal  right  to  p rivacy,  for
exa m ple  when  buying  goods  or
s ubscribing to  services. 

However,  cur ren t  technologies
s uch  as  da tabases,  online  connec-
tions  and  m o bile  com m u nications
m ay  lead  to  an  increased  erosion  of
p rivacy.  For  the  time  being  no
widesp read  com m u nications  an d
p ayment  technologies  a re  available
to  p rovide  on - line  sho p ping  with-
o ut  giving  away  a  s ubs t an tial
a mo un t  of  personal  infor mation.
Applications  like  e mail,  p u blishing
and  web  browsing  are  widely  ac-
cepted, yet  sensitive personal infor -
m ation  is  co m mo nly  being  dis-
closed  in  t hese  ap plications  too.
Deliverable  D2  of  the  p roject  de-
scribes  the  anonymity req uirement s
of  a  variety  of  ap plications  in  which
anony mity  and  privacy  play  an  im-
p or tan t  role:  anony mou s  connec-
tions,  which  can  be  u sed  for  all  ap -
plications;  email;  web  p ublishing;
web browsing; online  payments; on -

line  elections  an d  finally  on - line
auc tions.

In  the  deliverable  we  p rovide  a
general  m o del  t ha t  can  be  u sed  to
describe  the  anony mity  p ro perties
of  t he  applications  we  s tu died.
Firs tly  t he  no tions  of  ‘privacy’,
‘anonymity’,  ‘iden tity’  an d
‘pseu donymity’  a re  b riefly  se t  o u t
(for  anony mity we  ado p t  t he  defini-
tion  of  Pfitz man n  and  Köhntop p  in
[1]).  Secondly,  an  abs t rac t  and  ap -
plication - independent  te r minology
(roles)  is  derived  for  t he  differen t
entities  that  actively  par ticipa te  in
the  application, such  as  for  exam ple
‘initia tor’  and  ‘responder’,  ‘(un)in-
for me d’  p rovider,  and  ‘trus tee’.
Anonymity  p ro per ties  should  al-
ways  be  seen  rela tively  t o  s pecific
roles.  Finally  differen t  types  of
anony mity  (for  exam ple  one - time
anony mity  and  pe rsis tent  anony mi-
ty) are  described. 

The  remainder  of  the  deliverable
describes  in  de tail  t he  anony mity
requiremen ts  for  t he selected  ap pli-
cations.  For  all  t hese  applications
we  s tar t  with  a  s hor t  overview  of
their  functionality  an d  the  different
entities  t hat  par ticipa te  in  that  ap -
plication,  together  with  a  m a p ping
of  t hese  en tities  to  the  abs t rac t
roles  de scribed  in  t he  m o del.  Next,
t he  anonymity  related  requiremen ts
and  pro per ties  of  t he  application
are  described  in  m ore  detail.  Some
exa m ples  of  anony mity  req uire-
m en t s  are:  u n tr aceability  of  com -
m u nication,  u n t raceability  and  u n -
linkability  of  electronic  pay ment s,
voter  anony mity,  bidder  anony mity,
etc.

Each  ap plication  has  its  own
s pecific  req uire men ts  an d,  a t
firs t  glance,  a  general  solution
for  all  ap plications  see ms  u n -
likely.

This  p rovides  t he  jus tification  for
p roviding  the  abs t ract  m o del. If  the
entities  in  differen t  ap plications
m ap  to  the  sa me  abs t rac t  roles  in
the  m o del, it  is  likely tha t  the  solu-
tions  for  t hese  applications  will  be
similar.  A  s ho rt  overview  is  p re -
sented  of  t he  exis ting  solu tions  to
p rovide  ano nymity  an d  p rivacy  to
these  ap plications.  We  include  a

n u m ber  of  pos sible  legal issues  t ha t
will  be  fur ther  examined  in  the  de-
liverable  on  legal  as pects  of
anonymity.

1.2 Overview of
technologies

The  secon d  p hase  of  the  p roject
consis ted  of  an  exhaus tive  s tu dy  of
the  available  tools  tha t  may  be  u se d
to  ad d  ano nymity to  a  variety of  ap -
plications. The  res ult s  are  p resen ted
in  ou r  deliverable  D3,  “Technolo-
gies: overview” [D3].

We p resent  t he  firs t  s tep  towar ds
a  m o re  solid  foun dation  for  t he
analysis, de sign an d  implementa tion
of  anony mity  technologies.
Anonymity  techniques  a re  of ten
co m posed  of  several  subco m p o-
nen ts  t ha t  a re  each  res po nsible  for
a  par ticular  anonymity  aspect.  In
deliverable  D3,  we  focus  on  these
basic  b uilding  blocks.  In  t his  way,
we  will  increase  t he  u n der s tan ding
in  t he  exact  execution  of  existing
anonymity  techniques  an d  enable  a
m o re u nifor m  evalua tion  process.

In o rder  to  s t ructure  the  descrip-
tion  of  basic  building  blocks,  we
firs t  p resen t  a  block  taxono my,
which  is  m ainly  based  on  the  dis -
tinction  be tween  connection  vs. ap -
plication - level  blocks.  For  each
block,  we  then  describe  its  func-
tionality  an d  various  other  p roper -
ties,  s uch  as  req uire ment s,
anonymity  type  and  perfor mance.
We also  evaluate  its  correctness  an d
security in an  infor mal way. 

In  the  re mainder  of  t he  deliver-
able, we  p resen t  the  com p osition  of
basic  building  blocks,  which  is  the
key  to  build  m o re  p owerful
anonymity  services.  As  an  advan-
tage,  block  co m position  of ten  re-
s ult s  in  ad di tional  anonymity p rop -
er ties.  We describe  co m position  re-
q uire men ts,  dependencies  and  how
it  can  be  achieved  using  different
co m posi tion  s t ra tegies.  A  case
s t u dy  of  Onion  Routing 1 illustra tes

1 P.  Syverson,  D.  Goldschlag  and  M.
Reed,  ‘Anonymous  Connections  and
Onion  Routing’, IEEE, Journal  on  Selected
Areas  in  Com munications,  vol.  16  no.  4,
May 1998, pp. 482 - 494.
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t his  p rocess  for  connection - level
b uilding  blocks.  Further more,  so me
advanced  cryptographic  sche mes
are  deco m posed  into  several  appli-
cation - level b uilding blocks.

1.3 Tools for
technologies and

applications
During  the  second  year  of  t he
p roject, we have selected  two ap pli-
cations,  developed  a  se t  of  tools  to
add  anony mity  to  t hese  sys te ms
and  implemented  a  de m ons t ra to r.
The  results  are  described  in  the  de -
liverable D5, “Tools  for  technologies
and  applications” [D5].

In  deliverable  D5  the  ap pro pria te
p rivacy - enhancing  technologies  are
chosen  and  incor porated  in two dif-
feren t  ap plications: 

p rivacy - p reserving  ta rgeted  ad -
ver tising  th rough  web  banners,
and  
anony mous  peer - to - peer  ne t -
working. 

New tools  and  technologies  are  also
p re sen ted.  A  m etho dology  to  p ro -
vide  anony mity  services  is  de -
scribed. 

A solution  for  privacy - preserving
targeted  advertising  t h ro ugh  web
banners  is  p roposed.  The  solu tion
allows  users  to  m ake  a  balance  be-
tween  the  expos ure  of  their  p rivacy
and  the  perso naliza tion  of  t he  ad -
ver tisement. The key idea of  t he  so -
lution  lies  in  dyna mically  associat -
ing  u sers  with  p rofiles  according  to
their  interest s  and / o r  de mographics
instead  of  to  individual  identifiers.
The  u ser’s  p rofile  is  hereby  u n der
full  control  of  the  u ser  an d  is  no t
m ain tained  at  t he  banner’s  side.
Further more,  the  solu tion  relies  on
an  infras tr uctu re  for  anonymo us
co m m u nication  to  p rovide
anony mity a t  the  connection - level. 

Secon dly,  an  architecture  for
a nony mo us  P2P  networking  was
p ro posed. The  architecture  is ap pli-
cation - independent  and  is indepen -
den t  of  t he  P2P  m o del.  The  a rchi-
tecture  separa te s  peer - level  an d
con nection - level  services  and  hides
the  implemen tation  of  t he
anony mity functionality. 

Anonymity  is  no t  a  black - or -
white  issue.  A  m odel  to  m ea-
sure  the  degree  of  anony mity  is
therefore  developed. 

A  specific  m o del  for  ap plications
such  as  the  web  banner  syste m,  a s
well  as  a  generic  m o del  for  anony-
m o u s  co m m u nication,  is  p resen ted.
The  degree  of  anony mity  de pend s
on  the  probabilities  of  having sen t  a
message,  an d  is  measu red  with  re-
spect  to  a  par ticular  a t tacker.  The
m o del  is  based  on  the  infor mation
theore tical  concept  of  en t ro py.  By
analyzing (and  maybe  ac tively m o d -
ifying) t he  t raffic  flow of  an  anony-
m o u s  co m m u nication  sys te m  (such
as  Crowds 2, for  instance), an  a t tack-
er  can  a ssign  to  t he  u sers  different
p robabilities  of  having  sen t  a  pa r -
ticular  m essage.  The  p roposed
m o del  takes  as  inpu t  t hese  p roba -
bilities  an d  out p u t s  t he  degree  of
anony mity  p rovided  by  the  sys te m.
This  degree of  anonymity takes  high
values  when  u ser s  ap pear  as
senders  of  the  message  with  evenly
dis t ribu ted  p robabilities  (the  a t -
tacker  d oes  no t  ob tain  m uch  infor -
m ation  abou t  the  sender  with  the
at tack);  when  a  u ser  (or  a  reduced
set  of  u sers) have  a  high  p robability
of having sen t  the m essage, t hen  the
system  is  p roviding  a  low  degree  of
anony mity (the  a t tacker  is ob taining
a  fair  a mo u n t  of  infor mation  abou t
the identity of t he sender). 

A mix  network 3 for m s  the  core  of
an  anonymo us  com m u nication  in-
frast r ucture.  A new  theoretical  mix
design  was  p ro posed  tha t  u ses  ran -
d o m ness  in  order  t o  m ake  m essage
t racing m ore  difficult, an d  that  p ro -
vides  bet ter  resis tance  against  t he
blending  a t tack  (also  called  n - 1  at-
tack ). This  is  a  very  powerful  active
at tack  against  a  mix  that  allows
t racing a  message tha t  goes  th rough
the  mix.  The  at tack  is  deployed  a s
follows:  firs t,  the  a t tacker  fills  t he
mix with  his  own  mes sages; then, he
lets  the  target  message  in  (so  t he
target  mes sage  is  mixed  with  mes -
sages  known  to  t he  a t tacker).  The
de tails  of  t he  a t tack  de pend  on  the
type  of  mix  an d  so  does  the  effor t

2 www.research.at t.com / p rojects /c row
ds / .

3 See ‘Gateway’ in this issue.

of  t he  a t tacker. In the  p ro posed  mix
design  the  success  of  the  a t tacker  is
p robabilistic.

Finally,  a  proof - of - concept  of
bo th  the  web  banner  ap plication
and  the  P2P  architecture  has  been
implemented.  The  targeted  adver-
tising  de m ons t ra tor  can  be  down-
loaded  fro m  ou r  website  for  t es ting
p ur poses,  and  we  a re  cur ren tly  im-
p roving it  in  o rder  t o  p rovide  a  se r-
vice  t ha t  blocks  the  access  to  ban -
ner  servers  with  p rivacy - invading
p olicies.

2 Future work
In  t he  next  two  years,  we  will focus
on  ap plications  for  which  u ncon-
t rolled  anony mity  is  no t  suited.  The
s pecific  requiremen t s  of  how  the
anonymity sho uld  be  cont rolled  will
be  s tu died. A taxono my  of  differen t
ways  to  revoke  anony mity  will  be
m a de,  an d  the  req uire ment s  for
s uch  revocation will be  investigated.

Similarly  to  the  p rocess  followed
with  u nconditional anony mity in the
firs t  two  years  of  t he  p rojec t,  we
will  evalua te  the  exis ting  technolo-
gies for  cont rolled anonymity. 

Finally,  o u r  goal  is  t o  develop
new tools  and  technologies  t ha t  im-
plement  anonymity  con trol,  bo th  a t
a  theore tical and  p ractical level. 

3 Events
The  APES  project  ha s  organized
three  open  workshops.  The  firs t
APES Workshop  took  place  on  April
19,  2001;  t he  second  one  on
November  11,  2001;  and  the  t hird
one on  November  5, 2002.

The  goal  of  ou r  workshops  is  to
p resen t  to  the  scientific  com m u nity
the  resul ts  of  ou r  research.  We also
invite  external  s peakers  t ha t  are
working  in  t he  p rivacy  and
anonymity field. The  worksho ps  are
o pen  for  anybody  interested  in  this
research  topic  and  no  regis t ra tion
fee is asked  to  t he a t tendants.

Conclusion
This  ar ticle  p resen ted  the  research
p roject  on  Anonymity  an d  Privacy
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in  Electronic  Services  (APES). Within
this  p roject,  we  have  firs t  s t u died
the  ano nymity  requirement s  of  dif-
feren t  ap plications.  Then,  we  have
exa mined  the  available  technologies
tha t  can  be  u sed  to  ad d  anonymity
to  t hese  applications.  Finally,  we
have  developed  new  tools  an d  im-
plemented  so me  of  t he se  in  a
de mo ns t rator. While d u ring the  firs t
two  years  of  t he  project  we  have
worked  on  u ncondi tional  anony mi-
ty, in  the  next  two  years  we  will fo-
cus  on  conditional anony mity.
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